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Background

What is TCPLS?

TCPLS is an intertwined TLS1.3/TCP design of-

fering transport features like:

Multipath.

Connection migration.

Fail-over.
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Figure 1. The TCPLS network stack.

Reverso[1]

Two key principles may be applied to any en-

crypted transport protocol:

Principle 1. The field order within all

encrypted control and data chunks is

reversed. For a chunk with type (u8), foo

(u16), and bar (u64), the order becomes

bar (u64), foo (u16), type (u8).

Principle 2. Only a single chunk of data is

allowed within a record followed be

arbitrary number of control chunks.

Contiguous Zero-Copy

Applying the principles of reverso leads to a

simplified receive code path. Data received

can be decrypted directly into the application

buffers avoiding unnecessary copying.
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Figure 2. contiguous decryption in appliction buffers

Drawbacks vs. Solution

Previous Design Drawbacks

The sender’s inability to identify the stream to

which the received record belongs has resulted

in two design drawbacks:

Stream Multiplexing

Sender has to send the TCPLS’ frame Stream

Change before switching between streams

which consumes more bandwidth and requires

extra processing for encryption and decryp-

tion.

TCPLS

Stream Change Frame

Figure 3. send stream change frame before swithing

streams

Extra copy along receive path

Decryption happens in place and the result is

copied in the application receive buffer.
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Figure 4. Additional copy is required to deliver data in

app buffers

Solution

TCPLS Protected Header

TCPLS header consists of 4 bytes encoding the

offset where to decrypt in app buffers and 4

bytes encoding the stream ID.
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Figure 5. TCPLS header

As a result two improvements were achieved:

Remove the need for Stream Change

frames, as the TCPLS header already

contains this information, saving

bandwidth and eliminating extra

encryption/decryption operations for the

frame.

TCPLS header is secured separately. This

makes it possible to decrypt directly in app

buffers avoiding the extra copy operation.

In addition to that the order of the records

can be checked before decrypting.
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Figure 6. Avoid copying by decrypting only records

in the right order
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