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Abstract
With the increase of IoT devices generating large amounts of user-sensitive data, improper firmware harms users’ security and
privacy. Latest home appliances are integrated with features to assure compatibility with smart home IoT. However, applying
complex security mechanisms to IoT is limited by device hardware capabilities, making them vulnerable to attacks. Such
attacks have recently become frequent. To address this issue, we developed a secure verification mechanism for firmware
released by the device’s manufacturer. We proposed an IoT gateway for secure firmware verification and updating for smart
home IoT devices utilizing the IOTA MAM (Masked Authenticated Messaging) protocol and a distributed file system with
IPFS (Inter-Planetary File System) protocol. These two communication protocols ensure decentralized communication and
firmware file distribution between the IoT device vendor and the IoT end device. The proposed scheme securely shares
latest firmware content over IOTA and IPFS networks, performs a secure firmware update on IoT end devices and ensures
authenticity and integrity of thefirmware. Two types of validationmethodswere proposed for firmware updating andvalidation.
We implemented the proposed scheme using three entities, Vendor, IoT gateway, and IoT end device. Our system yielded
promising results in performing secure automated firmware updates on IoT end devices with very low computational power.
The system’s functionality was implemented using IOTA’s MAM run on Raspberry Pi as an IoT gateway along with an
ESP8266 Wi-Fi microcontroller, demonstrating the effectiveness of our approach. Our proposed methodology can be used
for secure firmware distribution on home IoT applications.

Keywords Internet of things · Distributed ledger technologies · IOTA · Information security · Communication systems · IPFS

1 Introduction

The Internet of Things (IoT) is applied in a wide variety of
fields with its ability to offer a close interconnection between
things and people [1, 2]. Some of the popular applications
of IoT include smart homes, wearable health devices [3, 4],
smart cities, connected cars, smart sensors [4, 5], etc.With the
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exponential increase of connected devices and data volume,
security has become an escalating challenge in IoT. Specif-
ically, introduction of new security updates to IoT devices
after the manufacturing stage is not only difficult but also
often overlooked [6–8].

Cyber-attacks on IoT devices themselves and their appli-
cations are increasing by the day [9, 10]. An IoT device’s
performance directly depends on its firmware; thus, regu-
larly updating the firmware is essential for the device’s proper
operation and safety, as well as for the introduction of new
features, communication procedures, and bug fixes [11, 12].
During malicious attacks on firmware, attackers can disturb
the regular functionality of the device, take remote control
or violate the owner’s privacy [9, 13, 14]. Although it may
not be the solution to all types of cyber-attacks, appropri-
ate firmware patching and update validation are capable of
mitigating the majority of attacks that target vulnerabilities
publicly known.
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Some of the most prominent security challenges for IoT
devices connected to the internet include firmware that is
not up to date [15, 16], weak authentication and microchips,
which are not well secured [16]. In general, IoT vendors
maintain their ownfirmware repositories, which contain their
latest firmware [17].Whenever vendors identify security vul-
nerabilities, patch upgrades are distributed to the devices.
However, the frequency of deploying such upgrades is often
insufficient compared to the actual requirement. This can be
attributed to limited profitability to manufacturers and prac-
tical difficulties [18]. Updating IoT device firmware can be
carried out in two ways: through a direct communication
link or remotely. However, both methods present challenges
[8]. The first option requires constant physical access to the
device, while the latter can be compromised by man-in-
the-middle (MitM) [19] or denial-of-service (DoS) attacks
[20]. In order to authenticate and validate firmware upgrades,
vendors utilize digital signatures [6, 18]. Proposed schemes
include encrypting the firmware image and signing using
JSON (JavaScript Object Notation) and JOSE (JSONObject
Signing and Encryption), to authenticate even untrusted
repositories [21], or partitioning the firmware into blocks
and chaining them with hash values [14]. However, most
IoT devices do not support built-in mechanisms for secure
firmware update and the implementation of complex security
mechanisms is limited by device hardware capabilities [17,
22–24]. Therefore, timely update of authenticated firmware
over-the-air remains the only viable solution for most IoT
devices. The majority of current IoT solutions including
firmware updating tools, adopt a centralized client–server
architecture where vendors’ cloud servers are connected via
the internet and, all data are managed in a centralizedmanner
by a server [1, 9, 25, 26]. As a result, when a firmware patch is
made available, distributed denial-of-service (DDoS) issues
are a concern [8, 27]. This in turn will largely burden internet
server providers (ISPs), inter-ISP business relationships and
the internet backbone [6, 18, 28]. Furthermore, centralized
architecture allows single point of failure (SPOF) to occur
and is vulnerable to issues such as natural disasters and local
power failures [28]. Additionally, it is possible to tamperwith
files and update history within the centralized architecture,
causing a decrease in reliability [29].

Therefore, distributed ledger technology (DLT) offers
a better approach for patch delivery while simultaneously
decreasing bottlenecks and liabilities associated with a cen-
tralized architecture [28, 30]. The distributed database is
governed by a consensus protocol executed across the nodes
of a distributed network, enabling the identification of any
unintended activity [3]. Blockchain is a DLT that has been
proposed for remote firmware updating [7, 8, 31–33]. How-
ever, low throughput, scalability issues, resource utilization,
storage limitations, and considerable fees are a signifi-
cant hindrance for the industrial and financial use cases of

blockchain [3, 16, 34–36]. Moreover, a verification scheme
for the firmware version is not available on the blockchain.
This can be solved by polling random network nodes for
present firmware versions [37]. In this case, all network
nodes are expected to store all published firmware binaries,
causing the block size to gradually increase with new ver-
sions over time. Alternatively, rights to download an update
can be handled through a smart contract and updates can
be bundled in one transaction using an aggregate signature
scheme to reduce resource consumption [38]. Another study
enhanced this concept with a PUSH-based method that can
assist in firmware integrity preservation [39]. However, once
an update is pushed to the IoT gateway, the update is for-
warded from the gateway to devices without any verification,
providing a window for malicious attack.

The directed acyclic graph (DAG) is another form of
DLT which does not possess the limitations of blockchain
[3, 16, 40]. DAG-based technology can be effectively used
to build a secure, cost-effective, scalable, and faster substi-
tute for blockchain-based distributed ledgers [41, 42]. New
distributed ledgers like IOTA, Algorand, hashgraph, and
Ouroboros have been introduced [3, 16, 40, 43, 44]. IOTA is
a distributed ledger that is open-source, does not suffer from
scalability issues and facilitatesmicrotransactions for the IoT
free of charge [45]. An IoT gateway for secure firmware ver-
ification and updating for devices can be managed utilizing
the IOTA Masked Authenticated Messaging (MAM). Addi-
tionally, IOTA’s DAG, or in other words, "The Tangle", is a
tamper-resistant and permission-less data repository [3, 46–
48]. In contrast to the high cost for storing large files on
blockchain, storage of large files in DAG-based decentral-
ized architecture is assured through the Inter-Planetary File
System (IPFS) [29, 49, 50].

This study introduces a novel solution to the problem of
IoT device firmware management, to handle vulnerabilities
in updatemechanisms, authenticationmechanisms and large-
scale firmware deployments. Considering security, cost and
latency issues associated with previous studies, we proposed
a firmware updating and authentication scheme based on
IOTA MAM and IPFS. To the extent of our knowledge, this
is the first work that uses IOTAMAM for firmware updating
and authentication and IPFS for firmware binary distribu-
tion. A proof of concept was implemented and tested against
IOTA Tangle to authenticate the integrity and authenticity of
IoT device firmware, IPFS for decentralized firmware con-
tent sharing and keep it up to date using the proposed scheme.
Our system was able to perform secure automated firmware
updates on IoT end devices with very low computational
power and latency. Themethodology used in this study can be
applied for secure firmware distribution on home IoT appli-
cations [6, 17, 18].

In this paper, we give a brief introduction followed by
the current literature related to firmware updating and com-
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ponents and framework of our proposed firmware updating
method. In the end, we discuss the outcomes of our study,
comparing our results with previous work.

2 Related work

Lee et al. (2017) [18] have proposed blockchain to obtain the
authenticity of firmware by letting each IoT device act as a
normal node connected through the blockchain network. If a
normal node is requesting firmware information, it becomes
a request node. A normal node also can validate its firmware
and respond to request nodes. In that case, the normal node
will become a response node. Verification node is hosted
by the vendor for validating firmware of the normal node.
While their scheme promised secure firmware verification,
their system has to go through PoW, which leads to high
resource utilization, latency and scalability issues.While this
model has not been implemented and analyzed in practice,
they also do not propose amethod to verify the integrity of the
firmware file [18]. Boudguiga et al. [37] proposed that every
IoT device could occasionally poll random network nodes
for firmware versions present, as a method to update device
firmware. Firmware versionswhen freshly released should be
first verified by peer nodes in the blockchain using consensus
protocol. If any IoT device from a particular vendor intends
to update its firmware, the device must generate a request for
firmware update.

InBoudguiga et al. ’smethod [37], the firmware has first to
be verified by peer nodes, for devices to be able to download
firmware from the respective vendor. Further, all the network
nodes are expected to store all published firmware binaries,
causing the block size to gradually increase with the trans-
mission of firmware binaries by the vendor time to time [1,
37, 39]. Baza et al. (2018) [38] have proposed a blockchain-
based firmware update scheme for autonomous vehicles
which employs smart contracts. They used the attribute-
based encryption (ABE) technique to set a policy about who
has the rights to download and use an update using a smart
contract. Their scheme promised to decrease blockchain-
based operation by bundling several firmware information
in to one transaction using aggregate signature scheme to
reduce resource consumption.

Hu et al. (2019) proposed a method based on blockchain,
to improve a platform of IoT devices and increase the effi-
ciency and security of its firmware. The method utilized
smart contracts to ensure the integrity of the firmware as
well as to achieve resistance to malware. They employed
peer-to-peer file sharing to ensure the new platform’s avail-
ability. This method allowed managing different firmware
versions belonging to various vendors, while also securing
devices against DDoS attacks. Furthermore, their platform
was able to checkmultiple signature requests simultaneously,

thus significantly increasing scalability. They also carried out
elaborate assessments and simulations to confirm the effec-
tive operation of IoT devices on the proposed platform in
terms of computing costs and overhead connections [6].

Solomon et al. (2023) proposed a blockchain-based
firmware updating method for IoT devices which uti-
lized IPFS to deliver a highly available and distributed
encrypted software update binary file. The methodology
involves leveraging cryptographic security measures such
as Ciphertext-Policy Attribute-Based Encryption (CP-ABE)
and hash functions, implementing the framework on the
Ethereum blockchain, and conducting simulations on IoT
device configurations. The study also includes physical
hardware tests on Raspberry Pi devices to validate the pro-
posed framework. This method reduced the computational
complexity expected from IoT devices, by offloading such
complex operations to the blockchain platform, while also
performing authenticity verification, secure delivery and
ensuring payment for the software updates. The proposed
blockchain-based framework addressed vulnerabilities in
current client–server architecture for software update deliv-
ery, providing resilience and high availability. The method
also significantly reduced the overhead of key generation
and communications, improving efficiency and scalability.
Through the use of smart contracts, they ensured a seamless
delivery without introducing a trusted third party [51].

Another blockchain-based firmware updating method,
which is PUSH-based, was introduced by Alexander Yohan,
inwhich newfirmware versions froma genuinemanufacturer
will be delivered. They further used consensus mechanism
and smart contract features of blockchain to demonstrate how
firmware integrity can be preserved [39]. One issue with this
method is that once an update is pushed to the IoT gateway,
the update is forwarded from the gateway to devices without
any verification. Hence, a chance of malicious code reaching
an IoT device is present, and if the gateway has been compro-
mised, the updating process may not be properly executed in
this method. In addition, this method could increase network
traffic and costs since the vendor is required to release smart
contracts every time firmware files or duplicate firmware files
are distributed to the broker nodes [1].

However, in situations where a large number of sensors
are involved (ex. smart city), use of public blockchain and
PoWalgorithms is limited in practicality due to their resource
intensive nature. This can result in decreased scalability and
performance. Moreover, the authors of [18, 37, 38] cases
given above do not clearly mention how IoT devices can
directly interact with blockchain with their limited computa-
tional power. Therefore, it is important to design a scalable,
high-performance and lightweight mechanism to ensure IoT
device security. Our solution resolves this issue by using
DAG-based IOTA-distributed ledger technology and IPFS
with lightweight ISO standard MQTT protocol.
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3 Materials andmethods

3.1 Proposed components and framework

We proposed a system to authenticate the integrity of IoT
device firmware and keep it up-to-date, while maintaining
secure communication among the three entities: the IoT ven-
dor, IoT gateway and IoT end device, without compromising
network performance. Specifically, our approach involves
introducing an IoT gateway to establish secure communi-
cation between IoT vendors and IoT end devices.

The IoT vendor owns a firmware repository to store
firmware binaries and firmware information. MAM client
was installed in the vendor’s node to initiate a MAM con-
nection. An IPFS cluster was installed for initiating an IPFS
connection between the IoT gateways and IoT vendors.
Each vendor has its own root address and side key for their
restricted MAM channel and IPFS peer identity and swarm
key for IPFS connection.

The IoT gateway is connected to the vendor’s node via
IOTAMAM. The gateway stores information about the con-
nected IoT end device’s device type, device Media Access
Control (MAC) address, current firmware version, and cur-
rent firmware hash. Similarly, MAM client was installed in
the IoT gateway to initiate a MAM connection with vendor
node and IPFS cluster for initiating IPFS connection between
other IoT gateways and IoT vendors. The IoT vendor’s root
key and side key are required in advance to establish the
MAM connection and IPFS peer identity and swarm key for
IPFS connection. MQTT server is running on IoT gateway;
every IoT end device is connected to IoT gateway viaMQTT
connection over Secure Socket Layer (SSL)/Transport Layer
Security (TLS). At the same time, the IoT gateway consists
of network time protocol (NTP) service for providing date
and time for IoT end devices. There is a separate web inter-
face running on IoT gateway for configuring and monitoring
the current status of MAM connection and MQTT connec-
tion with IoT end devices. To communicate with IoT end
devices, the IoT gateway is equipped with Wi-Fi.

The IoT end device of the proposed system Runs MQTT
client over an SSL/TLS connection to the IoT gateway over
Wi-Fi.

The proposed scheme operates on two different networks:
the IOTA network and the IPFS network (Fig. 1). In our sys-
tem, IoT vendors and IoT gateways communicate using the
MAM protocol by connecting to the IOTA Tangle through a
lightweight IOTA full node called ’HORNET’. Each IoTven-
dor and IoT gateway are connected in the IPFS network by
sharing a common swarmkey.However, due to hardware lim-
itations of IoT enddevices, their integrationwith IOTAMAM
and IPFS is restricted. Therefore, we used the MQTT pro-
tocol with SSL/TLS encryption for communication between

Fig. 1 High-level communication diagram

IoT end devices and the IoT gateway. The function of the
proposed scheme is divided into five phases.
Phase 1 - IoT vendor (manufacturer) and IoT gateway reg-
istration (Fig. 2)

The publisher uses a secret seed to produce a channel
ID and an optional side-key to publish MAM messages to
the IOTA Tangle through a full node. Anyone can receive
that message from IOTA Tangle using the channel ID. We
adopted the restricted mode of MAM to establish a secure
connection, in order to allow version control capabilities to
the vendor. If a vendor intends to provide access to their
firmware information feed, they must share MAM root ID
and side-key with the IoT gateway in advance to establish
a restricted MAM connection. In return, the IoT gateway
retrieves and authenticates the associated data stream from
the IOTA Tangle.

IoT devices from different vendors (i.e., different brands)
are connected to the IoT gateway, the gateway has to sub-
scribe to each vendor’s MAM channel. If the vendor wants
to revoke access to their data streams at any time, they can
update the authorization key of their MAM channel. After
doing so, corresponding subscriberswill be unable to decrypt
MAM messages. Similarly, pre-configuration is required to
establish an IPFS connection between the vendor and the
gateway. To create a private IPFS network, we used a swarm
key, which serves for authentication and encryption purposes
within the private network. Only nodes that possess the cor-
rect swarm key can join and communicate within the private
IPFS network. Additionally, the IP address of peers and their
peer identity are required for reference by all the nodes in
this private IPFS network. These details should be shared
between IoT vendors and IoT gateways.
Phase 2 - IoT end device registration with IoT gateway
(Fig. 3)

Every IoT end device needs to connect to its IoT gateway
via Wi-Fi. Therefore, Wi-Fi credentials, MQTT credentials
and SSL public key must be shared in advance to establish
a secure connection between the IoT gateway and the IoT
end device. The IoT end device is configured with a built-in
web serverwithHTMLuser interface, which can be activated
upon the user’s request, for example, by pressing a reset but-
ton. Upon activation, a 0.96” OLED screen embedded in the
device will display a QR code. Scanning this code allows the
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Fig. 2 Diagram for IoT vendor
and IoT gateway pre-registration

user to connect to the device’s local Wi-Fi hotspot to access
the web interface enabling the user to upload these creden-
tials. Once valid credentials are successfully stored in the
device’s EEPROM, it will connect to the IoT gateway and
synchronize the date and time. Then it will listen to the IoT
gateway for any firmware update information and continu-
ously broadcast its current firmware version, firmware hash
values and hardware version through secure MQTT protocol
to the IoT gateway. The IoT gateway will uniquely identify
each IoT end device with theirMedia Access Control (MAC)
address.
Phase 3 - New firmware update distribution by the vendor
(Fig. 4)

Every vendor node consists of an HTML5-based web
interface that runs onNode.js. This portal communicateswith
the IOTAMAMclient and the IPFS client. Firmware deploy-
ment is carried out through thisweb interface. Thiswebportal
is capable of uploading firmware binaries to the IPFS net-
work and attaching MAM messages to the IOTA Tangle.
When there is a new firmware update to be deployed by the
vendor, authorized vendor personnel will access the vendor
portal and upload the firmware binaries along with firmware
meta-information. The portal then calculates the correspond-
ing SHA256 hash value for the binary file uploaded to the
IPFS network and generates an IPFS content ID (CID) to
access it via the IPFS network. Once the vendor approves the
publication of information to the IOTATangle, the portal will
include date and time, file size, file hash (SHA256), firmware
version, compatible hardware version, devicemodel/type and
IPFS CID to aMAMmessage through the restricted channel.

The upload status will be disclosed to the vendor through the
web portal.
Phase 4 - IoT gateways receiving firmware information from
vendors (Fig. 5)

Each IoT gateway is connected to a single or multiple
vendorswith their Root ID and side-key and continuously lis-
tens to the vendor’s update through IOTA Tangle via MAM.
When new information is received on the Tangle, it will
crosscheck firmware device compatibility with the currently
registered IoT end devices. If the Tangle information has the
latest firmware information for the local IoT end devices,
the IoT gateway will download the firmware files from the
IPFS network and hold them in a local temporary location
for verification.
Phase 5 - Verification and methods of firmware updating by
IoT gateway and IoT end devices (Fig. 6)

Firmware information has been received in advance
through IOTA MAM to the IoT gateway. The IoT gateway
will run a SHA256-based hash verification for binaries that
are downloaded and stored locally in Phase 4. If the hash
verification is successful, it will move firmware files to the
local repository and push the latest firmware information to
the IoT devices.

All the IoT end devices, which are connected (online)
to the IoT gateway at the time, will receive a message for
immediate firmware update. This process is called force val-
idation (Method 1) (Fig. 7). IoT end devices that are offline
or not connected will be able to receive new firmware infor-
mation once the device is registered with the IoT gateway
and becomes online. Every IoT end device is configured to
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Fig. 3 Diagram for configuring
a new IoT end device to IoT
gateway

Fig. 4 Diagram for new
firmware update deploy by IoT
vendor

Fig. 5 Diagram of IoT gateway
receiving meta data from IOTA
MAM and retrieving firmware
binaries from IPFS
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Fig. 6 Diagram for IoT gateway
performing hash verification for
firmware content

Fig. 7 Method 1: Force
validation - IoT gateway will
validate IoT device firmware
periodically

self-check latest firmware information from the IoT gate-
way every five seconds. This process is called self-validation
(Method2) (Fig. 8). IoTdeviceswill access the IoTgateway’s
firmware repository to check the latest firmware information.
If the IoT device detects new firmware, it will run a hash veri-
fication.When the firmware binaries are authenticated, it will
upgrade its firmware and then reboot with the latest update
applied.

3.2 Implementation

Webuilt a proof-of-concept prototype using twoLinuxRasp-
berry Pi 3B+ as IoT gateway and vendor’s node (Fig. 9).
These two nodes’ operating systems (OS) are Ubuntu 20.04
LTS (Focal Fossa) ARM 64bit. On top of the OS, we have
configured HORNET, an IPFS private cluster and a MQTT
server with SSL/TLS. The implementation of the IoT end
device was done by using an ESP8266 and ESP32-based
development kit. This board was chosen considering its
low-cost, smaller size, WiFi capability, and C-programming
support using the Arduino development tool. ESP8266 has a
4MBflash,whileESP32has a 16MBflash.The0.96" 128x64
OLED display was used with IoT end device for debugging
purposes.

Smart home IoT gateway
This device is implemented to bridge the gap between

IoT vendor and IoT end device. This device will consistently
maintain communication with the IoT vendor to receive
the latest firmware updates and their metadata, which also
include the IPFS access credentials. Communication with
vendors is achieved through IOTA MAM, to verify the
firmware information, convert that information to MQTT
messages and send it to the IoT end devices. The vendor’s
channel ID and secret key will be pre-shared with the IoT
gateways.
IoT vendor

An IoT vendor was implemented to simulate the deploy-
ment of firmware updates for IoT end devices. This device
will consistently maintain communication with the Smart
home IoT gateway using IOTA and IPFS. An HTML5-based
web interface was designed as a portal for authorized admin-
istrators to deploy firmware updates.
IoT end device

The IoT end device communicates directly with the IoT
gateway via Wi-Fi connection. MQTT communication over
SSL/TLS is used as the communication protocol. Each device
is equippedwith an embeddedweb server running,which can
be toggled on when required for a configuration. Configura-
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Fig. 8 Method 2: Self
validation - IoT device will
periodically check latest
firmware from IoT gateway

Fig. 9 End-to-end implementation overview

tion can be activated by pressing a button while turning the
device on.
Quantification of communication latency

We measured the system’s latency between an IoT ven-
dor and IoT gateway’s MAM communication for a given
firmware update. We ran five sets of 300 latency tests each
consisting of payloads ranging from 400 to 600 characters.
The average latency for each payload was calculated in sec-
onds for each set. Performance of the current study was
compared to previous studies through a feature comparison.

4 Results and discussion

The results of the latency tests are given in Fig. 10. We found
that the average time required to complete a MAM com-
munication between an IoT vendor and an IoT gateway is
approximately 32s for all tested payloads. In addition, we
evaluated the performance of the proposed system in terms
of authenticity, scalability, latency and transactions fees with
previous studies, as summarized in Table 1. In standard
firmware update methods used for many IoT devices, some
vendors provide validation information with their reposi-
tories, such as hash values to authenticate their binaries.

123



Security-enhanced firmware management scheme for smart home IoT devices using distributed… 1935

Fig. 10 Variation of latency with payload

However, that process is not scalable due to the scalabil-
ity limitations of their communication protocols. Compared
to blockchain-based firmware update methods by Lee et
al. (2017) [18], Boudguiga et al. (2017) [37], Hu et al.
(2019)[6] and Solomon et al. (2023) [51], our method
performs IOTA MAM-based firmware meta data communi-
cation, IPFS-based decentralized firmware file distribution,
a hash verification for firmware binaries and autonomous
firmware update mechanisms. Due to the application of
IOTA, IPFS and MQTT where scalability comes along with
their technologies, our method is highly scalable.

5 Conclusions

In order to address security, cost and latency issues associated
with previous studies, we developed an IoT gateway utiliz-
ing the IOTA MAM protocol and the IPFS-distributed file

system. To the extent of our knowledge, this is the first work
which uses IOTA MAM for firmware updating and authen-
tication.

We implemented a proof of concept and tested against
IOTA Tangle to authenticate the integrity and authenticity of
IoT device firmware and to keep it up-to-date using the pro-
posed scheme. Our developed scheme securely shares the
latest firmware content over IOTA and IPFS networks and
autonomously performs secure firmware update in IoT end
devices to ensure the authenticity and firmware integrity.
We implemented system infrastructure of the IoT gateway
and the IoT vendor using two Raspberry Pi 3B+ devices
with Ubuntu 20.04 LTS ARM 64bit run on IOTA full
nodes, Node.js, IOTA MAM client libraries, IPFS cluster
configuration and secureMQTT server.We established com-
munication between the IoT gateway and the IoT end device
over Wi-Fi, secured with SSL/TLS using MQTT protocol.
In addition, we developed a web interface to configure and
monitor the connectivity between each entity. The IoT end
device was implemented using C++ on ESP8266 and ESP32
Wi-Fi microcontrollers.

Compared to past research [6, 18, 37, 51], our method
performs a hash verification for firmware binaries and an
autonomous firmware update mechanism that sends a mes-
sage through the IOTA tangle. Furthermore, our method is
highly scalable, has a low latency and charges no transaction
fees, as we use IOTA protocol instead of blockchain technol-
ogy.

The proposed system can be further enhanced for health-
care data applications while adhering to privacy regulations
and data processing best practices. By carefully considering
the use case and designing the data exchange system, we can

Table 1 Feature comparison with previous studies

Lee et al. Boudguiga et al. Hu et al. Solomon et al. Proposed
[18] [37] [6] [51]

Currency Bitcoin Bitcoin Ethereum N/A IOTA

DLT Architecture Blockchain Blockchain Blockchain Blockchain Directed acyclic graph

Performance ∝ 1/N ∝ 1/N ∝ 1/N ∝ 1/N ∝ N

Smart Contract No No Yes Yes No

Firmware file authentication No No No No Yes (SHA256)

Firmware file availability High Low High High High

Firmware update mechanism Pull Pull Pull and Push Pull Pull and Push

IPFS-based firmware sharing No No No Yes Yes

IoT computation complexity High High Medium Medium Low

IoT device management No No No No Yes

Support multiple vendors No Yes Yes Yes Yes

N/A - Not available, N - Number of transactions
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address the potential conflicts between DLT and data privacy
regulations.

Code and data

Our implementation source code is available at
https://www.github.anushkawijesundara.com.
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