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10 The meaning of the limitation of the
use of the Internet for criminal
punishment from the perspective
of extended mind thesis

Kamil Mamak

10.1 Introduction

Snce the broad deployment of the Internet, there has been dscsson of how t has
changed or lves (see, e.g., Sparrow, L, and Wegner 2011; Flord 2015). One of
the many deas dscssed abot the role of technologes n general, and the Internet,
n partclar, s that they become a lteral part of s. Ths chapter explores sch an
dea by referrng to the extended mnd thess (Clark and Chalmers 1998). It is a
view according to which external artifacts could be counted as part of the extended
mnd. If we treat ths thess serosly, then there are ethcal and legal conseqences,
including the discussion of the right to access the Internet and the right not to use
the Internet. Ths chapter gves specal attenton to the conseqences of adoptng
ths vew n relaton to crmnal pnshment, showng that manplatng access to
the Internet is a relevant issue from that perspective.
Ths chapter s strctred as follows. After the ntrodcton, there s a bref

explanaton of the extended mnd thess. Then, the focs shfts to the role of the
Internet from an extended mind perspective. The following section is concerned
wth the ethcal conseqences resltng from the acceptance of the dscssed
phlosophcal thess. Then, there s a secton that focses on the relevance of
this thesis for the discussion on the right to access the Internet and the right not
to use the Internet. The following section discusses the extended mind thesis in
the context of pnshment, specfically on mprsonment. Ths chapter ends wth
conclusions.

10.2 The extended mind thesis

The extended mind thesis is an idea that proposes a non-intuitive explanation for
the nteracton of hmans wth external, non-bologcal artfacts. In short, accordng
to the extended mnd thess, cogntve processes are not locked p n the physcal
boundaries of the body but extend into the external environment. Andy Clark and
Davd Chalmers formlated the most recognzed verson of ths way of thnkng
abot the mnd. They start ther semnal paper wth the sentence, “Where does the
mnd stop and the rest of the world begn?” (Clark and Chalmers 1998, 7). They
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express skepticism as to whether the boundaries of the body are the boundaries of
the mind.
In ther paper, the athors se examples that allow them to llstrate the

problems; the most famos example from that paper s the one abot Otto and
Inga. Otto and Inga want to go to an exhbton at the Msem of Modern Arts
n New York Cty. Inga, n order to get to the msem, recalls ts locaton from
her bologcal memory. Otto has Alzhemer’s dsease, and n order to get to the
msem, he conslts the locaton of the msem wth hs personal paper note-
book, n whch he wrote varos peces of nformaton, ncldng the locaton of the
concerned nsttton. Athors clam that Otto’s notebook serves the same role for
hm as bologcal memory for Inga. Ths, Otto’s mnd s extended to ths external
artfact (the notebook).
Accordng to Clark and Chalmers, not every artfact cold be consdered an

extenson of the mnd, bt only one that cold become copled wth the mnd and
be part of the cogntve loop. To be consdered as part of the mnd, the artfact needs
to flfill some crtera; they show those crtera n the example of Otto’s notebook,
formlatng for of them. Frst, the notebook s an element of Otto’s mnd becase
t s a constant element n Otto’s lfe, and Otto treats the notebook as a relevant
element of takng acton. Second, there s easy and drect access to the notebook.
Thrd, when Otto finds nformaton there, he atomatcally endorses (approves)
t. Forth, the nformaton n the notebook was at some pont endorsed by hm
n the past (Clark and Chalmers 1998, 17). Those crtera are sometmes referred
to as “trst and gle” crtera (see, e.g., Record and Mller 2018, 106). Clark and
Chalmers acknowledge the differences between the biological memory and the
external artfacts, bt they thnk that those dfferences are shallow, and more or
less, the mnd and the notebook play the same roles.
The paper referred to was pblshed n 1998, abot a decade before the smart-

phone revolution. The thesis advanced in the paper has gained more attention in
recent times. Clowes et al. point out two main reasons for its recent popularity
(Clowes, Smart, and Heersmnk, 2024). Frst, t has explanatory power regardng
the relatons between hmans and the technologes they se (see, e.g., Carter et al.
2018). Many people never gve p ther smartphones, smartwatches, personal
compters, and so on. And what s mportant n the context of ths chapter, as
Clowes et al. pont ot, s that many of these smart devces have networkng cap-
abilities that enable them to be connected to the Internet. The second reason they
pont ot s that n contemporary cogntve scence, there s a strong an-Cartesan
drecton (rejecton of dalsm that separates mnd and body, treatng them as ds-
tnct matters), and the extended mnd thess follows ths trend. In that context, t s
sally presented as part of 4E cognton, whch stands for for words – emboded,
embedded, enacted, and extended (see, e.g., Newen, Brn, and Gallagher 2018). In
short, the poplar take on cartesan dalsm sggests that mnd and body are dstnct
and separable matters. The 4E framework points out that our cognitive processes
are shaped by or bodes (embodment) and the envronment n whch hmans are
lvng (embedment). Enactvsm refers to the dynamc relatons between organsms
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and ther envronment. The cognton arses throgh the nteractons. Fnally, the
extended part, whch s the focs of ths chapter, allows for extendng the cogn-
tve process on the external artfacts. Together, those concepts are an alternatve to
dalst thnkng (Rowlands 2013, 51; bt see, e.g., Adams and Azawa 2010).

10.3 The extended mind thesis and the Internet

Snce the pblcaton of the extended mnd thess more than 25 years ago, the
concept has developed, and varos aspects have been dscssed (for overvew,
see, e.g., Gallagher 2018; Telakv 2023). One of the specfic sbjects of nterest
is the Internet and its relationship with the mind. Could the Internet be part of the
extended mnd? Clark, one of the co-athors of the orgnal paper that formlated
the extended mnd thess, rased skeptcsm over treatng the Internet as a part of
extended cognton (Clark 2008).
However, not the whole Internet mst be consdered as a part of the extenson,

bt t cold be “some small pece of the Internet”, as long as the condtons for
extenson, whch are accessblty, relevancy, and trst, are met (Dempsey, Con,
and Dbljevć 2024, 158). Later n ths chapter, when I refer to the Internet as an
extenson of the mnd, I mean that some parts of the Internet mght consttte the
mnd, not that the whole Internet shold be treated as part of someone’s mnd.
As mentoned, contemporary devces cold be consdered to consttte the self,

and those devices are often connected to the Internet. I use the terms extended
mnd and extended self nterchangeably. If the mnd s part of myself, my mnd
s extended, and I am a whole extended. In some cases, access to some parts of
devces s dependent on se to the Internet. For example, pctres that allow s to
remember past events could be stored in the cloud. The typical way to access them
s throgh a smartphone, bt sometmes, ths reqres havng access to the Internet.
From that perspectve, the smartphone, wthot access to the Internet, cold not be
seen as complete extenson of the mnd. In other words, the term “smartphone” s
used here not as a sum of material components that are exclusively inside of the
devce bt as somethng more sgnficant that, together wth the servces and nfra-
strctre, can be flly fnctonal. For example, we cold have access to some of
the memores throgh or devce, bt to se that nformaton, the devce needs to
be charged, and there mst be access to the Internet, whch allows s to connect to
the service that is in the cloud.
For example, Heersmnk dscsses ths dea n the context of atobographcal

memory. He notced that to access some of or past memores, we are dependent on
access to the servces that contan nformaton abot or past, and n that context,
he claims that our autobiographical memory could be extended and distributed
(Heersmnk 2022). To use Facebook via smartphone and check the photos from
vacatons posted there a cople of years earler, we need to have a devce that
s connected to the Internet. In hs other work, he clams that personal dentty
cannot be redced to psychology or bology, bt t needs to be seen as an envron-
mentally dstrbted and relatonal constrct; he talks abot “dstrbted selves”
(Heersmnk 2017a). He ponts ot the ethcal conseqences. We shold have a



The meaning of the limitation of the use of the Internet 159

broader concept of self by ncldng the socal and external strctres, focs on the
external memory systems n stdes of personal dentty, and add that we shold not
nterfere wth one’s dstrbted mnds and selves. In other work, he notces that the
more we depend on external information in cognitive functioning on an everyday
bass, the more those artfacts are ntegrated nto or cogntve system (Heersmnk
2017b). We cold read the above notons as the endorsement of the role of tech-
nology in constituting what the human self is. It shows the entanglement of humans
with technology. The refusal of the role of technology for contemporary humans
could not give a full description of who we are in a technologically textured world.
Another scholar who analyses the role of the Internet in the context of the

extended mnd thess s Smart. He ntally ntrodced the Web-Extended Mnd
hypothess, whch s the dea “that technologcal and nformatonal elements of
the web can (at least sometmes) serve as part of the mechanstc sbstrate that
realzes hman mental states” (Smart 2013, 447). In hs later work, Smart proposes
a slghtly dfferent definton of the “Web-extended Mnd,” whch s “an extended
cognitive system whose processes supervene on a set of constituent material elem-
ents that nclde one or more Web resorces” (Smart 2017, 362). Smart consders
whether the Web (crrent or ftre) can be part of the extended cogntve system
and ses crtera (“trst and gle”) that Chalmers and Clark sed n ther paper
on the extended mnd to answer the qeston of whether some artfact cold be
consdered as an element of the extended mnd. He concldes that the natre of or
interaction with today’s Internet allows for a variety of forms of Internet-extended
cognton (Smart 2017, 369). Smart ponts ot that the general trajectory of tech-
nology development reinforces the possibility of including the web in the cognitive
system. He ses an example of Otto++. The most mportant aspect of ths example
for ths chapter s that nstead of a notebook, Otto ses a smartphone wth an app
that contans nformaton n the clod, and to have access to ths nformaton, there
s a need to have access to the Internet (Smart 2018, 280). Smart beleves that
notebooks and apps connect to the Internet and flfill the same fncton, and we
cold treat them as fnctonally eqvalent to those realzed by bologcal models
(lke bologcal memory).
Heersmnk and Stton beleve that the “parts” of the Internet mght be relevant

for an extended mnd thess. They analyze the mpact of the Web on cognton
from varos perspectves, ncldng the extended one. They focs on the relatons
between the Web and sers and conclde that whle most crrent Web apps are not
deeply ntegrated wth the mnd, they arge that some hghly personalzed Web
applications accessed on wearable digital devices might have the capacity for deep
ntegraton (Heersmnk and Stton 2020, 139).
For clarficaton, acceptng the extended mnd thess does not mean that every

hman s extended nto technologcal devces n the same way, bt rather that there
could be people for whom external artifacts are important to such an extent that
they shold be treated as an extenson of ther mnds, and by that, an extenson of
themselves. Ths reservaton also concerns se to the Internet. For some people, the
Internet cold be an essental element that enables them to be trly themselves, and
for others, t mght be a relevant aspect of ther lves.
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10.4 Ethical risk and extended mind thesis

If we accept that the extended mind is a plausible explanation of the relation-
shp of hmans wth external artfacts, sch a statement entals legal and moral
conseqences. Those conseqences are dscssed n ths secton. Clark and
Chalmers note that sometmes “nterferng wth someone’s envronment wll have
the same moral sgnficance as nterferng wth ther person” (Clark and Chalmers
1998, 18). For example, Søraker ponts ot that the nformaton n Otto’s notebook
cold have moral stats and, as sch, deserves to be protected (Søraker 2008).
Clowes et al. consider ethical risks more systematically and point out three areas
of ethcal concern related to the extended mnd: mental prvacy, mental manp-
laton, and agency (Clowes, Smart, and Heersmnk 2024). Now, I wll brefly
unpack them.
Mental prvacy s concerned wth access to nformaton. In short, the content

of our memories that are stored in biological minds is hidden from the external
observer, whle the memores that are stored n external artfacts are exposed to rsks
of access to t, lke n the case of Otto’s notebook, whch others mght get nathor-
zed access to (see also, e.g., Carter, Clark, and Palermos 2018). Vold illustrates this
n relaton to crmnal procedres (Vold 2018). In many legal systems, one cold
reman slent when accsed of a crme. In other words, there s no way to access the
content of the mind of the person accused of committing a crime. If we accept the
extended mnd thess, then there s a problem wth accessng personal technologes,
such as smartphones. Should we treat the content of the smartphone in the context
of a criminal investigation in the same way as we treat the content of the biological
memory, to whch there s no access? Shold the rght to reman slent extend to
smartphones?
Palermos, n hs recent paper abot mental prvacy, calls for makng t mpos-

sble, legally and practcally, to obtan sch data (Palermos 2023). Clowes et al.
point that privacy concerns are especially prominent in case of devices or ser-
vces that are onlne or connected onlne, where the content s accessble to varos
socal actors, ncldng ndvdal hackers, corporatons, and governmental bodes
(Clowes, Smart, and Heersmnk 2024).
Related to privacy issues are risks of manipulation. Those who might have

access to the information could not only see this information against the will of the
owner bt also cold manplate t (Clowes, Smart, and Heersmnk 2024). Carter
dentfies two categores of rsks related to manplaton: acqston manplaton
and eradcaton manplaton. The first s concerned wth the possblty of creatng
new belefs, and the second s wth deletng memores (Carter 2021).
The third ethical group of risks discussed by Clowes et al. is related to autonomy.

Cited authors base this risk on the observation that cognitive extension might
mpact mental atonomy. They refer to these rsks, n partclar, n the work of
Vold and Hernández-Orallo on AI Extenders (Vold and Hernández-Orallo 2022;
Hernández-Orallo and Vold 2019). In short, AI extenders are tools that const-
tute an extension of cognitive states resulting from the deployment of AI systems.
Hman agents that are gong to make decsons mght be mpacted by the AI tools
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they se. Vold and Hernández-Orallo provde a definton ofAI extenders (Vold and
Hernández-Orallo 2022):

An AI extender s a cogntve extender that s “feled” by AI. Ths means that
some AI technology is directly responsible for the cognitive capability that the
extender s able to deploy, n conjncton wth ts ser.

The mentoned sses regardng atonomy and responsblty are, for example,
related to risks related to the fact that the tools could impact the way in which
people who se them act, or there s a problem wth who cold be responsble for
malfnctons or keepng p wth systems that become some extenson (see also on
that topic: Telakivi et al. forthcoming). The problem with autonomy and responsi-
bility for the effects of the deployment of AI systems is one of the most discussed
problems wthn AI ethcs (on sses wth responsblty wth AI see, e.g., Matthas
2004; Sparrow 2007;Muller 2020; Gordon and Nyholm 2021). The extended mind
thesis applied to this problem makes it even more problematic due to the intimate
connecton of tools (n ths case, AI-based) wth hmans.
The above categories of risks do not exhaust the list of potential ethical issues

related to adoptng the extended mnd thess. The presented sse shows, at least,
the mltdmensonalty of ethcal conseqences related to that thess. Some of
the ethical risks are relevant from the perspective of the law. The following two
sectons frther clarfy ths. Frst, the relevance of the extended mnd thess s
presented for the discussion on the right to use the Internet as well as related issues
of the rght not to se the Internet. Second, access to the Internet s dscssed from
the perspective of the philosophy of punishment.

10.5 Right to use/not to use the Internet and the extended mind thesis

It was already mentioned that the Internet might be an element of the infrastructure
of the extended self. Even f the Internet does not, as a whole, consttte the exten-
son of the person, t mght be a necessary ngredent of the personal technologes
that are integral parts of the person. Such observation makes it a natural candidate
of interest for those who are interested in the right to use the Internet and the right
not to se the Internet. At the otset, t mght be sad that the extended mnd thess
is relevant to both of them.
Kloza ponts ot that over the years, there has been a change n the way n whch

access to the Internet s presented, whch was accelerated by the pblc health crss.
Instead of beng an opton, t becomes an oblgaton. He wonders to what extent
people cold be forced to se t and arges that ctzens shold not be oblged to se
the Internet. He formlates t as the rght not to se the Internet (Kloza 2024). He
reviews the main groups of arguments that could support the right to non-use of the
Internet. The man argments are the lack of wllngness to se the Internet, second,
that people could not afford the necessary hardware that allows them to use the
Internet, and thrd, that some people are nable to se t. The extended mnd thess
s the most relevant to the first grop of reasons, whch I am now focsng on.
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Kloza, whle dscssng the reasons why people mght not want to se the Internet,
ponts at dfferent possbltes, ncldng relgos belefs, cvl dsobedence, and
concerns abot the envronment. He also mentons concerns abot prvacy.
The extendedmind perspective is especially relevant to privacy concerns. People

mght not want to se the Internet n specfic contexts. Those are not people who
do not se the Internet at all; qte the contrary. We are speakng now abot people
whose access to technology and the Internet constttes who they are. However,
when some nstttons enforce the se of the Internet n some contexts, they mght
be worried that someone could get access to their data. It was mentioned that there
are ethcal rsks related to the possblty of readng and analyzng personal data,
and there are related risks of manipulating those data by erasing or changing them.
In other words, some people mght prefer to se the Internet on ther own terms,
not to connect to it in a context where they do not feel fully comfortable. This could
mean a lack of willingness to use the Internet when they might worry that their data
wold be vlnerable to access, manplaton, or eradcaton.
It seems that the more clear relevance of the extended mind thesis is to the

rght to Internet access (see, e.g., Pollicino 2020; Pollcno and Ss 2019; Tully
2014; Regltz 2020). If the technologes consttte who ctzens are, there mght
be a formulated expectation that the state provides the necessary infrastructure
that allows for the undisrupted use of technologies that constitute an extension of
selves. People develop relatonshps wth technologes on ther own, bt the state
could be an actor who has the power to maintain the safety and continuity of its
use. There is also another aspect related to that. There is a context in which the state
deprves people (almost entrely) of access to technologes, whch s connected
wth crmnal pnshment of deprvaton of lberty. In the next secton, more focs
is placed on that aspect of use of the Internet.

10.6 Use of the Internet, extended mind, and philosophy of punishment

In ths secton, I want to focs on the se of the Internet n the context of pn-
shment. Isses regardng nathorzed access to personal data or the possblty
of manipulating content that is part of the extended mind have been presented.
Conseqences cold also be fond on the gronds of crmnal law. Carter and
Palermos wonder how we should treat the physical attack on the devices that con-
sttte an extended mnd, lke personal compters. The dea s that the defalt legal
classficaton of sch attacks, whch s attached to the property, does not reflect the
natre of the wrong. Accordng to them, the rght approach s to treat attacks on the
devices that count as extensions of the minds as personal assaults that underline
the connecton of devces wth the owners (Carter and Palermos 2016). In other
words, the destrcton of personal devces shold be treated as an attack on the
person, not a mere act that nterferes wth the property of the owner.
Inspred by that paper, I consdered whether t s possble to apply ths thnkng

to pnshment (Mamak 2021, 2024). When someone steals money and cases
financal loss, then t s a crme, bt when the same amont of money s mposed
by the crmnal cort as a fine, t s consdered a pnshment. When someone s
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holdng another person n some place aganst ther wll, t s a crme, bt when the
same person s aganst ther wll n prson, then t s a pnshment. Gong back to
the dea of Carter and Palermos, they beleve that when a wrongdoer nterferes wth
someone’s elements of ther extended mnd, t shold be consdered a crme. I ask
whether the interference with elements of the extended mind could be treated as
punishment when imposed by a criminal court. I frame it as a limitation of access
to personal technologes and propose to recognze t as pan/hardshp that s an
element of pnshment. If accepted, then t has conseqences n varos aspects of
punishment and allows the formulation of normative notions.
Now, t s tme to go back to the se of the Internet. As t was mentoned, the

Internet might be a necessary element of technologies that are integrated with
hman bengs n a way that cold be consdered an extenson. Then, nflencng
the se of the Internet mght ndrectly mpact someone’s extended “nfrastrc-
tre.” There are at least three ways n whch, at the grond of pnshment, access to
the Internet cold be relevant, takng nto accont the perspectve of the extended
mind thesis.
Frst, when mposng the pnshment of mprsonment, the cort shold take

into account the fact that the person in most contemporary prisons will be deprived
of access to personal technologes, whch entals access to the Internet. If access
to personal technologes and the Internet s not an opton, the calclated pn-
ishment of imprisonment should include the hardship of limitation of access to
technology. Bagaric et al. propose to calculate the punishment for the lack of the
se of the Internet (Bagarc, Fscher, and Hnter 2018). One of the basc rles of
imposing punishment is that it should be proportional; the gravity of the crime
shold be proportonal to the severty of pnshment (see, e.g., Bagarc 2014;
Hrsch and Ashworth 2005). The cort mposng pnshment s oblged to reflect
on the severty of negatve conseqences, whch s derved from the prncple of
proportionality. If the court decided that the punishment that is adopted is impris-
onment, the cort shold take nto consderaton the fact that some people wold
be deprved of access to ther personal technologes as a conseqence of mprs-
onment. The fact of deprvaton of access to technologes, ncldng access to the
Internet, shold be calclated by the cort at the stage of mposng the length of
the punishment.
Second, and t also concerns the pnshment of mprsonment, access to the

Internet n prsons shold be provded. In contemporary practce, the norm s the
lack of or lmted access to the dgtal technologes (see, e.g., Järvelänen and
Rantanen 2021; Resdorf and DeCook 2022; Resdorf and Jewkes 2016). There are
dfferent reasons for provdng (some) access to the Internet n prsons, ncldng
rehabltaton, teachng to lve n socety, provdng sklls for the job market, ed-
caton, connectng wth famles, and redcng msbehavor n prsons (for over-
vew, see e.g., Järvelänen and Rantanen 2021; Bagarc, Fscher, and Hnter 2018;
Resdorf 2023). The extended mnd gves addtonal jstficaton for provdng se
of the Internet.
The sbject of the pnshment from an extended mnd perspectve s the

“whole” person, whch conssts of the bologcal parts as well as non-bologcal
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artifacts that are not fully physically connected with the body of the person. The
current dominant view on that matter is marked by dualism and allows no notice
of the extended natre of the person. As mentoned, the extended mnd thess’s
popularity could not only be reduced to its explanatory power for humans’ rela-
tionship with technology but also because it constitutes the replacement for car-
tesian dualism.
Dalsm (of mnd and body) s present n the law as an nderlyng theory of

some nstttons, not n an apparent way as a phlosophcal declaraton of the
lawgivers but more as a hidden assumption that needs to be revealed. Benforado
points out that the distinction of the body and the mind is the language of the law
and t s n the core of or cltre (Benforado 2010, 3; see also on dalsm and law
Fox and Sten 2015; Shen 2013). The process of abandoning the dualist thinking
force to find a better vew on the sbject of pnshment and the extended mnd
thess provdes sch an alternatve vew. To pt t smply, the second pont, ot of
the three presented n ths secton, s abot mprsonment and arges for ncarcer-
atng the “whole” person, whch ncldes ther technologes, also connected to the
Internet.
Thrd, the manplaton of access to technologes, ncldng the Internet, mght

be consdered pnshment (Mamak 2024). Based on that, new forms of pnsh-
ment mght be formlated, or t gves addtonal spport for formlated deas. For
example, Bagarc et al. propose deprvaton of the Internet (Bagarc, Fscher, and
Hnter 2018). I elsewhere formlated cyber banshment (Mamak 2023; see also
2021), whch does not cover, as deprvaton of the Internet, the whole access bt s
lmted to specfic areas of the onlne envronment.

10.7 Conclusion

In ths chapter, the man focs was on sng the Internet as the necessary condton
for being fully oneself and the meaning of such a view for criminal punishment.
For some, the Internet mght be an ntegral element of ther exstence, and sch a
position is relevant to criminal punishment. In order to consider the constitutive
meanng of technologes for hman bengs, there s a need to look at hmans from
a non-intuitive philosophical perspective. The extended mind thesis is the view
that allows a look at the relationships between humans and technologies in a more
nfied way. Accordng to ths thess, external artfacts cold be conted as elem-
ents of the mnd. As an example, the smartphone mght be consdered or exten-
sion. This chapter considers especially the relevance of access to the Internet. If
we accept that Internet access allows the artfacts to fncton as hman extensons,
then the manipulation of access to technologies has relevance to ethics and law.
There is a discussion on the impact of the extended mind perspective on the discus-
son on the rght to se the Internet and the rght not to se the Internet. Fnally, the
relevance of crmnal pnshment s shown. Frst, the lack of access to technolo-
ges, ncldng the Internet, shold be conted as a hardshp for the convcted whle
imposing proportional punishment. The second issue is a call for allowing the use
of the Internet in prisons as a condition to be fully self while serving punishment.
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Thrd, the lmtatons of the se of technologes, as well as the Internet, mght be
the basis or support for alternative punishments.
This chapter aimed to show how a change in the underlying philosophical

assmpton abot the sbject of pnshment mght mpact the thnkng abot the
crrent jstce system practces. The extended mnd thess s nterestng not only
due to the coherence with intuitions of many about the transformative role of tech-
nology for hmans bt also becase t allows s to show mmedately, after ts
applcaton, how nstttons of crmnal law cold change. Alternatves to the
dominant philosophical perspective also shed new light on the discussion on the
right to use/not to use the Internet.
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11 Digitalisation of public services
in Belgium
Enshrining the right not to use the Internet in
the Constitution1

Elise Degrave

11.1 Introduction

Hman rghts were desgned to be exercsed n a hman context. They are now
threatened by the wdespread dgtalsaton of socety and, n partclar, of pblc
servces. In ths chapter, we arge for the rght to choose how we exercse or
hman rghts, whether onlne or offlne, and for the mportance of enshrnng a
new fundamental right in the Belgian Constitution: the right not to use the Internet
(Degrave 2023, 2024).
Frst, the paper examnes the benefits and rsks of dgtsng pblc servces.

It then sets out the reasons why it is important to enshrine the right not to use the
Internet. Fnally, we explan why t s mportant to enshrne ths rght n the const-
tution rather than in legislation.

11.2 The benefits and risks of digitising public services

In the relatonshp between ctzens and pblc servces, dgtal technology s both
a solution and a problem.
Dgtal technology s a solution, becase behnd the scenes of the pblc sector,

the so-called “back office”, admnstratons canwork together wth jst a few clcks.
It was ths observaton that led Belgm, as early as the 1990s, to become more effi-
cent by developng the re-se of ctzens’ data between nstttons, makng the
country a pioneer in the development of e-government.2

Admnstratve procedres are smplfied3 thanks to the “only once” prncple,
also known as the “sngle data collecton” or “tell s once” prncple.4 This prin-
cple s bndng on many admnstratons, whether federal, commnty-level or
regional.5 It means that ctzens can only be asked once for the nformaton that
concerns them, nlke n the past, when ndvdals had to commncate ther data
to each admnstraton wth whch they came nto contact. In other words, once a
ctzen has provded nformaton to one athorty, other athortes can no longer
ask for dentcal data. For example, f ctzens move hose, they no longer need to
provde ther new address mltple tmes. Instead, the nformaton wll atomatc-
ally crclate between the admnstratons that need t. In legal terms, ths prncple


