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Service specification and service compliance : How to Consider

the Responsibility Dimension?

Abdelaziz Khadraoui, Christophe Feltus

ABSTRACT

Service engineering is a huge research topic thditeases the specification, the compliance
and the sharing of business and IT services ac@sgpanies, institutions or governmental
organizations. Despite many advantages of workirilp whe services, the guarantee of
service compliance and management of the servieglaps by the stakeholders remains
challenging. The objective of this document is tesent a methodological approach in order
to specify the links between the organizationakétagnd the informational layer of services.
Therefore our research has focused on clarifying tésponsibility dimension of the
stakeholders involved in those services. The pregp@pproach is illustrated with an example

in the context of sensitive data exchange betwtkeBolders from the healthcare domain.
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1. INTRODUCTION

Service engineering is an important field of reskdhat contributes to address and reduce
the complexity of the Information Systems (IS) d¢w ffirst hand, and that provides new
cooperation facilities for the companies on theosdchand. Hence, a service offers a well
settled and easy way for sharing data, applicatowrisrxowledge in a precise enclosed space
of the IS. Notwithstanding the obvious benefiteeoéfl, the service science still suffers from
engineering difficulties that need to be focused lonbetween the glaring challenges to
consider, the services compliance analysis andgé¢mndces overlaps management appear to
be two crucial issues. In order to face them, théndion of a specific methodological
approach that describes the close interactions daegtwhe services specifications and the
context compliance is required.

In our previous research we launched works abauatialysis of the service compliance
and about the definition of integrated IS architees in order to support these services
(Khadraoui et al. 2011), (Feltus et al. 2011), {ifekt al. 2012). In this document, we present
an innovative methodological approach that aimsniphasize and formally specify the links
between the organizational layer and the infornmatidayer of a service. Therefore, we have
considered and clarified the responsibility of shakeholders (Prendergast 1995) involved in
those services. As presented in (Feltus et al. 201Be concept of responsibility allows the
gathering in a single semantic domain the obligeti@and the accountabilities of the
stakeholders towards the business activities thalize the services and the rights and
capabilities that are necessary accordingly.

The service compliance aims to enhance the qualfitgervices to be offered to the
stakeholders. We consider that the verificatiorcahpliance is based on three criterias: (i)
how to build a stable services from the organizeticontext ?; (ii) how to support evolution
of services ?; (iii) how the interoperability ofrgiees is managed ?

The proposed approach permits to establish a stiokdpetween the organizational layer
and the informational layer, and to clarify thep@ssibility dimension in order to guarantee
the criteria mentioned above. The sequel of thisudwent is structured as follow: the next
section introduces the research method that we heesl in order to elaborate our

methodological approach. The third section dessrthe methodological approach including
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the different elements composing each part of dmeptiance. Section four illustrates through
a practical example the proposed approach anda#iteséction concludes the document and

provides future perspectives.

2. RESEARCH APPROACH

The main objective of the document is to definenathodology allowing specifying
services and service compliance considering theoresbility dimension of the stakeholders.
Enhancing the service compliance aims at facititathe exchange and the use of services
between actors, organizations or others boundafies. service compliance contributes to
help the stakeholdergService Architects or Method Engineers) to define services that
support the activities of the company. As a resuie may rightly consider that the objective
of the research contributes to serve humans and hemgce, naturally, be included in the
scope of design science. In (Hevner et al. 2004¢. duthors explain that the design science
paradigm seeks to extend the boundaries of humdroaganization capability by creating
new and innovative artifacts. In this document wérgk two innovative artifactshe product
modelandthe process modelhose artifacts have been elaborated by usingdehdesign
approach, that means that we have systematicaligwed all of the concepts that composed
the service by a deep analysis of the literatuckthat we have associated those concepts in a
model of service that we call the product model.

In order to prevent a discrepancy between theareb objectives and the research
outcomes, the validation of the product and thegse model has been realized in order to
substantiate their applicability and their usapiliTherefore, Palvia et al (2003) have
proposed a set of twelve research and validatiothedelogies. The case study is one of
them that we have retained along our work. The sasgy methodology is defined as the
study of a single phenomenon (eg.: an applicat@ntechnology, a decision) in an
organization over a logical time frame. We haveerged and overridden that definition to

! The main categories of stakeholders are: busineastifioners from the different departments/engti¢Ss architects,

programmers, DBAs.
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the study of the service compliance in the contéxhe information sharing between many
organizations from the same domain which is thétheare industry.

3. METHODOLOGICAL APPROACH FOR SERVICE SPECIFICATION

Our methodological approach for service spedificais composed of the sum of two
artifacts: goroduct modeblnd aprocess modellhe product model aims at modeling the main
concepts that allow formalizing the service. We tiseexistential binary model (Khadraoui

2007) for analyse the product model (see Fig.1).

classMName A o className A
Existentialy depends on

className A > className A
specialises

Figure 1. Existential binary model/ legend
The process model intends to support the workhef service architects or method
engineers which are leading the service engineeWw use BPMN to describe the process

model.

3.1 Product modd

In this section, we expose the product modelutjnathree parts which represent the model
layers. The first part concerns the informationayel: the context, the service, the
information and the hyperconcepts. The second gestribes the organizational elements
(including the business rules, the business a@syithe business process and the business

roles) and the third part represents the respditgidimension.

3.1.1 Informational layer

The informational layer contains the kernel & thformational level of a service and it's
elaborated directly from the basis of the ontologgdel. The service architect has to make

choices and decide for each concept and each &hkeden concepts if it is mapped into a
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class, a transaction or an attribute, and so oa.ifflermational layer permits to describe the
information needed for the service.

A service is defined as a result of a procesacgiuiring knowledge in the context of the
information system engineering (see Fig. 2). It camrespond to an action or series of
actions to characterize the relationships betwherstakeholders (Khadraoui et al. 2011). It
can have one or more goals. A goal may be assignede or more services (Entity “Goal —
Service”). A service can be specified upon one altipie existing IS and an IS can support
one or more services (Entity “Service — I1S”).

The Organisational Context describes the busimeles, the legal constraints and the
capability of the organization to enforce laws @oticies (Khadraoui et al. 2011). The entity
“Service — OC” expresses a many-to-many relatignbetween the Entity “Service” and the
Entity “Organizational Context”. A service can befided on one or several organizational
context(s). An Organisational Context can be came@iby one or more services.

A hyperconcept is constructed on a subset of equiscextracted from organizational
contexts, forming a unity with a precise semanitias represented by a conceptual graph
where nodes are concepts, and edges are links dretesncepts (Khadraoui et al. 2006),
(Khadraoui. 2007). A Hyperconcept is expressedthéncontext of one or more I1Ss. An IS can
be concerned by one or more Hyperconcepts. We &xpghes semantic relationship by the
introduction of the entity “HCP - IS”. The entitydHCPC- OC” expresses the direct link

between the hyperconcepts and the organizatiomaéxb

Journal of Service Science Research (2011) 3:205-1
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Semnvice Goal Legal sources Standards
| - Goal . Service
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Figure 2. Informational layer (by using the existairbinary model)

3.1.2 Organizational layer

The organizational layer presents a set of bgsimeles in the frame of an organizational
context and is used to consolidate and enrich nf@mational elements. It addresses the
components of the information system that structhee realization of the service and is
represented with the concepts of role, business husiness activity, business process and
services.

A Role represents a set of necessary respotigibjlexpressed organizational contexts, to
perform the execution of the activities of the depenent process or to watch the execution
of activities performed by the other roles (Khadraet al. 2011) (see Fig. 3).

The business rulésare used to help the organization to better aehi@als, communicate
between principals and agents, between the org@mzand interested third parties,
demonstrate fulfillment of legal obligations, operanore efficiently, perform analysis on
current practices. Business rules are constramthe business activities. One business rule
can be associated to one or more business actiwatngl, inversely, one business activity may
be associated to one or more business rules. Thasmess rules” entities are the conditions
that the IS must satisfy. They are very signifidaetause they guarantee the coherence of the

data and the coordination of the processes ofSh&lhadraoui 2007).

2 http://decisionautomation.com/glossary/38.php
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A business activity is defined as a unit of wdnkt produces, transforms and consumes
information.

A business process is defined in (Davenport 1%83)'a structured, measured set of
activities designed to produce a specified outmutd particular customer or market. It
implies a strong emphasis on how work is done witim organization”. It can be part of a
larger, encompassing process and can include btisgness processes.

Legal sources Standards Service

. |

Organizational Context {DC)

R

Business Rule (BR) Business Process . Service |

|

T T | Busziness Process (BP)
£

Rale - OC BR - BA

Business_procass_type

l | r

Rol - Busi Activity (B A - BP
ole = Role - BA - usiness ity [ n].*. BA - B

Figure 3. Organizational layer (by using existdritiaary model)

3.1.3 Responsibility dimension

The review of the governance standards and n@t8B38500 2008) (Sarbanes-Oxley
2002) (Basel 2004) (Cobit 4.1) argues for havirgrisponsibilities of the actors involved in
business process suitably defined along the emegdrstructures. The definition and the
modeling of the entity “responsibility” as for anig time remained lacunars and incomplete
in the field of information technology. In order éohance the compliance of the services and
the service overlap management using the respditysiimension, that dimension has been
included in our meta-model (product model). Therefove have defined the responsibility as
a charge assigned to an employee to signify hisuatabilities concerning a business task,

and the right and capacity required to perform ¢hascountabilities (Feltus et al. 2011). We

Journal of Service Science Research (2011) 3:205-1
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have modeled this responsibility using the metacepts of employee (or actor),

accountability, right, capability, goal, commitmemotivation, business role and sanction
(see Fig. 4).

As afterwards illustrated in the example, the resgalities may be induced and deduced by
business rules.

0..* achieves
Motivation
* isassignedto  1." | Business role
| 1.+ 9
pledge
possesses Commitment
4 0“*
- requires . .
5 — ] Right 0.* 1%
L 1.* {f pladpe 0.* 0%
Sl 1] Goal
Employee . 1 Responsibility
i is assigned to is 1.%
1.1 0. P necessary

for

1 1" T -

. - —_
requires Capabzht}' 0..* isnecessary

o for
5 isachieved
b
delegates —_— v
0.8, | B8 1.5 | 1% 0..*
generate I 4 \
< concerns
isdueto Accountability 1. 1"; Business
1% Task
0..* 1P

Sanction

Figure 4. Responsibility meta-model UML diagram

The four following meta-concepts have been kejtet included in our product model:

An actor is an active entity that interacts witle thusiness and that takes part in the
execution of a business activity. The actor maybwiman, a group of humans or a
software component such as a software agent.

The entity accountability (Fox 2007) (Sinclair 199Bepresents the obligation
concerning a business activity and the justificatiloat this obligation is achieved to
someone else, under threat of sanction.

The right represents the resources provided byctmepany to the employee and
which is required in order to perform the accouilitsb

Access right is a type of right that addressedype of actions that may be performed
by an actor on data object. This is, for example,right to read, write, create, delete,
modify, and so forth, a data or the right to usegpplication.

© The Society of Service Science and Springer
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* The capability (Vernadat 1995) represents the tjeslithe skills or the resources
intrinsic to the actor and required in order tofpen an accountability that concerns a
business activity

 The assignment is the action of linking an agentatoesponsibility. Delegation
process is the transfer of an agent’s respongil@isignment to another agent (Feltus

et al. 2010b),
Business Rule (BR)
Organizational Context (OC) T
b

h

BR- BA

Role - OC |_v

Business Actiwvity [BA]
Role - BA
Business Role BA. BP
Role - IS Y
i T Reole
Irfarmation System [IS) <
Application Role
Actor - Role Role - Responsibility ; M
Aatr _— Responsibility N
- Actor - Responsibility Ly Responsibility - BA
SEERPRRI by o <

Responsibility - BR

Ot
" ¢
Capabilities (CA) Right (R1] Accourtability (ACc)

Right_type

Figure 5. Responsibility dimension (by using exisi binary model)

3.2 Process modél

According of the context of the project, servarehitects which are leading the service
engineering and the compliance analysis needsetatifg the appropriate strategy to carry
out the intention of the service. Therefore, wepose a methodological process (see Fig. 6)
that mainly intends to support the tasks of theseice architects.

This process model is composed of several taskmnarational context identification and
analysis, business rule definition, business dgtivdefinition, role identification,

hyperconcept elaboration, business process elatmoranformational kernel elaboration,

Journal of Service Science Research (2011) 3:205-1
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informational aspects construction, responsibilitgimension elaboration, service
specification, compliance analysis. The first stdpthe process aims at identifying and
analyzing the organisational context. As previowdplained, the organizational context may
describe the business rules, the legal constrélegal sources), the available standards to be
used by the organization. The organisational cdraealysis permits to define business rules
and business activities, to identify roles andlaberate the hyperconcepts from consensual
documents. The organizational elements (busindss, fousiness activities, roles) are used to
specify how the work is done within an organizatiém the proposed approach, once the
hyperconcepts are elaborated and the informaticeralel is built and as soon as the business
process is elaborated, it is possible to consthetinformational aspects of a service. This
step is mandatory before the specification of essrfrice and is illustrated in the case study
presented in the next section.

The informational kernel is elaborated directhpri the hyperconcepts. The service
architect has to make choices and to decide fdr eancept and each link between concepts
if it is mapped into a class, or a transactionmmatribute, and so on. Three types of aspect:
static, dynamic and integrity constraints constittiie content of the informational layer as
follows:

» Static agpects specify the data structure of the service;

* Dynamic aspects express the behavior of different elements okt@ice;

* Integrity constraints aspects specify the constraints governing the behaviothef
elements of the service. Integrity constraints ofeavice generally represent the
business rules of an organization. An integritystoaint is a logical condition defined
over classes, which could be formally described sadfied by transactions or

methods.

The aim of service specification is to descrilmvithe service operates upon IS. This
process is realized by service architect. The mspdity dimension elaboration allows
clarifying who is responsible for what data? wham @ccess the data? In this context, the
process of responsibility dimension elaboration nper the alignment between the

organizational layer and the information layer.

© The Society of Service Science and Springer
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All these steps permit to analyze the complianceeofices at different levels.

7

Croanisational Context [dentification and Analysis|

Infarmational Kernel Elaboration ﬁ

H Business Frocess Elaboration
+ Role Identification ﬁ J l

e —%
Business Activity Definition|
4’{ Business Rule Definition 4}

[ i

Responsibility Dimension E\ahnratiun] [ Semvice Specification ]

=‘| Hyperconcept Elaboration

Informational Aspects Construction "IS]

C o ]
!

‘ Compliance Analysis ‘

&

Figure 6. The methodological process
The proposed methodological process aims at katistg all the background of a service:
the ontological background of a service (hypercpteeonstruction), the organizational

background and the informational background ofstevice. The responsibility dimension is

constructed by focusing on informational aspecta skrvice and on the basis of the roles
identified within the organization.
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4. EXAMPLE IN HEALTHCARE

The management of the access right in the heathdomain is of major importance since
the data manipulated concern personal high seesitiformation. At Luxembourg, this
personal data protection has been legitimated éystional law of August thé'? 2002, and
all actors playing in the healthcare area has e¢lgallobligation to conform to it under the
threat of sanctions.

This example illustrates how the product model #me process model can be used in
practice. The example is structured as follow:tlfitfswe present the context and the
objective, then we engineer a service dedicatdsite access to the patients’ recofohally,
we analyze the compliance offered through the serwhen it is used by three distinct

organization.

4.1 Context and objective of the example

The context of the example, as illustrated on Figs the sharing of medical information
between medical institutes from the same regianthieHospitals the National agency for
statisticand thelnsurance Companie#\t a regional layer, the healthcare institutioegd to
share information about the inhabitants of theaegiTherefore a service is elaborated in
order to share the patients’ records. In orderdfind a service overlap (in the sense of a
service that may be accessed by the 3 professiosttutions in the mean time and
considering the business rules), we highlight,tlfirshow the Give access to the patient’s
recordservice can be specified using the meta- modbbedded in the previous section, and,
secondly, how it can be used, in compliancy withblsiness rules, in order to strengthen the
compliancy in the usage of the service by the difieactors involved.

In this example, the added value of the serviagssin the provisioning of the right access
to the right institution. Indeed, at the patiemegord level, some part of the information is
considered public like for instance tiNational healthcare ID, the age of the patietiie
history of the medical acts that he has benefittenn, etc. and other information is
considered private. This is the case for instanfcélaod analysesserology report(eg.:
HIV+), lab results resume of the health disease and others ilines$es suffers, etc.

Depending on the private or public character ofittiermation, business rules constraint the

© The Society of Service Science and Springer
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access to different types of actors. The medicdf sf the hospital institution is allowed to
access all the information. This is justified bessguon one hand, they need access to the
complete history of the medical data related to plagent in order to provide care and
perform medical acts, and, on the other hand, #i&y need access to information required
for the invoicing department, including tiNational healthcare IDthe insurance company,
etc. The insurance company only needs access to thecgedients’ record in order to pay
back the patient for medical acts. The Nationahagdor statistics only needs access to the
private Patient’s record in order to analyze thel@ion of the pathology at the regional
layer. They may not access the Public Patientgirceso they will not be able to retrieve the
links between the patients (personally identifiad{l their private data.

In the example, we focus our attention on th@aasibility of the doctors. In a hospital,
the doctors are responsible for treating the ptiehhey, therefore, need the capability to
realize medical acts and to have a medical edutalfibey need the right to access the entire
patient’s record layer and are accountable tow#rdspatients, the medical director of the
hospital, the law and themselves (that last aceduility is justified by the feeling of guilt if

the patient is deceased after the treatment).

Hospital Responsibility : :
Make statistic agency for

National
statistics
Responsibility :
Treat patients

Responsibility :
Pay back health
care services

2. Check if access '
necessary according to 1 H
the responsibility \ i
" \ H

\

i i
7 L o N\
W[ Service : Give access

to patients’ record

\
\
LA
\\ \ i 3. Give some access fct
[ S of the responsibilities s

,'1. Request access

Need

Insurance
access to

company

\ e—=———————— / o
s / =
\ Private Patients’ 5 _
\ s e
Need b “rec—ord—_/ —————— Need
access to Public Patients’ = access to

K record

Figure 7. Example in the healthcare sector
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4.2 Engineering of the service

The elaboration of the product model in previsastion provides the main advantage to
gather a unique model including the organizatidaskr, the information layer and the
responsibility dimensions that are significant floe formalization and for the deployment of

services.

4.2.1 Informational Kernd Elaboration

In order to engineer and formalize the serGdee access to the patient’s recovde need
first to specify the information system that is @sated to the service. That information
system is specified according to the organizaticoaktraints that apply on the service.

In our example, the organizational constraints different depending on whether we
address confidential data or public data. Therefa@eeneed to create two new hyperconcepts.
The first one, nameBatient’s record is composed of the concdpatientthat represents the
human for which data exists in the database wla@tcessed by the service (see Fig. 7). The
conceptPatientis associated to the conceptRécordthat is composed girivate andpublic
data Theseprivate and public dataare associated the conceptloformation systemThe
second hyperconcept that we create is the hypeepbnof confidentiality level. That
hyperconcept results of the associationdatia that concerns patient which is accessed by a
role assigned with preciseesponsibilities The concept ofPatient exists in both new
hyperconcepts and is equivalent. The conceplatd exists in the information system layer,
the concept ofrole exists at the organizational layer and the corscegtactor and
responsibilityin the responsibility dimension. By defining thatperconcept, we define the
semantic of the confidentiality that vary dependamgthe type oflata type ofactor androle
that access it, type aksponsibilityand type ofpatient For instance, theélata serology
analysisis confidential except for théoctorsthat have theesponsibilityto treat thepatient
namedJohn or is partially available for the insurer thatr@sponsibilityto pay back the
medical act oflohn

© The Society of Service Science and Springer
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4.2.2 Business Process Elabor ation

Next, we have to specify the business processeshwi@alizes and which operates the
services. That specification is performed at tlganizational layer which is concerned by the
service and which influences the service speciticatin our example, in order to have the
service Give access to the patient's recogperated, we have to specify the business
processes that support the service as well asusiadss activities that complete the business
processes. The product model (presented in Se8t®npermits to represent two types of
business process. The business processes thaerdadiservice and the business process that

use the service.

4.2.2.1 Thebusinessprocessthat realisesthe service

In order to give access to the patient’s record,ttost significant process that we depict is
the process that validates the compliance betweembuasiness rules and the requests issued
by the different actors and the different rolesaflprocess is composed of four business
activities (see Fig. 8). The first one is the atyito receive the request, the second activity is
the activity to check the compliance, the third\ant is the activity to decide whether or not
the access is given to the medical record andaisteaktivity is really the provisioning of the
access right. Each of those activities is assati@tene or more business role(s) that has for
objective to realize the activity. In that casetlod analysis of that process, we acknowledge
the role is mostly played by software agents tisatalgorithms in order to retrieve the access
right query, to analyze the compliancy accordingliferent attributes such as the business
rules, to make the decision and to provide thetsigh

Journal of Service Science Research (2011) 3:205-1
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PROCESS : Validates the
compliance between
Business rules and requests

Process
input

/ Receive the request

v

Check compliancy

Y

Decide if the access is
given to the medical
record

‘l’ Process

Access Right ‘ output
provisioning ‘

—> Realization link
—> Business activity flow
Process input/output

Figure 8. Activities flow for Business proves Valtds the compliance between Business

rules and requests

4.2.2.2 Thebusiness processthat operatesthe service

The serviceGive access to the patient’s recasdused by three types of stakeholders: the
Hospital the Statistics instituteand Insurance CompanyEach stakeholder needs to have
access to the patient’s record, in order to perfthreir own business processes and business
activities. Let’s take the example of the businpsscess related to the treatment of the
patients at thédospital. That business process is composed of three busatéisgies: The
first one isAsk access to the patient’s recpte second iBiagnose the patient’s problem
and the third isGive drugs and perform a medical abt our case, all of the three activities
are assigned to the business role ofDloetors In the case of the first business activity to

Ask access to the patient’s recptiat task is also assigned to theckdr’'s assistantole.

4.2.3 Responsibility Dimension Elaboration

The responsibility dimension is considered, im product model, as the pivot that permits

the alignment between the organizational layertaednformation layer. Indeed, as we have
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previously advocated, the concept of responsibistomposed of the accountabilities to
perform obligation on a business activity and iedpes, at the same time, the required
rights. Concerning the task to Ask access to themizs record, two responsibilities exist.
The first responsibility is the responsibility obidg the request to the service provider. This
responsibility is assigned to the doctor’s asststaat requires therefore the ability to use the
patient’s record management system and the righgad the patient’s record. It is composed
of an accountability to do the request and is urtier responsibility of the doctor that
performs the query. The second responsibility isdexide what information from the
patient’s record is necessary in order to treatpiigent and to ask the assistant to retrieve
that information. This responsibility requires adiwal education and the right to make
request to the assistant. The accountability of dbetor is due to four stakeholders as

explained previously.

4.3 Compliance Analysis

In order to illustrate the analysis of the corapte, we introduce two scenarios in our
healthcare example:

The first scenario: an employee that makes aygemncerning the private data related to a
patient that he/she personally knows. In this cdke, role of the stakeholder at the
organizational layer iStatistics analysand his/her responsibility is to make statistibsta
the birth rate of children with protein deficienchhis business activity is part of the annual
health statistic report publication process. At thervice execution level, th€heck
compliancy businesa&nalysis the responsibility of the requester amd rbtrieves that
according to the business rules, the responsilititynake statistics about nativity does not
required those types of access to the privateafatse “patient that he knows”, he concludes
that the information that is requested needs tkelpé confidential for that stakeholder.

The second scenario concerns a doctor’'s assifitahtrequests access to pulmonary
analysis of a patient treated by the doctor thaadssts. In this case, the business activity is
to check compliancy that composes the service acletges that the responsibility to treat a
patient really requires the access to that pasemtord and that the business rules, in this

case consider that for that responsibility, itagslonger confidential.
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5. CONCLUSION

In this paper, we propose an innovative methagloéd approach for service specification
in order to engineer services considering the requents for service compliance and for
service overlap management.

The development of this methodological approaas been realized in the frame of the
design science theory and by using the model dekipry. Our results have been illustrated
through an example in the healthcare domain.

The example has highlighted that our methodoldgpproach is applicable and usable in
a real world application where, in order to gragteccess rights to private data, a service
may be defined considering the responsibilitiethefstakeholders involved.

Our future works focus on the development of Hert cases, in the frame of a

Luxembourgish hospital.
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