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Abstract

Cloud Computing has grown in popularity over the past decade and has become more and more
competitive and widespread in large and medium companies. Unfortunately, Cloud is every so
often misunderstood, even by IT professionals. This misunderstanding often leads to poor
implementation and non-optimal use of the various available techniques and tools.

This thesis aims to present the Cloud and its challenges in a comprehensible form and to define
ways of tackling and implementing it efficiently. Indeed, thanks to the different available
patterns, the reader will be guided through an architectural solution to meet all the Cloud
characteristics while leveraging the various benefits of Cloud and more generally Distributed
Architectures.

This work does not aim to explain how to implement the various Cloud providers solutions but
rather give the reader a set of concepts and rules that should be kept in mind during an
introduction of Cloud solutions. Concepts and patterns are presented in a narrative and
incremental way in order to progressively introduce the complexity of the subject.

Le Cloud Computing a évolué en popularité depuis les dix dernieres années et est devenu de
plus en plus compétitif et étendu dans les grandes et moyennes entreprises. Malheureusement, le
Cloud est encore parfois mal compris, et ce méme par des professionnels de I’informatique.
Cette imcompréhension meéne parfois a une mauvaise implémentation et a une utilisation
non-optimale des différentes ressources et techniques disponibles.

Cette these a pour objectif de présenter le Cloud et ses défis de mani¢re compréhensible et de
définir les moyens pour I’intégrer et I'implémenter efficacement. En effet, au travers des
différents patterns disponibles, le lecteur sera guidé au travers d’une solution architecturale qui
répond a I’ensemble des prérequis tout en exploitant les différents bénéfices du Cloud et, plus
généralement, des systemes distribués.

Ce travail n’a pas pour objectif d’expliquer comment mettre en place les solutions des différents
fournisseurs de solution Cloud mais plutét de donner au lecteur un ensemble de concepts et de
régles qui sont importants a garder a I’esprit lors d’une introduction aux solutions Cloud. Les
concepts et les patterns sont présentés de maniére narrative et incrémentale de sorte a introduire
la complexité du sujet de maniére progressive.

Keywords: C sloud, challenges, pattern-oriented, comprehensible, narrative.
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1 Introduction

The Cloud sounds familiar to almost anybody with notions of Internet Technologies.
Unfortunately, there is a big confusion around the Cloud and its concepts. Sometimes defined as
an infrastructure provider, as a marketing technic [67] or as a bunch of on-demand applications,
it is quite complex to have a complete view of what the Cloud really is, what it provides and
particularly of what it implies. Often considered as being the new “Big Thing” [73], the Cloud
has gained in popularity and is regularly implemented and used in companies whatever their
size. However, adopting such a paradigm contains risks. Jumping into the Cloud adventure
without a deep comprehension and an exhaustive architectural vision and all its challenges often
leads to failure.

Based on observations from the existing literature, one can easily notice that articles fail to
provide readers with a practical and comprehensible approach. This thesis is a first attempt to
provide information about the Cloud and more precisely, to explain how to efficiently tackle it
in an architectural point of view. The thesis is set up in multiple parts which are organised
incrementally to guide the reader progressively through the Cloud Computing complexity. This
thesis also undertakes to offer an alternative to the style broadly used in classical
pattern-oriented books by using a narrative approach. The reader consequently travels from
global to more fine-grained issues like in a story book. However, a classical and structured form
is provided as an appendix at the end of this thesis.

Chapter 2 intends to define Cloud Computing and explain in details the definitions broadly used
in the literature. Some of the main benefits of adopting the Cloud will be listed as well as its five

essential characteristics. As the goal is to provide a comprehensible approach, we will add some
widely established concepts of distributed architectures which develop and explain these
characteristics. We will then define the Cloud delivery models and deployment models to
understand what the Cloud really offers. Finally, we will go through Cloud challenges and see
how they can affect its characteristics.



Chapter 3 is a short introduction about patterns. It gives the reader a complete definition of what
a pattern is and what it stands for. It also defines the pattern canvas which is used in the
technical pattern section. This canvas aims to describe the pattern of Chapter 4 in a generic way,
allowing the reader to deal with each pattern with the same approach and methodology.

Chapter 4 introduces the patterns in a narrative way. Indeed, the reader is invited to ask himself
questions about the practical manner of implementing the Cloud in order to maintain and
improve its characteristics. Each pattern is introduced by a question that initiates the
interrogation of the reader. We then try as much as possible to answer this question by
providing solution(s) and discussing them. Then, we will see how such solutions could impact
positively or negatively the Cloud challenges introduced in Chapter 2 and really understand why
they are so ambitious. The reader is therefore guided narratively through a series of
questions-answers that indirectly give him insights of the Cloud and its concepts.

We will finally end at Chapter 5 with the conclusion of this thesis. We will summarize what
readers have learned and how it could help them for further studies about Cloud Computing. We
will also present the limitations of this thesis as well as the lines of thought to go a step further.




1 Cloud computing

1.1 Definition

One can easily gather a hundred of Cloud Computing definitions over the Internet. However, the
National Institute of Standards and Technology (NIST) definition has received industry-wide
acceptance and is therefore often used as a reference in many Computer Sciences books. The
NIST published its original definition back in 2009, which was followed by multiple revised
versions after further reviews and industry inputs. In September 2011, they finally defined
Cloud Computing as follows [2]:

“Cloud computing is a model for enabling ubiquitous, convenient,
on-demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and services) that
can be rapidly provisioned and released with minimal management effort
or service provider interaction. This cloud model is composed of five
essential characteristics, three service models, and four deployment
models.”

As a more concise definition example, we can quote Thomas Erl’s definition [3] :

“Cloud computing is a specialized form of distributed computing that
introduces utilization models for remotely provisioning scalable and
measured resources.”

These definitions may still appear as a bit complex and therefore not clearly understood at this
point. Indeed, it introduces new concepts which will further be covered.

1.2 Goals and benefits

Cloud advantages are numerous and well recognized by IT professionals. The financial benefits
of the Cloud are often highlighted [70] which tends to make it THE solution to acquire.
However, Cloud Computing is neither the best solution in every case nor the cheapest one. Joe
Weinman believes that most people use simplistic models to evaluate the economics of the
Cloud. The standard argument is that considerable providers (such as Amazon, Microsoft and



Google with their proprietary solutions [69]), achieve large economies of scale and thus will be
cheaper than a “do-it-yourself” approach [4]. However, he argues, this is neither a necessary nor
a sufficient condition for Cloud computing to be valuable for companies. His example is quite
meaningful: “After all, people rent cars all the time, at a unit cost per day much higher than that
of owning™. Similarly, he argues that the true cost reduction value of Cloud infrastructure has
nothing to do with lower unit cost, but with a no commit, pay-per-use model. “In effect, it
doesn’t matter that much what you pay when you use Cloud services, the key cost reduction
driver is what you pay when you don’t use them: zero.” [5].

The Weinman economic vision is probably the more realistic one. However, here are the main
global benefits a company can get by switching to Cloud Computing.

1.2.1 Reduced investments and proportional costs

The first benefit of the Cloud is, according to what was previously said, its ability to reduce the
costs. This benefit is the most famous one because it is often used in businesses to promote its
use and to convince Cloud consumers. A Cloud consumer is considered as an entity (an
organization or a human) which has an arrangement with a Cloud provider and therefore who
uses resources and services it offers (Figure 2.1). Consumers and Providers are considered as
the two main actors of the Cloud Computing.
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Figure 2.1- Cloud consumer and Cloud provider.

Cloud providers and Cloud consumers both benefit from this cost reduction ability. Cloud
providers lower their prices by the mass-acquisition of cheap computer resources. An interesting
quote of Thomas Erl [6] defines it perfectly : “Similar to a product wholesaler that purchases
goods in bulk for a lower price points, public Cloud providers base their business model on the
mass-acquisition of IT resources that are then made available to Cloud consumers via
attractively priced leasing package. This opens the door for organization to access powerful
infrastructure without having to purchase it themselves.” Moreover, Cloud Computing
introduces the concept of commodity computing. The purpose of commodity computing is to




utilize large numbers of readily available computing components for parallel computing to
obtain the greatest amount of useful computations for the least price [7]. Such systems are said
to be based on commodity components, since the standardization process promotes lower costs
and less differentiation between products [38]. They are based on standards and often outdated
components. Scalability, which is defined below, is therefore possible at a lower price.

1.2.2 Increased Scalability

Scalability is the ability for a system to meet the increasing or decreasing workloads by
increasing or decreasing its capabilities'. There are two kinds of scalability: vertical and
horizontal. Figure 2.2 illustrates the difference between them.

Horizontal
C60CO

Vs.

Vertical

Figure 2.2 - Vertical versus Horizontal Scaling.

On the one hand, Horizontal Scaling is the ability to connect multiple resources so that they can
work together as a single logical unit called a cluster. On the other hand, Vertical Scaling
increases the capacity of the existing hardware by adding more capacity (processing, storage,
bandwidth, etc.). Horizontal scaling is more complex and often requires more resulted
architectural concepts. It is this kind of scalability which is discussed across this thesis.

By providing pools of resources, along with tools and technologies designed to leverage them
collectively, Cloud providers can instantly and dynamically allocate IT resources to Cloud
consumers, on-demand or via manual configuration. This allows Cloud consumers to scale their
cloud-based IT infrastructure to accommodate their needs and face peaks [39].

Vertical scaling Horizontal scaling
More expensive Less expensive
IT Resources normally instantly IT Resources instantly available
available
Limited hardware capacity Not limited by hardware capacity

' Capacities and abilties



No Additional IT Resources needed Additional IT Resources needed

Table 2.1 - Vertical versus Horizontal Scaling.
1.2.3 Increased Availability and Reliability

In addition to the Scalability and financial benefits of the Cloud, Nucleus’s benchmarking effort
shows that migrating existing workloads from on-premise (“do-it-yourself” in your building)
environments to AWS or any other Cloud providers offers Cloud consumers significant
infrastructure reliability and application availability benefits [8].

Availability (or High Availability) is one of the biggest challenge and, ultimately, the holy grail
of the Cloud. It embodies the idea that services are available at anytime, from anywhere.
Availability is also linked to Reliability. Indeed, can a service constantly available but failing
still be considered as available? Of course not, a service is considered highly available when it is
constantly up and running. Availability is often defined by Cloud providers SLAs” and indicated
as a percentage of availability over a period of time. For example, in its SLA, Amazon declares
availability with a Monthly Uptime Percentage of at least 99.95% [25]. More precisely, services
cannot fail more than 30 minutes in a month. To illustrate the current Cloud providers
availabilities, we can refer to a study [45] about downtime statistics that gives us a cumulative
downtime from 2007 to 2013 for the 39 biggest Cloud providers and solutions. The total of
downtime for these providers during 6 years is significant: approximatively 2200 hours, that
being less than 0.001%.

1.2.4 Ease Team Tasks

Cloud providers offer a series of tools to support the entire software lifecycle [46,47] which
profits for a certain type of Cloud consumers: the technical teams. For example, Operations
team can benefit from monitoring and metrics tools and developers can easily multiply
environments.

In a traditional way, developers usually develop their code locally on their own machine, have
access to a shared database and so forth. This behaviour multiplies the environments and it
becomes difficult to enforce the Consistency: each developer has it own version of the core
language, its own OS system with its own update version. This kind of issue could be solved by
always installing the same environment (virtual image) and it is possible through Cloud
technologies such as Vagrant, Chef, Puppet or Docker [10]. Of course there are a lot of other
benefits: testing, deployments, repositories, demonstrations, queuing but it will not be
approached in this thesis.

2 Service Level Agrement: SLA



1.3 Characteristics

In its final definition of Cloud Computing, The NIST defines the Cloud as a model composed of

five essential characteristics [22]. The following sub-chapters aim to explain them in a more

detailed way by incorporating additional explanations. Indeed, the NIST usually uses complex
concepts without explaining them.

Individually, these Cloud characteristics may already be known and are often available in
different well-established products and services, for example, server hosting solutions or public
Web applications. It is the combination of these concepts and techniques in addition to a
significant improvement of Internet connectivity and data transfer speed that distinguishes
Cloud Computing from existing products and services and which justifies calling it the “new big
thing” [23].

1.3.1 On-demand self-service

Cloud providers enable Cloud consumers to provision computing resources (storage, calculation
power, etc.) when they need it. This is made by self-service or automation. Self-service means
that Cloud consumers are able to perform all the actions needed to acquire these resources
themselves, instead of going to the I'T department or calling the Customer Service. As shown in
Figure 2.3, self-service capabilities are usually provided through online interfaces which
abstract all the complexity and make it quite simple for non-technical profiles. This acquiring is
also possible in a automated manner but we will discuss it later when we will introduce the
concept of Elasticity.
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Figure 2.3 - Amazon EC2 remote admin panel

1.3.2 Broad network access

“Capabilities are available over the network and accessed through standard mechanisms that
promote use by heterogeneous thin or thick client platforms™ [2]. Services are now accessed
from anywhere, from any kind of devices and with any kind of protocols. This characteristic
looks quite generic but the idea behind is quite simple. Cloud is accessed from a lot of devices
which connect from any place across the world as illustrated in Figure 2.4.
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Figure 2.4 - Broad Network access illustrated

1.3.3 Measured service

Cloud providers control and optimize resource use by leveraging a metering capability at
different levels of abstraction according to the type of services. Cloud provider offers are
discussed later in the delivery models. The metric can be, for example, the number of requests
made on a specific service, the response time the service takes, and so forth. Resource usage can
be managed, controlled and reported providing transparency for both the Cloud provider and the
Cloud consumer. The pay-per-use concept is only possible because of this measurable capacity.

1.3.4 Resource pooling

“The provider’s computing resources are pooled (4) to serve multiple consumers using a
multi-tenant (B) model, with different physical and virtual (C) resources dynamically assigned
and reassigned according to consumer demand. There is a sense of location-independence in
that the customer generally has no control or knowledge over the exact location of the provided
resources but may be able to specify location at a higher level of abstraction (e.g., country, state,
or data center)” [2].

This explanation contains too many information to be clearly understood when not familiar with
Cloud Computing. The NIST introduces in its sentence three new concepts which are important
to clarify in order to fully understand the resource pooling: the notion of clustering,
multi-tenancy and virtualization. The following sub-chapters will provide readers with further
explanation.

A. Clustering

A cluster consists of a set of loosely or tightly connected computers that work together so that
they can be considered as a single unit [11]. Each connected computer could be referred to as a
node or as an instance (Figure 2.5). There are multiple benefits from working with clusters.
According to IBM [12], clustering could offer benefits such as:




High processing capacity,
Resource consolidation,
Optimal use of resources,

Geographic server consolidation,

24 x 7 availability with failover protection,

Disaster recovery,

Horizontal and vertical scalability without downtime.

Instances Clusters

Figure 2.5 - Nodes versus Clusters

B. Multi-tenancy

In Cloud Computing, the meaning of multi-tenancy architecture has broadened because of new
service models that take advantage of virtualization and remote access. “A tenant is any
application that needs its own secure and exclusive virtual computing environment” [67]. The
concept of multi-tenancy enables to run one instance of an application and provide the access to
multiple users. In such a scenario, each tenant's data is isolated and remains invisible to others
(Figure 2.6).
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Figure 2.6 - Multiple tenants isolation

C. Virtualization

Virtualization represents a technology platform used for the creation of virtual instances of IT
resources. A layer of virtualization software allows physical IT resources to provide multiple
virtual machines to themselves so that their underlying processing capabilities can be shared by
multiple users [3].

At the heart of the virtualization stands the virtual machine which can be compared to an
isolated container wherein is placed an operating system and a series of applications. The word
isolated is important because each virtual machine has to be completely separated and
independent even if a lot of them are running at the same time on the same computer or more
generally speaking on the same physical instance. The Hypervisor also called Virtual Machine
Monitor (VMM) is responsible for dynamically allocating IT resources and distributing them to
virtual machines when they need it [56]. The Hypervisor depicted in Figure 2.7 is named
VMware ESX Server [58] and is a VMWare product.

Traditional Architecture Virtual Architecture

Figure 2.7 - Traditional versus Virtualized Architecture




Most Cloud providers provide pre-made virtual images. For example, AMI (Amazon Machine
Image) is proposed by Amazon with a variety of operating systems and pre-installed
applications. It is also possible to create its own image with everything needed inside [57].
Most types of IT resources can be virtualized including servers, storage, network, and so forth.

1.3.5 Rapid elasticity

“Capabilities can be rapidly and elastically (A) provisioned, in some cases automatically, to
quickly scale out and rapidly released to quickly scale in. To the Cloud consumer, the
capabilities available for provisioning (B) often appear to be unlimited and can be purchased in
any quantity at any time” [2].

Once again, NIST uses advanced concepts in its explanation about the Elasticity. The following
sub-chapters detail them more precisely.

A. Elasticity

Scalability and Elasticity may be a bit confusing because they are often used interchangeably.
However, they are quite different even if they share the same purpose which is obviously the
Adaptability. Managers and deciders have to perfectly understand both terms because their
needs and uses in business environments may differ [55].

On the first hand, Scalability is only the ability for a system to scale. “Scalability is much more
specific and gradual than elasticity and it is very controlled by the Cloud consumer and his
Cloud provider in conjunction with the IT department™ [55]. Let us consider the adaptability as
manually performed to match the needs. Entreprise can work without Elasticity for their
production environments. However, it is much more preferrable to work with Scalability for the
benefits we pointed earlier.

On the other hand, Elasticity mainly applies to e-commerce, mobile and web development
because of its capacity to adapt “on the fly” without human interaction. Elasticity is also a term
that was coined to promote and enable metered use which is so prevalent in public Cloud [55].
The distinction should therefore be clearly understood: Scalability is more about manual
adaptability in private Cloud. Unlike Elasticity which is widely used in public Cloud where the
adaptabily is really needed and automated. We will see the difference between private and
public Cloud at a later stage.

Elasticity is about the adaptability to the workload. The term workload is used to refer to the
utilization of resources on which an application is hosted. Workload is the consequence of users
accessing the applications or the process that have to be handled automatically. Workload exists
in different forms depending on the type of resource: Data, Network, Processing, etc. Workload
has to be measurable in some form because it allows to decide whether we have to increase or
decrease the number of IT resources assigned to an application [10]. Without Workload, we




would not be able to know the different utilization and thus not able to scale and charge Cloud
consumers efficiently.

Multiple workload models exist, however, they will not be discussed in this thesis:
e Static workload,

Periodic workload,

Once-in-a-lifetime workload,

Unpredictable workload,

Continuously changing workload.

B. Provisionning

The term “on demand” mentioned in the NIST definition is easy to explain thanks to the
previous discussion about Scalability and Elasticity. On-demand is a principle wherein IT
resources are provided on an as-needed and when-needed basis [59]. The term Provisioning
defines this action of providing resources. Provisioning exists in “multiple versions™, mainly
Cloud consumer self-provisioning when resources are allocated manually and dynamic
provisioning when resources are allocated automatically based on metrics [66].

1.3.6 Resiliency

The Resiliency is excluded from the NIST definition. However, according to Thomas Erl,
Resiliency has emerged as an aspect of significant importance and its common level of support
constitutes its necessary inclusion as a common Cloud characteristic [24].

Resilient computing is a form of failover that distributes redundant implementations of IT
resources across physical locations. IT resources can be pre-configured so that if one becomes
deficient, processing is automatically handed over to another redundant implementation. Within
Cloud Computing, the characteristic of resiliency can refer to redundant I'T resources within the
same Cloud (but in different physical locations) or across multiple Clouds. Cloud consumers
can increase both the Reliability and Availability of their applications by leveraging the
Resiliency of cloud-based IT resources [60].

1.4 Delivery models

Before diving into the different delivery models, it is important to understand the six layers
which technically constitue the Cloud (Figure 2.8). The model is comparable to the OSI® layer
model. That makes it quite easy to interpret for I'T professionals.
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Figure 2.8 - Application Stack and Cloud services models

e Physical Hardware. The first layer consists of the basic hardware technologies
for almost everything: networking, storage, calculation and so forth.

e Virtual Hardware. The second layer is used to share Physical Hardware
between multiple virtual counterparts. This ensures that the Virtualization is
correctly managed and that users perceive the system as if they were the one and
only owner.

® Operating Systems. The third layer is the software and OS which are installed
on top of the virtual or physical hardware layer. Indeed, these systems provide
functions and applications to interact with virtual and physical layers.

e Middleware: The fourth layer completes the third one by adding more specific
softwares which can be called Middlewares. These software can be Execution
Environment such as Java or Python. But also more complex Middleware such as
IBM Websphere or Messaging systems such as ActiveMQ. Data storage is also
included in this layer.

e Application Software: The fifth layer consists of custom applications providing
functionalities to human users or other applications. Almost every kind of
software could stand in this layer.

e Business Processes: The sixth and last layer contains the business/domain
specific processes. These processes are supported thanks to the use of multiple
applications which stand on the previous layer.

Figure 2.8 also highlights the three main Delivery Models: 1aaS, PaaS and SaaS. These three
delivery models could be compared to the three main Cloud provider’s offers.

e Infrastructure as a Service. /aaS refers to on-demand provisioning of
infrastructural resources. The Cloud provider which offers laaS is called an
IaaS provider.

e Platform as a Service. PaaS refers to providing platform layer resources,
including operating systems support and software development frameworks.

e Software as a Service. SaaS refers to providing on-demand applications
over the Internet (GMail, Google Docs, Google Drive, etc.).




In Cloud Computing State of the art [13], Qi Zhang, Lu Cheng and Raouf Boutaba from MIT*
introduce a new point of view of the delivery models. Indeed, they say that according to the
layered architecture of Cloud Computing, it is entirely possible that a PaaS provider runs its
Cloud on top of an laaS provider’s Cloud. However, in the current practice, laaS and PaaS
providers are often part of the same organization. This is why PaaS and laaS providers are often
called the infrastructure providers or Cloud providers. This idea recudes the number of models
to two as shown in Figure 2.9.
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Figure 2.9 - Delivery Models - New point of view

1.5 Deployment models

The NIST definition introduces several Cloud Deployment Models. Figure 2.10 depicts the
different Cloud deployment models according to two factors: level of elasticity and
pay-per-use. A public Cloud having the most tenants can enable the highest levels of elasticity
and pay-per-use where only the operational costs are billed to consumers. A community Cloud
serves fewer tenants, often collaborating companies. An upfront investment may be required by
these companies to establish the community Cloud. Also, elasticity may be reduced as the
collaborating companies may experience similar workloads. This effect is even more
predominant in a private Cloud used by only one tenant making upfront investments and
reduced elasticity even more likely. The hybrid Cloud spans all these properties as it integrates
applications hosted in the different environments. “Note that the properties displayed by Cloud
deployment types are not generic. A private Cloud accessed by a similar large and diverse user
group as a public Cloud is likely able to present the same properties. Public Clouds used only by
a few customers that experience similar workload will face similar challenges than private
Clouds” [10]. No distinction is made between the available deployment models in this thesis.
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Figure 2.10 - Level of elasticity and pay-per-use of different Cloud deployment types

1.6 Cloud challenges

Although Cloud Computing has been widely adopted by the industry, researchs on Cloud
Computing are still at an early stage. Many existing issues have not been fully addressed, while
new challenges keep emerging from industry applications. In this chapter, we will introduce a
series of these challenges and then try as much as possible to link them with the Cloud
characteristics we previously defined. Indeed, Cloud challenges are not clearly defined in the
literature and are rather specific to each business domain and strategy. However, we will try to
take a generic point of view and dress a partial map. At the end of this chapter, the reader should

be able to define a hierarchy which will be used later to classify the patterns and understand
their impact on the general Cloud purposes.

e Security: since service providers typically do not have access to the physical security
system of data centers, they must rely on the infrastructure provider to achieve full data
security. “The moving of business data to the Cloud means that the responsibility over
data security becomes shared with the Cloud provider” [71]. Furthermore, in
multi-tenancy environment, infrastructure is shared between multiple Cloud consumers
and it introduces an overlapping with trust boundaries.

e Availability as defined above.

e Network Latency: highly scalable and high performance servers do not guarantee that
the application will perform well. This is due to the main performance challenge that
lies outside of raw computational power: the transfer of data. Transmitting data across a
network does not happen instantly and the resultant delay is known as network latency.
The challenge is really important. Indeed, according to kissmetrics [26], 1 second delay
in response page could result to 7% reduction in switching from a fictive buy to areal
one.




Consistency: according to Harrap’s definition, one thing is consistent with another
when it matches or when it fits in with it. To ensure Resiliency, data has to be replicated

in multiple location. Data alterations have to be propagated properly to every replica of
data to ensure the Consistency. The concept is quite straightforward but the challenge is
real.

State: this challenge is a bit more technical but is so important it has to be declared
here. The reader should already be familiar with both concepts: stateful and stateless. It
refers to the capacity of something to retain (or not in the stateless case) a state: a bunch
of information, a transaction or whatever. Statefull nodes/instances are in opposition
with the Resiliency characteristic we mentioned earlier. Work around this obstacle is not
trivial and demands energy and ingenuity.

Reliability: stands for the ability of a system or a machine to consistently perform its
intended or required function or mission, on demand and without degradation or failure.
This definition is large and can define at least everything explained earlier. Otherwise,
reliability is a keyword the reader has to keep in mind when beginning with Cloud
Computing. In fact, reliability is one of the most important challenges and everyone
should work to make it a characteristic and not a challenge anymore. To give a
straightforward example, one of the Cloud characteristic is its ability to provide
measured services. As explained in the introduction, Cloud consumers are charged only
for their resource consumptions thanks to the pay-per-use model. What would it be if
this Monitoring is not reliable and does not charge consumers efficiently?

Multitenancy: is a reference to the mode of operation of software where multiple
independent instances of one or multiple applications operate in a shared environment.
The instances (tenants) are logically isolated, but physically integrated. The degree of
logical isolation must be complete, but the degree of physical integration will vary. The
more the physical integration is, the harder it is to preserve the logical isolation. The
degree of isolation is the main challenge.

This section shows us how arduous and ambitious can well-designed Cloud architectures and

applications be. Indeed, to maintain all the Cloud characteristics, architects have to use many

powerful and improved patterns which will be described in this thesis.

All patterns and best practices which are explained here aim to respect and maximize the
previous challenges. It could be interesting to add to these challenges the essential Cloud
application properties which are defined as /DEAL: Isolated state, Distribution, Elasticity,
Automated management and Loose coupling [27]. The majority of those concepts are already
taken into consideration except for the la