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SHARE Roadmap 1: Towards a debate
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Abstrael. We present the *HealibCickd' initiative anid review work corried oul (o
warinus Furopean peojeces. Since the Furopenn Commission's nfarmatznm Socwely
Tecknologies progromme fumded e firse grid-bosed bealth and medical projects,
the HealthGrid movement hos foarished in Kurope. Many projects lave oow boen
campleted arwl “Healthgrid® conslted a number of expects W coirmile aml paklish
o "White Paper” which estabbishes the fousdations, polentinl scope and prospects
af an approoch fo heabfib informadics based on 2 gridd infrostnacire, The Whee
Paper demonstrtes the ways in which ithe healthgrid approach supporis many
modeen trends In medicine ond healibesre, such as evidence-based paactics,
megration scross levels, fiom mpleceles snd calls, fircugh fissies and ocgans
the whabe parson and community, and the promiss of individuslized hewlih core. A
geconl  genesation of projects bave pow besn fnded, and the BC e
conmisstned o ssly jo define o research madmop for 8 *healthgrid for Europe’,
seen us the prefemes] infrastuciire for madieal and heall care prjects i the
Biaropedn Raseancl Arco

Keywirda, hiealibgiid, e-healih, ged applications

Introduoction

Ciriel technology has been identified as a key technalogy to enehle and support the
*European Mescarch Area’, The impact of this congept is expecied to reach far bevond
eScience, to eBusmess, elfovernment, and cHealth, However, a major challenge is to
fuke the technology out of the laboratory to the citizen. A kealthgrid 15 an environment
in which data of medical interest can be stored and made easily availahle to differem
actors in the healtheare system, such as physicisns, healthcare centres, patients and
cilizens in general. Such an environment has to offer all appropriate punrantess in terms
of data protection, respect for ethics and observanes of regulations; it has to support the
notiom af ‘duty of care” and may have 1o deal with ‘freedom of informution issues’,
Working across member states, if may have to suppont negediation and policy hridging.

Early grid projects, while encompassing potential applications to the life sciences,
id not address the specificities of an e-infiastructore for health, such as he

Corespusding Author, Tony Selomonides, Tony.Solomenides@iuweseuk  The wack repented here
bad bseen corried cut in collaboration with many colleagues in the HeadthGrrid community  Thanks are
e b ilsese and memerpas ather colleagues in Europé, the US and Axin for belpful discussinns
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deployment of grid nodes in clinical centres and in healtheare administrtions, the
eomnection of Individual physicians fo the grid and the sirict regulations ruling the
access fo personal date. However, o community of researchers did emenge with an
awareness of these fssues and an interest in tackling them.

1. The Healthgrid Initiative

Pieneering projecis in the application of grid wehnologies to the health area have
recently heen completed, and the development of technology Lo address Digh level
reguircments in @ grid environment has been making good progress. Becausc these
projects had a finite lifetime wnd the healthgrid vision required a sustained effort over a
much longer period, and because there was & need for these projects 10 cross-fertilise,
the HealthGrid association (hitp:/www healhgrid.org), was established to bring about
the necessary long-term continuity. s goal i o eneourage and support collahoration
belween aulonemous projects in such a way a5 to ensure that requirements really are
miet und that the wheel is not re-invented at the expense of other necessary work, _

Writing about the healihgrid inittative very soon afer its inceprion, this community
identified o sumber of objectives: identification of potential business. models for
medical grid applications; feedback to the grid development community on the
requirements of the pilot applications deployed by European projects; development of
systemutic picture of the broad and specific requirements of phyzicians and other health
workers when interacting with grid applications; dislogue with clinicians and those
involved in medical research and grid development to determine polential pilots;
inleraction with clinicians and researchers to gain feedback from the pilots; interction
with all relevant porties concerning legal and ethical issues identified by the pilots;
dissemination o (e wider biomedical communily on the outcome of the pilots;
internetion and exchange of results with similar groups worldwicde; and the Tormulation
and specification of potential new applications In conjunction with the end s
communities. (CF[1] for a brief histery and [2] for a panoramic vision stalement, )

A healthgeid may in theory he deployed to support the full range of hegltheare
activities, rom soreening through disgnosis, treament planning to epidemiology and
public health, Thus HealthGrid has been actively invalved in the definition of
requirements relevant 1o the development and deployment of grids for health and was
among the first to identify (he need for o specialist middleware Iayer, berween {he
generic grid infrastetine and middlesvare and the medical or heali applications,

2. The White Paper: From Grid te Healthgrid

The White Paper [3] defines the concept of & healthgrid more precisely than before:
The ultimate goal for cHealth in Furape would be the ercation of a single healthgrid, Lc.'
i zrid comprizing all eHealth rescurces, incorporating a ‘principle of subsidiarity’ of
independent nodes of the healthgrid us a means of implementing all the legal, ethical,
regulatory and negotiation requirements. We may anticipate, however, the development
pith 10 procesd through specific healibgrids with perhaps rodimentary infer-grid
interaction/interoperitional capabilities, Thius, we may identify o need to map future
teseareh and sdvice on ressarch policy, so as 1o bring diverse initiatives to the point of
CONVETEENGE,
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Healthgrid applications address both individustised healtheare and cpidemiology
with a view to public health, Individualised healthcare is improved by the effcient and
secure eomnbination of immediate availability of personal clinical information and
witespread availability of advanced services for dingnosis and therapy, Epidemiology
Bealthgrids combine information from a wide population to extract knowledge that can
lead to the discovery of new comrclations between symploms, disenses, genetic features
aned other clinical data, With this brosd eange of application in mind, the izsues helow
are identified os key features of our analysis.

*  Business case;, oust oand conunuity  issues: Healthprids wre  dam-  and
eollaboration grids, but large-seale deployment requires “securily” 10 be sealed
up to-n very high level of confidence. Federation of databases introduces
additional complexity,

= Biomedical issues: Distribuied dotsbases and data mining eapabilitics, expent
system services able 1o intemrogate these, bincomputing, hiomodelling und
stmulation have o strong need Tor resources that can be pravided through the
grid. Complianee with medical information standards is necessary.

= Becurity issugs: Securily in grid infrastructures s currently adeguate for
research platfomns, bul not for redl healtheare applications.

*  Management issues: The central concept of 3 *virtual arganisetion’ (VO af
the heart of eSeience, which gave rise to grids, s very apt For healthgrid, b
additicnal Mexibility i needed to structore and o contral Vs in the larpee,
including, for example, e meta-level of g VO of VO,

3. The SHARE Project: From White Paper fo Road Map

In the White Paper, the HealihGid communily expressed its commitment fo modemn
trends in medical practice, especiully "evidence-hased medicing’ s an inlegritive
principle, to be applied across the dimensions of individual through to public healih,
diagnosis through treatment o prevention, from moleoiles through cells, tissues and
organs o individuals and popnlations. Tn order (o do this, it hid o address the gquestion
how to collest, organise, and distribute the ‘evidence’; this might be *pald srandard”
evidence, Le. peer reviewed knowledge from published research, or it might be more
fentative, yel (o be confirmed kenowledge from practice, and, in addition, wonld entail
knowledge of the individu! patient as a whole pecson, The community also had
address the issues of low, repulation and ethics, and issues about crossing legal und
eultural boundaries, expressing these in technological terms — security, frust, encryption,
and pseudonymizsation. Then it had to consider how healthgrid middleware services
would satisly these requirements; and, if it wes to suceeed in the real warld, how o
make the business case fior healthgrid to hird-pressed health services across Eurape
while they are struggling witl their own modermisation PrOgTammes.

The vision of health that informs the White Paper and the work of Healthgrid since
haz heen defined in the *Action Plan for a Buropean e-Health Area® [4] s follows:

", the application of information and communications techoologies scross the
whole range of functions thal affeet the heplth sector. o-Health taols or "solutions'
melude products, systems and services that po beyend simply  Internct-based
applications. They include tools for both health authorities and prrofessionals as well as
personalised health systems for patients and  cilizens, Examples include health
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information netwarks, electronic health records {EHR), telemedicine services, Pﬂffl"-lﬂh'l:
wearahle and portable communicable systems, henlth : p11ﬂa|5, nnd_ Tany :
information and communication technolopgy-based teols assisting prevention, diagnosis,

itor i e management,”
trentment, health monitoring, and I:fest;,! nanig .
The “vertical integration” implicit in this visionary gttement can be translated into

are concrele terms by mapping it to s human subjects, I11'!|:Jr pathologies and the
:::prll:inil disciplines, h;l-'h: relationships hl:tw_r:_r:n the different h:i.“m?glﬂl,;.-|ﬂ:d
epistemological levels and the various rm:ldul_ih::.s of data have been caplured by
Fernando Martin-Snchez [2] in the sthrmulm_:lmgmm hclovl.r st‘c .E'|1|?- 1} A
In the light of the While Paper and its impact, the H'. l}nh lundew i p 1
“specific support action® project 1o exphors how o realise the vision of the White Paper:
jectives of the project are: )

b Iﬁ[t:J|'3'=';:1:tn-|s|]1 for F:cscarch and technology to allow o wide dﬂp!ny;l:.‘l;l u::d
adaption of healthgrids both in the shorier term (3-5 years) and in the longer
rm {up to 10 years); snd . .

. :: mfmr[rrlcmemﬂry and integrated roadmap for e-Health research b;,:'d
technology development (RTTY) policy n:;lulmg to grid deployment, J..iS \u iS-l
for improving coondination amongst fnding bodies, health pohey makers a}:'l]{
leslers of grid initatives, svoiding legislative barriers and other foreseeahle

obstacles,

—
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The project must address the questions, what researc . e
he d:m: :I:::ﬁifi' ~andl wihat are the right initintives i eHealth RT_D policy reloting o
grid deployment? —uwilh all that implies 0 terms af coordination of stralegy,
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programme funding and support for innovation,
define a comprehensive European research and

el their spplications into health research and into health eare SETVICE provision.

4. Technieal Road Map: Step One

Al @ first step SHARE hes idemified five key deployment snd standardizaifon
challenges for healthprids and proposes a series of interdaced milestones fo address
cach of these, The milestones are as Gollow:

M - deployment of computing grid nodes in medical research centres;
MD2 — deployment of data grid nodes in medical research cenires;

M3 — deploymcat of knowtedge grid nodes in medical research centres;
MS1 - production of a standard for exchange of medical images on the
M52 - production of a standard for the exchange of EHR on the grid,

MDD, MD2, MD3 correspond to the deplovment of infrastruciures while MS1 and
MS2 arc related to the availubility of standards.

L I

grid;

Dovelopmont of a tested, robust and scalabin rid middl ewara
based on web services that allow Job and data Mmaregement
and which complies with EC countries laws an manfpulation
of personsl modical dat

MD2 S MD3
ciimmienens|  Datagrid - i i Research K Grid

MDA
4 Computing geid |
Production ar.
Damo ame.

|| Produdion any.
ME1 Da
Gkt DICOM ik

Praduction em,
Demea env,

avallability of an open source, easy to Instail and configura, robust and
dacumanted distibution of the grid middlowara, accompanied by a
significant usor s it

Flgure 2.
5. Technical Road Map: Step Two

Al i second step we have introduced same vverlap 1o represent concurrency and &
eyclical relationship between the standandisation milestones and the second deployment
milestone of a data grid production environment. Further discussions have also led 1o
considering “the development of a tested, robust and stulable grid middleware based on
Web Services”, and “the availability of o robust, user fricnilly apen svurce distriburion
ef grid middleware with approgrinte nser Suppon™ as separate milesfones.

In summary, therefore, the project will

development roadmap, covering haoth
technology and pohiey aspects, to guide El-wide uptake of healthgrid jechnologies,

T e b itk
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Figure 3,

fi, Technotogy Milestones

Tr— i ] fd-ro-farge medical gpplicationg
MTT — Testing healthgrids with mid-ta-large : ,
Testing of gn'fl middleware(s) for scalabulity and mbusmcssl hitrtuld bepim a[‘al_: carl}t'_
stage, It is anticipated that this will be an ongoing activity, with different generations o
.grill aperating systems offering newer, faster and more stable capabilities.,

MTZ— Production of a reference diviribution -‘.{fhmhf:gr‘:'rf.in‘.rv!m:l.i e

i 3 ork should commence on the produc i
Shartly after lesting has begun, work shoy ! e prodaiion. ot
ml:ru:ue diztrtbution. Standards for web services and nﬁl‘fltl:llh!-ﬂ}' _grnJ :-munlysx.wlc:r:
are still evolving, wnd thersfore new versions of the distribution should be made
gvailable as standards are adopted and implemented.

7. Standardization Milestones

Two standardisation milestones have been created for sh?r_mgq I'I1C-!']Il'.':..!| ml'ldgnlss lt:ﬂ
records. Ag examples; MS1 - Grid DICCM _:md MS._’E (.:_nn:l EHR l'chgﬂ}tl?:lﬁlbrid
stundards in other areas of bic- and medical informatics will he n:qllnrc g ~:;.'mns
commmily must liaise with standards developers 1o define any necessary exle :
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&, Deployvoent Milestones

.-‘H'D:.‘_—_/_I comtpataironal geid production enviromment

This initial deployment step ol at Grst seem 1o ceguire little effart as oiber projects
!mve nl[_l:m]'licd it before. However, there are a number of issues associnted 1.511I:|] thie:
|J1::tnlial|qnlnf grid nodes i hospitals and medical ressarch centres including economic
factors, hiding the complexily of prid mechunisms from users, and ;s,::curity COMCErms :

M2~ A duta grid preduction esvironment

Mlhnug!: several prototype data grids for medical research have been demonsirated b
Ine.ull_hgnd projects, :!;vc!uping and maintaining o production quality data prid wiI}Fr
l'ﬁ::l:tda nummber of jssues relating fo the distributed storage of medical data (o be
resolved,

MD3— A knowledpe grid production environment

The next LnHkIWi]I be to deploy services that can build relationships between data flems
and :mJJ ]'-rm']dclappmprintc represeatation to medical researchers. The development of
1]'mdscu! nniologies und the mapping belween ontologies will be particularly imporant
for the successful deployment of knowledpe prids, s

9. Legal and Linbility Considerations

The effort 1o develop healihgrids should not onl i i

¢ 5 8 y be directed at the technical and
de;!lnymcn!_ issues. Other challenges also arise which are linked to the legitimacy u:d
ethics of using such & technology and its sacial impact on the health work-space,

Medical Data Processing between ban and permission
In the healtheare sector, the use of fhe grid technalogy implics automated processing of
health personal data, especially for therapeutic purpeses. The key European pq-iuuiL!:r.
relevant to the processing of personal data were first established by ihe Cuunci? o.i'
Europe and further developed in Directive 9546/CE of the Eurepean Union®. Th
purpase of the Directive is to ullaw the free flow of personal data between m.embu:
states of the European Union, to facilitate the internal market and (o protect the
ﬂr_ndumr:nlal rights and freedoms of natural persons, in perticular their right to privac
with respect 10 the processing of their personal data, 4 £
The Directive bans the processing of sensitive or medical data, by inei
thiz I.mn 5 not absolule;, some texts in the Directives tend to grslr;t p:rx:ﬁ.g:-::?{:{:;::
processing of personal data under exceptional conditions, For example, the explicit and
valid consent of the data subjeet constitutes the most impartant ﬁuun:c.{lf Icgiﬂmar.' s
I|'Il:l|:l:ml3|:5smg_ of rrmdicu_l data although it is subject to very strict conditions l‘nngr its
vnl:u:!:ry ind the data subject may revoke this consent to the processing of his or ﬁ-ﬂ'}'
miedical 1._1:|l:u atany time and withoul justification. Processing is allowed if
= tis necessary for the purposes of carrying out the obligations and specific
rights of the controller in the field of employment law in so far as it is
wuthorized by national law providing for adequate safegunnds;

3" = -
For references to sttules, directives and oilier lepal references, see SHARE

Delivernble 4,2 at [5].
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e it is necessary fo profect the vital interests of the dota subject or of another
person when the data subject is physically or legally incapable of giving his or
leT consent;

s it is carried out in the course of its legitimare activities with approprate
puarsmtees by a foundation, association or any other non-profit-socking body
with o patitizal, philosophical, religious or rade-union aim and on condition
that the processing relates solely to the members of the body or to persons
wha have regular contact with it in connection with its purposes and that the
At are oot disclosed 1o a third party without the consent of the data subjects;

e it relates to data which are manifestly made public by the dats subject or is
necessary for the establishment, exercise or defence of legal claims;

o it i required for ihe purposss of preventive medicine, medical diagnasis, the
prowigion of care or freatment or the management of health-care services, wnd
when those date are processed by s health professional subject o the
ohligation of professional secrecy or by anather person alsn subject W an
cuivalent obligation of secrecy.

Finally, the European Directive offers the opportunity o the Member States to ackd
exemplions 1o those listed above, for reasons of substantinl public interesl. These
exemptions should be subject to smitable safeguards. For nstance, under Article 8, 4 of
the Diteclive, national exemptions might be adopted: for scientific rescarch. For
example exemptions could be added o the processing of medical dati as long ns the
following conditions are verificd by (he data controller.

o The date processing must be legiimate, Tn other waord, the data processing

corresponds 1o one of the sociul justifications laid down by the Furopean
Dircetive in its Anicle 7. For example, the date was processed after an
unambiguous consent was expressed by the datn subject.

s The dats eontroller st ensure the good quality of the date to be processed,
For example, the duta nust be and remoin aceurate and if necessary up o date,

e The dats conteoller must also respect the nights of the data subject and ensure
that these are ohserved af all stages of the processing,

s The data controller must ensure that security and confidentiality requirements
are mel.

s+ The controller is required, prior to carrying out the processing, to provide the
relevant national supervisory nuthority with certain items . of information
regarding the planned processing.  The information recorded will then
normally be accessible to data subjeets or lo third parties.

Personal Dt teansfer
For FL Member States, the transfer of personal data belween two or several eontrollers

established on the temitory of sne member states or on the termiories of several menther
states involves the problem of communication of persomal data Lo third partics. Tnileed,
the transfer or disclosure of personal data to third parties is considercd to be a
processing operation and, as such, is subject 1w the processing legal reguirements
disenssed in the previous section. However, the tmnsfer of medical data is subject 1
mote specific requirements. Medical data may not be communicated unless he
eonditions leted below are fulfillod:

e the medical data 1o be communicated are televant for the communicution

PUr0sE;
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* the recipient of the communication 15 subject 1o confidentiality Tules
equivalent to those incumbent on healtheare professionals, and  the
commumication is legally suthorised and is realised Tor pethlic health reasons
or for another important public ineres).

The mational legislations of the different member stlates of the European Union are
by and farge hamomzed by now, and the trinsfers of personal dats between these
miember states should not ereate any problem, However, the controlle musl refrain
from transferring personal data to a recipient located in non-EEA countries, il the
catitry invilved does nol ensure an adequate Tevel of protection, unless the controller
adduces adequate safepvanls ag repards the protection of the privacy, fundamenta)
rights and freedoms of individuals and the exercise of the coresponding rights.

Liability Fssues

This section addresses questions of lishility that may fmpact healtherid panticipants, In
particular, developers need to be sware of these 5o ns to prevent any demage to patient
health, rights and Feedoms, Healthgrids are complex systems, They invalve different
setors such s doctors, specialists, hospitals, pharmaceutical companies, daty
enntrollers and processors, technicians, ete, located in different countries, Due o (his
complexity, the establishiment of the Person. 1o be held responsible for a specific
dumage can be problematic.

The products and services offered by o healthgeid could turm out to be 5 cunge of
death of the patient or of defay in disgnosis and reaiment, Thi may, for cxample, be
due to the Jack of regular lesting and menitoring of products and services, The question
here iz who would he Hable for such dumage? The basic prineiple hay long heen
estublished thut if a product does not conform 1o the offer made or causes damage, the
consumer {or another person representing him or her) may claim for compensation,
Any lbility issne will thys normally depend on the general mles of lnw applicable in
the differenl ELl member states,

The: situation is also not simple from the services perspective. Services supplied
through healthprids may couse damage 1o patients. These services coulil gither be
services that constitute fhe grid syslem or services provided by the internet within the
grid domaim, including health related websites, For example, currently there is a lack
of data and knowledps MAanagement services. A citizen might thus be serously hurmed
ar even die if the information transmilled (o the gencral practitioner treating hitn or her
is not eccurate or fulse, or if il is not supplied on time, As long as the related service is
pant of the prd infrastructure, Directive 2000431 (e so-called the ' Directive on
Electronic Commerce) might apply,

Tk The ELS1 Roadmap

Addressing the issues listed above j4 g chollenge as the advice of medical and legul
bodies is crucial. A well planned and structured set of tctions is required. The ELSI
roadimap could be the answer but it won't he enaugh unless it is harmonised with the
techuical rondmap milestones,

FEthfeal i Legal Milestones (MELF, MELZ2)

MELL The primary concems for MELL will be liability and determining whai the
responsibilities of the healthgrid actors sre, Possible damage that could happen 1o the
patient could be ontlined along with some preventative measures. Logging amd auciting
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must be addressed early to monitor whether enough testing was done 1o healthgrid
services and products; . . -
cr:--1|‘-L'.E I‘aliu:l:l consent is crucial 1o the legitimavy of med;_c.al data |1mc|:s.~ur;1,,h n:-:j
transfer, therefore verifying that the patient has expressed his or llv:er mﬂscmr _.::r:”
take p|j1|.u|.'.' prior to any data munipulmi.nn: Moreover, approprigte and wser fricndly
wirys of allowing patient access to data is also recommended.

i Protection Milestones _ _ _ )
’?Eﬂﬁrnilcslnn: MDPLis concerned with patient privacy R".d hiow it cnn.irl heII!J::|
profecied within the HealthGrid enviromment. Patients” |4:lm1uﬁc[:'unnhr:d;;;|.;a shm;cihﬂz

i i i i ical images, For resen :
i . sturting with de-identification ol medica . gt :
::;f;?:dmuk: 3:5{', robust anonymisation, pmdu~ﬂnan}-rn1lsut1u:| and wher identity
protestion techniques are developed and deployed in the grid infrastmueiure,

fenl Contraf Milestones (MET ME2) o . . .
f'lrmf::iﬂn!{;c::s on the requirements and tools fo facilitale oversight, with automation

heing explored. ME2 will satisfy the arrangements for automated ethical control for o
c . ME2 : _ :
-:1atalirid which will be more complex with long-term date slorage.

v Mii % (MPI, MP2, MP3) _ .
?ﬁ&i ::ﬂﬁ:;;n::ill?l:w;r du’u: procesaing and mnsfer issues such as legiiimacy,

nccessing the minimum dats cequired, the ethical tansfer of data, complisnes with
confidentiality rules and limiting the period of datu storage.

11, Conclusion

: atient ownership of herhis data and the tension hetween |11]h].111ll|-h .1
[fE::esnLﬂliT;;umquir:m::m ol grids will prove problematic ulmlcss J!-f]ijll’.‘.‘-@ll:d1'l.'.;ll:!1
4 litical will; likewise the drag on technology transfer betwoen hC. projects. In lota i
E‘Ij[:’ln‘t pl"ﬁiiﬂ.‘i that the journey from o sustainable computing .E.nd to it gum:lullzm
I{nmule&gc grid should take from seven lu_ﬁllm:n years, The ::r.':!wﬂul-;T :1 ismi%n : :::1:

rove harder than suggested and the ransition to kr!uv-']edg-: SI’ILF wi :F el ||:Lr|__u i
Emund. It is therefore possible that this timescale will be multiplied by a Factor of up
3 and that o more realistic timeframe might be twenty 1o fifty years,
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