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Chapter 2

The Right to Informational Self-Determination
and the Value of Self-Development: Reassessing
the Importance of Privacy for Democracy

Antoinette Rouvroy and Yves Poullet

2.1 Introduction

In December of 1983, the German Federal Constitutional Court' declared uncon-
stitutional certain provisions of the revised Census Act (Volkszdhlungsurteil) that
had been adopted unanimously by the German Federal Parliament but were nev-
ertheless challenged by diverse associations before the Constitutional Court. That
now classical avant-garde decision ruled, based on Articles 1 (human dignity) and
2 (personality right) of the Constitution, that the

basic right warrants (...) the capacity of the individual to determine in principle the
disclosure and use of his/her personal data.

This was one of the first and most famous articulation of a ‘right to informational
self-determination’, understood by the Court as

the authority of the individual to decide himself, on the basis of the idea of self-determination,
when and within what limits information about his private life should be communicated to
others.

As we experience a new phase in the development of the information society
with, in the technological domain, the advent ubiquitous computing and ambient
intelligence and, in the socio-political sphere, the materialization of the shift from
a ‘control society’ to a ‘surveillance society’?, the purpose of the present paper,
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I BVerfGE 65, | — Volkszihlung Urteil des Ersten Senats vom 15. Dezember 1983 auf die
miindliche Verhandlung vom 18. und 19. Oktober 1983 — 1 BvR 209, 269, 362, 420, 440, 484/83
in den Verfahren iiber die Verfassungsbeschwerden.

2 As Gilles Deleuze powerfully explained (Gilles Deleuze, ‘Post-scriptum sur les sociétés de
contrble’, L'autre Journal, n.1, 1990), the proper of modern norms — and that is what characterizes
the gradual shift from the disciplinary society described by Michel Foucault and that presupposed
the existence of a -multiplicity of ‘detention’ facilities (psychiatric hospitals, factories, schools,
prisons,. ..) to the control society that can increasingly do without physical constraint and direct
surveillance, is that it is individuals themselves who have to impose themselves not only to respect
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twenty-four years after that German avant-garde decision, is to elucidate the con-
ceptual relationships existing between the rights to privacy and data protection on
the one hand, and on the other hand, the fundamental values those rights are assumed
to protect and which were identified by the German Constitutional Court as human
dignity and self-development.?

In the present contribution, we argue that privacy, as a legal right, should be con-
ceived essentially as an instrument for fostering the specific yet changing autonomic
capabilities of individuals that are, in a given society at a given time, necessary for
sustaining a vivid democracy.* What those needed capabilities are is obviously con-
tingent both on the characteristics of the constituency considered® and on the state
of the technological, economic and social forces that must be weighed against each
other through the operation of legislative. balancing.% Capacity for both reflexive
autonomy allowing to resist social pressures to conform with dominant views’ and
for deliberative abilities allowing participation in deliberative processes are arguably
among the skills that a vivid democracy needs citizens to have in the circumstances
of our times.

Those capabilities are threatened in unprecedented manners by the intensifica-
tion of observation and monitoring technologies such as CCTV, data mining and
profiling, RFID and the ‘internet of things’, ubiquitous computing and ‘ambient
intelligence’.® The news that Microsoft was filing a patent claim for a spyware

but also to adhere to the norms, who have to integrate those norms in their biography, through their
. own actions and reiterations. Power takes, in modern society, the form of offers of services or of
inciting actions much more than of of constraints.

3 The choice made by the German Constitutional Court to rely on these values instead of others
may well be contingent to the German constitutional history and culture. The link established
between self-determination and dignity does have normative consequences though, to the extent
that the notion of dignity suggests incommensurability and inalienability.

4 See in the same sense Cass R. Sunstein, Why Societies Need Dissent, Harvard University Press,
2003, pp. 157-158: ‘The Right to privacy (...) can be illuminated if we see it as an effort to
allow. people to escape reputation pressures. Suppose, for example, that people are allowed to
read whatever they like in the privacy of their own homes, or that actions which are forbidden
in public, either by law or by norms, are legally protected if done in private. Or suppose that law
creates safeguards against public observation of what is done in certain sanctuaries. If this is so, the
privacy right will operate to reduce or to eliminate the pressure imposed by the actual or perceived
views of others (. ..) privacy rights helps to insulate people from conformity.’

5 Important elements of cultural and epochal incommensurability make the development of a
universal theory of privacy most implausible.

6 The German decision explicitly acknowledges that ‘The general personality law (...) gains
in importance if one bears in mind modern developments with attendant dangers to the human
personality.’

7 See Cass R. Sunstein, Why Societies Need Dissent, Harvard University Press, 2003: ‘Well-
functioning societies take steps to discourage conformity and to promote dissent. They do this
partly to protect the rights of dissenters, but mostly to protect interests of their own.’

8 For further reflections on how the Internet revolution and more recently the Ambient Intel-
ligence technologies are metamorphosing the risks incurred by the individuals and their basic
rights and call for new legislative actions reinforcing the different identified facets of the right
to privacy, see Antoinette Rouvroy, ‘Privacy, Data Protection, and the Unprecedented Challenges
of Ambient Intelligence’, Studies in Ethics, Law, and Technology 2008, vol. 2, Issue 1. Available
at: http://works.bepress.com/antoinete_rouvroy/2
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system linking employees to their computers with wireless sensors and enabling
employers to monitor their employees’ blood pressure, body temperature, heart
rate and facial expression throughout the day, exemplifies the phenomenon: under
constant, yet most of the time remote, surveillance and subjected to automatic or
semi-automatic decisions taken by the ‘system’ on the basis of constant observa-
tion of their choices, behaviours and emotions, individuals may be said increasingly
under the influence of those ‘normative technologies’ and, therefore, decreasingly
capable of living by their fully autonomous choices and behaviours.

The German Court acknowledged that self-imposed restrictions on deviant behav-
iours, or on participation in assembly or civil society initiative by fear that these
behaviours and participations be disclosed to others with adverse consequences
ensuing

would not only impair his chances of development but would also impair the common good

(“Gemeinwohl!™), because self-determination is an elementary functional condition of a free
democratic community based on citizens’ capacity to act and cooperate.

The importance of privacy and data protection regimes today, it will be argued,
derives from the support they provide for individuals to keep or develop those
autonomic capacities to act and cooperate.

Our contribution will consist in four parts. In the first section, we wish to reassess
the need for the type normative inquiry we are engaged in. In the second section,
we wish to dispel some misleading interpretations that could be made of the trope
‘informational self-determination’. Then, in the third section, the German Federal
Constitutional Courts’s decision will be commented, as to enlighten the present
relevance of its rationales. A fourth section will allow us to clarify certain issues
regarding the ‘values’ or ‘basic rights’ of dignity and self-determination or auton-
omy. Finally, we explore various ‘facets’ of the generic right to privacy and finding
how those facets might be articulated around the principle of self-determination.

2.2 Why Re-Anchoring the Rights to Privacy
and Data Protection in the Fundamental Ethical
and Political Values?

Re-anchoring the righté to privacy and data protection in the fundamental ethical
and political values from which they derive their normative force and that they are
meant to advance has become crucial.

In the United States, the Supreme Court has repeatedly conditioned acknowl-
edgement of the existence of a right of privacy in any given area of human life to the
pre-existence of ‘reasonable expectations of privacy’ of those areas. Scholars have
widely criticized the insufficiency of that non-normative assessment in technology-
intensive societies. Nicole E. Jacoby, for example, comparing how judges in the
US and in Germany identify when and in which circumstances an individual’s right
to privacy has been violated, showed that, in dealing with new technical surveil-
lance measures the ‘expectations of privacy’ standard in use in the United States
was much less protective of the individual confronted with surveillance than the
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German Court’s reliance on the principle, anchored in the value of human dignity,
that individuals have an inviolable domain in which they may freely develop their
personality.’ Indeed, the obvious disadvantage of the volatile standard of ‘expec-
tations of privacy’ is that expectations are not, as a matter of fact, independent
of the level of surveillance and scrutiny in place. It means that in societies with
intense surveillance systems, individuals indeed do not expect to have much pri-
vacy left. The scope of privacy, in such a conceptualization, may not extend much
beyond the very narrow areas of life that surveillance technologies are not yet
able 1o capture and is inherently dependent on the actual stage of technological
development.

A theory of privacy relying on ‘expectations of privacy’ can not be justified either
by saying that what privacy is about is the right individuals have not to be ‘surprised’
by surveillance devices did not expect to be there. Even where people know they are
observed and thus have no expectation of privacy because théy have been informed
that surveillance devices are in use, surveillance, even overt and not hidden, may
cause people harm that they would probably call invasions of their privacy. The most
unsophisticated example of this would be an instance where video cameras would
have been placed in public toilets. More subtle instances would be, for example,
instances where employees would know they are being monitored by their employer
and their productivity evaluated in real time. Although they do not have expectations
of privacy in that case, they still have lost something that very much resembles ‘their
privacy’.

It is not useless to recall though that although ‘expectations of privacy’ do not
play such an important role for the definition of the scope of privacy in Europe,
the decrease of expectations of privacy will necessarily negatively impact on the
probability that people will indeed claim respect of their right to privacy in those
new areas where they are ‘observed’, or refuse their consent to being ‘observed’.
Preserving awareness about issues of privacy might happen to be both of paramount
impprtance and enormously challenging the more we progress in the surveillance
society.

Another method, more usual in Europe, for balancing competing interests and
establishing whether or not, in each situation, there is a right to privacy or not,
and whether or not legitimate and sufficiently compelling reasons exist for allowing
interferences with that right, is normative inquiry required by Article 8§2 of the
European Convention on Human Rights, among other texts:

There shall be no interference by a public authority with the exercise of this right except
such as is in accordance with the law and is necessary in a democratic society in the inter-
ests of national security, public safety or the economic well-being of the country, for the
prevention of disorder or crime, for the protection of health or morals, or for the protection
of the rights and freedoms of others.

? Nicole E. Jacol?y, ‘Redefining the Right to Be Let Alone. Privacy Rights and the Constitutional-
ity of Technological Surveillance Measures in Germany and the United States’, Bepress Working
Papers Series, 2006, No. 1515.
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One of the most paradigmatic examples of normative inquiry has been exhib-
ited in the already mentioned German Constitutional Court’s (Bundesverfassungs-
gerichsthof) decision of December 15, 19830, about the constitutional limits to
governmental collection of personal data for statistical purposes. The German
Constitutional Court traced the foundations of a general ‘right to informational
self-determination’ (‘Informationelles selbstbestimmung’) and thus of legal data
protection regimes and, more broadly, of the right to privacy, to the fundamental
right to the ‘free development of one’s personality’ I protected by Article 2.1. of the
German Constitution:

The value and dignity of the person based on free self-determination as a member of a free

society is the focal point of the order established by the Basic Law. The general personality
right as laid down in Arts 2 (1) i.c.w 1(1) GG serves to protect these values (.. D

The German Constitutional Court’s 1983 ‘census decision’ might be an invalu-
able source of inspiration to address the unprecedented challenges of the advanced
information society, where the combined socio-political and technological chal-
lenges of the time have made privacy (as well as expectations of privacy) and
data protection claims appear relatively weak compared to the systematic norma-
tive privileging of transparency ensuing from the absolute logics of security and
economic efficiency on the one hand'? and, on the other hand, the development
and dissemination of increasingly sophisticated and ubiquitous surveillance and
tracking systems collecting and processing even the most trivial information about
individuals.

It appears a reasonable assumption to have that in order to both re-situate the
pervasive absolute logics in their relative frame and adapt our legal framework to the
nature of the threats exactly are the values we consider threatened in the advanced
information society presupposes one knows. Referring the right to privacy to the

10 Constitutional Court, Dec. 15, 1983, EvGRZ, 1983, p; 171 and ff. On this decision, read E.H.
Riedl, ‘New bearings in German Data Protection’, Human Rights Law Journal, 1984, Vol. 5,
No. 1, pp. 67 and ff.; H. Burkert, ‘Le jugement du Tribunal Constitutionnel fédéral allemand sur le
recensement démographique et ses consequences’, Dr. Inf., 1985, pp. 8 and ff. See also E. Brouwer
(2007), Digital Borders and Real Rights, Nijmegen, Wolf Legal Pub, 501 p.

I Although the Court acknowledges that the scope and content of that “personality right’ had
not been conclusively settied by case law, it nevertheless indicates that that right ‘comprises the
authority of the individual to decide for himself based on the idea of self-determination — when and
within what limits facts about one’s personal life shall be disclosed.” Yet, far from the interpretation
of privacy as ‘property” advanced by law and economics scholars, one understands from reading
the decision through that this ‘authority’ of the individual is not an end in itself: it prevents situ-
ations where inhibition of the individual’s ‘freedom to plan or to decide freely and without being
subject to any pressure/influence (i.e., self-determined). The right to self-determination in relation
to information precludes a social order and a legal order enabling it, in which the citizens no longer
can know who knows what, when, and on what occasion about them.” '

12 Where by individual transparency is systematically encouraged and reluctance to disclose per-
sonal information is often interpreted as meaning that the individual indeed has something (wrong)
to hide. On the contrary, businesses are discouraged from being “transparent’ where the market
negatively sanctions disclosure of trade secrets.
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values in which it finds its roots provides contemporary scholars confronted with the
unprecedented and unpredictable developments of information and communication
technologies with solid objectives against which to assess the adequacy of current
legislation and propose reasoned improvements.

We should note, however, that the recent enactment of Article 8 of the Charter
of the European Union and the quasi-constitutional status thereby acknowledged to
the right to data protection, instead of clarifying the issue, might, on certain points,
funher complicate the normative assessment. Indeed, the provision could well be
interpreted as ascribing data protection a final, intrinsic value, thereby obscuring
what seems to us an important aspect: the rather ‘intermediate’ or ‘instrumental’
value of data protection as a ‘tool’ for the preservation and promotion of more
fundamental and basic values (namely the value of autonomic self-development
and political participation). Moreover, among the disadvantages of granting a final
rather than merely an intermediate value to the rights to data protection and pri-
vacy is the risk of increased rigidity and lack of plasticity of the relevant laws and
their ensuing inability to meet the evolving challenges of the contemporary and
future information society. In a sense, we wish to explain how privacy and data
protection interact to form the immune system of the psychic space and, as any
Immune system, must evolve to fit the evolutions of the ‘informational and societal
ecosystem’.

The traditionally individualist conception of human rights may, moreover, inspire
misleading interpretations of the recent constitutionalisation of the right to data
protection. Especially in an era of possessive individualism such as ours, data pro-
tection — or the empowerment of individuals with regard to their personal data ~ risks
being interpreted as making the satisfaction individuals’ immediate preferences with
regard to their personal data, their choices to keep undisclosed or to commodify
personal information a final value. It is well-known that those preferences would
lead a large part of the population to waive any protection of their personal data pro-
vided they receive immediate gratifications or commercial advantages. What would
be lost in such an interpretation is the intermediate value of data protection as an
instrument aimed at fostering the autonomic capabilities of individuals and therefore
not something they may dispose of or trade on the market of personal information.
Possessive individualism combined with the perception of personal information as
a commodity freely exchangeable on the market risks, moreover, to result in a situ-
ation where disclosure by some of ‘their’ personal data unavoidably disadvantages
those who would prefer not to disclose ‘their’ personal information.'>Reassessing

the normative grounds of privacy and data protection are thus, in this regard as well,
necessary.

13
When allowed (by law and/or technology) the transparency of individuals is usually rewarded on
the short- term, whereas their opacity owes them sanctions. When enlerprises are considered, the

f)pposile is true: transparency puts them at commercial or industrial disadvantage whereas opacity
ts more profitable.
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2.3 The Right to ‘Informational Self-Determination’:
The Subject as Object?

Before turning to the reminder of the German decision which, as will be explained,
is highly relevant to discuss the issues just mentioned, we would like to clarify
an important conceptual point. The conception of privacy viewed as ‘informational
self determination’ (where data protection issues are — misleadingly — conceived as
exhausting what is at stake when one speaks of privacy) is now often taken to be the
fundamental justification ground for data protection regimes, not only in Germany
but also in the rest of Europe. Yet, that concept of ‘informational self determination’
is often misunderstood.

Our impression is that the right to informational self-determination should not
be interpreted as suggesting that controlling and manipulating information and data
about oneself is an exercise of ‘self-determination’. Information and data are not
the pre-existing ‘elements’ or ‘building blocks’ of an individual’s personality or
‘self”. Such a conception would be misleading and unduly reductionistic: the ‘self’
is not merely irreducible but also essentially different from ‘data’ and ‘information’
produced about it. What the expression ‘informational self-determination’ means
is rather that an individual’s control over the data and information produced about
him is a (necessary but insufficient) precondition for him to live an existence that
may be said ‘self-determined’. This is an important thing to recall today, as personal
data (genetic and/or digital) have become proxies for persons with the intensifi-
cation of governmental ‘identity projects’. The recent debates in France about the
‘offer’ to make DNA testing available to immigration applicants to give evidence
of family links with persons legally living in France epitomize a current western
governmental tendency to make personal and even more so genetic, information
a salient feature of individuals’ identities and citizenships and to privilege pro-
files constructed about people in application of non-transparent algorithms over the
applicants’ biographical narratives.

Such a misunderstanding has had a very ambivalent impact for the protection
of privacy. ‘Informational self-determination’, in a context of pervasive possessive
individualism and at a time where private property and the laws of the market are
perceived as the most efficient ways to allocate rights, the right to ‘informational
self-determination’ has increasingly been understood as implying a sort of alienable
property right of the individual over his personal data and information, perceived
as his property (even in cases where personal information relates to that person’s
identity, the notion of ‘identity theft’ attests to the transformation of personal
information into the status of ‘thing’ detached from the data subject). Yet ‘infor-
mation’ does not pre-exist to its ‘expression’ or disclosure (information is always
somewhat constructed) — no ‘natural’, originary rights could thus logically be held
by an individual over information and data relating to him. These considerations
have consequences with regard to the current debates about commodification vs.
inalienability of personal information and individual privacy, as will be suggested
later on.



52 A. Rouvroy and Y. Poullet
. The o_riginalily of the German Court’s holdings in this regard is that, relating
informational self-determination to the notion of dignity, it suggests a default regime
of market inalienability of personal information. Still, one has to acknowledge that
the p.osition of the German Court contrasts with other often competing ways of
deﬁn.mg and valuing informational self-determination. To say things caricaturall

the hbc_artarian approach for example, would probably consider the right to dat):
protection an alienable, commodifiable right, whereas egalitarian scholars would
rthelr consider inalienability rules to be essential to protect individuals against dis-
crimination and stigma, especially in the socio-economic sphere. For the purpose of
the present contribution, we assume we are in a society placing human dignity and

personal autonomy high in the hierarchy of fundamental values, as did the German
Federal Constitutionat Court of 1983,

2.4 The German Federal Constitutional Court’s
‘Census’ Decision of 1983

The Qerman Court came to acknowledge the protection of personal data not as an
end in itself or a final or primary value but ‘merely’ as a tool (though an essential
one), making possible the exercise of the fundamental and basic individual ‘right’ to
self-development, while being itself distinct from autonomy, self-determination or
self-development (depending how one calls the primary values sustaining privacy)
f[‘he clarification of this ‘intermediate’ value of privacy is important if only because.
it avoids the common conflation of the legal concept of privacy with the broad
philosophical, political and psychological concepts of autonomy, self-determination
or self-development'* and the ensuing difficulty to figure out how, exactly, the law
should intervene to protect those impalpable values. Most interesting to u;, in this
German decision, is the argumentation of the Court. Those rationales, we wish to
§hpw, may be immensely useful to help clarifying conceptual intricacies character-
ising privacy and data protection in view of the emerging challenges raised by the
exponential development of information and communication technologies on the
threshold of an ‘ambient intelligence era’.

The following excerpt of the decision deserves quotation, Its wording might be
considered not only to describe the situation existing in 1983 but (o anticipate the
more recent developments of the technologies, as we will show later:

This alfthority (the possibility of the individual to decide for himself) particularly needs
protection under present and future conditions of autonomic data processing. It is partic-
ularly endangered because in reaching decisions one no longer has to rely on manuall

collected registries and files, but today the technical means of storing individual state)-,
ments about personal or factual situations of a certain or verifiable people with the aid

14 : :
T‘h_e popular t.hc(?n'es of privacy as the ‘right to be let alone’ (Westin and Brandeis), or, as
the ‘right of the individual .. .to be free from unwarranted government intrusion’ (according the

il};)dge Brennan’s conception in Eisenstadt v. Baird (1972)) lead to confusions between privacy and
1berty.
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of automatic processing are practically unlimited and can be retrieved in a matter of sec-
onds irrespective of distance. Furthermore, they can be pieced together with other data
collection — particularly when integrated information systems are built up - to add up to a
partial or virtually complete personality profile, the persons controlled having no sufficient
means of controlling its truth and application. The possibility of inspection and of gaining
influence have increased to a degree hitherto unknown, and may influence the individuals’
behaviour by the psychological pressure exerted by public interests. Even under certain
conditions of modern information processing technology, individual self-determination pre-
supposes that the individuals left with the freedom of decision about actions to be taken
or to be omitted, including the possibility to follow that decision in practice. If someone
cannot predict with sufficient certainty which information about himself in certain areas
is known to his social milieu and cannot estimate sufficiently the knowledge of parties to
whom communication may be possibly be made, he is cruciaily inhibited in his freedom to
plan or to decide freely and without being subject to any pressure influence. If someone is
uncertain whether deviant behaviour is noted down and stored permanent as information,
or is applied or passed, he will try not to attract attention by such behaviour. If he reck-
ons that participation in an assembly or a citizens’ initiative will be registered officially
and that personal risks might result from it, he may possibly renounce the exercise of his
respective rights. This would not only impact his chances of development but would also
impact the common good (“Gemeinwohl”), because self-determination is an elementary
functional condition of a free democratic society based on its citizen’s capacity to act and to
cooperate.

2.4.1 Data Protection Laws Grounded Directly
on Fundamental Constitutional Rights

First, there is the acknowledgement that privacy, or data protection, has an ‘interme-
diate’ rather than a ‘final’ value: they are ‘tools’ through which more fundamental
values, or more ‘basic’ rights — namely human dignity and individual personality
right — are pursued. Earlier in the decision, the German Court held that:
The standard to be applied is the general right to the free development of one’s person-
ality. The value and dignity of the person based on free self-determination as a member
of the society is the focal point of the order established by the Basic Law (Grundgesetz).
The general personality right as laid down in Article 2 (1) and Article 1 (2) GG serves to

protect these values — apart from other more specific guarantees of freedom ~ and gains in
importance if one bears in mind modern developments with attendant dangers to the Human

personality.

By this assertion, the Court establishes a clear and direct link between the Data
Protection regime and two basic values enshrined in the Constitution, interpreting
legal data protection regimes as mere implementations of those fundamental con-
stitutional rights. The first of those fundamental constitutional rights is the right to
respect and protection of one’s ‘dignity’ guaranteed by Article 1 of the Constitu-
tion'® and the second one is the right to ‘self-development’, enacted by Article 2

13 Article 1 GG: “The dignity of man shall be inviolable. To respect and protect it shall be the duty
of all states and authorities’.
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of the Constitution.'® The fact that the Court will refer directly to these principl

w.nhout men[.ioning the already existing Data Protection Law is noliceagle IIp s
view, the major data protection principles derive directly from these two C i
luuc?nal provisions that consecrate the value of autonomy (se]f-de[ermination(;nS[g
[he Incommensurability (dignity) of each person in the society. To be more .

cise, the Datz? Protection regime is a tool for ensuring those fundamental valpure-
and must bf: Interpreted in light of those values, a consideration that would lo .
callx have important consequences not only, as already mentioned, in the deb [81‘
relating lo.the (in)alienability the rights to privacy and data prot,ec[ion but aleS
for the~ leglsl.ative balancing (proportionality test) in the implementation of 2 5[0
protection principles. Additionally, the Court suggesis that these two provisioana
are I?O[ on the same level as the other constitutional provisions guaranteein S
specific freedoms like freedom of association, religion, and expression, jln;)(;:

supposing previous acknowledgement and respect igni :
self-development. pect of dignity gnd of the right to

2.4.2 Fundamental Values Protected by Evolving
Laws in a Contingent World

Second, thefe is the acknowledgement that technological evolution may re ui
legal prot.ecuons of privacy to evolve, simply because those technological e)\//olu(t]iolre
threaten, in new ways, the fundamental value of personal autonomy: according to ttr:s
~court, the emergence of legal data protections attests and responds to such a nied fi .
legal evolution. Self-determination, according to the Court, ‘is endangered prim: '?r
by the fact that, contrary to former practice, there is no necessity for reachﬁn sn i
to manually compiled cardboard-files and documents, since data concernin lﬁe .
sonal or material relations of a specific individual {personal data [cf Fediral lgetr—
Protection Act Article 2 Para. 11} can be stored without any technical. restraint w?[fz:
thanks to automatic data processing and can be retrieved any time within second
regardlcss of the distance. Furthermore, in case of information systems inte nt fj
wnh o.th.er databases, data can be integrated into a partial or complete ictgra ef
an individual, without the informed consent of the subject concerned Ize :rr(?' y
Fhe correc.tness and use of data” What ‘self-determination’ presuppose,s angd w;1ngt
it al.lows In a given society is unavoidably contingent on many evolving fact .
Besides the state of technological development — suggested by L Lessgi ) O}T]S-
central, if not exclusive, reason to adapt our normative instrumen.ls - tafi:s t[he
nature of prevailing institutional arrangements and socio-political strucluresgimz

'8 Article 2 GG:
he does not viol,
order’

mliv,e’rybo.di: shall have the right 10 the free development of his personality insofar
1e rights of others or offend against the constitutional order or the moral
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account is critical in explaining the chronological development of the various and
interdependent facets of the right to privacy.

It also means that the laws guaranteeing privacy and enforcing data protection
must evolve as to fit the technological and socio-political evolutions generating
new threats for the individuals’ capacity for ‘self-development’ of their personality.
According to the Constitutional Court’s opinion the development of the data pro-
cessing technologies obliged the State to revise and adapt the guarantees it provides
to individuals in order to protect and foster the capabilities needed to implement
their right to freely self-determine their personality. In the circumstances of the day,
the legal protections offered to the individuals® capabilities for self-development
would probably need to address the specific threats accompanying the development
of ubiquitous computing and ambient intelligence, as will be further explored in
Section 3.

The ‘evolutionist’ approach of law attested by the Constitutional Court ought
to be underlined. In such a perspective, the importance of protecting the indi-
vidual aptitude to self-determination is not only grounded on the interests of the
concerned individuals but also and fundamentally so, in the collective or societal
interest in preserving a free and democratic society: individual autonomy and delib-
erative democracy presuppose a series of rights and liberties allowing individuals
to live a life characterized as (partly at least) self-determined, self-authored or self-
created, following plans and ideals — a conception of the good — that they have
chosen for themselves.'? In that sense, the right to privacy is not something citizens
are entitled to barter. Privacy is rather a social structural imperative in a democ-
racy, since a precondition to democratic deliberation is that individuals feel free
and are free to express themselves without fear of being judged out of context or
by public and/or private bureaucracies interpreting their expressed thoughts and
behaviours from a distance, on the basis of information collected and processed
by them. Maintaining and fostering private and public expression of individuals’
thoughts, preferences, opinions and behaviours is among the obligations of the State

in democratic societies.'® The German Constitutional Court therefore explicitly
acknowledged that

17 See Onora O’ Neill, Autonomy and Trust in Bioethics (Gifford Lectures, 2001 ), Cambridge Uni-
versity Press, 2002, recalling the wide variety of notions that have been associated to the concept
of autonomy by scholars such as Gerald DWORKIN, The Theory and Practice of Autonomy, Cam-
bridge University Press, 1988, listing liberty (positive or negative), dignity, integrity, individuality,
independence, responsibility and self-knowledge, self-assertion, critical reflection, freedom from
obligation, absence of external causation and knowledge of one’s own interest as concepts that have
been equated to the concept of autonomy, or as Ruth Faiden and Thomas Beauchamps, A History
and Theory of Informed Consent, Oxford University Press, 1986, according to whom autonomy
may also be defined as privacy, voluntariness, self-mastery, choosing freely, choosing one’s own
moral position and accepting responsibility for one’s choices. '

18 <From it follows that it is a prerequisite of free development of the personality under modern
conditions of data processing; the individual needs protection against unlimited collection, storage
and transmission of his personal data.’
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it is a prerequisite of free development of the personality undér modern conditions of
data processing; the individual needs protection against unlimited collection, storage and
transmission of his personal data.

The basic right to informational self-determination (based on the fundamen-
tal principles of dignity and self-development) provides individuals the power to
decide themselves about issues of collection, disclosure and use of their personal
data.

The right to informational self-determination is not absolute though, as the Court
explicitly acknowledges that

The individual does not possess a right in a sense of an absolute, unlimitable mastery of
“his” data; rather he is a personality dependant on communication developing within the
social community. Information, even if personality based, is a reflection of social reality
and cannot be associated purely with the individual concerned. The Basic Law has decided

the tension between the individual and society in favour of the individual being community
related and community bound.

As already mentioned above, due to this conception of the individual who needs
interactions with others, the (individual, private businesses, governmental) stake-
holders’ respective interests must be balanced against each other.'® Therefore, the
Court recalls the importance of the ‘proportionality principle’ as a constitutional
principle that ‘follows from the essence of basic rights, as an expression of the
citizens’ claim to freedom (. . ). Considering the dangers of utilizing automatic data
processing outlined above, the legislator more than previously is under the duty to
institute organisational and procedural safeguards which counteract the dangers of
infringements of the personality rights”’

Interferences with the right to informational self-determination are allowed only
when ‘predominant public (or private) interests’ outweigh the individual inter-
est founding the right to self-development and that no alternative solutions less
intrusive might be found to achieve these interests. Clarity and transparency of
legal rules and principles (‘Normenklarheit’) following the more general princi-

ple of the rule of law (‘Rechtstaat’) must also be respected according to the Court
decision.

19 According to P.De Hert and S.Gutwirth (‘Privacy, Data Protection and law enforcement. Opacity
of the individuals and transparency of the power’, in Privacy and the Criminal Law, E. Claes et alii
(ed.), Interscientia, Antwerpen-Oxford, 2006, p-74): ‘Never does an individual have an absolute
control over an aspect of his or her privacy. If individuals do have freedom to organise life as they
please, this will only remain self-evident up to the point that it causes social or inter-subjective
friction. At that stage, the rights, freedoms and interests of others, as well as the prerogatives
of the authorities come into play. The friction, tension areas and conflicts create the need for a
careful balancing of the rights and interests that give privacy its meaning and relevance. This shows
clearly that, although quintessential for a democratic constitutional state, because it refers to liberty,
privacy is a relational, contextual and per se social notion which only requires substance when it
clashes with other private or public interests.’
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2.4.3 Privacy as a Social-Structural Tool for Preserving a Free
and Democratic Society: The Co-Originality of Private
and Public Autonomy

Third, there is the acknowledgement that privacy and data protection are social-
structural tools for preserving a free and democratic society. The right [o'self-
development attaches to the members of a free society. In other wo'rds, privacy
and data protection regimes are not there merely to protect the best right holders
interests of the (and, indeed, as has been widely discussed in debates about the com-
modification of personal information, those best interests many sometimes be better
promoted by disclosing personal information than by maintening ‘secrecy’) but are
necessary, in a democratic society, to sustain a vivid democracy. There, the German
decision is crystal clear in its consideration that ‘if one cannot with sufficient §urely
be aware of who knows what about them. Those who are unsure if differing attitudes
and actions are ubiquitously noted and permanently stored, processed or distri'bl'n‘ed
will try not to stand out with their behaviour. Those who cou.nt.with the ppssxbxl;ly
that their presence at a meeting or participation in a civil ini[lauop be reglst_ered by
the authority, will be incited to abandon practising their basic rights (Basic Law,
Article 8 §. 9) . '

As a matter of fact, the 1983 German Constitutional Court decision considers
individual autonomy not as a radical seclusion and independence of the person
vis-a-vis his social environment but as the autonomy of a person radically inserted
in society and living and communicating with others. On that point, the decision
reiterates the point of view already expressed in 1954% by the same Supreme Court:

L’'image de I'Homme qui sous-tend la Loi fondamentale n’est pas cell.e .d"un inqividu
solitaire et souverain. Dans la tension existent entre I'individu et la collectivité, la Loi fon-
damentale a au contraire voulu privilégier les liens de relation et solidariié entre la personne
et la Communauté.?!

The liberty protected by the Constitution is in no way comparable with ‘Robinsqn
Crusoé’s liberty, German scholars acknowledged.?? The right to self-development is
not conceived as a liberty held in isolation by an individual living seciuded from the
rest of society but, on the contrary, as a right enjoyed as member of a free society.
The Constitutional Court refers to the Kantian concept of freedom that presupposes
individuals to have the possibility to develop their personalities through interactions
and conversations they have with others and which, thus, is circumscribed by the

20 BVerfG July 20, 1954, BVerfGE, 4,7, 15-16. o

21 Translation suggested by M.T. Meulders-klein, ‘L’irrésistible ascension de la ‘vie privée au
sein des droits de 'homme’, in F. Sudre (ed.), Le droit au respect de la vie privée au sens de .ln
Convention européenne des droits de I’homme, Collection Droit et Justice 63, Bruxelles, Nemests,
Bruylant, 2005.

22 Begsides the authors already mentioned, one may also refer to Mainz, Diirig, Herzog, Grungge-
setz Kommenitar, Miinchen, C.H.Beck, under Article 2.



58
A. Rouvroy and Y. Poullet

!egmmz'ite demands of soc-iely.z’3 This justifies the fact that, because individuals need
Interactions and cooperation with others and with the State in order to self-develop

da[a plOIeC[l()ll Olgalllses a y na atare pec[lu] ()‘ [he
system ()i dls(,‘losule 01 pel SO l d
S,
”ldl\lldual S “gh[ to Se“-de[e”l""atlo",

as both opacity and transparen

i o ermir cy therefor
contribute to sustaining the individual’s self-development. P ’ ’
. Self-detcrrpmauon, it may even be argued, is not an independent value but a tool
or guaranteeing the democratic functioning of society.

Human rights and liberties not only restrict th
to participate in the political system. Theseri
exercise their moral powers informing revisi
of the good. 2

€ power of the State but also empower citizens
ghts and liberties enable citizens to develop and
ng and in rationally pursuing their conceptions

Inspiration for thinking about the mutual reinforcement of private and publj
autonomy (the idea that they are ‘co-originated’) can be found in Habem-las?ud'IC
course l.hcory of law according to which “Just those action norms are valid to ;h'lsf;
all possibly affected persons could agree as participants in rational discourses’ “;n
such a pe.rspgctive, the right to self-development constitutes a precondition to : 1
democratic discussion. This idea of the ‘co-originality’ of private and public autr:a
omy also transpires, implicitly, in most defences of privacy based on its struct ni
value for society by authors like Schwartz and Treanor, Flemming and others 5

2.5 ‘Dignity’ and ‘Autonomy’: A Few Words
of Conceptual Clarification

’I-‘he Karlsruhe judges anchored their a
linct constitutional provisions reflectin
order, of two fundamental values: hy

pproach of the right to privacy in two dis-
g the primacy, in the German constitutional
man dignity on the one hand and individual
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anor, Thf: New Privacy:, Michigan Law Review, 101, 2003, p.2}6; }z.im.es E. Flem;m'no ‘S-ec'uT're_
L)edllberauve Autonomy . Stanford Law Review, Vol. 48, No. 1, 1995, pp. 1-71, arguoi;1g thatntll-lli
liznrso;(l)(rs[t;z:)unr:, (;fb ﬂil)tbz)méle\;?bz:;?:t;?y lsecudres basic liberties that are signibﬁcant precondi-
ou . . -

Fheir des.liny, identity, or way of life. On delibe?'glivr:zt‘;’ngec?azz; ?;2(}:[:1:[;] g?:lS!OPS affSeC“ng
ing Deln.betra!i_ve Democracy’, Fordham Law Review, Vol. 72,, p. 1435 2064 (f)“ mlll:g’ oo
of copngmalny, see Rainer Nickel, ‘Jiirgen Habermas’ concept of C()’-oriOir;alitn [ o o
globalisation and the militant security state’, I[UE Working Paper Law, 2006/2‘; Y I fimes of
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self-development in a free society on the other hand. The combination of those val-
ues inspired the Court’s acknowledgement that a ‘generic right to personhood’ (‘An
Allgemeines Personlichkeitsrecht’), existed as the hardest core of the legal consti-
tutional order of the German Republic. That right, transposed in the technological
context of 1983, was to be understood as a right to informational self-determination
that justified the adoption of the Data Protection Act. Reference to its constitutional
inspiration guides the interpretation to be given of that Data Protection Act.

Reference to the value of human dignity places the legal regime of data protection
in a human-centred perspective and in a vision of society requiring technological
developments to be developed at the service of the development of human personal-
ity, which is, ‘the attributes of an individual which are irreducible in his selfhood.’26
According to the German Constitutional Court, ‘the right to privacy protects the
individual’s interest in becoming, being and remaining a person.’?’ Dignity, unlike
autonomy, is unconditionally ‘attached’ to each human being. A person who, as a
matter of fact, is not ‘autonomous’ has, nevertheless, ‘dignity’. In a Kantian sense,
human dignity is a condition of human beings that they are acknowledged because of
their theoretical or generic capacity to exhibit autonomy, without regard to whether
they actually develop that capacity for autonomy or not.

Privacy is thus a legal concept, or an ‘intermediate value’ for the fostering of the
socio-political ideals (or ‘final values’) of liberty, autonomy and self-determination.
Autonomy and self-determination (exhibited for example when individuals hold
ideas or have lifestyles that might be politically and socially unpopular) cannot be
characterized as legal ‘rights’, they are not something that the State can ‘provide’
the individuals with and the mere abstention by the State to intrude or interfere
with ‘private’ or ‘intimate’ affairs is obviously not enough to ‘make’ individu-
als autonomous.?® Like happiness, autonomy or self-determination, is a matter of
degree. The conditions for individual autonomy are so diverse, so subjective in
a sense, that no law could really ensure the genuine effectuation of a ‘right to
autonomy’.?

They are capabilities that not all individuals wish and/or have the aptitude to
develop. Individual autonomy, not more than musical talent, artistic gifts of hap-
piness, is something that the State, through the law, could never ‘provide’ to

26 P, Freund, quoted by D. Solove, ‘Conceptualizing Privacy’, 90 Cal. Law Rev., 2002, 1090.

27 ) H. Reiman, ‘Privacy, Intimacy, and personhood’, in Philosophical dimensions of Privacy, F.D.
Schoeman (ed.), p. 314. See also, J. Rubenfeld, ‘The Right of Privacy’, 102 Harv. Law Rev., 1989,
pp- 737-807.

B Sustaining that mere immunity from intrusion or interference from state or from others with my
‘personal” affairs makes me an autonomous person amounts to confusion between the concepts of
autonomy and of negative liberty. To give a paradigmatic example: a left alone child under the age
of five is indeed enjoying the negative liberty that non interference in one’s private affairs provides
but he is certainly not enjoying autonomy and may moreover be assumed to be deprived from real
liberty, subjected as he will probably be to hunger and all other threats that children left alone
endure.

29 Considering the ‘right to autonomy’ as a fundamental human right would require justification
for any restriction on that ‘right’ imposed by the parents to their child.
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mdlvndu‘a.ls. A ‘right to be autonomous’ would not make more sense for the law
than a ‘right to be happy’. What does exist is a right to the pursuit of ha "
ness (e.g., the American Declaration of Independence of 1776 proclamation: p\l;"-
hold these truths to be self-evident, that all men are created equal, that the. .
i?go‘;,ﬁg by their Creator with certain unalienable Rights, that an;ong thesZ ::Z
aum,no;j;rty and the pursuit of Happiness’) and, arguably, a right to the pursuit of
Howeve.r, despite the law’s inability to ‘create’ or ‘guarantee’ individual aut

omy, showing respect for individual autonomy™ and, as far as possible rovid9n-
some ofthe conditions necessary for individuals to develop their capaci,t pfor i lg'g
vidual .dellbe‘rative autonomy (the individual process of self—governancZ) anclinfol-
.col!ectlve deliberative democracy (the group-oriented process for critical discoy .
md_lspensable to a vivid democracy) have become the most fundamental and b e
ethxca! and ]egal imperatives in contemporary western societies, where res ecfli:c
those 1mper2_1t|.ves is perceived as a precondition to the legality ’an'd legi[in?ac %’
t!]e law. In@nvndual autonomy and deliberative democracy presuppose a seriey Of
rights and liberties allowing individuals to spend a life characterized as (in a:t .
least) sglf-delermined, self-authored or self-created, following plans and idepl °
concep.non of the good - that they have chosen for themselves. e
. An important lesson derived from the German Constitutional Court’s approach
is, as .prev1ously said, the fact that privacy is not considered merely as an il:r)ldiv'd‘
.uahsuc. value. As P. Regan® expressed it, ‘Privacy has value beyond its usefulnl ;
in .helpmg the ?ndividual to maintain his or her dignity or develop personal relali(?rS]S
shxps.. M.osl privacy scholars emphasize the individual js better off if privacy exist !
I maintain that the society is better off as well when privacy exists. I maint);lin t;:t.
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» to the consideration that the subject is indeed autonomous in the choices he makes ?Fha;

i?eaks of unacceptable legal paternalism.
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parties.’
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As expressed by Burkert®, privacy may be considered a ‘fundamentally funda-
mental right’. Privacy is not a freedom on the same rank than the others: essential
to human dignity and individual autonomy and translating these moral principles in
the legal sphere, privacy is a necessary precondition to the enjoyment of most other
fundamental rights and freedoms.

However, one may but acknowledge the quintessential indeterminacy of privacy.
Awkward as it may appear, this indeterminacy is unavoidable, as what one under-
stands as being in the scope of privacy is ‘fundamentally’ contingent on the societal
context in which our autonomic capabilities as individuals have to be protected. In
that sense, one may only agree with Burkert’s view that privacy is also a ‘funda-
mentally relative right.’*> What is meant by privacy and how it is protected must
evolve to face the changing threats to human dignity and individual autonomy and
must be found taking fully into account the context in which our liberties have to
express themselves, as Solove argued.** The enactment of data protection legisla-
tions should be seen in that light as an attempt, certainly not the last one, to face the
unprecedented challenges of the already elapsed time when those data protection

regimes were set.

2.6 The ‘Facets’ of Privacy and How They
Can Be Articulated to Protect and Promote
Autonomous Self-Development

Exploring what ‘self-development” would mean in a society such as ours and iden-
tifying the legal instruments susceptible to contribute to the protection of such a
capability in the circumstances of our times, will amount to analyse the different
aspects or conceptions of the generic right to ‘privacy’, in the chronological order
of their surfacing in jurisprudence and scholarship. .
Privacy has first been conceptualized as ‘seclusion’ (opacity, or privacy as
solitude)®®, before being understood as also encompassing a dimension of

32 4 Burkert, ‘Dualities of Privacy — An Introduction to ‘Personal Data Protection and Fundamen-
tal Rights”, in Privacy- New visions, M.V. Perez, A. Palazzi, Y. Poullet (eds.), Cahier du Crid, to
be published in 2008.

33 “This is not an attempt to reconstruct a ranking of fundamental rights, an exercise that would
only undermine the legitimacy of all fundamental rights including those, which might end up on a
‘higher’ rank. The term ‘fundamentally fundamental’ is only meant as a pointer to the functional
importance of ‘privacy’ as a fundamental right. This importance, however, seems to clash with
what we have already observed before when speculating on this fundamentalism and what 1 would
call here the factual unimportance of ‘privacy’ due to its relativity: ‘Privacy’ is being regarded as
a ‘relatively fundamental’ right which has 1o — it seems -~ reconstitute itself anew in a balancing of
interests in each and every new informational conflict.” ‘

34p.J. Solove, ‘Conceptualizing Privacy’, 90 California Law Review, 2002, 1085 et s. ; P.Blok,
Het recht op privacy, Boom Juridische uitgevers, 2003.

35 See Ruth Gavison, ‘Privacy and the Limits of the Law’, 89 Yale Law Journal, 1980, pp-421-471.
See also Judith W. Decew, In Pursuit of Privacy: Law, Ethics and the Rise of Technology, Cornel)
University Press, 1997.
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‘pon-iqterfcrence’ (decisional privacy, or privacy as liberty)* and finally, of indi-
vidual informational control or empowerment (‘the ability of an indi’vidual [,0 control
the terms under which their personal information is acquired and used’3? formalised
through fair information practices).38 ,

. Those ‘facets’ of privacy have emerged from competing theoretical construc-
lions lh_al have long struggled against each other to gain the monopoly in definin
‘what privacy is about. Our aim here will be to attempt reconciling those “visions’ o%
rheor;gs’ of privacy, insisting on their common roots and their complementariness
Of pz.imcular interest to us will be the question how the ‘data protection branch;
qf privacy would benefit from reassessing its connectedness with the other tradi-
‘uonal.branch of privacy sometimes simply defined as ‘the right to be let alone’ but
implying both a notion of seclusion and a notion of decisional autonomy, as attested
b?/ Fhe evolution in this regard of both the Strasbourg Human Rights ju;isprudence
giving effect to Article 8 of the European Convention of Human Rights and the US
Supreme Court decisions relating to privacy. '

2.6.1 The Right to Privacy as ‘Seclusion’, ‘Opacity’
or ‘Solitude’

The scholarly genesis of the right to ‘informational privacy’ may be traced back to
Warren .and Brandeis’ classical 1890 Harvard Law Review article of 1890. Already
lhen, privacy was presented as an adaptation of, or as an adjunction to pre:-existin

!egal rights, that technological and social evolution had rendered nece;sary' ‘Polif
ical, social, and economic changes entail the recognition of new rights ;md the
common law, in its eternal youth, grows to meet the new demands of soci;,ty’ And
alrf,z'ldy then, it was acknowledged that ‘(Tlhe principle which protects pe-rsona]
writings and all other personal productions, not against theft and physical appropri-
ation, but against publication in any form, is in reality not the principle of private
property, but that of an inviolate personality’ that Warren and Brandeis equated
with the ‘right to be left alone’ when writing that “(...) the protection afforded
to thoughts, sentiments, and emotions, expressed through the medium of writing or
of the arts, so far as it consists in preventing publication, is merely an instancs of
Ehe. en.forcement of the more general right of the individual to be let alone’. That
principle’ was conceived to protect ‘the privacy of the individual from in\;asion

36 :
> See Griswold v. Connecticur, 281 US 479 (1965), a case tak judici

v : s y en to be the first judicial acknowi-
edge!'nem of the right of privacy by the US Supreme Court, in which it invalidated a law forbidding
married people from using contraceptives, i

37 ;

*"M.J. Culnan, ‘Protecting Privacy online: Is self-regulati ing? i
fg,[,-cy Makon 30000 pp.cz() fivacy gulation working?", 19 Journal of Public
: Se; for instance Cha_rlcs F_r?ed, ‘Privacy: A Rational Context.’, in. M. David Ermann, Mary
B. Williams anq Claudio Guitierrez, Computers, Ethics, and Sociery, Oxford University7 Press
1990; Arthur Miller, The Assault on Privacy, Harvard University Press, 1971 '
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either by the too enterprising press, the photographer, or the possessor of any other
modern device for rewording or reproducing scenes or sounds.’

In Europe, the right to privacy is explicitly acknowledged by Article 8 of the
European Convention of Human Rights. The initial interpretation of that right
resembled the American ‘right to be left alone’, in the intimacy of one’s private
and family life, home and correspondence, but — and this is quite paradoxical in
view of the subsequent evolutions in this regard — contrary to the American doc-
trine of privacy, the European right was not primarily directed against interferences
by other individuals (journalists) but against intrusions by the State in the sanctity
of home and of correspondence. The early version of the right to privacy was, in
the context of traditional society, not merely seen as ensuing from the principle of
human dignity but also as a precondition to the free development of personality.
It means that each individual must have a physical place where to express him or
herself and the possibility to exchange views or to reveal his intimate convictions to
others through private communications means without being observed from outside
or by third parties.*0

As a matter of fact, total transparency would impair the possibility for individuals
to freely develop their personality. They need some ‘secrecy, anonymity and soli-
tude’, ‘withdrawal and concealment™ in order to refiect on their own preferences
and attitudes, or, in other words, to reflexively make and revise choices in life, as
well as to develop meaningful relationships with others. Friendship and love do not
easily develop in a crowd; they necessitate selective retreat and seclusion. Even in
the traditional villages, the role played by the walls of the private home included the
protection of a sphere of intimacy where individuals felt allowed to give up, for the
time of the private encounter, the role he or she endorses in public. In that sense, the
‘right to opacity’ is a precondition to the very existence of the ‘authenticity’ of the
self and to the implementation of the ability we have, as human beings, to develop
our personal identity. Our ‘inviolate personality’ may only grow in the shadow of
partial opacity.*? The ‘right to opacity’ protects the individual from others watching,
scrutinizing or spying on his or her private realm. It protects against public and

39'S. Warren and L. Brandeis, ‘The Right to Privacy’, Harvard Law Review, 4(5), 1890. See also
D. Solove, ‘Conceptualizing Privacy’, 90 California Law Rev., 2001, pp. 1041-1043.

40 About the history of the privacy concept, read notably D.J. Solove, ‘Conceprualizing Privacy’,
90 California Law Review, 2002, 1085 et s. ; PBLOK, Her recht op privacy, Boom Juridische
uitgevers, 2003.

41 R Gavison, ‘Privacy and the limits of Law’, 89 Yale Law Journal, 1980, pp. 433 and ff.

42 See on that issue, the reflections proposed by J. Rayman (‘Driving to the Panopticon: A Philo-
sophical Exploration of the Risks to Privacy Posed by the Highway of the Future’, 11 Santa Clara
Computer & Techn. Law Journal, 1995, pp. 22 and ff. ), J. Cohen (* Examined Lives: Informa-
tional Privacy and the Subject as Object’, 52 Stanford Law Rev., 2000, pp. 1373 and ff.) and
H.Nissenbaum (‘Privacy as contextual Integrity’, 79 George.Washingion Law Rev., 2004, pp. 150
and ff., who asserts that *the freedomn from scrutiny and zones of ‘relative insularity’ are necessary
conditions for formulating goals, values, conceptions of self and principles of action because they
provide venues in which people are free 1o experiment, act and decide without giving account to
others or being fearful of retribution’.
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pr.ivate global surveillance. As will be suggested later on, this ‘right to seclusion’
rrug.h[ well be even more vital today in our modern society than ever before, jus-
tifying the new legal tools put into place in order to protect ‘opacity’ agains’[the
new technological and socio-political challenges of the day. What characterizes the
present I.nternet world is precisely the unprecedented possibility that surveillance
be exercised over each of us through the multiple traces we leave in cyberspace
and through the gradual invasion of our private sphere by terminals of multiple
apd ubiquitous nature (from personal computers, GPS, mobile phones, RFID eth:))
dlsso!ving the traditional separation between public and private spaces’. T
Privacy as ‘seclusion’ or as the ‘right to be left alone’ suggested a geographical
scope of application: the ‘private sphere’ to which the right to privacy applied was
bordf:red by the house’s walls or by the private letter’s material envelope. As such
the r}ght to privacy as ‘seclusion’ has attracted much criticism from feminist schol-,
ars like Calherine MacKinnon who demonstrated that because privacy prevented the
State to interfere in the protected area of family life, it allowed domestic violence to
occur anq left its victims helpless.*> The feminist critique of privacy makes it clear
that the right to privacy, originally, was not a protection for the individual subject as

mu-ch as a protection of the familial structure, understood as the basic institution in
society.

2.6.2 Privacy as ‘Decisional Autonomy’

‘.In Qriswold v. Connecticut*, a case usually taken to be the starting point of the
jgrlspmdential trajectory of the American constitutional right to privacy as ‘deci-
sional aglonomy’, the Supreme Court voided a State criminal law prohibiting the
use or distribution of any contraception drug or instrument to married persons on
the. ground that a protection from State intrusion into marital privacy was a consti-
tutional r'ight, one that was a ‘penumbra’ emanating from the specific guarantees of
the con§tllution. The nature and scope of this ‘penumbral’ right to privacy remained
uncertain though. Judge Douglas, who spoke for the Court, appeared concerned
not' on]y.by the intrusion by the police into the private marital bedroom necessary
to investigate breaches of the prohibition but also by the special relationship that
constitutes marriage and which should not be intruded or controlled by the State. As
a result from this dual justification, conservative interpreters of Griswold perct'eive
the decision as protective of the institution of marriage, while other commentators
consider that concerns with policy access to the marital bedroom are peripheral to
the Court’s central concern to provide autonomy with respect to intimate decisions

These alternative rationales make it unclear whether the Court’s intention was t(;
protect the institution of marriage per se or whether it intended to protect marriage

43 ; -
19;39. MacKinnon, Towards a Feminist Theory of the State, Cambridge: Harvard University Press

* Griswold v. Connecticut, 381 US 479, 493 (1965).
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not for its own sake but because this special relationship provides individuals with
a context that fosters autonomous choices on fundamental and existential issues of
life such as the choice whether to conceive a child or not. Despite the uncertain-
ties of interpretations, this ‘penumbral’ right of privacy has been one of the main
foundations of the later Supreme Court decision in Roe v. Wade* to overturn State
abortion statutes. From there on, privacy acquired its truly individual character as
a right protecting freedom of choice in intimate issues such as the decision, for a
woman, whether to bear or beget a child. ‘Decisional privacy’, encompasses ‘the
rights of individuals 10 make certain kinds of fundamental choices with respect to
their personal and reproductive autonomy’ . In Planed Parenthood v. Casey Case*’,
the Supreme Court expressed the consideration that
At the heart of liberty is the right to define one’s own concept of existence, of meaning, of

the universe, and of the mystery of human life. Beliefs about these matters could not define
the attributes of personhood were they formed under compulsion of the State.*®

Notwithstanding the different legal strategies to cope with it, autonomy as self-
determination or as autonomous construction of one’s personality is, in US*® like in
Europe, the crucial value behind privacy.

In Europe, the explicit acknowledgement of privacy in the European Convention
on Human Rights made its individualistic orientation indisputable from the start.
Moreover, from an initially ‘negative’ undertone suggesting that the right to privacy
merely implied the obligation for the State to abstain from interfering in the private
matters of the individuals, the European Court of Human Rights soon interpreted
the obligations held by the State quite extensively. Although, according to Konvitz,
the essence of privacy is merely ‘the claim that there is a sphere of space that has
not been dedicated to public use of control’?, the notions of ‘private and family
life’ has been interpreted extensively by the ECHR, to the effect that the right to
privacy protects individuals against invasions of privacy by public authorities or,
through the Convention’s horizontal effect, by other individuals.®' According to the

45 Roe v. Wade, 410 US 113 (1973).

46 N M. Richards, ‘The Information Privacy Law Project’, Georgetown Law Journal, 2006, p.

47 505 US 833 (1992).

48 On the American conception of Privacy and its link with the ‘Autonomy’ concept, read A.J.
Rappaport, ‘Beyond Personhood and Autonomy: Theory and Premises of Privacy’, Utah Law
Review, 2001, pp.442 and ff.

49 On that point particularly, J.S. Mill, On Liberty, G.Himmelfarb (ed.), 1984.

50 Konvitz, ‘Privacy and the Law: A Philosophical Prelude’, Law and Contemporary Problems,
1966, 31, 272, 279-280. :

51 Since the 1981 judgement in Young, James and Webster v. United Kingdom (Eur.CLH.R., 13
August 1981, Series A No.44) the European Court on Human Rights acknowledges an horizonral
effect to the Convention, extending the scope of protections to relations between private parties:
§49: ‘Although the proximate cause of the events giving rise to this case was [an agreement between
an employer and trade unions], it was the domestic law in force at the relevant time that made lawful
the treatment of which the applicants complained. The responsibility of the respondent State for
any resultant breach of the Convention is thus engaged on this basis.” Through this horizontal effect
of the Convention, the fundamental rights seem to gain positive effectiveness. The matter is highly
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Strasboyrg Jurisprudence the State is not merely under the obligation to abstain from
mterfe.nng with individuals’ privacy but also to provide individuals with the material
con('imons needed to allow them to effectively implement their right to private and
family life.’? In other words, according to the theories of the ‘positive duties’ of
the State combined with that of the ‘horizontal effect’ of the ECHR broadly applied
by the Eurf)pean Court of Human rights, States are under the obligation toptake
gll appropriate measures in order to protect fundamental rights of the individuals
including against infringements by other non-state parties.

As to l.he ‘scope’ of privacy, it has been interpreted by the European Court of
H}Jman Rights as encompassing all the domains in which individuals are confronted
v.vnh the need to make fundamental choices in their life, including their sexual
Ilfehand sexual preferenc;s”, their personal and social life’, their relationships
mirsﬁ;n}:ﬁ?{» beings>, the choice of their residence in fuil knowledge of the

I’ntere§tingly, the inclusion, in the scope of the right to privacy, of the choice of
one’s reslxdence in full knowledge of the environment attests to the fact that access
to essent'lal information is indeed a precondition to the free development of one’s
personality. This has justified a number of legislative initiatives in our countries to

comrover§ial, however, just as controversial as the uestion of the concepti i i

a mere privilege or as a (subjective) right. See also )((]’ and Y v. Nelherlamez'.}t)[1557(;58%n(vla;g5?gg-{2§
4 (26 March .1985), Series A, Vol. 91: ‘although the object of Article é (Art. 8) is essentiall
that of protecting the individual against arbitrary interference by the public aulhc')rilies it does no);
merely c_ompel the State to abstain from such interference: in addition to this priman:l negative
u.ndenakmg, lhere may be positive obligations inherent in an effective respect for privateyor f;m'l
life (§ee the Airey judgment of 9 October 1979, Series A No. 32, p. 17, para. 32). These obli atiolnz
may mvolv'e the adoption of measures designed to secure respect for private life even in th ¥ h

of the relations of individuals between themselves.’ e sprere
52 The po§|live Fiuly of the State to provide the means necessary in order to allow effective enjoy-
ment of rights is not as such recognised in the United States, neither by the law, nor b Jtr);e
J.unsprudence. This might be only superficially coherent with classical liberalism ;vﬁll’s a);ser-
tion that ‘“The only freedom which deserves that name is that of pursuing our ow.n good is our
own way. . -each is the proper guardian of his own health, whether bodily gr mental and spiritual
Manklnq are greater gainers by suffering each other to live as seems good to themselves than b ,
c':)mp;:lhng each to live as seems good to rest.” (J.S. MILL, op.cit, p. 72, does not necessarily impli
;Oa;dt e State should not provide the individuals with the resources they need to pursue their own
:z X an.d Y v. Netherlands, 8978/80 (1985) ECHR 4 (26 March 1985), Series A, Vol. 91.

" Beldjoudi v. France, 12084/86 (1992) ECHR 42 (29 March 1992).

Niemietz v. Germany, 13710/88 ECHR 80 (18 December 1992) Series 1, Vol 251 B.: ‘The
Fo_un doc;s not consider it possible or necessary to attempt an exhaustive deﬁni;ion (;f the noil.ion f
private I_lfe’. However, it would be too restrictive to limit the notion to an ‘inner circle’ in whi:h
the individual may live his own personal life as he chooses and to exclude entirely the outside
world not epcompassed within that circle. Respect for private life must also comprise 1o a certain
géagree the nghl.to establish and develop relationships with other human beings.’

On a'll lht",S? 1ssues, read the different articles published in ESUDRE (ed.), Le droir au respect
de lf’ vie privée au sens de la Convention européenne des droits de I'homme, Collection D pl
Justice 63, Bruxelles, Nemesis, Bruylant, 2005 ’ o
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develop what has been called Universal access to the Information infrastructure and
guaranteed access to public informational resources, etc.’” The Guerra case judged
by EHRC?® is in that perspective and illustrates this movement. In that decision,
on the basis of the Article 8 of the EHRC, the Strasbourg judges have asserted the
governmental obligation to deliver information about environmental risks to Italian
families, which had planned to install their home close to a polluting industrial com-
plex. The Court held that the choice of residence, which is essential to family life,
implies, in our Information Society, that the information required for exercising that
choice be available to the families.>®

Besides the development of a right to autonomous and informed decision mak-
ing in existential matters, the Strasbourg jurisprudence also understood the right to
privacy as encompassing informational issues, understanding Article 8 of the Euro-
pean Convention on Human Rights as guaranteeing the individual right to control
personal information, including in the workplace®® (the scope of the right to pri-
vacy and of the right to data protection may intersect with regards to ‘informational
privacy’), the right to access one’s personal records.®!

57 This idea of a ‘Public Domain Content” has been clearly promoted by the UNESCO. See, Point
15 of the ‘Recommendation concerning the Promotion and Use of Multilingualism and Universal
Access to Cyberspace’, adopted by the UNESCO General Conference at its 32nd session (Oct.
2003): ‘Member States should recognize and enact the right of universal online access to public
and government-held records including information relevant for citizens in a modern democratic
society, giving due account to confidentiality, privacy and national security concerns, as well as to
intellectual property rights to the extent that they apply to the use of such information. International
organizations should recognize and promulgate the right for each State to have access to essential
data relating to its social or economic situation.’

38 Guerra v. Italy Case, February 19, 1998.

39 About this question of the link between Privacy and the different facets of a new Right of
access to Public Information resources, read C. de Terwangne, Société de !’informarion et mis-
sion publique d’information, Doctoral thesis, Namur, 2000, available at http://www.crid.be/pdf/
public/These_cdeterwangne.pdf.

60 See the recent decision by the European Court on Human Rights, in Copland v. United King-
dom, 62617/00 (2007] ECHR 253 (3 April 2007), in which the Court held that monitoring of
an employee’s emails, Internet usage and telephone calls had breached the employee’s right 1o
privacy. The Court held that even monitoring the date and length of telephone conversations and
the number dialled could give rise to a breach of privacy. The arguments of the court included
the fact that the employee had not been informed that her telephone calls might be subject to
monitoring and that, at the time, no law exited in the UK that allowed employers to monitor their
employees communications. Indeed, the Regulation of Investigatory Power Act of 2000 was not
yet in force at that time. The Court does not investigate whether that Act might be inconsistent with
the Human Rights Act however.

61 Gaskin v. United Kingdom, 10454/83 (1989 ECHR 13 (7 July 1989), Series A No. 160. See also
Odievre v. France, 42326/98 (2003) ECHR 86 (13 February 2003), where the ECHR acknowledged
that the right to privacy (Article 8 of the European Convention on Human Rights) protects, among
other interests, the right to personal development and acknowledged that matters relevant to per-
sonal development included details of a person’s identity as a human being and the vital interest
in obtaining information necessary to discover the truth concerning important aspects of one’s
personal identity.
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2.6.3 Privacy as ‘Informational Self-Determination’:
Reinventing Data Protection?

2.6.3.1 The Rationales of Data Protection

The fundamental principles of data protection (fair processing, performed for spe-
cific purpose, on the basis of the subject’s consent or of other legitimate basis laid
down by law, subjective rights of the data subject to access and rectify collected
data) had been formalized in the Convention for the Protection of Individuals with
regards to Automatic Processing of Personal Data of the Council of Europe®? and
reiterated in the fair information principles formalised in the European directive on
the protection of individuals with regard to the automatic processing of personal
data® and in the European directive concerning the processing of personal data and
fhe .protection of privacy in the electronic communication sector.5 ‘The ability of an
individual to control the terms under which their personal information is acquired
and used’® is often presented as the hallmark of data protection.

The rationale behind the data protection regimes relates to the risks to individual
§elf-delerminali0n carried by the early development of the Information technologies
mfr‘asn.*uclures. The use of Information Technologies has been considered, from the
beginning, as worsening power asymmetries between data subjects (the individu-
als whose data are processed) and the data controllers (in charge of the collection
storage, processing, use and dissemination of data). Technological developments’
gradually brought about a situation where ‘(a) there is virtually no limit to the
amount of Information that can be recorded, (b) there is virtually no limit to the
scope of analysis that can be done — bounded only by human ingenuity and (c) the
information may be stored virtually forever.

These developments had of course direct impact on the autonomy of the data
subjects: vast collections and intensive processing of data enable data controllers
sgch as governmental authorities or private companies to take decisions about indi-
v1_dual subjects on the basis of these collected and processed personal information
without allowing for any possibility for the data subjects to know exactly which data
would be used, for which purposes, for which duration and overall without control
of the necessity of these processings in consideration of the purposes pursued by the

62 . . ..

Convention for_the Protection of Individuals with regards to Automatic Processing of Personal
6liata of the Council of Europe, ETS No. 108, Strasbourg, 28 January 1981.

: Dlre.cnve 9.5/4.6/.EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement
2‘:’ such data, Official Journal L 281, 23 November 1995,

European l?ireclive 2002/§S/EC EC of the European Parliament and of the Council of 17 July
2002 concerning the processing of personal data and the protection of privacy in the electronic
communication sector.

65 M.J. Culnan, ‘Protecting Privac i i i
J. ) 4 y online: Is self-regulation working?’, 19 J. [ j
Policy Market, 2000, 1, pp. 20 and ff, - ¢ curnal of Publi

66 ; ; :
H. Nissenbaum, ‘Protecting Privacy in a Information Age: the Problem i i i
8 : of P }
17 Law and Phil., 1998, pp. 5;6. - rhvacy in Pudlic
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public or private bureaucracies. Data Protection regimes were thus designed (and,
in some countries, transiated into self-regulatory measures) in order to better bal-
ance ‘informational power’. This resulted in a widening of the protection previously
limited and centred on intimate and sensitive data, which now included all personal
data defined as ‘information about identified or identifiable individuals’ and in the
attribution of new rights to the data subjects, including an ‘access right’ allowing a
better control over the uses and dissemination of personal data and, finally, the impo-
sition of limitations to the permissible processing by data controllers, especially
through the requirements that data processing will be fair, legitimate (another word
for proportionate both as regards the existence of the processing and its content) and
secure.%’

These main principles might be viewed as a development of the self-determination
principle in the area of the personal data flows. ‘Informational privacy’ had been
defined traditionally by the U.S scholars following the A Westin wording®®, as the
‘claim of individuals, groups or institutions to determine for themselves when, how,
and to what extent information about them is communicated through others’. That
American definition inspires some scholars to use the argument that there was a sort
of ‘intangible property right’ held by each individual over his or her personal data®
and that individuals could legally ‘sell’ their personal information on the market
and, in that way, ‘choose their optimal mix of privacy without parental interven-
tion from the State’. We will come back on this issue later in the discussion of the
recent EU Constitutional or quasi constitutional acknowledgement of the right to
Data Protection.

2.6.3.2 ‘Classical Privacy’ and Data Protection:
Complementarities and Interactions

The legal protections offered by Article 8 of the European Convention of Human
Rights (and taken over in Article 7 of the Charter of Fundamental Rights of the
European Union) and by the right to data protection now acknowledged by Article
8 of the Charter of Fundamental Rights of the European Union and implemented
by the two data protection directives, interact in a variety of ways. The European
Court of Human Rights has acknowledged that ‘informational privacy’ is among
what Article 8 of the ECHR protects. In this regard, data protection directives are

67 Security is envisaged in its broadest sense, meaning both integrity, confidentiality, accountability
and availability.

68 A.Westin, Privacy and Freedom, New York, Ateneum, 1967, p. 7. For other similar definitions,
read D. Solove, ‘Conceptualizing Privacy’, article already quoted, pp. 1110 and ff.

69 The theoretical approach of the Privacy viewed as a ‘property right’ has been developed par-
ticularly by the author defending the economic analysis of the Law. See on this approach. among
numerous authors, R.A. Possner, Economic Analysis of the Law, New York, 1998, pp. 46 and ff
(considering Data Privacy law functionally as ‘a branch of property Law’); E.J. Jagger, ‘Privacy,
Property, Intangible Costs and the Commons’, 54 Hastings Law Rey., 2003, pp. 899; J. Rule and
L. Hunter, ‘“Towards a property right in personal Data,’ in Visions of Privacy, Policy Choices for
the Digital Age, C.J. Bennett and R. Grant (ed.), 1999, p. 168.



70 A. Rouvroy and Y. Poullet

among the tools through which the individual exercises his right to privacy. More
generally, having the guarantee that personal information (personal data) will not
be collected and used in manners that totally escape from the individual’s control
is indeed a precondition for the individual to feel genuinely free from unreasonable
constraints on the construction of his identity.

Yet, data protection is also a tool for protecting other rights than the right to
privacy: preventing the processing of information relating to the individual’s racial
or ethnic origin, political opinions, religious or philosophical beliefs, trade-union
membership and concerning the individual’s health or sexual life, the data pro-
tection directives prevent potential discriminations on those grounds. On the other
side, the right to privacy is irreducible to the right to data protection: it guaran-
tees the inviolability of the home (spatial privacy), has to do with the inviolability
of the human body and protects the individual’s emotions and relationships with
others. What privacy protects is irreducible to personal information. Privacy and
data protection intersect but are also different tools for enabling individual reflexive
autonomy and, as a consequence, also collective deliberative democracy. These tools
are not to be put on the same footing though. Whereas the concept of privacy refers
to the double aspects of the guarantees the State has to provide to the citizens in
order to ensure their capabilities of self-development; the concept of data protection
appears in a second step, taking fully into account the new risks threatening the two
‘aspects’ of privacy (the right to seclusion and the right of decisional autonomy),
ensuing from the development of the information and communication technologies.
It thus appears obvious from there that data protection regimes are intended both,

- with regard to the ‘seclusion’ aspect of privacy, to protect our ‘private sphere’ (for
instance by forbidding the processing of certain sensitive data or by enlarging the
secrecy of the correspondence to electronic mails) on the one hand and, on the other
hand, with regard to the ‘decisional autonomy’ aspect of privacy, to increase the
transparency of information flows and to limit them in order to prevent dispropor-

tionate informational power relationships to be developed or perpetuated between
public and private data controllers and citizens.

2.6.3.3 Data Protection and Its ‘Constitutionalization’:
Opportunities and Ambiguities

The role played by the European Union, particularly through Directive 95/46/EC of
the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement
of such data” and Directive 2002/58/EC EC of the European Parliament and of
the Council of 17 July 2002 concerning the processing of personal data and the
protection of privacy in the electronic communication sector’', could make believe

70 Official Journal L 281, 23 November 1995.

7 Official Journal L 201, 31 July 2002. See also the Directive 2006/24/EC of the European Par-
liament and of the Council of 15 March 2006 on the retention of data generated or processed in
connection with the provision of publicly available electronic communication services or of public
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that the ‘right to data protection’ is above all the }"esult of the need, f(:‘r the Eur(l):[c;zrr:
single market, to harmonize data protection regimes as to ease the ree c1rfsuin on
of goods and services. But the European Data.Prolecu(?n regime hasflt;rol;) In the
European human rights regime and more pamculz.irly, in Article 8 o tPe u:lopneOf
Convention on Human Rights and in the Convenugn No. 108 for the Protec lt n ot
Individuals with regard to the Automatic Processing of Per_sonal Datzzjgrtllai:w »
1981 (before that, data protection had already been enacted in the %ve 1§l aw o
1973). The Charter of Fundamental Rights of' the Europear'l Ur!lon , in its anicle
7, §1 reasserts the existence of the right to private and family life, horlne Zn o
munication, whereas Article 8 of the same Charter acknowledge§, as. already noted,
that the right to data protection has the status of a fundamental right:

1. Everyone has the right to the protection of personal data concerning him or
herself. . _

2. Such data must be processed fairly for specified purposes an@ on.the basis o(’; the
consent of the person concerned or some other legitimate basis laid down.by aw.
Everyone has the right of access to data that has been collected concerning him
or herself and the right to have it rectified. . .

3. Compliance with these rules shall be subject to control by an independent
authority.

This acknowledgement of the right to Data Protgction as a funqamenFa} r17ghol%
distinct from the traditional fundamental right to pnvacy,'er‘lacted' in ‘Arulc‘ e[ion’
the Charter is questionable and invites some comments. This conslllgllonla :z:s "
of data protection might be considered ‘ar'1 ad(_ied’ to the exten.t lhatfll en anfl o
application of the main principles of the Dlrect.lve t'o all processmg;)d Pel'[;()e comex;
including those that are not covered by thej D!recuves but processed in e conex:
of EU second and third pillars. The constitutional status given to 'Da[a ro tion
provides data protection regime with a sort- of'consuluuonal prm.legel ove;:;[ion
peting legislative texts and allows for Con.smuuor?al coptrol of lkls 1mlp;§rr;;em "
respect by the Constitutional Courts. To this well lntentlf)ned acknowledg o
the fundamental importance of the right to data protection, two cnthue'shm y X
raised: the first one relates to the wording of the secppd paragraph(i »fvhlc nseer::)_
to suggest that consent would provide per se a legitimate .grouz f)rh[zn [31) za[a
cessing. The second critique is more fundamental: by placing the rlhg o duta
protection’ at the same level as privacy, the Eur.opean. text carries the I'llS e
the fundamental anchoring of data protection regimes in the funde}mv.?nltat vsa‘;ill
of dignity and autonomy will soon be forgotten by .lawyers and that. egis T o;ssess
soon forget to refer to these fundamental values in order .to conu}r:uc;usf ymation
data protection legislations, taking into account the evolution of the Infor:

Society.

communications networks and amending the Directive 2002/58/EC, Official Journal, L 105, 14
April 2006 P. 0054-0063.
72 2000/C 364/01.
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The Limited Value of the Consent as Legitimate Ground for Data Processing

One may but regret some of the dangers raised by the wording of Article 8. In
situations other than those where the legitimacy of processing is grounded in a
legislative text, Article 8 explicitly acknowledges consent by the data subject as
a necessary and sufficient condition legitimizing data processing, whereas consent
is often derived from the simple interaction in the networks. Growing confiation of
consent and interaction makes the condition of consent less and less demanding.
Most websites include, as part of the transactional process with their customers,
specific steps aimed at collecting consents to various processing they find profitable,
including the possibility to share any obtained data with third parties, to create
users’ profiles and to use those profiles for individualized marketing (operated by
themselves or by others) purposes. In some cases, consumers are driven to consent
through financial incentives (fees or price reductions; gratuitous participation in a
lottery, etc.). The use of some services may be dependent on such express consent
to processing of the data obtained through the operation of those services.”

This approach is advocated using the argument that the ‘right to data protection’
is the right for the individual to decide about the dissemination of his or her own
information. And as nobody is better placed to judge if he or she wants to dis-
seminate data about his or her self, individual consent is necessarily a legitimate
ground for the processing of personal data. The argument, making of personal data
the alienable property or commodity of the data subject, is disputable’®: medical
data, for example, may arguably be said to belong to the medical practitioner in
charge of the patient and who ‘produced’ the information contained in the medical
file, as much as 1o the patient himself.”> In the ‘property approach’, personal data

73 Margaret Jane Radin, ‘Justice and the Market Domain’, in John Chapman, J. Roland Pennock,
Markets and Justice, New York University Press, 1989, p. 168: ‘the domino theory asserts that
market evaluations of objects and activities are imperialistic, diving out other and better ways of
perceiving and evaluating objects and activities. Once some individuals attach a price at a given
object, relation or activity, they and others tend to lose their capacity to perceive or evaluate that
object, relation or activity as anything but a commodity with a specific market price. Moreover,
the theory asserts, once certain objects or activities are commodified, there is a tendency for other
objects or activities of the same sort or even of other sorts also to be seen and evaluated merely in
terms of their actual or potential market value.

7% The context of the Internet creates new possibilities for Internet users to express his or her
consent. In a first version of P 3 P (Platform for Privacy Preferences), the Internet’s user had
the possibility to negotiate his or her privacy preferences against financial advantages. This pos-
sibility has been discussed extensively in the American literature, see P.M. Schwartz, ‘Beyond
Lessig’s Code for Internet Privacy: Cyberspace, Filters, Privacy control and Fair Information
Practices’, Wisconsin Law Review, 2000, p. 749 et s. ; M. Rotenberg, ‘What Larry doesn’t
Get the Truth’, Stan. Techn. L. Rev., 2001,1, disponible sur le site: http://www.sth Stanford
.edu/STLR/Articles/O1 _STLR_].

75 As Kang & Butner observed: ‘Bur Economist, merely creating property rights in personal
data says nothing about to whom property is initially assigned, correct? So let’s say a ciri-
zen bought prodigious amounts of St John’s herb from a vendor last Friday. Which of them
owns the ‘property’, that is the knowledge of the citizen’s purchase? And what precisely would
such ownership eniail’ (J.Kang & B. Buchner, ‘Privacy in Atlantis’, 18 Harv. Journal Law &
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is considered a valuable commodity that may be the object of bargains and trans-
actions with other people through licenses.” Closely connected with the property
approach, the contract approach puts party agreement a.t the heart. of personal data
processing. Regardless of whether personal data are Ylewed em!rely as property,
the contractual approach allows parties 10 make promises rf:gardmg personal dgla
and their processing’.”’ As observed by Schoeman78: ‘One dl'fﬁculty with regarding
Privacy as a claim or entitlement to determine what information about one s.elf isto
be available to others is that it begs the question about the m(?ral status gf privacy. It
presumes privacy is something to be protected at the discretion of the individual to
whom the information relates.’ o ‘
Much more objections than one could report in the preisF-:nl contribution exist
against considering consent as a sufficient condition of legitimacy of the procel_ij:I
ing of personal data. For our purpose here, it sufﬁce's to.regz;l.l that under the
Directive, consent, as defined by Article 2.h) of the Directive’™ 1s not prese:ntcd asa
completely sufficient basis for legitimating processing. In any case —even in case 0?
unambiguous consent — it may be possible to declare the processing illegitimate 1
that processing is disproportionate. The control of proportionality clearly .suggesls
the need for societal control or monitoring of the legitimacy of lhc?, processing.
Other, more classical, arguments might be advanced for jusu_fymg lhe 1n§ufﬁ-
ciency of the consent.®® The information asymmetry ands;l)ower inequality, dlsfad-
vantageous to the data subject or, as argued by D. Solove® among others, lhe‘ Z(':t
that a large portion of ‘personal data’ may in fact be re]evaqt not only to the indi-
vidual but also to others with whom the individual entertains or has entenalr}ed
relationships. Another line of argument refers to the difficulty, for the consenting

Techn., 2004, p.9. This article is written in the form of a Socra‘tic discu§sioq between protggomsts
of different thesis and representatives of different functions in a Socne(x in on;der 1o bu1l.d up a
consensus about the main principles of a future Privacy Iegisl.alion). Thfs assngnauon might be
justified following a market-based approach by the greater cfﬁc1ency of I‘hlS solution.

76 As regards the similarities between this kind of contract and the Licensing contracts about w‘orl;;
protected by the Intellectual Property, read P. Samuelson, ‘Pr!vacy as Intellectual 'Propeny 5
Stanford Law Rev., 2000, pp. 1 125 and ff.; J. Litman, ‘Informaupn anacy/lnforma}non Pro;?enyl,
52 Slanford Law Rev., 2000, pp. 1250; K. BASHO, ‘The Licensing of the personal information. ls
that a solution to Internet Privacy?’, 88 California Law Rev., 2000, pp. 1507.

n J.Kang & B. Buchner, “Privacy in Atlantis’, \8 Harv. Journal Law &chhn.,‘2004, p4 4

78 k. Schoeman, ‘Privacy Philosophical Dimensions of the Literature’, in Philosophical Dimen-
sions of the Privacy, F.D. Schoeman (ed.), 1984, p. 3. ' o

9 Arli]c:le 2h deﬁ?es the data subject’s consent as ‘any freely, given specific and informed mdl.ca-
tion of his or her wishes by which the data subject signifies his agreement to persc?nal data relating
to him being processed.” This consent implies that the data .controller_s have given lh.e relevant
information about the mode and the extent of the data processing for which cons?nt is given. ‘
80 gee particularly, M.A. Froomkin, ‘Regulation and Compuung and_ lpformallon Telc}_mo.logya
Flood control on the Information Ocean: Living with Anonymity, Digital Cash‘and d.lSlr‘lbUlC
Databases, 15, Jour Law & Com., 1996, pp.395 and ff. (this author.speaks §boul a ‘myopic, imper-
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object’, 52 Stanford Law Journ., 2000, pp. 1373 and ff.
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data subject, to keep track of personal data in secondary transfers and to verify in
v.vhat measure these secondary transfers are respecting the conditions of the initial
license given by the data subject.5?

. Some of those ‘weaknesses of consent’ could be remedied, as has been done
in the context of the consumer protection, by reinforcing the right to be informed
and laﬁ’"ording new rights to the consumer including class action, when appropri-
ate, in or'der to decrease power and information inequalities and asymmetries inF:he
Infonpatlon market (information technology®® may be of great help in this regard
a]lolwmg for example the digital ‘marking’ of each bit thereby empowering the datz;
sgbjects with regard to the control and limitation of their transfers. Others — espe-
cially those ensuing from socio-economic and other structural inequalities am(?n
stakeholders may be more challenging. ¢

The Anchorage of Data Protection Legislation in the Protection
of Fundamental Human Values

Anqther inconvenience of making the ‘right to data protection’ a distinct fundamen-
tal right is lhat it risks obscuring the essential relation existing between privacy and
data prot.ecu_on and further estrange data protection from the fundamental values of
humap dignity and individual autonomy, foundational to the concept of privacy and
in w_hlch data protection regimes have their roots, as has already been argued. Keep-
ing in mind those fundamental values and the ‘instrumental’ value of data pro.tecti(?n
In th|§ regard is crucial if one is to adapt the legal regime (o the changing technolog-
lcal.c1rcums[ances of the time. Moreover, acknowledging the fundamental values
t?ehmd the right to data protection makes it clear that, contrary to certain interpreta-
tions of that right, it is not amenable to a kind of individual alienable property right
over personal data. Finally, taking the fundamental roots of data protection seriousl
_!uS[lﬁCS that one should not content ourselves with the current tendency to conside);
individual consent as sufficient criterion for establishing the legitimacy of whatever
processing is considered useful by public or private bureaucracies.
. This ‘r.elurn to the basics” approach provides powerful arguments to refuse the
information market’ approach advocated by some. It goes without saying that
lf.mse basic values will be immensely useful in showing the direction for the revi-
sions of our data protection regimes3¢, arguably necessary due to the unprecedented
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Rights might be also used he_re. On that issue, J Zitrain, ‘When the publisher can teach the Patient:
lntellect.ual. P'ropeny and Privacy in an era of Trusted Protection’, 52 Stanford Law Rev. 2000.
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About the need to have a third generation of Data Protection legislation in order to face the
new challenges of ICT recent developments and about new principles to enact in that context

2 The Right to Informational Self-Determination and the Value of Self-Development 75

challenges raised by the recent and future developments of the global Information

Society on the threshold of the ‘ambient intelligence era’.3

2.7 Conclusion: Privacy as a Bidirectional Principle
Fostering the Autonomic Capabilities of Individuals

Agre, reflecting on privacy, commented that
... control over personal information is control over an aspect of the identity one projects to

the world, and ... the freedom from unreasonable constraints on the construction of one’s
own identity.®®

The two aspects — freedom from unreasonable constraints (from the State or
from others) in the construction of one’s identity and control over (some) aspects
of the identity one projects to the world — are at the heart of what the various
‘facets’ of privacy are all about. Yet, more fundamentally and against the com-
mon view that the ‘freedom in the construction of one’s personality’ and ‘control
over information about oneself one projects on the world’ pursue different, though
complementary, normative goals, we would like to argue that their common nor-
mative justification and objective, or, to say it more plainly, the final value they
are meant to advance, is the capacity of the human subject to keep and develop
his personality in a manner that allows him to fully participate in society without
however being induced to conform his thoughts, beliefs, behaviours and preferences
to those thoughts, beliefs, behaviours and preferences held by the majority. Privacy
and data protection regimes should thus be understood as ‘mere’ tools (evolving

Y.Poullet, ‘Pour une troisiegme génération de législations de protection des données’, JusLetter,
No. 3, October 2005), we tried to show the extent to which directive 2002/58 when it regulates the
traffic and location data generated by the use of communication services pays little attention to the
fact that these data are data of a personal nature. ‘The very definition of the ‘data’, whose protection
is at the very heart of the recent directive does not follow that of 1995 exactly. The definitions of
‘traffic in data’ and ‘localization’ listed in article 2 carefully avoid expressions like ‘data of a
personal nature’ which, however, circumscribe the field of application of the directive 95/46/EC,
of which the 2002 directive would be just one application. Both articles 2 ¢) and preamble 14 of the
Directive define localization data via simple reference to the user’s terminal equipment. When it is
a question of commenting on the concept of traffic in data, preamble 15 1alks ‘about information
consisting of a denomination, a number or an address, provided by he who sends an electronic
message or he who uses a connection to send an electronic message.What are we to say? These
data may not be data of a personal nature, in other words the search for a link with an identified
or identifiable person is no longer necessary’.

85 Antoinette Rouvroy, ‘Privacy, Data Protection, and the Unprecedented Challenges of Ambi-
ent Intelligence’, Studies in Ethics, Law, and Technology 2008, vol. 2, Issue |, Available at:
http://works.bepress.com/antoinete_rouvroy/2 (forthcoming, 2008). See, also about the new tech-
niques of RFID body implants, the Opinion of the European Group on the Ethics of the Sciences
and New Technologies of the European Commission, ‘Aspects éthiques des implants TIC dans le
corps humain’, March 16th, 200S.
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Press, 1998, p. 3.
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when required by the new threats that socio-economic, cultural and technological
changes impose on individual and democratic self-determination), meant to pursue
that one single common goal: sustaining the uniquely human capacity for individual
reflexive self-determination and for collective deliberative decision making regard-
ing the rules of social cooperation. We consider this as one unique, rather than two
separate, goal given the mutual ‘production’ or reinforcement of public and private
autonomy.?’ Privacy, as a principle catalyzing the tension inherent in individual
existence between the need for retreat from others and the need for participation
and interaction with others, is, depending on the context and circumstances, con-
stantly requiring the adaptation of the legal instruments that find, in that principle,
both their roots and horizon. It is not, as has been suggested by other scholars,
that the ‘classical’ privacy regime is there to protect the facets of human life that
need ‘opacity’ to best develop and that data protection regimes are there to organize
the partial disclosures that social life and interactions require. Rather, both facets —
‘seclusion’ and ‘inclusion and participation’, are, depending on the circumstances,
best preserved by a combination of legal tools protecting against undue interference
in existential matters, or protecting personal data against a series of illegitimate
collections and misuses.

Thus, ‘classical’ privacy regimes and data protection should be conceived together
as forming the evolving bundle of legal protections of the fundamental individual
and social structural value of the autonomic capabilities of individuals in a free
and democratic society. Guaranteeing the generic right to privacy (or the principle
of privacy, should we maybe say), given the crucial role it plays in enabling the
autonomic capabilities of the individual legal subject, is a precondition to any mean-
ingful exercise of all other rights and freedoms acknowledged by the Council of
Europe. This is particularly explicit in the case of freedom of expression but is also
true regarding all other fundamental rights and freedoms, including, crucially, those
social and economic rights3® that guarantee the full participation of the individual
in the social and political fabric of society.

87 See above, notes 24 and 25, and accompanying text.

82 As Burkert (quoted supra footnote 33) asserts it: ‘Even in their passive state fundamental rights
need economic and social framework conditions which make the use of such rights meaningful.
This observation is reflected in the (still heavily contested) extension of fundamental rights into the
area of economic and social rights. Some of the discussions at the World Summit of the Information
Society, already mentioned above, might well be seen as a tentative connection of ‘privacy’ to such
social and economic rights in the information society’.




