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Computers in the law of evidence — a comparativ
approach in civil and common law systems
Bernard E. Amory* and Yves Poullet**

Summary

Computers and telematics have brought about the
development of new technologies in data processing
and the conclusion of transactions. These techno-
logies give rise to some difficult legal questions,
notably with regard to the law of evidence.

In the common law system, the hearsay and best
evidence rules theoretically prevent the admissi-
bility of computer documents before the courts. In
the civil law system, the problems relate to the
validity of these documents as evidence of the legal
acts and facts which they assert.

The aim of this paper is to examine the legal
solutions which may be applied to these problems
under the two systems, taking into account the
special characteristics of the technologies involved.

Introduction

The amount of information which companies have
to keep, often for long periods, whether for legal
reasons or in the interests of good business manage-
ment, can in SOmMeE cases cause Serious storage
problems, leading to higher overhead costs.'

One of the advantages of the use of computers in
business is the ability to reduce the volume of docu-
ments kept in archives and to facilitate their process-
ing. There is no longer any doubt that companies
need to be able to keep computerised records.?

The combined use of computers and tele-
communications, known as ‘telematics’, offers
further possibilities, such as long-distance opera-
tions, which include transferring funds, ordering
consumer goods, accessing data banks and
numerous other types of information exchange.

This technology, stll in the initial stage of its
development, immediately raises some rather com-
plex legal questions, notably in relation to the law of
evidence.

Does the processing and storage of information in
the form of computer documents (computer list-
ings, magnetic tapes, discs, computer microfilms)
constitute the basis of valid evidence for the purpose
of legal proceedings? Do these processes conform to
the requirements of accountancy, fiscal, employ-
ment and social security laws relating to the prepara-
tion and storage of certain documents?

Do transactions which can nowadays be carried
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out by computer (so-called telematic transact
satisfy the legal requirements relating to eviden
legal acts?

The answers to these questions are consider
turn in relation to two legal systems: the corr
law (more particularly English and American
and the civil law (more particularly French lav
Belgian law).

This legal approach will be preceded by a ge
summary of the credibility of computer docur
and followed by some thoughts on the teck
solutions to the legal issues in question.

1. The credlbillty of computer or telematic
documents

To what extent do documents processed by
puter and/or obtained by telematic medium
fully reflect the information which they purp
contain? These documents are subject to two
of risk: error and fraud.

A. The risk of error

Errors have different origins: human, technic
extemal. The type of error which would appear
most frequent is human error.? The risk of such
occurring is greatest when data is being I
into a system, and when it is being processed. .
example with electronic fund transfers, the at
of a universal language for messages creates t
of human error in interpreting and coding t
involvement of different operators in the
mission of a bank order.*

External errors are attributable to the em
ment. Bad temperature or humidity cond:
the presence of dust, vibration, static electric
clectromagnetism, irregular power supply, et
all factors which can be the cause of a break«
which in tum can damage or destroy data.

Finally, technical error is created by a
function of software, hardware or the data
mission systemn linking different computer sy:
Thanks to technical progress, errors due to
in hardware or software have become very
whereas failures in communication systems ar
common. On the other hand, the former can
serious consequences due to their often rep.
nature.

Generally, it can be said that computer
telematics have diminished the risk of error
can arise in the preparation, storage and
mission of data but that the consequences
error, which are always statistically possible, '
more serious than in traditional systems, giv
large number of operations which can be carri
by one machine in a short space of time.®
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B. The risk of fraud

The element which distinguishes fraud from error is
intent.” Its origin, therefore, is human. ]

In contrast to error, it represents a very important
risk and is at present considered by those in the
computer world to be a major problem.® In fact,
although estimates are very difficult to make (very
few cases of frand are declared), fraud has been
estimated to involve $100 million per year in the
United States and $30 million per year in Japan.’

Fraud can be committed by employees of a com-
pany or bank who know how to operate the access
keys to the computer system and use this knowledge
to their own ends. The classic example is when a
bank employee programs the computer to mis-
appropriate funds.

Third parties can also commit fraud by accessing
and manipulating a system, notably in telematics
networks where the use of telecommunication
systems facilitates such fraudulent access. When
the defrauder interferes with such systems, for
example by paralysing them by deliberately block-
ing their lines, the term used is computer or tele-
matic sabotage.

Another form of fraud is the unlawful use by a
person of his right of access to a system such as the
use of an electronic fund transfer system above the
credit limit set by the bank.

C. Conclusion

In the case of both error and fraud, the risk increases
with the complexity of the system required for the
processing or communication of information.

This complexity results as much from the number
of computers and the amount of software as from the
number of operations performed.

So telematics networks are exposed to this risk to
a greater extent than individual systems due to the
involvement of a greater number of people and
computers and above all the vulnerability of the
intercommunications between these computers.
Furthermore, data which is simply stored in a com-
puter will be less at risk than valuable data which
undergoes more complex processing.

It should not be thought from this brief outline of
the risks which threaten the credibility of documents
processed by computer or created by telematics
that they cannot be relied upon. On the contrary,
effective methods of prevention, detecton and
Correction significantly diminish the effects of error
and fraud. Finally, it should be remembered that the
value of a computer document will always depend
on the value of the data loaded in the first place,
Bs expressed by the acronym ‘gigo’ (garbage in,

B 1. The common law approach

‘ 'I'h? law of evidence under the common law system,

g Mhich is characterised by the wealth, the precision

o 2]
. Menta]
B Cbst

the technicality of its rules, contains two funda-
Principles which appear to constitute major
acles to the admissibility of computer and tele-

.
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matic documents as evidence of the information
which they contain, These rules are the hearsay rule
and the best evidence rule.

By virtue of the hearsay rule, oral evidence, which
is a privileged form of evidence under common law,
is only admissible if it is given by the person who
has personal knowledge of the facts which he is
asserting, He is in fact the only person who can
validly be cross-examined on those facts, Applied to
written evidence, this rule means that a document is
not admissible unless its author is present to testify
before the court on its contents. So when data, e.g.
bills, are fed into a computer and then presented in the
form of a computer document, the original infor-
mation has passed through several ‘hands’: those of
the author of the original document (in our example
the bill), those of the coder, who is not necessarily
the same person or even answerable to him (e.g. in
the case of a service agency) and finally those of the
computer, since in processing and storing the infor-
mation, it is capable of altering it. Since by their
nature computers cannot be cross-examined, legal
writers'® and case law'! have always considered com-
puter documents to be hearsay evidence.

By virtue of the best evidence rule, a document is
in principle only admissible if it is produced in its
original version. Computer documents are often
only transcriptions of ‘traditional” documents (bills,
order forms etc.), which consdtute the originals;
these are often destroyed after being recorded on
computer. Even when there is no written document
which could serve as the basis of a computer docu-
ment, for example in the case of direct recording,
the original is considered to be the data contained in
the computer in magnetic or electronic form and the
machine printout on which the data appears in
readable form is only a transcription of that data
and, as such, is not admissible before a court.

Fortunately, in both American and English law
there are numerous exceptions to the best evidence
and hearsay rules and their application to computer
documents will now be examined.!?

A. The hearsay rule

1. English law

In the absence of jurisprudential exceptions to the
hearsay rule granting the admissibility of computer
documents as evidence of the facts which they con-
tain and given the fact that it is impossible for the
courts to create new exceptions to this rule,”® the
legislature intervened in 1968 and introduced,
along with new general provisions relating to hear-
say evidence, provisions relating specifically to
computer documents.

In its provisions of general application, the Civil
Evidence Act 1968 allows the admissibility of “first-
hand’ hearsay.'* Applied to computers, this rule
means that a computer document is admissible if the
persan who loaded the data had personal know-
ledge of it, or acting in the exercise of his duty,
received it from a person who had such knowledge.'
These provisions do not apply when a computer
document does not have as its original a document of
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which a person has direct and personal knowledge.
Such is the case with a transaction performed at an
automatic teller machine or a recording by optical
reading. In these circumstances, s.5 of the Civil
Evidence Act lays down specific conditions relating
exclusively to the admissibility of evidence in the
form of computer documents.

By virtue of these conditions, a computer docu-
ment will be admissible as evidence if:

— it was produced by a computer which is regularly
used for the normal activities of its user;

— the computer is regularly supplied with infor-
mation of the kind contained in the document put
forward as evidence;

— the computer was operating properly at the
moment of the recording of the information;

— the information contained in the document repro-
duces or is derived from information supplied to
the computer.

By virtue of 5.5(4) of the Act, a certificate identify-
ing the document, describing the manner in which it
was produced and any device involved in its pro-
duction as well as any other useful information
relating to the conditions contained in sub-s.(2)
must be submitted to the court signed by a person
occupying a responsible position in relation to the
operation of the relevant process or the manage-
ment of the relevant activities.

If the document satisfies these conditions, it is
declared admissible and it is then for the court to
weigh up its probative value taking into account all
the circumstances, notably the degree of simul-
taneity between the occurrence of a fact and its
recording on computer as well as any interest that
any person who is implicated might have in altering
the data.”’

These provisions have been much criticised"® for
the definitions which they contain and the con-
ditions of admissibility which they lay down. For
example, the definition of computer is limited to
hardware and makes no mention of software. The
result is that the requirement of proper operation
does not extend to programs, which can, however,
be the source of errors.

Another criticism of the Act is that it has no
provision for verification of the accuracy of the
original information which has subsequently been
processed by computer. If this information is wrong,
the computer document will likewise be wrong —
garbage in, garbage out.

In parallel with this adaptation of the law by
the Civil Evidence Act, the English legislature has
also specifically recognised the value of computer
documents in certain particular areas. Thus in the
banking sector, the Banking Act 1979, amending
the Bankers’ Books Evidence Act 1879, expressly
recognises that ‘bankers’ books’ includes records
‘kept on microfilm, magnetic tape or any other
form of mechanical or electronic data retrieval
mechanism’. In the same way, the Stock Exchange
Act 1976 allows commercial enterprises to keep the
books which the Companies Act oblige them to
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keep other than in directly readable form as long
they can be reproduced in readable form.

2. American law

There is a jurisprudential exception in the Unit
States to the rule prohibiting hearsay eviden
which is known as the business records exceptic
this was introduced into federal legislation'® a
adopted without major alteration by a major
of states. This exception provides that busint
records® are admissible as evidence without *
requirement of oral evidence by their author if 1
transactions which they record were performed
the normal and regular course of business 2
recorded at the time or shortly after they w.
performed.?

Since these conditions of admissibility are ba:
on the circumstances surrounding the recording
the information and not its form, the jurispruder
has been able to resort to the business reco.
exception to allow the admissibility of compu
documents.

This usage of the exception can neverthe!
be criticised: information is often stored only
electronic or magnetic form and only printed
legible (that is, by man) form if this proves necess
(for example when there is a dispute), which may
long after its recording. The result is that it coulc
claimed that in the strict legal sense neither
requirement of regularity nor that of simultanc
are satisfied. These arguments were rejected
an important decision of the Supreme Court
Nebraska,” which gave rise to much case law”
the subject. The judgment of the Supreme C:
confirns that the business records exception o
be given a broad interpretation because its purp
is to ‘bring the realities of business and professic
practice into the courtroom’. The court added
the requirements of regularity and simultan
must be satisfied at the moment of the introduct
of the information into the computer and not at
moment of the printing of the computer documr

According to the business records except
such documents are admissible without the need
evidence in person by their authors. They r
be presented by the person responsible for
computer system or by any other employee of
company who is fully informed about the syster:
recording, processing and storage of informatic
This person explains to the court the proced:
for detection and correction of errors and g
evidence on the reliability of the system, its pr«
functioning etc. There was formerly a requiren
that the computer be of a standard type but this
now been abolished since it acted as a brake
technical development.

Because of the great flexibility of the busi
records exception, there was no need for the le
lature to act to allow the admissibility of comp
documents. The federal legislature neverthe
adopted a new formula for the Federal Rule
Evidence® and stated that the exception applic
information stored ‘in any form’, which, accor

COMPUTER LAW & PRACTICE, MARCH/APRIL
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o official commentaries,” includes information
stored by computer.

Insofar as it confirms an already firmly estab-
lished body of case law, this provision was not really
necessary. However, it may prove to be useful when
new data processing and storage techniques are
discovered.

B. The best evidence rule

1. English law

The production of a copy as evidence of the contents
of its original is permitted if the party exercising
this right establishes that he was unable to obtain
the original.” Thanks to its very general terms,
this exception allows the removal of the obstacles
created by the best evidence rule to the admissibility
before the courts of computer documents. To estab-
lish their non-availability, it is enough to show that
the originals of such documents were destroyed in
the normal course of business or never existed (e.g.
direct recording).?® The argument that the original is
the document in its magnetic or electronic form as it
appears in the computer and not the computer
printout seems untenable to us, for in reality only as
a printout is the document legible by man and there-
fore able to be put before a court.

The requirement of proof of the non-availability
of the original was abolished in 1982 for copies of
films and audio recordings by a decision which held
that they are by their nature reliable.? According to
certain writers, this decision could be applied to
computer documents.® We believe that such an
interpretation should be qualified: an extension
of this case law to computer documents containing
information which has undergone fairly complex
processing does not seem to us to be well-founded
since in the circumstances the original information
has been altered. It is therefore no longer a simple
copy.

There are also legislative exceptions to the best
evidence rule. Thus s.5 of the Civil Evidence Act
1968 provides that the copy of a computer document
(e.g. on microfilm) is admissible if its conformity
with that document is sufficiently established in the
eyes of the court. The criteria of conformity are not
defined in the Act and to our knowledge the courts
have not yet clarified this point.

2. American law

As in English law, the admissibility of a copy
depends on proof of the non-availability of the
original. This concept of non-availability has been
interpreted very broadly in relation to computer
documents.”

Another exception which can be used is the
voluminous writing exception, by virtue of which a
summary (possibly in computer document form)* is
adrnissible in the place of the original when this is too
complex or lengthy to be put before the judge and
where the opposing party has had the opportunity of
examining the originals: this presupposes that they
have not been destroyed.

COMPUTER LAW & PRACTICE, MARCH/APRIL 1987

[ll. The approach in French and Belgian law

Unlike the common law, the problem does not arise
in French and Belgian law in relation to admissibility
before the courts and tribunals, but to satisfying
legal requirements conceming on the one hand the
storage of documents and on the other the con-
clusion of transactions.

Is the practice of recording information on com-
puter and then destroying the originals compatible
with the law of evidence and, if so, under what
conditions? Do transactions which can nowadays be
performed by computer (so-called ‘telematic trans-
actions’) satisfy the requirements of the law relating
to evidence of legal acts?

A. Requirements relating to the storage of
documents

1. General provisions

Direct-recording magnetic tapes (that is, containing
information received directly by the computer
and not having a written document as its original)
probably constitute originals for the purposes of the
civil code.

This hypothesis will not be examined here,
however, for two reasons: one the one hand, only
limited security is in fact provided by long-term
storage on magnetic tapes and is a relatively rare
practice, while on the other the production of this
information for the purposes of legal proceedings
entails its transcription onto computer documents,
which must be considered to be copies.

It is not disputed that the recording by computer
of information the source of which is a written
document and the transcription of these magnetic or
electronic impulses onto computer documents
(printouts or COM microfilms)® make these
documents copies.

Article 1334 of the civil code provides that when
the original still exists, copies are conclusive only to
the extent of that contained in the original which can
still be required to be produced. Their legal value is
therefore in principle extremely precarious,” even
though in commercial matters judges tend to accord
them the same legal value as the original. However,
given the fact of their novelty, copies in the form of
computer documents would not inspire the same
confidence as copies made by more traditional
methods (e.g. photocopies).

This is still the situation in Belgian law, whereas in
1980 the French legislature amended several pro-
visions of the civil code relating to evidence. The
new art. 1348, para. 2 of the French civil code
effectively grants greater probative value to certain
types of copy than does art. 1334: when the original
no longer exists, a ‘faithful and lasting’ copy may
validly replace it. A ‘lasting’ copy is defined as
‘any indelible reproduction of the original which
involves an irreversible alteration of the medium’.
The criterion of fidelity is more difficult to satisfy:
how can one judge the fidelity of a copy in relation to
the original when this original has disappeared?”
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Computer documents are particularly liable to
undergo operations which leave no trace. There is
often a risk, therefore, that they will not satisfy the
fidelity requirement laid down by the new art, 1348
of the French civil code. In order to satisfy this
legal requirement, the norm AFNOR Z 43061
sets the conditions for the production of microfilms
intended to replace original documents. Complying
with this kind of provision at present unfortunately
requires the use of sophisticated and expensive
equipment,”® which few companies are in a position
to purchase.

The Grand Duchy of Luxembourg is also intend-
ing to revise the provisions of its civil code dealing
with evidence, notably by according micrographic
reproductions and computer recordings the same
probative value as written documents. They would
benefit from a rebuttable presumption of fidelity to
the original when the original has been destroyed in
the normal course of business. This would be a case
of a civil law jurisdiction adopting an American law
concept.

2. Specific provisions

As well as the provisions of the civil code, there are
provisions in certain areas, notably tax, accountancy
and employment and social security law, relating to
the keeping and storage of certain documents.

a) Belgian law

From the point of view of accountancy law,”” Belgian
legislation does not prevent the keeping of account
books in computer document form, as long as
they satisfy the various requirements of that law,*
notably the requirement dealing with intelligibility
and unalterability. The first will be satisfied if
the computer documents are printed in an easily
legible form (e.g. listings), the second by affixing a
signature across the page of the account book and
the computer document attached to it.”

Accountancy documents, which must in principle
be kept for ten years,* can be either the original or a
copy, on microfilm or in a similar form.*'

In fiscal law, computerised accounts can be used
as the basis of a decision by the fiscal administration
even if the requirements of accountancy law (see
above) have not been satisfied.*? As far as the fiscal
authorities are concemed, the requirement of keep-
ing documentary evidence depends in principle
on the original documents, although administrative
practice allows them under certain conditions to be
kept on ‘microfilm, including COM microfilm.®

Fmally, as far as emnployment and social security
law is concemed, it has been stated* that Art. 24 of
the Royal Decree of 8 August 1980 on the keeping
of employment and social security records allows
employers to keep such records in a form different
from that of the original provided that they are
fully legible and that the form of reproduction used
enables effective checks to be made.

b) French law
The Decree of 27 April 1982 introducing the
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accountancy programme and the draft accountanc
law make ?rovision for the keeping of computerise:
accounts.” These new legal provisions dealing wit:
accounis have abolished the concept of accour
books and refer to ‘account documents and recorc
ings’ and, finally, give validity to *all reliable info:
mation systems’.*

The ‘General provisions of the New Accountanc
Programme relating to the use of automatic proces:
ing’ also provide that ‘the processing system mu:
establish periodic reports on paper or on any mediur
providing precise conditions relating to guarantc
and storage for the purposes of evidence’.”’ Th
means that given the present state of the art, on.
listings or microfilms satisfying the AFNOR
43061 norm*® can be used.

No rules have been made governing the storage -
accountancy documentary evidence. In this ca
the common provisions of the law contained in ti
civil code apply, examined above in relation to tt
requirement of storage either of the original or of
‘faithful and lasting’ copy.

On the fiscal level, there is effectively no
governing the presentation and keeping of accoun
However, accounts which do not comply with t
relevant laws run the risk of being rejected by the t.
authorities.*® As for the keeping of documenta
evidence, any type of copy is allowed, includi-
electronic copies, as far as docurnents sent ¢
by companies are concemed; on the other har
documents received by companies must be kept
their original form.*

Finally, employment and social security leg
lation allows the use of microfilm for the stora
of information relating to pay slips, provided tl
certain conditions concermning consultation by ¢
relevant authorities are satisfied.”

B. Requirements relating to evidence of
transactions®

1. The problem

The combination of computers and telecommu
cations, known by the term ‘telematics’, enak
the performance at long distance of certain tra
actions, such as the electronic transfer of funds, -
ordering of consumer products and the consultat:
of data banks,

If the advantage of telematics is the increa:
speed at which contracts can be concluded,
disadvantage is the transience of the operatic
Information appears and disappears on the scre
making it difficult to keep a record of an operati

Furthermore, even if it is possible to establish
existence and the details of a contract, the identit;
the parties is not thereby certain. Identificatior
the terminal does not automatically lead to iden
cation of the person who performs the transact:
Even a password or secret code only identifies
person who has access to the network and not
person who actually carries out the operation.

So evidence of the transaction raises tt
different questions:™

COMPUTER LAW & PRACTICE, MARCH/APRIL
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1. evidence of the existence of a contract: the most
far-reaching argument on this point is that which
:laims that the whole principle of a contract being in
gquestion, it is for the party claiming the benefit of it
to show that it was properly concluded);

2. evidence of the details of the contract: the exis-
tence of the contract is not disputed, only some of its
provisions (e.g. delivery date, method of payment
etc.);

3. evidence of the identity of the parties to the
contract.

These questions are examined below in relation to
Belgian and French law together. Where a provision
is particular to one jurisdiction alone, this fact is
mentioned.

2. The legal requirements

a) The distinction between legal acts and legal
facts
The civil law makes a clear distinction between
evidence of legal acts and that of legal facts. The
distinction between the two notions is not a simple
one.™ ‘It is that the legal fact is a social fact, a fact of
man, The *‘I think therefore I am’’ leads one to the
view that legal facts are linked to the individual and
are so of his own accord. However, and this is where
the distinction with legal acts lies, the consequences
in law of legal facts are independent of the will of the
author of the facts ... a characteristic of legal facts
is to leave undetermined the exact scope of their
effects.’™

The distinction between legal acts and legal facts
may not be straightforward but the consequences
for the law of evidence are important.

Legal facts can be proved by any means the law
allows: presumption, oral evidence, confession,
etc. On the other hand, the code requires in prin-
ciple that legal acts be proved by a signed written
document with probative value.®

This requirement has been re-affirmed on
numerous occasions.” In particular, the judges have
refused to consider as written documents exchanges
of comespondence by teleprinter on the grounds
that the originals, typed at a distance, are not signed
and cannot therefore be considered as signed docu-
ments.*

b) The principle
Article 1341 of the civil code lays down the principle
that a legal act must be evidenced by a written
document (either authenticated or signed by the
author).

The application of this principle to contracts con-
cluded by telematics leads one to question the pro-
bative value of these contracts: agreements trans-
mitted through telematics networks dematerialise;
the written signature, which is the expression of the
personality of the individual and his act of agree-
ment to the contents of a document disappears.®

Any surviving magnetic or electronic traces of the
transaction cannot therefore, or so it would appear,

COMPUTER LAW & PRACTICE, MARCH/APRIL 1987

have probative value or assist in establishing the
truth for legal purposes.
This rather bold assertion must be qualified.

¢) The exceptions to the principle and their
application to telematic contracts

There are numerous exceptions. For example:

— transactions involving small amounts of money
(up to 5000 French francs and 3000 Belgian
francs) may be proved by any legal means. This
will often be the case for operations performed at
automatic bank tills and points of sale® and con-
sultations of data banks.

— article 1341 of the civil code applies when the
subject i.c. the act, comes under the civil law (art.
1341, para. 2). In commercial matters, evidence
is not restricted and all forms of evidence are
admissible at the discretion of the judge.®

So the requirement of written evidence is felt less in
the use of telematics in business than in its private
use since the former often involves contact between
traders, whereas the latter, in most cases, makes
possible the conclusion at long distance of contracts
between traders and non-traders. The act is there-
fore ‘mixed’ and it is the quality of the defendant
which is the determining factor for the purposes of
the law of evidence.

Furthermore, according to many writers®, art.
1341 of the civil code is neither a mandatory pro-
vision nor a public order provision. It would there-
fore be possible to derogate from the wriiten
document rule in an evidential clanse stating that
legal transactions performed on a telematics system
may be proved by any means of law.

This clause could be in the form of a general
regulation applicable to all telematic operations.
This general regulation and in particular the evi-
dential clause, coming from the person providing
the information by computer, would have to be
brought to the notice of the user.

The concept of an evidential clause is not un-
realistic in the case of agreements concluded by
written document and performed by telematics, as
in the case of a subscription to financial information.
In fact, the classification of this type of contract as a
contract of hire and not as a succession of service
contracts for the supply of information allows the
problem of evidence to be easily solved. The written
agreement by which the database company under-
takes to transmit financial information to the user
can be analysed in two ways: is it a framework
agreement which at each separate request for
information is followed by agreements applying that
agreement, or is it a single agreement on which
subsequent requests for information are based, the
answers to these requests constituting the per-
formance of this single agreement?

If there is no evidential clause in the framework
agreement and the first alternative is considered to
be correct, there is a risk of evidential problems
arising. On the other hand, if the second alternative
is considered to be the correct one, the existence of
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an evidential clause does not significantly change
the situation since thc performance of an agreement
would in any case be a legal fact,” which may be
proved by any means under thc law,

Finally, another situation in which art. 1341 of the
civil code does not apply is when it has not been
possible for the person who is pleading the fact to
gather documentary evidence of the contractual
obligation made in his favour (art. 1348 of the civil
code) or when there js written evidence which does
not strictly satisfy the requirements of contract law
(art. 1347).

According to several writers,* the use of com-
puter systems or telematic networks, at least by
private individuals, constitutes the exception
contained in art. 1348 and even the one in art. 1347.
This interpretation is in line with the extensive
jurisprudential theory of the impossibility of keep-
ing written evidence to oneself.®

The recent law of 12 July 1980 in France con-

firmed this jurisprudential development by pro-
viding for the exemption from the requirement of
written evidence in cases where there is a ‘material
‘impossibility’ of obtaining such evidence. As F.
Chamoux remarks,* ‘it will be relatively easy for a
judge to consider that it has been impossible for a
written document to be drawn up, cvery time he
finds himself dealing with the transmission of infor-
mation which never appears in material form’,

It is clear from this analysis of the scope of art.
1341 of the civil code that the principle of the
signed written document (instrumentum) which is
required for the proof of a legal act is subject to
broad exceptions which, in the final analysis, mean
that it very rarely applies to telematic transactions.”

V. Towards technical solutions

It can be seen that the legal and jurisprudential
exceptions to the long-established principles which
govern the law of evidence in the common law
system allow, in the majority of cases, the admissi-
bility of computer documents. It can also be seen
that the requirements of the law of the continental
countries examined above very often make allow-
ance for modem techniques of storage of documents
and conclusion of contracts involving computers
and telematics.

This does not mean, however, that all problems
are solved. For if a document is declared admissible
by a court, if a party to a contract can rely on
a telematic transaction without having a signed
written document, he still has the task of convincing
the judge of the reliability of such documents. As
can be seen from the opinion of an American judge,
this will not always be easy: ‘As one of the many
who have received computerised bills and dunning
letters for accounts long since paid, I am not pre-
pared to accept the product of a computer as the
equivalent of Holy Writ."*®

It is in relation to telematic transactions that the
most acute difficulties will arise. This article is not
going to give an analysis of the technical methods of
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providing evidence.”® Instead, certain techn
will be outlined which may be able to prov
solution to the problems of evidence on the
levels at which they arise.”

Evidence of the existence of the agreement

At present, facsimile terminals function bo:
receivers and copiers. It would be possible tc
them to show that a call has been received
particular date at a particular time. It would al.
possible for the terminal to be equipped w
printer using different characters dependin:
whether or not the message was coming frc
particular user. However, that would be an e:
sive solution.

Evidence of the identity of the parties

It has already been pointed out that the use
secret code (or subscription number) only allow
identification of the holder of that subscriptic
the person holding access to the system but nc
actual person who concluded the contract. T
fore some technical means would be requirc
enable a physical characteristic of an individual
recognised at a distance. These technical m
would be particularly useful in relation to v
tex and the clectronic transfer of funds. Mac
readable signatures, fingerprints or voiceprint
all possibilities but are still at the research or
type stage.

Another possibility might be the adoption
cryptograph system using a public key; ‘it wou
technically possible to “‘sign’’ the information
convincing a way for the parties as a tradit
signature on a paper document’.”' The advanta:
this system would be that it would establish =
same time both the identity of the parties anc
contents of the agreement.

Evidence of the contents of the agreement

Whatever the type of telematic contract, it is irr
tant in the event of a dispute to establish the con
of the agreement (for example, quantities ord:
or the details of the performance due under it

information transmitted by videotex for exam
This gives rise to two problems.”

It must be proved that the contents of the o
action have not been altered by the recipient o
transmission and that they were not altered du
the course of that transmission. Apart from the
of codes accessed by key, there appear to b
effective ways of dealing with this. It is pos.
that the use of characters which differ like -
characters could allow transmitted messages t
traced but the reliability of such a trace could n
be complete. Consequently, the presumptive v
that would attach to it would be limited and it w
be even more difficult to accord it the characte
eontradictory evidence.

The cost and the complexity of most of the 1
nical solutions that have just been outlined
based on the assumption that both the supplic
telematic services and the user have sufficient fi
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cial and technical means at their disposal to enable
them to put such solutions into practice. When
.slematic services are offered to users who do not
aave such resources at their disposal, as in the case of
private individuals, it is suggested that legislative
solutions should be enacted, with the double aim of
protecting the interests of consumers vis-d-vis a
tempting and simple type of contract and to impose
requirements as to the security of procedures for the
recording of messages transmitted by the user.

A good example of such a measure is the English
AVIP code which provides for the written con-
firmation of an order in a contract concluded by
telematics but performed by other means, in the
framework of the PRESTEL experiment.” It is a
measure specifically aimed at the protection of con-
sumers and, it must be said, imposes a heavy burden
on those administering such systems. The nature of
this written confirmation must be examined from a
legal point of view — is it simply written evidence with
probative value, or does it prove the existence of the
contract?

The American system established by the Elec-
tronic Fund Transfer Act™ is also worth mentioning.
In a legal action between a bank and a customer a
special procedure comes into play which involves a
reversal of the burden of proof. It is for the bank to
show that the reliability and security of its system
provide as absolute a guarantee as possible of the
absence of errors in the recording of transactions by
telematics.” It must be said that after four years’
experience, certain systems (including the Belgian
automatic bank tills and points of sale) have proved
to be very reliable and that the media that they
produce (computer recording tape) ‘display charac-
teristics which will allow them to play a crucial rle in
the evaluation of evidence by the judge in a legal
action’.”™

Is the solution to this problem the °‘memory
card’, distributed by certain suppliers and tested in
various areas? The memory card held by the user of
a system offers him a means of keeping a record
of all the transactions which he has performed. “This
information remains in his possession’.” In short, it
is not only the person who runs the system who
unilaterally holds the evidence. The memory card
effectively provides the user with the means of
obtaining counter-evidence. However, as Delahaie
and Grissonnanche note, the possibility cannot be
excluded that an error made at the moment of the
transaction will be recorded on the card ‘and that in
the end, it is the person who runs the system whoona
technical level retains the mastery of all the trans-
actions recorded on the different media, including

memory cards’.”

Conclusion

According to René David,” it is primarily the rules
of procedure which account for the very different
approaches adopted on the one hand by civil law and
on the other by commeon law. It is for this reason that
it was decided that this article should deal separately
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with the admuissibility of computerised documents as
a form of evidence in one legal system and then the
other.

There are striking similarities between the two
systems, even though a wide gulf separates the
reasoning behind them. The law is hard-pressed
to recognise the existence of computerisation. In
common law, ‘the fundamental problem is the rule
which prohibits hearsay evidence’.® In the civil
law system the obstacle is the requirement of a
written document. The work of the courts is being
succeeded by legislative action. There are many
technical questions which cannot be answered by
judges and require special rules; so, for example,
without mentioning more specialised fiscal and
accounting regulations, the Civil Evidence Act 1968
and the French Law of 12 July 1980 lay down certain
principles relating to the admissibility by the courts
of ‘computer-produced evidence’.

These legislative principles should be enacted
in sufficiently general and flexible terms to allow for
technical development. In applying these principles,
the law prefers to act by means of ‘recommendations’
or ‘norms’ which can more easily be amended and
are less binding. As far as possible the linking of
legal definitions and concepts to a technical subject
should be avoided and the job of translating the
deliberately hazy concepts adopted by the legis-
lation should be left to more specialised practitioners
who are conscious of the needs and the constraints of
the technology on the one hand and of business on
the other.

Over and above these national rules and ‘quasi-
rules’, there is also a move towards some sort
of international regulation since the information
market is intemational by nature. In the words of
the Secretary General of the United Nations Com-
mission on Intemational Trade Law, ‘it is therefore
urgent that measures be taken at international
level to establish rules relating to the legal accep-
tance of commercial data transmitted by tele-
communications’.®® The rules relating to the
admissibility of compuierised documents and the
rules relating to signatures cannot differ from one
country to another in a domain where frontiers no
longer exist and where data which is signed and
transmitted clectronically must be identifiable at
any place at any time,

As the Secretary General of the UN Commission
remarks, ‘faced with the necessity of adapting to the
widespread use of computers for commercial and
administrative purposes, a number of countries
have amended their relevant legislation in order to
allow this usage and to accept as a form of evidence
documents recorded by computer or data storage
systems, provided that they satisfy certain criteria.
The disparities between the criteria which are used
to determine their legal value together with the
refusal by other countries to accord them such value
create serious problems when computerised records
stored in one country are to be used as evidence in a
legal action in another country’.®

As traditional jurists, we started off from the
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sertion of the originality of each national law of

evidence; it is clear that the existence of an inter-
national economy based on transborder data flow
makes it necessary for us to consider the need for an
international law of evidence in the computer field.

It

w N

5

6
7

10.

11.

12,

is for uvs, as jurists, to take up this challenge

not by sacrificing ourselves to an ever-chang:
technology but by broadening our legal concef
what is a signature? What is the finality of evider
in law? What is the essence of the distinct:
between a legal act and a legal fact?
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