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CHAPTER 9

- Regulation 910/2014/EU - eIDAS
Regulation

Hervé Jacquemin & Noémie Gillard™

[Text of the Regulation]
REGULATION (EU) No 910/2014 OF THE EURQPEAN PARLIAMENT AND
OF THE COUNCIL
of 23 July 2014
on elecironic identification and trust services for electronic transactions in
the internal market and repealing Directive 1999/93/EC
(Electronic Identification and Trust Services {elDAS) Regulation)
THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
aving regard to the Treaty on the Functioning of the European Union, and in
particudar Article 114 thereof,
- Having regard to the proposal from the European Commission,
After transwuission of the draft legislative act to the national parliaments,
" Having regard to the opinion of the Europecan Economic and Social Committee,’
* Acting in accordance with the ordinary legislative procedure,”
Whereas:
(1) Building trust in the online environment is key to economic and soeial
* development. Lack of trust, in particular because of a perceived [ack of legal
.certainty, makes consurners, businesses and public authorities hesitate to carry
- out transactions electronicaily and te adopt new services.
(2) This Regulation seeks to enhance trust in electronic transactions in the
“internal market by providing a common foundation for secure electronic

* Funded by the FEDER for the research project ‘“Wol-e-Cities’.

1. 0J C 351, 15 Noveraber 2012, p. 73.

2. Position of the European Parliament of 3 April 2014 (not yet published in the Official Journal) and
- decision of the Council of 23 July 2014.
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Interaction between citizens, businesses and public authorities, thereby increasing

the effer:nveness of public and private online services, electronic business and
electronic commerce in the Union.

(3) Directive 1999/93/EC of the European Parliamen
dealt with electronic signatures without deljv
and cross-sectoy framework for secure, trus
transactions. This Regulation enhances and

(9) In most cases, citizens cannot use their electronic identification to
authenticate themselves in another Member $tate because the national electronic

. identification schemes in their couniry are not recognised in other Member States.
That electromic barrier excludes service providers from enjoying the full benefits of
the internal market. Mutually recognised electronic identification means will
facilitate cross-border provision of numerous services in the internal market and
enable businesses to operate on a cross-border basis without facing many obstacles
in interactions with public authorities.

(10) Directive 2011/24/EU of the European Parliament and of the Council® set
up a network of national authorities responsible for e-health. To enhance the safety

- and the continuity of cross-border healthcare, the network is required to produce
guidelines on cross-border aceess to electronic health data and services, including
by supporting ‘common identification and authentication measures to facilitate
transferability of data in eross-border heaithcare’. Mutual recognition of electronjc
identification and authentication is key to making cross-border healthcare for
European citizens a reality. When people travel for treatment, their medical data
need to be accessible in the country of treatment. That requires a solid, safe and
trusted electronic identification framework.

(11) This Regulation should be applied in ful} compliance with the principles
relating to the protection of personal data provided for in Directive 95/46/EC of the
. Enropean Parliament and of the Council.” In this respect, having regard to the
principle of mutual recognition established by this Regulation, authentication for
an online service should concern processing of only those identification data that
are adequate, relevant and not excessive to grant access to that service online.
Furthermore, requirements under Directive 95/46/EC concerning confidentiality
and security of processing should be respected by trust service providers and
supervisory bodies.

(12) One of the objectives of this Regufation is to remove existing barriers to
- the cross-border use of electronic identification means used in the Member States
to authenticate, for at least public services. This Regulation. does not aim to
intervene with regard to electronic identity management systems and related
infrastructures established in Member States, The aim of this Regulation is to
ensure that for access to cross-border online services offered by Member States,
secure electronjc identification and authentication is possible.

(13) Member States should remain free to use or to introduce means for the
* purposes of electronic identification for accessing online services. They should also
be able to decide whether to involve the private sector in the provision of those
means. Member States should not be obliged to notify their electronic identification
schemes to the Comumission. The choice to notify the Commission of ail, some or

t and of the Council,?
ering a comprehensive cross-border
tworthy and easy-to-use electronic
expands the acquis of that Directive,
of 26 August 2010 entitled “A Digital

' Ex i tation of the digital market, the lack of
interoperability and the rise in cybercrime as major obstacles to the virtuous cycle

of the digital economy. In its EIJ Citizenship Report 2010, entitled ‘Dism.
obstacles to EU citizens’ rights’, the Commissi

solve the main problems that prevent Unj iti

2 digital single market and cross-border digital services.
(:5] _In 1:is conclusions of 4 February 2011 and of 23 October 2011, the Euro e,

Cm{nc:l mvited the Cormmission to create a digital single market by ,2015 to rll:a;n

r.‘fp.ld pr?gress inkey areas of the digital economy and to promeote 3 fully iI,lte T: teg

dlgtb.al single market by facilitating the ¢ross-border use of online servicesg :r‘th

p_amcular attention to facilitating secure electronic identification and authe’nti::a-

(6) In its conclusions of 27 Ma
coniribut

xfmtual recognition of key enablers across borders, such as electronic identifi
tion, ele.ctronic documents, electronic signatures and electronic delivery serv; -
and for interoperabie S-government services across the European Uni:xs; s

(7]_ The Eurepean Parliament, in its resolution of 21 September.zom 0!

comp!etmg the internal market for e-commerce,® stressed the importance of thl::
security of electranc _sel_'vices, especially of electronic signatures, and of the need
to create a public key infrastructure at pan-European level, and cailed on the

3. Directive 1999/93/EC of the Eurp i
: Dean Parliament and of the G i
Community framework for electronic signatures (0F 1, 13 lg nglitxzml DZfOlO?El e 1999 ena
- QT CSOE, 21 February 2012, p, 1. ' 2y 2000 p. 12),
. Directive 2006/123/EC of the Euvropean Parliament and of the €

services in the internal maricet (0J L 376, 27 December 2006 p.os‘é?m % 12 Decemmber 2006 o

6. Directive 2011/24/EU of the European Parliament and of the Council of 9 March 2011 on the
application of patients’ rights in cross-border healthcare (OJ L 88, 4 April 2011, p. 45}.

7. Directive 95/46/EC of the European Parliament and of the Counci of 24 October 1995 on the

protection of individuals with regard to the processing of personal datz and en the free movement

of such data (OF L 281, 23 November 1995, p. 31).

(Y
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none of the electronic identification schemes used at national level to access at least
public online services or specific services is up to Member States,

(14) Some conditions need to be set out in this Regulation with. regard to
which electronic identification means have to be recognised and how the elec- -
tronic identification schemes should be notified. Those conditions should help -
Member States to build the necessary trust in each other’s electronic identification
schemes and to mutually recognise electronic identification means falling under
their notified schemes. The principle of mutual recognition should apply if the
notifying Member State’s electronic identification scheme meets the conditions of
notification and the notification was published in the Official Jowrna! of the
European Union. However, the principle of mutual recognition should only relate
to authentication for an online service. The access to those online services and their
final delivery to the applicant should be closely linked to the right to receive such 5
services under the conditions set out in national legislation.

(15) The obligation to recognise electronic identification means should relate |
only to those means the identity assurance level of which corresponds to the level
equal to or higher than the Jevel required for the online service in question. I’
addition, that obligation should only apply when the public sector body in question
uses the assurance level “substantial’ or “high’ in relation to accessing that service
online. Member States should remajn free, in accordance with Union law, to
recognise electronic identification means having lower identity assurance levels.”

(16} Assurance levels should characterise the degree of confidence in elec-
tronic identification means in establishing the identity of a person, thus providing
assurance that the person claiming a particular identity is in fact the person to-
which that identity was assigned. The assurance level depends on the degree of
confidence that electronic identification means provides in claimed or asserted
identity of a person taking into account processes (for example, identity proofing
and verification, and authentication), management activities (for example, the "
entity issuing electronic identification means and the procedure to issue such
means) and technical contrels implemented. Various technical definitions am
descriptions of assurance levels exist as the result of Union-funded Large-Scale™
Pilots, standardisation and interpational activities, In particular, the Large-Scale
Pilot STORK and ISO 29115 refer, inter alia, to levels 2, 3 and 4, which should be”
taken into utmost account in establishing minimum technical requirements,
standards and procedures for the assurances levels low, substantial and high
within the meaniog of this Regulation, while ensuring consistent application of -
this Regulation in particular with regard to assurance Jevel high related to identity
Pproofing for issuing qualified certificates. The requirements established should be-
technology-neutral. It should be possible to achieve the necessary security require-
ments through different techmologies,

(17) Member States should encourage the private sector to voluntarily use
electronic identification means under a notified scheme for identification purpeses.-
when needed for online services or electronic transactions, The posstbility to use’
such electronic identification means would enable the private sector to rely on :
electronic identification and authentication already largely used in many Member

- States at Jeast for public services and to make it easier for businesses and citizens
to access their online services across borders. In order to facilitate the use of such
electronic identification means across borders by {he private sector, the authenti-
cation possibility provided by any Member State should be available to private
sector relying parties established outside of the territory of that Member State
under the same conditions as applied to private sector relying parties established
within that Member State. Consequently, with regard to private sector relying
parties, the notifying Member State may define terms of access to the authentica-
tion means. Such terms of access may inform whether the authentication means
related to the notified scheme is presently available to private sector relying
parties.

(18) This Regulation should provide for the liability of the notifying Member
State, the party issuing the electronic identification means and the party operating
: the authentication procedure for failure to comply with the relevant obligations
under this Regulation. However, this Regulation should be applied in zccordance
with national rules on liability. Therefore, it does not affect those national rules on,
for example, definition of damages or relevant applicable procedural rules, includ-
ing the burden of proof.

(19) The security of electronic identification schemes is key to trustworthy
cross-border mutual recognition of electronic identification means. In this context,
Member States should cooperate with regard to the security and interoperability of
the electronic identification schemes at Union level. Whenever electronic identifi-
cation schemes require specific hardware or software to be used by relying parties
-at the pational level, cross-border interoperability calls for those Member States
not 1o impose such requirements and related costs on relying parties established
outside of their territory. In that case appropriate solutions should be discussed
and developed within the scope of the interoperability framework, Nevertheless
technical requirernents stemming from the inherent specifications of national
electronic jdentification means and likely to affect the holders of such electronic
means (e.g. smartcards), are unavoidable.

(20) Cooperation by Member States should facilitate the technical interoper-
ability of the notified electronic identification schemes with 2 view to fostering a
high level of trust and security appropriate to the degree of risk. The exchange of
information and the sharing of best practices between Member States with a view
to their mutual recognition should help such cooperation.

(21) This Reguiation should also establish a general legal framework for the
use of trust services, However, it should not create a general obligation to use them
or to install an access point for all existing trust services. In particular, it should not
cover the provision of services used exclusively within closed systems between a
defined set of participants, which have no effect on third parties. For example,
systexus set up in businesses or public administrations to manage internal proce-
dures making use of trust services should not be subject to the requirements of this
Regulation. Only trust services provided to the public having effects on third
parties should meet the requirements laid down in the Regulation. Neither should
this Regulation cover aspeets related to the conclusion and validity of contracts or
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other legal obligations where there are requirements as regards form laid down by
national or Union law. In addition, it should not affect national form requirements
pertaining to public registers, in particular commercial and land registers.

(22} In order to contribute to their general cross-border use, it should be
possible to use trust services as evidence in legal proceedings in all Member States,
It is for the national law Lo define the legal effect of trust services, except if
otherwise provided in this Regulation. :

(23) To the extent that this Regulation creates an obligation to recognise a_ -
trust service, such a trust service mray only be rejected if the addressee of the
obligation is unable to read or verify it due to technical reasons lying outside the °
immediate control of the addressee. However, that obligation should not in itself -
require a public body to obtain the hardware and software necessary for the
technical readability of alf existing trust services. B

(24) Member States may maintain or introduce national provisions, in -
conformity with Union Iaw, relating to {rust sexvices as far as those services are not -
fully harmonised by this Regulation. However, trust services that comply with this
Regulation should circulate freely in the internal market.

(25) Member States should remain free to define other types of trust services
in addition to those making part of the closed list of trust services provided for in
this Regulation, for the purpose of recognition at national level as qualified trust
services. -

(26) Because of the pace of technological change, this Regulation should
adopt an approach which is open te innovation. B

(27} This Regulation should be technology-neutral. The legal effects it grants
should be achievable by any technical means provided that the requirements of .
this Regulation are met.

{28) To enhance in particular the trust of small and medium-sized enterprises
(SMEs) and consumers in the internal market and to promote the use of trust-
services and products, the notions of qualified trust services and qualified trust.
service provider should be introduced with 2 view to indicating requirements and
obligations that ensure high-level security of whatever qualified trust services and
products are used or provided. §

(29) In line with the obligations under the United Nations Convention on the
Rights of Persons with Disabilities, approved by Council Decision 2010/48/EC.% in: "
particular Article 9 of the Convention, persons with disabilities should be able to
use trust services and end-user products used in the provision of those services on
an equal basis with other consumers. Therefore, where feasible, trust services .
provided and end-user preducts used in the provision of those services should be -
made accessible for persons with disabilities. The feasibility assessment should-
include, inter alia, technical and economic considerations.

(30) Member States should designate a supervisory body or supervisory
bodies to carry out the supervisory activities under this Regulation. Member States
should also be able to decide, upon a mutual agreement with another Member
State, to designate a supervisory body in the territory of that other Member State.

(31) Supervisory bodies should cooperate with data protection autherities,
for example, by informing them about the results of audits of qualified trust service
providers, where personal data protection rules appear to have been breached. The
provision of information should i particular cover security incidents and personal
.data breaches.

(32) 1t should be incumbent on all trust service providers to apply good
security practice appropriate to the risks related to their activities so as to boost
users” trust in the single market.

(33) Provisions on the use of pseudonyms in certificates should not prevent
Member States from requiring identification of persons pursuant to Union or

national law.

' (34} All Member States should follow common essential supervision reguire-
ments to ensure a comparable security level of qualified trust services. To ease the
consistent application of those requirements across the Union, Member States
should adopt comparable procedures and should exchange information on their
supervision activities and best practices in the field.

: (35) All trust service providers should be subject 10 the requirements of this
- Regulation, in particular those on security and liability to ensure due diligence,
transparency and accountability of their operations and services. However, taking
mto aceount the type of services provided by trust service providers, it is appro-
priate to distinguish as far as those requirements are concerned between qualified
. and non-qualified trust service providers.

(36) Establishing a supervisory regime for all trust service providers should
ensure a level playing field for the security and accountability of their operations
and services, thus contributing to the protection of users and to the functioning of
the internal market. Non-qualified trust service providers should be subject to a
light touch and reactive ex post supervisory activities justified by the nature of
. their services and operations. The supervisory body should therefore have no
general obligation to supervise non-qualified service providers. The supervisory
body should only take action when it is informed {for example, by the non-
- qualified trust service provider itself, by another supervisory body, by a notifica-
. tion from a user or a business partner or on the basis of its own investigation) that

a non-qualified trust service provider does not comply with the requirements of
this Regulation.
(37) This Regulation should provide for the liability of all trust service
providers. In particular, it establishes the liability regime under which all trust
- service providers should be liable for damage caused to any natural or legal person
- due to failure to comply with the obligations under this Regulation. In order to
facilitate the assessment of financial risk that trust service providers might have to
bear or that they should cover by insurance policies, this Regulation allows trust
| service providers to set Limitations, under certain conditions, on the use of the

&, Council Decision 2010/48/EC of 26 November 2009 concerning the conctusion, by the Europeaﬁ :

Community, of the United Nations Convention on the Rights of Persons with Disabilities (QJLz23,
27 January 2010, p. 35). .
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services they provide and not to be liable for damages arising from the use of
services exceeding such limitations. Customers should be duly informed about the
liznitations in advance. Those Jimitations should be recognisable by a third party,
for example by including information about the limitations in the terms and
conditions of the service provided or through other recognisable means. For the
purposes of giving effect to those principles, this Regulation should be applied in
accordance with national rules on liability. Therefore, this Regulation does not

affect those national rules on, for example, definition of damages, intention,

negligence, or relevant applicable procedural rules.

(38) Notification of security breaches and security risk assessments is essen-
tial with a view to providing adequate information to concerned parties in the
event of a breach of security or loss of integrity.

(39) To enable the Commission and the Member States to assess the effective- -

ness of the breach notification mechanism introduced by this Regulation, supervi-

sory bodies should be requested to provide summary information te the Commis- -
sion and to Eurepean Unjon Agency for Network and Information Security

(ENISA).

(40) To enable the Commission and the Member States to assess the effective-
ness of the enhanced supervision mechanism introduced by this Regulation, .
supervisory bodies should be requested to report on their activities. This would be
instrumental in facilitating the exchange of good practice between supervisory’

bodies and would ensure the verification of the consistent and efficient implemen-
tation of the essential supervision requirements in all Member States.

(41) To ensure sustainability and durability of qualified trust services and to -
boost users’ confidence in the continuity of qualified trust services, supervisory
bodies should verify the existence and the correct application of provisions on
termination plans in cases where qualified trust service providers cease their -

activities,

(42) To facilitate the supervision of qualified trust service providers, for
example, when a provider is providing its services in the territory of another

Member State and is not subject to supervision there, or when the computers of a

provider are located in the territory of a Member State other than the one where it
is established, a mutual assistance system between supervisory bodies in the

Member States should be established,

(43) In order to ensure the compliance of qualified trust service providers and:

the services they provide with the requirerents set out in this Regulation, a
conformity assessment should be carried out by a conformity assessment body and
the resulting conformity assessment reports should be submitted by the qualified
trust service providers to the supervisory body. Whenever the supervisory body
requires a qualified trust service provider to submit an ad hoc conformity assess-
ment report, the supervisory body sheuld respect, in particular, the principles of
good adminjstration, including the obligation to give reasons for its decisions, as
well as the principle of proportionality. Therefore, the supervisory body should
duly justify its decision to require an ad hoc conformity assessment. ;
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(44) This Regulation aims to ensure a coherent framework with a view to
providing a high level of security and legal certainty of trust services. In this
regard, when addressing the conformity assessment of products and services, the
Commission should, where appropriate, seek synergies with existing relevant
European and international schemes such as the Regulation (EC) No 765/2008 of
the European Parliament and of the Council® which sets out the requirements for
accreditation of conformity assessment bodies and market surveillance of prod-
ucts.

(45) In order to allow an efficient initiation process, which should lead to the
inclusion of qualified trust service providers and the qualified trust services they
provide into trusted lists, preliminary interactions between prospective qualified
trust service providers and the competent supervisory body should be encouraged
with 2 view to facilitating the due diligence leading to the provisioning of qualified
trust services.

(46) Trusted lists are essential elements in the building of trust among market

. operators as they indicate the qualified status of the service provider at the time of

supervision.

(47) Confidence in and convenience of online services are essential for users
to fully benefit and consciously rely on electronic services. To this end, an EU trust
mark should be created to identify the qualified trust services provided by qualified
frust service providers, Such an EU trust mark for qualified trust services would
clearly differentiate qualified trust services from other trust services thus contrib-
uting to transparency in the market. The use of an EU trust mark by qualified trust
service providers should be voluntary and should not Jead to any requirement
other than those provided for in this Regulation.

{48) While a high level of security is needed to ensure mutual recognition of
electronie signatures, in specific cases, such as in the context of Commission

Decision 2009/767/EC,' electronic signatures with a lower security assurance
: B

should also be accepted.
(49) This Regulation should establish the principle that an electronic signa-

ture should not be denied legal effect on the grounds that it is in an electronic form

or that it does not meet the requirements of the qualified electronic signature.

: However, it is for national law to define the legal effect of electronic signatures,
~except for the requirements provided for in this Regulation according to which a

ualified electronic signature should have the equivalent legal effect of a hand-
written signature.

: (50) As competent authorities in the Member States currently use different
formats of advanced electronic signatures to sign their documents electronically, it

9. Regulation (EC) No 765/2008 of the Ewropean Parliament and of the Council of 9 July 2008
setting out the requirements for accreditation and market surveillance relating to the marketing
of preducts and repealing Regulation {EEC) No 339/93 (OJ L 218, 13 August 2008, p. 30).
. Commission Decision 2009/767/EC of 16 October 2009 setting out measures facilitating the use
of procedures by electromic means through the “points of single contact’ under Directive
2006/123/EC of the European Parliament and of the Council on services in the internal market
(CJ L 274, 20 Octoher 2009, p. 36).
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is necessary to ensure that at least a number of advanced electronic signature
formats can be technically supported by Member States when they receive docu-
ments signed electronically. Similarly, when competent authorities in the Member
States use advanced electronic seals, it would be necessary to ensure that they
support at least a number of advanced electronic seal formats.

(51) It should be possible for the signatory to entrust qualified electronic

signature creation devices to the care of a third party, provided that appropriate - :

mechanisms and procedures are implemented to ensure that the signatory has sole

control over the use of his electronic signature creation data, and the qualified

electronic signature requirements are met by the use of the device.

(52) The creation of remote electronic signatures, where the electronic
signature creation environment is managed by a trust service provider on behalf of
the signatory, is set to increase in the light of its multiple economic benefits
However, in order to ensure that such electronic signatures recejve the same legal
recognition as electronic signatures created in an entirely user-rnanaged environ-
ment, remote electronic signature service providers should apply specific manage-

ment and administrative security procedures and use trustworthy systems and -
preducts, including secure electronic communication channels, in order to guar- ..

antee that the electronic signature creation environment is reliable and is used
under the sole control of the signatory. Where a qualified electronic signature has

been created using a remote electronic signature creation device, the requirements -

applicable to qualified trust service providers set out in this Regulation should
apply.

(33) The suspension of qualified certificates is an established operational
practice of trust service providers in a number of Member States, which is different -

from revocation and entails the temporary loss of validity of a certificate. Legal

certainty calls for the suspension status of a certificate to always be clearly::
indicated. To that end, trust service providers should have the responsibility to
clearly indicate the status of the certificate and, if suspended, the precise period of .
time duxing which the certificate has been suspended. This Regulation should not -

impose the use of suspension on trust service providers or Member States, but
should provide for transparency rules when and where such a practice is available

(54) Cross-border interoperability and recognition of qualified certificates is:’

2 precondition for cross-border recognition of qualified electronic signatures,
Therefore, qualified certificates should not be subject to any mandatory require-’
ments exceeding the requirements laid down in this Regulation. However, a
national level, the inclusion of specific attributes, such as unique identifiers, in

qualified certificates should be allowed, provided that such specific attributes do-:
snition of qualified certificates

not hamper cross-border interoperability and reco
and electronic signatures, :
(55) IT security certification based on international standards such as 150
15408 and related evaluation methods and mutual recognition arrangements is an
important tool for verifying the security of qualified electronic signatuye creation’
devices and should be promoted. However, innovative solutions and services such
as mobile signing and cloud signing rely on technical and organisational solutions’.
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for qualified electronic signature creation devices for which- §ecu_rity. standa_.rds
may not yet be available or for which the first IT security certification is ongoing.
The level of security of such qualified electronic signature creation devices could
be evaluated by using alternative processes only where such security standards are
not available or where the first IT security certification is ongoing. Those processes
should be comparable to the standards for IT security certification insofar as their
security levels are equivalent. Those processes could be facilitated by a peer
review. )
(56) This Regulation should lay down requirements for qualified elecu'on%c
signature creation devices to ensure the functionality of advancetfl elect.ron_lc
signatures. This Regulation should not cover the entire system envxronmcrft- in
which such devices operate. Therefore, the scope of the certification of gualified
signature creation devices should be limited to the bardware and system software
used to manage and protect the signature creation data created, stored or processed
in the signature creation device. As detailed in relevant standards, Fhe scope of the .
certification obligation should exclude signature creation applications. N
(57) To ensure legal certainty as regards the validity of the signature, LE is
essential to specify the components of a qualified electronic signature, which
should be assessed by the relying party carrying out the validation. More?ver,
specifying the requirements for qualified trust service providers that can provide a
qualified validation service to relying parties unwilling or unable to carry out the

. validation of qualified electronic signatures themselves, should stimulate the

private and public sector to invest in such services. Both elements should make

: qualified electronic signature validation easy and convenient for all parties at

Union level. .
(58) When a transaction requires a qualified electronic seal from a legal
person, a qualified electronic signature from the authorised representative of the

© legal person should be equally acceptable.

(59) Electronic seals should serve as evidence that an electronic docwment

- was issued by a legal person, ensuring certzinty of the document’s origin and

integrity. )

(60) Trust service providers issuing qualified certificates for electron{c seals
shouid implement the necessary measures in order to be able to estabhsh. Ehe
- identity of the natural person representing the legal person to whom t_he qualified
certificate for the electronic seal is provided, when such identification is necessary
at national level in the context of judicial or administrative proceedings.

(61) This Regulation should ensure the long-term preservation of informell-
' tion, in order to ensure the legal validity of electronic signatures and elecironic
_seals over extended pericds of time and guarantee that they cam be validated
rrespective of future technological changes. )

(62) In order to ensure the security of qualified electronic time starnps, this

: Regulation should require the use of an advanced electronic seal or an ad.vanced
electronic signature or of other equivalent methods. It is foresecable that innova-
tion may lead to new technologies that may ensure an equivalent level of security

‘- for time stamps. Whenever a method other than an advanced electronic seal or an
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adva}'\ced electronic signature is used, it should be up to the qualified trust service
provider to demonstrate, in the conformity assessment report, that such a method

5 () b 1
CIISUTES an e uivalent Jev el of securtty and COIIIDI es with the Obhgatmns set out in

{63) Electronic documents
border electronic transactions in the inter

in electronic form.

" (64} W}-len addressing_ formats of advaneed electronic signatures and seals,
e ?ommnssmn should build on existing practices, standards and tegislation ir;

particular Commission Decision 201 1/130/E0."! '
et (GS_) In aldditior;) to authenticating the document issued by the legal person
fonic seals can be used to authenticate any digital asset ,

of th

such as software code or servers, # ¢ legal person,
(6_6.] It is essential_ to_ provide for a legal framework to facilitate cross-border
;e(l:?gnmon bf:tween existing national legal systems related to electronic registered
. delivery services. That framework eould also open new market opportunities for
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(68) The concept of ‘legal persons’, according to the provisions of the Treaty
on the Functioning of the European Union (TFEW) on establishment, leaves
operators free to choose the legal form which they deem suitable for carrying out
their activity. Accordingly, ‘legal persons’, within the meaning of the TFEU, means
all entities constituted under, or governed by, the law of a Member State, irrespec-
tive of their fegal form.

(69) The Union institutions, bodies, offices and agencies are encouraged to
recognise electronic identification and trust services covered by this Regulation for
the purpose of administrative cooperation capitalising, in particular, on existing
good practices and the results of ongoing projects in the areas covered by this
Regulation. .

(70} In order to complement certain detajled technical aspects of this Regu-
lation in a flexible and rapid manner, the power to adopt acts in accordance with
Article 290 TFEU should be delegated to the Commission in respect of criteria to be
met by the bodies responsible for the certification of qualified electronic signature
creation devices. It is of particular importance that the Commission carry out
appropriate consultations during its preparatory work, including at expert level.
The Commission, when preparing and drawing up delegated acts, should ensure a
simuktaneous, timely and appropriate transmission of relevant documents to the
European Parliament and to the Council.

(71) In order to ensure uniform conditions for the implementation of this
Regulation, implementing powers should be conferred on the Comnission, in
particular for specifying reference numbers of standards the use of which would
raise a presumption of compliance with certain requirements laid down in this
Regulation. Those powers should be exercised in accordance with Regulation (EU)
No 182/2011 of the European Parliament and of the Council.”

(72) When adopting delegated or implementing acts, the Commission shoutd
take due account of the standards and techpical specifications drawn up by
European and international standardisation organisations and bodies, in particular
the European Committee for Standardisation (CEN}, the European Telecommuni-
cations Standards Institute (ETSI), the International Organisation for Standardisa-

tion (ISO) and the International Telecommunication Union (ITU), with a view to
: ensuring a high level of security and interoperability of electronic identification
. and trust services.
(73} For reasons of legal certainty and clarity, Directive 1999/93/EC should be
~ repealed. B )

(74) To ensure legal certainty for market operators aiready using qualified
certificates issued to natural persons in compliance with Directive 1999/93/EC, it
is necessary to provide for a sufficient period of time for transitional purposes.
Stmilarly, transitional measures should be established for secure signature cre-
ation devices, the conformity of which has been determined in accordance with

2. Regulation (EU) No 182/2011 of the Eurepean Partiament and of the Council of 16 February 2011
laying down the rules and general principles concerning mechaniswms for control by the Member
States of the Commission’s exercise of implementing powers (OJ L 55, 28 February 2011, p. 13).
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I?irective 1999/93/EC, as well as for certification service providers issuing quali-
fied ce-rtificates before 1 July 2016. Finally, it is also necessary to provide the
Commission with the means to adopt the implementing acts and delegated acts
before that date.

{75) The application dates set out in this Regulation do not affect existing
obligations that Member States already have under Union law, in particular under
Directive 2006/123/EC.

(76) Since the objectives of this Regulation cannot be sufficiently achieved by
the Member States but ean rather, by reason of the scale of the action, be better
achieved at Union level, the Union may adopt measures, in accordanc:: with the
principle of subsidiarity as set out in Article 5 of the Treaty on European Union. In
accordance with the principle of proportionality, as set out in that Article, this
Regulation does not go beyond what is necessary in order to achieve ihose
objectives.

) (77) The European Data Protection Supervisor was consulted in accordance
with Article 28(2) of Regulation (EC} No 45/2001 of the European Parliament and
of the Council'® and delivered an opinion on 27 September 2012,

HAVE ADOPTED THIS REGULATION:
CHAPTER I
GENERAL PROVISIONS

1. Historical background. Regarding the rnain principles governing the fulfilment of :

formal requirements by electronic means, reference must be made, at the international
level, 10 the UNCITRAL Model Law on Electronic Commerce {1996), the UNCITRAL
Model Law on Electronic Signatures (2001) and the United Nation Convention on the
use of Electronic Communications in [nrternational Contracts {New York, 2005). At the
European Union (EU) level, Directive 2000/31/EC states that ‘Member States shall
ensure that their legal system allows contracts to be concluded by electronic means. -
Member States shall in particular ensure that the legal requirements applicable to the;
Fontractual process neither create obstacles for the use of electronic contracts nor result
in 51_1ch contracts being deprived of legal effectiveness and validity on account of their
he}\rmg been made by electronic means’ (ast. 9 {1)). Attention must also be paid to the.
Directive 1999/93/EC of the European Parliament and of the Council of 13 December

1999 on a Community framework for electronic signature (OJ L 13, 19 J anuary 2000).- ;

The scope of this directive is however limited to

) the scle formalit: i
ity y of electronic.

2. Weakness of the former legal framework and need of anew legislative initiative,
This legal framework at least deserves to exist, although one must admit that, in

13. Regulation (EC} No 45/2001 of the Europ

on the protection of individuals with re i
onthep gard to the process
mstitutions and bodies and on the fre ; o il
0J C 28, 30 January 2013, p. 6.

personal data by the Community -

" ¢ movement of such data (OJL 8, 12 January 2001, p. 13,
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business practice, the use of electronic signatures with the higher level of security and
legal certainty remains very low. In addition, some uncertainty remains, in the EU,
with regard to numerous formalities (other than signature), which do not exist at the
EU level (archiving, time stamping, registered letter, etc.). Some Member States took
initiatives, but, with low harmonisation levels and, accordingly, a risk for the internal
market. Considering that it could give rise to a lack of trust “in particular because of a
perceived lack of legal certainty, (that] makes consumers, businesses and public
autherities hesitate to carry out transactions electronically and te adopt new services’
(see recita] 1 of the eIDAS Regulation), the European Commission issued a proposal for
regulation in June 2012 (preposal for a Regulation of the European Parliament and of
the Council on electronic identification and trust services for electronic transacticns in
the internal market, COM (2012) 0238 final). A bit more than two years later (which is
a pretty short peried), this preposal was adopted: it is the Regulation (EU} No 910/2014
of the European Parliament and of the Council of 23 July 2014 on electronic identifi-
cation and trust services for electronic transactions in the internal market and repealing
Directive 1999/93/EC (OJ L 257, 28 August 2014), also called the eIDAS Regulation.
Compared to the ‘directive’, the regulation does not need to be implemented within the
Member States. Such a legal instrument prevents potential differences between the
legal frameworks applicable in the Member States, to the prejudice of the internal
market {in any case when it is a minimal harmonjzation directive, but also when it is
2 maximal harmonisation directive, with the possible discussion on the scope of the
directive - see the case Law of the CJEU with regard to Directive 2005/29/EC on unfair
commercial practices). In point 1.5.3. of the proposal, reference was indeed made to
the ‘fragmented transposition and implementation of that Directive [1999/93/FEC on
electronic signature], which have blocked it from achieving its objectives’.

3. Structure of the elDAS Regulation and implementing acts. The eIDAS Regulation
is divided into two main chapters, dedicated to electronic identification (Chapter II)
and Frust Services (Chapter III) and is supplemented by several implementing acts.
Reference must also be made to Chapter 1 on “general principles” (including the
definitions}, Chapter IV on “electronic document’, Chapter V on ‘delegation of powers
. and implementing provisions’ and Chapter VI on “final provisions’. Four annexes must
~ also be taken intc account. They state the requiremerts for: (i) qualified certificated for
- electronic signatures; (i} qualified electronic signature creation devices; (i) qualified
- certificates for electronic seals; and (iv) qualified certificates for website authentica-
tion. The following implementing acts were also adepted {until 31 December 2017):

~ The Commission implementing decision (EU) 2015/296 of 24 February 2015
establishing procedural arrangements for cooperation between Member States
on electronic identification pursuant to art. 12 (7) of Regulation (EU) No
910/2014 of the European Parliament and of the Council on electronic
identification and trust services for electronic transactions in the internal
market.

- The Commission implementing regulation (EU) 2015/1501 of 8 September
2015 on the interoperability framework pursuant to art. 12 (8) of Regulation
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~{EU) _N_o 210/2014 of the European Parliament and of the Council on electronic
identification and trust services for electronic transactions in the internal
market. -
- The Commission implementin:

g regulation (EU) 2015/1502 of § September
2015 on setting

gut minimum technical specifications and procedures for
assurance levels for electronic identification means pursuant to art. 8 (3} of
Regulation (EU) No 91072014 of the Eurcpean Parliament and of the Conn
on electronic identification and trust services for el
internal market.

- The Commission implementing decision (EU) 2015/1505 of & September 2015
laying down technical specifications and formats relating to trusted lists
pursuant to art. 22 (5) of Regulation (EU) No 91072014 of the European
Parliament and of the Council on electronic identification and trust services for
electronic transactions in the internal market.

~ The Commission implementing decision (EU) 2015/1506 of 8 September 2015
laying down specifications relating to formats of advanced electranic signa-
tures and advanced seals to be recognized by public sector bodies pursuant to
arts 27 (3) and 37 (5) of Regulation (EU) No 910/2014 of the European

cil
ectronic transactions in the

Parliament and of the Council on electronic identification and trust services for -

electronic transactions in the internal market.

- The Commission implementing decision (EU) 2015/1984 of 3 November 2015 ..

defining the circumstances, formats and procedures of notification pursuant to
art. 9 (5) of Regulation (EU) No 910/2014 of the European Parliament and of
the Council on electronic identification and trust services for electronic
{ransactions in the internal market.

- The Commission implementing decision (EU) 2016/650 of 25 April 2016 laying
-dowq standards for the security assessment of qualified signature and seal
creation devices pursuant to arts 30 (3)
910/2014 of the Eurcpean Parliament
identification and trust services for ele
market.

and of the Council on electronic
ctronic transactions in the internal

[Subject matter)
Article 1

With a view to cnsuring the proper functioning of the internal market while

aiming at an adequate level of security of electronjc identificati
: ification means
trust services this Regulatiomn: e and

(@ !ays (!O_Wn'lhl! conditions under which Member States recognise electronic
1dent1fxc:1n_on means of nataral and legal persons falling under a notified
electronic identification scheme of another Member State;

@ Ia):js down rules for trust services, in particular for electronic transactions;
an ’
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(¢} establishes a legal framework for electronic signatures, electronic seals,
clectronic time stamps, electronic documents, electronic registered deliv-
ery services and certificate services for website authentication.

L. General. This provision points out both the main objectives of the Regulation -
proper functioning of the internal market and adequate level of security for electronic
idemification means and trust services - as well as the main measures adopted for this
purpose - a new legal framework for electronic identification and trust services. Some
Tules - related to theix legal effects - are also laid down for electronic documents (that
are not, as such, trust services).

2. Objectives. (a) Trust, thanks to legal and technical certainty, The use of
information and communication technologies {mainly internet} in electronic transac-
tions is a source of economic growth. However, electronic transactions will not occur
witheut a sufficient level of trust among the stakeholders (consumers, business and
public autherities). This purpose is pointed out in recital 2 of the e[DAS Regulation:
"This Regulation seeks to enhance trust in electronic transactions in the internal market
by providing a common foundation for secure electronic interaction between citizens,
businesses and public authorities, thereby increasing the effectiveness of public and
private online services, electronic business and electronic commerce in the Union'.
Various threats to the establishment of a trust context can be cutlined. Fraud and
cybercrime are ubiquitous in the digital environment. Identity fraud and phishing, for
instance, are common. The technical and legal security of the electronic transactions
must be ensured. Pursuant to the applicable legal framework to be observed by the
subjects of the e[DAS Regulation inr the Member States, various formal requirements
must be fulfilled. The requirements are for evidentiary purposes, tax purposes or
aiming at protecting a weaker contract party (e.g., consumer) or a third party. In the
digitel context, where no handwrilten signature can be included on a paper medium, in
order to be further archived with the other paper records, one could wonder how to
. fulfil the main formalities, prescribed by the applicable legal framework (signature, in
writing, handwritten mention, etc.} so that the electronic process used shall have
equivalent legal effects to the corresponding ‘paper’ process. Further to these ‘main’
formalities, “accessories” formal requirements also needed to be regulated: time-
stamping, electronic registered delivery services or website authentication. For in-
.. stance, in the context of a public procurement process, it could be required from the
participant to demonstrate that the documents to be included in the tender were sent
to, and received by, the public authority in compliance with the compulsery deadline.
One could expect that archiving services would be regulated by the elDAS Regulation
as well. Unfortunately, this is not the case, The European regulator did not want to
interfere with the archiving legal requirements enacted in each Member State. Member
States remain free to regulate this service. For instance, the Belgian legislator intro-
duced such regulation with the adoption of additional rules en electronic archiving,
consistent with the principles and the logic laid down in the eIDAS Regulation. (b)
Ensuring the proper functioning of the internal market. This objective is particularly
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important in the context of information and communication technologies, where the
services can easily be provided cross-border without any {technical) issue. The legal
framework must therefore allow the provision of online services among the territory of
the EU. By way of an example: a Swedish consumer must be able to use a trust service
of electronic signature, provided by 2 Spanish provider, in order to conclude an
agreement with a French company. From a lega! point of view, this objective can only
be achieved with a minimum set of harmonised rules within the Member States, with
regard to electronic identification and trust services, This means that: (i) all trust
services must be regulated (and not only the electronic signature, such as in the

Directive 1999/93/EC) and (ii} the level of harmonisation must be as high as possible, -

in order to prevent from differences among the Member States. This is the reason why
the European legislator decided to adept a regulation, directly applicable in the
Member States and with low - however not inexistent — margin left to derogate from its
provisions (and not a minimal harmonisation directive). With, reference to the Direc-

iive 1999/93/EC on electronic signature, recital 3 states that it ‘dealt with electronic :

signatures without delivering a comprehensive cross-border ang cross-sector frame-
work for secure, trustworthy and easy-to-use electronic transactions. This Regulation
enhances and expands the acquis of that Directive’. From a technical point of view, it is
also critical that the interoperability of the identification schemes and the trust services
is ensured. By way of an example: a Belgian citizen should be able to use his electronic
identity card in order to authenticate with a French public administration or when
applying online in to Italian University. For these purposes, commeon technical norms
must be established - and accepted in the Member States ~, in order to allow the

systems available in the States to ‘communicate” with each other, in accordance with
the best security standards.

3. Means adopted in order to achieve the objectives, In order tc achieve these |

objectives, three means are referred to in art. 2 of the eIDAS Regulation. They deal with
electronic identification {section a) and with trust services {(section b). The first means

are regulated in Chapter Il of the eIDAS Regulation (art. 6-12) and the other means in.

Chapter TII (art. 13-45). Both measures are strongly linked to each other (e.g., the

relation between the electronic signature and the electronic identification are pretty -

obvious) but they could also be regulated by distinct texts at the EU level. However, the
European Commission chose to take up the challenge tc include both subjects in a

single regulation.

[Scope]

Article 2
1. This Regulation applies to clectronic identification schemes that have been
notificd by a Member State, and to trust service providers that are established
in the Union.

2. This Regulation does not apply to the provision of teust services that are used
exclusively within closed systems resulting from nattonal law or from agree-
menfs between a defined set of participants.
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3. This Regulation does not affect national or Union law related. to the
conclusion and validity of contracts or other legal or procedural obligations
relating to form.

1. General. This provision determines the scope of the eIDAS Regulation, from a
positive (it appliesto ... - ¢f. art. 2 (1) -} and a negative (it does ot apply to ... - cf. art.
2 (2) and 2 (3) -} perspective. A distinction must also be made whether the scope
limitation refers to electronic identification, trust services, or both. In any case, the
scope is pretty broad (there are only few limitations). The broad scope allows any par.ty
to rely on the Regulation in the public sector (especially for e-government issues) or in

. the private sector, no matter whether it concerns a B2B, a B2C or a C2C relationship,

with cross-border dimension or net.

2. Scope defined positively. (a) Application to notified electronic identification

schemes. Para. 1 of art. 2 states: 'this Regulation applies to electrenic identification

schemes that have been notified by a Member States’. Art. 6-12 of the e[DAS Regulation
determine the legal framework applicable to electronic identification. The legal frame-

- work applies to the identification: schemes subject to a notification, in accordance with

the procedure laid down in art. 9 (1) of the Regulation. It means, in other words, that
the Member States establishing such identification schemes remain totally free to

. decide whether to notify (and be subject to the duties prescribed by the Regulation, as

well as by the rights, in particular the mutual recognition consecrated in art. 6 or not.

(b} Application to trust service providers established in the Union. Following para.

1 of this provision, the Regulation only applies to trust service providers established in
the Union. This is consistent with the internal market principle, consecrated in art. 4 of

- the Regulation (see comment below). Trust services could nevertheless be provided to
. customers {consumers or professionals) located in the Union by providers established
- outside the Union {for instance, in the United States or in India). Such providers remain
 free to decide whether they will comply with the requirements of the eIDAS regulation

or not. Their customers will not benefit from the protection rules lai¢ down in the

- Regulation setting up a high level of legal certainty. However, it is possible, under art.

14 of the eIDAS Regulation (and its corespending requirements], to recognise a t_rgst
service provider established in a third country as being legally equivalent to qualified
trust service providers established in the Union,

3. Scope defined negatively. {a) Not applicable to closed systems. Pursuant to art, 2
{2), the provision of trust services that are used exclusively within closed :.sy‘stems
resulting from national law or from agreements between a defined set of participants
are excluded from the scope of the Regulation. Additional details are given in recital 21

--of the Regulation, stating: ‘[flor example, systems set up in businesses or public
- administrations to manage internal procedures making use of trust services should not

be subject to the requirements of this Regulation. Only trust services provided .to the
public having effects on third parties should meet the requirements laid down in the
Regulation’. This limitation appears to be pretty logical: in closed systems Wherfz’
normaily, the parties know each other (and where their main rights and duties are laid
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down in an agreement], they could freely decide not to use a (qualified)
provided by a (qualified) wust service provider and to grant legal effects to a trust
service that does not meet the requirements prescribed by the elDAS Regulation. This
is an application of their contractual freedom. This freedom is however not absolute: it
cannot give rise to the violation of a mandatory legal provision, that shali be gbserved
in a specific situation. For instance, in accordance with point () of Annex of the
Directive 93/13/EEC of the Councii on unfair terms in consumer contracts, the
following terms may be regarded as unfair: terms which have the object or effect of
‘unduly restricting the evidence available to [the consumer] or imposing on him a
burden of proof which, according to the applicable law, should fie with another party . -
to the contract’. Furthermore, when the mandatory legal framework prescribes a
signature or a written agreement as a Tequirement to the validity of the contract (in *
order to protect conswmers, for instance), parties cannot rely on the scope Hmitation of -
art. 2 (2) of the eIDAS Regulation in order to use an electronic signature process with
lower level of security. (b) Rules related to the conclusion and validity of contracts -
not affected. Art. 2 (3] of the elDAS Regulation states that it: "does not affect national
or Union law related to the conclusion and validity of contracts or other legal or !
procedural obligations relating to form’. A distinetion must be made between, on the
one hand, the formal requirerment as such, prescribed by national or Union Law and
related tc the conclusion and validity of contracts (written and signed agreement
prescribed for evidentiary purposes, for instance, or as mandatory Tequirement, whose -
violation could allow 4 termination of the agreement or any other penalty), and, on the
other hand, the rules to be observed in order to fulfil this formal requirement in the
digital context, so that it can benefit from the same legal effects (as in the ‘paper’
context). The Regulation applies only to these last aspects. The Member States remain
free to impose specific legal requirements and to determine their purpose (and
corresponding penalty in case of violation). Recital 21 also specifies that the Regula-

tion: “sheuld not affect national form Tequirements pertaining te public registers, in’’
particular commercial and land registers’.

trust service

[Definitions)

Article 3

For the purposes of this Regulation, the following definitions apply:
(1) *electronic identification’ mean:
data in electronic form uniquely
or a natural person representing

s the process of using person identification
representing either a natural or legal person,
a legal person;

(2} ‘electrenic identification means’ means a material and/er immaterial unit

containing person identification data and which is used for authentication for
an online service;

(3) ‘person jdentification data’ means a set
natural or legal person,
established;

of data enabling the identity of a
or a matural person Tepresenting a legal person to be
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(4) ‘electronic identification scheme’ means a system for electronic identifica-
tion under wkich electronic identification means are issued to natural or legal
persons, or natural persons representing legal persons;

{5) "anthentication” means an electronic process that enables th_e elcctmn.ic
identification of a natural or legal persen, or the origin and integrity of data in
electronic form to be confirmed;

(6) ‘relying party’ means a natural or legal person that relies upom an
electronic identification or a trust service;

(7) “public sector body’ means a state, regional or local authority, a body
governed by public law or an association formed by one or several §uch
authorities or one or several such bodies governed by pu})i:c law, or aprivate
entity mandated by at least one of those authorities, bodies or associations to
provide public services, when acting under such a mandate;

(8) “body governed by public law’ means a body defined in point (4) of Art‘iclls
2(1) of Directive 2014/24/EU of the European Parliament and of the Council;

(9) ‘signatory’ means a natural person who creates an electronic signature;

{10) “electronic signature’ means data in electronic form which .is a!tached to
ur logically assoctated with other data in electronic form and which is used by
the signatory to sign;

(11} ‘advanced electronic signature’ means an electronic signature which
meets the requirements set out in Article 26;

{12) *qualified electronic signature’ means an advanced electronic signf:tur_e
that is created by a qualified electronic signature creation device, and which is
based on a qualified certificate for electronic signatures;

(13} *electronic signature creation data’ means unique data which is used by
the signatory to create an electronic signature;

(14) “certificate for electronic signature’ means an electronic attestatipn'which
links electronic signature validation data te a natural person and confirms at
least the name or the psendonym of that persen;

(15} ‘qualified certificate for electronic signature’ means 2 cerr.iii'czxtc for
electronic stgnatures, that is issued by a qualified trust service provider and
meets the requirements laid down in Annex 1;

(16) “trust service” means an electronic service normally provided for remo-
neration which consists of:

(a) the ecreation, verification, and validation of electronic signatures, belec—
tronic seals or electronic time stamps, electronic registered delivery
services and.certificates related to those services, or )

{b} the creation, verification and validation of certificates for website authen-
tication; or B

{c) the preservation of electronic signatures, scals or certificates related to
those services;

(17) ‘qualified trust service’ means a trust service that meets the applicable
requirements laid down in this Regulation;

irecti i il of 26 February 2014 on
15. Directive 2014/24/EU of the Eurcpean Parliament and of the Counci
public procurement and repealing Directive 2004/18/EC (OJ L 94, 28 March 2014, p. 65).
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(18) "conformity assessment body’ means a body defired in point 13 of Article
2 of Regulation (EC) No 765/2008, which is accredited in accordance with that
Regulation as cornpetent to carry out conformity assessment of a qualified trast
service provider and the qualified trust services it provides;

(19) “trust service provider’ means a nataral or a legal person who provides

one or more trust services either as a qualified or as a non-qualified trust
service provider;

(20} ‘qualified trust service provider’ means a trust service provider who
provides one or more qualified trust services and is granted the qualified status
by the supervisory body;

(21) "product’ means hardware or software, or relevant components of hard-

ware or software, which are intended to be used for the provision of trust
services;

(22} "electronic signature creation device’ means configured software or
hardware used to create an electronic signature;

(23) ‘qualified electronic signature creation device’ means an electronic sig-
nature creation device that meets the requirements laid down in Annex 1I;

(24) ‘creator of a seal’ means a legal person who creates an electronie seal;

(25_) ‘electronic seal’ means data in electronic form, which is attached to or
logically associated with other data in elecironic form to ensure the latter's
origin and integrity;

(26} ‘advanced electronic seal’ means an electrenic seal, which meets the
requirements set out in Article 36;

{27) “qualified electronic seal’ means an advanced electronic seal, which is
created by a qualified electronic seal creation device, and that is based on a
qualified certificate for electronic seal;

(28) "electronic seal creation data’ means unique data, which is used by the
creator of the electronic seal to create an electronic seal;

(29) certificate for electronic seal’ means an electronic attestation that links

electronic seal validation data to a legal person and confirms the name of that
person;

(30) ‘qualified certificate for electronic seal’ means a certificate for an elec-

tronic seal, that is issued by a qualified trust service provider and meets the
requirements laid down in Annex III;

(31) “electronic seal creation device’ means contigured software or hardware
used to create an electronic seal;

(32} ‘qualified electronic seal creation device’ means an elecironic seal ere-

atien device that meets mutatis mutandis the requirements laid down in
Annex II;

(33} “electronic time stamp’ means data in electronic form which binds other

data in electronic form to a particular time establishing evidence that the latter
data existed at that time;

(34) “qualified electronic time stamp’ means an electrenic time stamp which
meets the requirements laid down in Article 42;

(35) “electronic document’ means any conteni stored in electronic form, in
particular text or sound, visual or audiovisual recording;
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{36) *electronic registered delivery service’ means a service that makes it
passible to transmit data between third parties by electrenic means and
provides evidence relating to the handling of the transmitted data, including
proof of sending and receiving the data, and that protects transmitted data
against the risk of loss, theft, damage or any unauthorised alterations;

{37) "qualified electronic registered delivery service’ means an electronic
registered defivery service which meets the requirements laid down in Article
44

(38) ‘certificate for website authentication’ means an attestation that makes it
possible to authenticate a website and links the website to the natural or legal
person to whom the certificate is issued;

(39} "qualified certificate for website authentication’ means z certificate for
website authentication, which is issued by a qualified trust service provider
and meets the requirements laid down in Annex IV;

{40) *validation data’ means data that is used to validate an electronic signa-
ture or an electronic seal;

(41} ‘validation’ means the process of verifying and confirming that an
electronic signature or a seal is valid.

L. Electronic identification. The process of electronic identification is intended to
allow for online identification of a person, thanks to the use of personal identification
data in electronic form (art. 3 (1)). These data must be uniquely linked to the person
seeking identification, who can be either a natural or legal person, as well as a natural
person representing a legal person. The personal identification data is contained in
electronic identification means, which can either be material medivm or an inumaterial
unit (art. 3 {2)). e.g., the Belgian electronic ID card serves as an electronicidentification
means, as it contains two certificates, including cone for identification purposes. The
- sole presentation of personal identification data is not self-sufficient. In order to access
an online service, the link between the personal identification data and the natural or
- legal person has to be confirmed through an authentication process. Thanks to this
- authentication process, the relying party will be able to know, with a high level of
certainty, the identity of the person seeking access, The electronic identification means
: are part of what is called an electronic identification scheme, which is described as “a
: system for electronic identification under which electronic identification means are
issued to natural or legal persons, or natural persons representing legal persons’ (art.
3 {(4)). As explained below, Member States have the faculty - but not the obligation
(recital 13) - to notify their national electronic identification schemes to the Commis-
sion in order for them to appear on a list of electronic identification schemes, and
' provided that a number of requirements are fulfilled (arts 7 and 9). If all the
“ requirements are met, the inscription of the national elecironic identification scheme
triggers the application of the mutual recognition principle (recital 14 and art. é).

2. Electronic signature. The electronic signature is created by a person, called the
“signatory’, to whom the signature is uniquely linked. The signatory must be neces-
sarily @ natural person, as legal persens use another tool: the electronic seal. This will
be explained in the next paragraph. Under the Regulation, three types of electronic
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signature emerge. First, the ‘simple’ electronic signature is defined in art. 3 {10}, as
‘data in electronic form which is attached to or logically assaciated with other data in
electronic form and which is used by the signatory to sign’. This constitutes the hasis
of the criteria that every electronic signature must fuifil. The definition does not give
much information about the electronic signature and, basically, revolves around the

non-qualified trust service provider, on the other hand. The definition of trust service
is lay down in art. 3 (15) of the Regulation. First, it is considered as an ‘electronic
service normally provided for remuneration’. This concept - normally provided for
remuneration ~ is also used in art. 57 of the Treaty on: the Functioning of the EU, as well
as in various other regulations (see for instance the definition of ‘information society
service’, in the E-Commerce Directive 2090/31/EC}. Following the interpretation given
by the European Court of Justice, an information society services is a service that must
be provided for economic purposes, no matter whether the price is paid directly by the
recipient of the service or is resulting from the advertising revenues gained by the
- provider. Three kinds of services are referred to in the definition: the first two
references describe the trust services regulated by the Regulation: ‘(a) creation,
: verification, and validation of electronic signatures, electronic seals or electronic time
stamps, electronic registered delivery services and certificates related to those services*
or ‘(b) the creation, verification and validation of certificates for website authentica-
" tion'. The third services references to archiving, as it related to *(c) the preservation of
electronic signatures, seals or certificated related 1o those services’. Any trust service
can be qualified or non-qualified. Should a trust service be qualified then, in accor-
- dance with the definition, it shall meet ‘the applicable requirements laid down in this
- Regulaticn' (ant. 3 (17) of the Regulation}. Qualified trust services are subject to
numerous requirements (compared to non-qualified trust services, for which only few
. Tequirements are applicable). Correlatively, with the legal effects of qualified trust
service, the relying parties should benefit from a higher level of legal certainty. Trust
. service providers and qualified trust service providers are alse defined by the Regula-
tion (see art. 3 (19) and 3 (20) of the Regulation).

anced” electronic signature
{art. 3 (11)). Compared to the simple electronjc signature, the advanced electronie
signature must fulfil additional requirements enumerated in ar, 26 of the Regulation.
From those requirements, the advanced electronic signature should derive a strength-
ened leve] of security and, correlativel > enhanced trust from the relying parties. At the
top of that security scale stands the ‘qualified electronic signature (art. 3 (12)).
Additionally 10 the criteria linked to the advanced electronic signature, the qualiffed
electronic signature must be created using a qualified electrenic signature creation .
device. It must be based on 2 qualified certificate for electronic signature, A certificate
for electronic signature is an ‘electronic attestation which links electronic signature
validation data to a natural person and confirms at least the name or the pseudonym of
that person® (art. 3 (14)). In order 10 he qualified, this electronic document has to be
issued by a qualified trust service provider. Furthermore, it must meet several
requirements listed in Annex 1 to the Regulation {art. 3 (15)). As for the electronic
identification device, art. 3 (22) defines it as a ‘configured software or hardware used
1o create an electronic signature’. If this device meets the requirernents enumerated in
Annex If, it is called a qualified electronic identification device. The electronic
signature is constructed on the basis of electronic signature creation data, defined as
‘unique data which is useg by the signatory to create an electronic signature’ {art. 3 -

{13}3.

3. Electronic seal. The electronic seal is an electronic tool destined to be created and
used by a legal person, who is known as the ‘seal creator’. As is the case with the
electronic signature, three models of electronic seals are provided for in the Regulation, .
The “simple’ electronic seql is defined as ‘data in electrenic form, which is attached to

- 5. (Qualified) Electronic time stamp. The definition of electronic time stamp is built
- with reference to the functions of the process. The electronic time stamnp process does
- not have an equivalent in the ‘Paper’ environment. It means ‘data in electronic form

which binds other data in electronie form to a particular time establishing evidence that
' the latter data existed at that time® (art. 3 (33) of the Regulation). A distinction is made
between the electronic time stamp and the qualified electronic time stamp. The last one
shali meet the requirements of art. 42 of the Regulation (art. 3 (34) of the Regulation -
.. See comnment at art. 42 of the Regulation).

6. Electronic document. A broad definition of the “electronic document’ is given under
art. 3 (35) of ‘the Reguiation. It is ‘any content stored in electronic form’. Some
: examples are provided: ‘text or sound, visual or audio-visual recording’. It is not

limited to the written form. An electronic document is not a trust service. It shall
" however benefit from the principle of non-discrimination, like the other trust services
- {see art. 45 of the Regulation). On the principle of non-discrimination, see below, in
particular the comments of arts 25 and 46.

qualified certificate for electronic sea
seals are therefore built on the same fo
Signature. - 7. (Qualified) Electronic registered delivery service. The electronic registered deliv-
ery service is defined in art. 3 (36) of the Regulation, with reference to the functions of
. the corresponding process in the ‘paper’ environment: transmission of data between
. third parties; proof of sending and receiving the data; protection of data against risk of

4. Trust services (provider) and qualified trust service (provider). In the context of
trust services an impertant distinction is made between qualified trust service and a
qualified trust service provider, on the one hand, and a non-qualified trust service and -
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loss, theft, damage or any unauthorized alterations. A distinction is made between the

electronic registered defivery service and the qualified registered delivery service that .

shall meet additional requirements, prescribed in art. 44 of the Regulation.

8. (Qualified) Certificate for website authentication, The certificate for wehsite

authentication t is understood as ‘an attestation that makes it possible to authenticate
a website and links

issued’ (art. 3 (38) of the Regulation). This trust service aims at preventing the risks of
phishing, notably in the financial sector. Such certificate could be non-qualified or
qualified and, in this last case, the requirements ¢f Annex 4 shall be met,

[Internal market principle]
Article 4
1. There shall be no restriction on the

of a Member State by a trust service
State for reasons that fall

provision of trust services in the tertitory
provider established in another Member
within the fields covered by this Regulation.

2. Products and trust services that comply with this Regulation shall be
permitted 1o circulate freely in the internal market.

1. General. As scon as a trust service provider is established in a Member S$tate of the
Unicn and provided it complies with the rules prescribed by the elDAS Regulation, it is
allowed to provide its trust services in the territory of any other Member States, wi
any restriction. For example, a Greek
tion. to a non-qualified trust service

established in Croatia,
market. This internal market principle is close}
principle, as referred to in art. 3 of the E-Comm
provisien}. Once authorized in a Member State (and considered
service provider,
provider before it can provide its trust services in anoth
objective of proper functioning of the internal mar
specified in para. 2 of the provision, products and tr
circulate freely in the internal market. Reference i
‘products’. Products are defined as ‘hardware or 30
hardware or software, which are intended to be use
2 {21} of the eIDAS Regulation). In other words,

provides for free circulation, applicable not onlytot
to its hardware or software Components.

provider of a non-qualified electronic signature,
y related to the country of origin

as a qualified trust’

ket would not be achieved. As
s made to both ‘trust services® a

d for the provision of services’ (art

2. Specific rules applicable to qualified trust services. In
internal market principle,
recognised as a qualified trust service in all other Member States (see art. 25

(3) for
qualified electronic signature; art. 35 (
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the website to the natural or legal person to whom the certificate is -

thout
public authority could not impose prior notifica-

willing to grant its (non-qualified) trust services to the Greek::-
erce Directive (see comment of the

for instance), no more authorization can be requested from such’
r Member State. Otherwise, the

ust services shall be permnitted 1o
ftware, or relevant components of

the internal market principle thus R
he trust service as a whole, but also -

compliance with the .
a qualified trust service issued in a Member State shall be:

3) for qualified electronic seals and art. 47 (3} fo_r_.'
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qualified electronic time stamp). It is however not consecrated for qualified electronic
registered delivery service or qualified certificates for website authentication.

[Data processing and protection]

Article 5

1. Processing of personal data shall be carried out in accordance with Directive
95/46/EC.

2, Without prejudice to the legal effect given to pseudonyms under na_tipnal
law, the use of psendonyms in electronic transactions shall not be prehibited.

* 1. General. In most cases, the provision of electronic identification systemns and trust
- serviees will involve the processing of personal data. It is obvicus that the mles
. regarding the processing of personal data are applicable and that these must be
- observed. As of 25 May 2018, the General Data Protection Regulation {Regulation (EU)
- 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
. protection of natural persons with regard to the processing of personal data and on the
- free movement of such data is applicable. Directive 95/46/EC was repealed as that
* same date. Hence, the wording in the first paragraph is no longer accurate. A broader
reference would have made more sense and it is likely that this paragraph must be
- amended.

2 Pseudonyms. Art. 5 (2) expressly excludes any prohibition of the use of pseud-
-j. onyms in electronic transactions. In other provisions of the elDAS Regulation, espe-
; clally in the context of electronic signature, the Regulation allows the reference to a
. psevdonym of the signatory, instead of the name (see, in particular, the definition of

‘certificate for electronic signature” in art. 3 (14) of the Regulation). Recital 33 states
_however that ‘provisions on the use of pseudonyms in certificates should not prevent
’, Member States from requiring identification of persons pursuant to Union or national

law",

. CHAPTER II

ELECTRONIC IDENTIFICATION
[Mutual recognition]

Article 6 -

1. When an electronic identification using an electronic identification means
and authentication is required under national law or by administrative prac-
tice 1o access a service provided by a public sector body online in one Member
State, the electronic identification means issued in another Member State shall
be recognised in the first Member State for the purposes of cross~b_o_rder
authentication for that service cnline, provided that the following conditions
are met:
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(a) the electronic identification means is issued under an electronic identifi-
cation scheme that is included in the list published by the Commission
pursnant to Article 9;

(b) the assurance level of the electronic identification means corresponds to

Member State, provided that the assurance level of that electronic identi-
fication means corresponds to the assurance level substantial or high;
the relevant public sector body uses the assurance level substantizl or high
in relation to accessing that service online.

(c

[

Such recognition shall take place ne later than 12 months after the
Commission publishes the list referred to in point (a) of the first subparagraph.

2. An electronic identification means which is issued under an electronic
identification scheme included in the list published by the Commission pur-
suant to Article 9 and which corresponds to the assurance level low may be
recognised by public sector bodies for the purposes of cross-border authenti-
cation for the service provided online by these bodies,

1. General. This provision aims at handling an issue mentioned in recital 9 of the elDAS

Regulation: “In most cases, citizens cannct use their electronic identification to
authenticate themselves in another Member State because the natiopal electronic-
identification schemes in their country are not recognised in other Member States'. In’

order 1o take down this ‘electronic barrier, art, 6 establishes the principle of mutual
Tecegnition. The mutual recognition of electronic identification schemes is intended to

facilitate cross-border interactions between public authorities and citizens. If a Member -;

State decides to notify an electronic identification system to the Commission, and

provided that the three cumulative conditions established in this provisicn are met, the |
other Member States are under 3 Positive duty to recognize jt. Within twelve months -
after publication of the electronic identification scheme in the list provided for in art. 9-

(the notification itself is subject to the conditions set forth in art. 7}, the Member States
must recognize said scheme.

2. Three cumulative conditions (para. 1). For this clause t¢ be applicable, three

cumulative conditions, described below, must be satisfied. (a) Electronic identifica--
tion is required under national law or adminjstrative practice. Electronic identifi-'
cation, using electronic identification means and authentication, must be reqtired -
under the national law or administrative practice of the Member State previding online:
public services. Consequently, a Member State that allows access to online public: -
services without requiring user's authentication does not have to comply with the:
obligation of mutual recognition. In practice, this s not problematic: if the public:”
$5ary 10 use an electronic identification :

service is offered with free access, it is not nece
precess, and even less so to have this brocess recognized. Hence the Regulation: wouid

not 2pply to this situation. (b) Notification and publication. The Member State in
question must notify the electronic identification scheme to the Commission in order to -
beincluded in the list published by the Corrumission pursuant to art, 9. This notification”

itself is subject to compliance with several conditions listed in art. 7. (¢} Assurance
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* levels. The otber conditions for the mutual recognition of the electronic identificaticn

scheme relate to assurance levels. recital 16 of the Regulation clarifies what must be
- understood under the concept of “assurance level": “The assurance level depends on the
 degree of confidence that electronic identification means provides in claimed or
: asserted identity of 2 person taking into account processes {e.g., identity proofing and
; verification, and authentication, management activities (e.g., the entity issuing elec-

tronic identification means and the procedure to issue such means} and technical

" controls implemented.” Assurance levels are described in art. 8 of the Regulation.
| Pursuant to para. 3 of this provision, the Commission has adopted the Commission
' implementing Regulation, (EU) 201571502 of & September 2015 setting out minimum
. technical specifications and procedures for assurance levels for electronic identification
- means. The assurance level attached to the electronic identification means must be
- equal or superier to the level attained for the online public service. More specifically,
- the obligation of mutuat recognition only applies to electronic identification means that

correspond to the assurance level substantial or high (see recital 15 of the Regulation}.
This highlights the importance for the electronic identification systems and trust

- services of attaining a high level of refiability, which is central to the objective of
: strengthening the trust of the Eurcpean citizens in the electronic environment,

» 3. Voluntary recognition (para. 2). Recogaition of an electronic identification, means
- which correspond to the security level low” does not result in an obligation for a
Member State to apply mutual recognition. However, when such an electronic identi-

fication means is issued under an electronic identification scheme that appears on the

Commission’s list, public sector bodies can voluntarily decide to recognize it and

- authorize access to the online service they provide through this means. We can safely

presume that only a Member State that Tequires an assurance level ‘low’ in order to
access an online public service would decide to recognize an electronic identification
means corresponding to the assurance level “low’, It is indeed highly unlikely that a

- public sector body would content itseif with an electronic identification means that
. only match the criteria of the assurance level ‘low’, when its online service Tequires an
; assurance level “substantial’ or *high’,

4. Member States’ margin of manceuvre. Mutal recognition is cnly imposed as
regards cross-border authentication of online services, Consequently, the Regulation
leaves it to the Member States o decide on the rules governing all other aspects of
online services, notably conditions to access the service, its content, or the way it is
provided,

.[Eh’gibility for notification of electronic identification schemes]

Article 7

An electronic identification scheme shall be eligible for notification pursuant
to Article 9{1) provided that all of the following conditions are met:

(2) the electronic identification means under the clectronic identification
scheme are issued;

{i) by the notifying Member State;
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(if) under a mandate from the notifying Member State; or

{(i1]) independently of the notifying Member State and are recognised by

that Member State;

the electronic identification means under the electronic identification

schemme can be used to access at least one service which is provided bya

public sector body and which requires electronic identification in the
notifying Member State;

(¢) the electronic identification scheme and the electronic identification
means issued thereunder meet the requirements of at least one of the
assurance levels set out in the implementing act referred to in Article 8(3);

{d) the notifying Member State ensures that the person identification data
uniquely representing the person in question is attributed, in accordance
with the technical specifications, standards and procedures for the rel-
evant assurance level set out in the implementing act referred to in Article
§(3), to the natural or legal person referred to in point 1 of Article 3 at the
time the electronic identification means under that scheme is issued;

() the party issuing the electronic identification means under that scheme
ensures that the electronic identification means is attributed to the persen
referred to in point (d) of this Article in accordance with the technical
specifications, standards and procedures for the relevant assurance level
set out in the implementing act referred to in Articte 8(3);

(f) the notifying Member S$tate cnsures the availability of authentication
oaline, so that any relying party established in the territory of another

Member State s able to confirm the person identification data received in

clectronic form.

For relying parties other than public sector bodies the notifying Member

State may define terms of access to that authentication. The cross-border

authentication shall be provided free of charge when it is carried out in,

relation to a service online provided by a public sector body.

Member States shall not impose any specific disproportionate technical

requirements on relying parties intending to carry eut such authentica-

tion, where such requirements prevent or significantly impede the in-
teroperability of the notified electronic identification schemes;

at least six months prier to the notification pursuant to Article 9(1), the

netifying Member State provides the other Member States for the purposes

of the obligation under Article 12(5) a description of that scheme in
accordance with the procedural arrangements established by the imple-

menting acts referred to in Article 12(7);

the electronic identification scheme meets the reguirements set out in the

implementing act refexred to in Article 12(8).

)

A=A

—

(g

(h

=

1. General. Member States can notify electronic identification schemes to the Commis- -
sion on a voluntary basis (recital 13 of the Regulation). Notfication on a veluntary

basis is subjected to a significant rumber of conditions that contribute to achieving the

main purpose of the Regulation, namely the strengthening of trust through a high level -

of security.

2. Conditions. (a) Issuance of electronic identification means (art. 7, (a))- Three:

categories of actors can carry out the issuance of the electronic identification means:

the Member State itself, an operator appointed by the Member State, or an independent
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operatozr, provided that the electronic identification means are recognized by the
Member State. A distinction must be made between ‘notification’, which is always
performed by the notifying Member State, and ‘issuance’ of electronic identification
means, which can be carried out by a private entity. This would be particularly relevant
if the notifying Member State establishes that a private entity is already using electronic
identification means which is eligible as regards the notified scheme. This participation
of the private sector is mentioned in recital 13 of the Regulation, according to which
‘[Member States] should also be able to decide whether to involve the private sector in
the provision of those means’. (b) Utilization of the electronic identification means
for access to at least one online public service. The regulation reguires that it should
be possible to use the electronic identification means provided under the electronic
identification scheme in order to access an online service offered by a public sector
body and which necessitates electronic identification in the notifying Member State.
The underlying idea is that the reliability of an electronic identification means can be
presumed when the notifying Member State uses this means to provide access to its

-own public services at national level. This requirement contributes to generating other
Member States” trust in the electronic identification means. (c) Fulfilment of the

requirements of zt least one of the assurance level set out in the Regulation. Only
electronic identification schemes that correspond to the assurance levels “low’, ‘sub-
stantial” or ‘high’ are eligible for notification. It must be emphasized that, while
electronic identification means that correspond to the agsurance Jevels “substantial’ or

. ‘high’” must be recognized by other Member States, electronic identification means

which show ‘low” assurance level do not fall under the obligation of mutual recogni-

. tion. Those will be recognized only if Member States decide to do so (see art. 6 (2)). (d)
' Personal identification data. As regards personal identification data, the Regulation

requires two things. First, the personal identification data must uniquely represent the
person in guestion. In other words, an electronic identification means must correspond
to only one persen. The reverse is not true, as a person can have multiple electronic
dentification means. In such a case however, all the electronic identification means

- must link to the same person. This requirement zims at guaranteeing that a person

using electronic identification means to prove his or her identity is indeed who he or
she claims to be. Second, these data must be attributed to the persen in accordance

: with the technical specifications, standards and procedures for the relevant assurance
i level, at the time the electronic identification means under the notified scheme is
+ issued. This second ~ technical - aspect is specified in the Commission implementing
- Regulation (EU} 2015/1502 of 8 September 201S. (&) Compliance with techmical
.. specifications, standards and procedures for the relevant assurance level when
- issuing the elecironic identification means. The entity that issues the electronic
;. identification means to the targeted person must comply with technical specifications,
. standards and procedures for the relevant assurance level. This obligation is further
“ specified in the aforementioned Commission implementing Regulation (EU)
- 2015/1502. This instrument aims at ensuring reliability and quality of the mechanisms

involved in every aspect of electronic identification. {f) Availability of online authen-
tication. As a counterpart to the recognition of a notified identification scheme, the
notifying Member State must provide for means of online authentication (art. 7, (f),
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sub-para. 1). The explanatory memorandum specifies that 'the authentication must be
available without interruption’ {see the Proposal for a Regulation of the European
Parliament and of the Council on electronic identification and trust services for
electronic {ransactions in the internal market of 4 Tune 2012, COM (2012) 238 final).
This authentication requirement is of utmost irportance, considering that, as stated in
the explanatory memorandusn, *(t]he reliability of an electronic identification depends
on the avaijlability of means of authentication (i.e. the possibility to check the validity
of the electronic identification data)’. For example, when a person uses its electronic
identity card to access an enline service, it must be possible to verify that this person
is the rightful holder of the identity card. As the authors will see when examining art.
11, the netifying Member State will be held Kable if online authentication is unavailable
and a damage arises thereof, when the unavailability is intentional or due to negli-
gence. The obligation is only imposed on the notifying Member State when the relying
party established on another Member State’s territory is a public sector body that offers
an online service, Thanks to this authentication means, the public sector bady will be
able to verify the identity of the foreign user who wants to access the online service. In
this situation, cross-border authentication is offered for free {art. 7, (0)). By contrast, in
the hypethesis of an online service not offered by a public sector body, the obligation
of providing online authentication that is normally imposed on the notifying Member
State dees not apply. The notifying Member State therefore regains its freedom to
decide under which conditions the authentication can be accessed, For example, if a
Dutch insurance company allows Belgian citizens 1o access its online services using
their electronic ID card, Belgium can decide to charge the Dutch company for the
verification of the ID card. Lastly, the notifying Member State must refrain to impose

disproportionate technical requirements on relying parties, in such a way that interop--

erability would be jeopardized (art. 7, {f), al. 3. (g) Communication of a description

of the electronic identification scheme six months prior to the notification. The '
Member State that intends to netify an electronic identification scheme must provide a .
description of this scheme to the other Member States at least six months before-

notification. This requirement is meant to make it possible for Member States to

cooperate on the intercperability of not only notified but also soon-to-be notified:
electronic identification schemes {see art. 12, para. 5, of the Regulaticn). (h) Compli--
ance with the requirements set out in the implementing act. In order to be eligible *
for notification, the electronic identification scheme must comply with the require-"
ments set out in the implementing act adopted by the Commission as regards the. .

interoperability framework. On 8 September 2015, the Commission adopted the

implementing Regulation (EU) 2015/1501 on the interoperability framework pursuant::
to art. 12 (8) of Regulation {EU) No 910/2014 of the European Parliament and of the:-

Council on electronic identification and trust services for electronic transactions in the'
mternal market (OJ L 235, 9 September 2015). Prior to this date, and the date o
adoption of every implementing act provided in the Regulation, notification was not

possible. Since 2§ September 2015, all implementing act came into effect and notifica-
tion is therefore possible.
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[Assurance levels of electronic identification schemes]

- Article 8

1. An electronic identification scheme notified pursuant te Article 2(1) shall
specify assurance levels low, substantial and/or high fer electronic identifica-
tion means issued under that scheme.

2. The assurance levels low, substantial and high shall meet respectively the
following criteria:

{a) assurance level low shall refer to an electronic identification means in the
context of an electronijc identification scheme, which provides a limited
degree of confidence in the claimed or asserted identity of a person, and is
characterised with reference to technical specifications, standards and
procedures related thereto, including techmical controls, the purpose of
which is to decrease the risk of misuse or alteration of the identity;
assurance level substantial shall refer to an electronic identification means
in the context of an electronic identification scheme, which provides a
substantial degree of confidence in the claimed or asserted identity of a
person, and is characterised with reference to technical specifications,
standards and procedures related thereto, including technical controls,
the purpose of which is to decrease substantially the risk of misuse or
alteration of the identity;

assurance kevel high shall refer to an electronic identification means in the
context of an electronic identification scheme, which provides a higher
degree of confidence in the claimed or asserted identity of a person than
electrenic identification means with the assurance level substantial, and is
characterised with reference to technical specifications, standards and
procedures related thereto, including technical controls, the purpose of
which is to prevent misuse or alteration of the identity.

(b

=

{c

-

3. By 18 September 2015, taking into account relevant international standards
and subject to paragraph 2, the Commission shall, by means of implementing
acts, set out minimum technical specifications, standards and procedures with
reference to which assurance levels low, substantial and high are specified for
electronic identification means for the purposes of paragraph 1.

Those minimum technical specifications, standards and procedures shall
be set out by reference to the reliability and quality of the following elements;

(a) the procedure to prove and verify the identity of natural or legal persons
applying for the issuance of electronic identification means;

(b) the procedure for the issuance of the requested electronic identification
means;

{c) the authentication mechanism, through which the natural or legal person
uses the electronic identification means te confirm its identity to a relying
party;

(d) the entity issuing the electrenic identification means;

(e) any other body involved in the application for the issuance of the elec-
tronic identification means; and

() the technical and security specifications of the issued electronjc identifi-
cation means.

Those implementing acts shall be adopted in accordance with the exami-
nation procedure referred to in Article 48(2),

535



Hervé Jacquemin & Noémie Gillard

Chapter 9: 2IDAS Regulation

1. General, Electronjg identification means must be defined by reference to one out of

the three assurance levels provided for by the Regulation, They can either show an
assurance level low, substantial or high,

particular technjcaj specifications, standards and procedures which define what degr

taking into account
processes {for example, identity procfing and verification, and authentication), man-

2gement activities (for example, the entity issuing electronic identification means and
the procedure to issue such means) and technical controls implemented,’

2. Relevance ag Tegards mutual recognition and interoperability. Art. g (1) requires
the notifying Member State to specify, in the notified electronic identification scheme,
the assurance level attached to the electronic identification means under that scheme.
Besides giving an idea as to the reliability of those electronic identification means, such
a specification is particularly relevant in the context of mutual recognition angd

voluntary basig (art. 6 (2). Second, the Tequirement provided in art. 8 (13, is relevant
for the obligation of mteroperability. Indeed, an important part of the interoperability
framework consists in minimal technical Tequirements related to the assurance levels
established by the Regulation, and t0 a mapping of national assurance levels to the
assurance levels under the Regulation (art. 12 (43). The indication of the assurance
level attached to an electronic identification means therefore helps Positioning these
means on the scale defined by the interoperability framework.

assurance levels by referring to the degree of confidence in the claimed or asserteg
identity of a persen it implies. The assurance level low provides limited degree of
confidence in this regard, while the assurance levels substantial ang high are the :
vectors of gradually higher degrees of confidence. As stated before, assurance levels are
characterized with reference to particular technical specifications, standards and
procedures. This technjeal framework is intended, in the context of assurance level
substantial, to (substantiaily) decrease the risk of misuse or alteration of the identity.

As for the assurance Jeve! high, its technical characteristics must erase the risk of
Mmisuse or aiteration of the identity,

4. Obligation of the Commijssion {para. 3). The Commission must adopt implement- ’
ing acts in order to establish minimum technical specifications, standards ang proce-:
dures that apply to each assurance level. It must do so in light of pre-existing -,
international standards, and taking into account the degree of confidence which must
be achieved by the assurance levels, The technjeal characteristics of these assurance
levels BICOMPass every aspect the procedure followed for the issuance of the electronic
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[Notification)
Article 9

L. The notifying Member State shail notify to the Commission the following
information and, without undue delay, any subsequent changes thereto:

{(a} a description of the electronic identification scheme, inclfu_iing_ its assur-
ance levels and the issuer or issuers of electronic identification means
under the scheme; . o .

{(b) the applicable supervisory regime and information on the liability regime
with respect to the following: o

(i) the party issuing the electronic identification wmeans; and
it i icati dure;
(if) the party operating the authentication proce 5 . .

(c) the authority or authorities responsible for the electronic identification
scheme; . . . "

(d) information on the entity or entities which manage the registration of the
unique person identification data; ) . .

() a description of how the requirements set out in the implementing acts
referred to in Article 12(8) are met; ) ) ]

(f) a description of the authentication referred to in point {f) cff‘Amc]e 7; )

(g} arrangements for suspension or revocation of either the not_ﬂmd electronic
identification scheme or authentication or the compromised parts con-
cerned,

2. One year from the date of application of the implementing acts ?efcrred toin
Articles 8(3) and 12(8), the Commission shall publish in the Official Jc?uma.l of
the European Union a list of the electronic identification schemgs ‘\thch were
notified pursuant to paragraph 1 of this Article and the basic information
thereon.

3. If the Commission receives a notification after the e_x?iry of the period
referred to in paragraph 2, it shall publish in the O_Efxc:al Journal of L!_le
European Union the amendments to the list referred‘ to in paragraph 2 within
two months from the date of Teceipt of thar notification.

4. A Member State may submit to the Commission a request to rermove an
electronic identification scheme notified by that Member §tatF irom Lhe_ l.:sl
referred to jn paragraph 2. The Commission shall publish in the Off:qal
Jeurnal of the European Union the corresponding amendments to the list
within one month from the date of receipt of the Member State’s request,

5. The Commission may, by means of implementing acts, define the circum-
stances, formats and procedures of notifications undcr‘paragraph 1._ Thf)se
implementing acts shall be adopted in accordance with the examination
procedure referred to jin Article 43 {2).
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mied cut by a Member State, as opposed to the
taken care of by another
t0 provide a range of

publication and amendments in the Jist of

1). Art. 9 adds to the conditions stated in art. 7 by

if the Commission decides to adopt those acts, it must do so through the comitology
procecure. On the 3 November 2015, the Comunission adopted an implementing
decision (EU) 2015/1984 defining the circumstances, formats and procedures of

* notification.
[Security breach)
. Article 10

1. Where either the electronic identification scheme notified pursuant to
Article 9(1) or the authentication referred to in point (f) of Article 7 is breached
or partly compromised in a manner that affects the reliability of the cross-
border authentication of that scheme, the notifying Member State shall,
without delay, suspend or revoke that cross-border authentication or the
compromised parts concerned, and shall inform other Member States and the
Cominission.

2. When the breach or compromise referred to in paragraph 1 is remedied, the
notifying Member State shall re-establish the cross-border authentication and
shall inform other Member States and the Commission without undue delay.

3. If the breach or compromise referred to in paragraph 1 is not remedied
within three months of the suspension or revecation, the notifying Member
State shall notify other Member States and the Commission of the withdrawal
of the clectronic identification scheme.

The Commission shall publish in the Official Journel of the European
Union the corresponding amendments to the list referred to in Article 9(2)
without undue delay.

1. General. In addition to mutual recognition, the successful notification by a Member

State of an electronic identification scheme generates twe other consequences. First, it

generates a set of obligations that applies in the event of a security breach. The notion

is not defined in the Regulation. An application of the concept can be found in the

GDPR, under the notion of *personal data breach’, which defines a security breach as

‘a breach of security leading te the accidental er unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise
processed” (Regulaticn (EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to the processing of
persenal data and on the free movement of such data, and repealing Directive
95/46/EC, OJ L. 119, 4 May 2016). The second additional consequence of the notifica-
tion of an electrenic identification scheme is the application of a liability framework
which is discussed in the Commentary on art. 11. '

2. Positive obligations for the notifying Member State in case of a security breach

(para. 1). Should the notified electronic identification means or authentication be
breached or compromised, two obligations arise. First, the notifying Member State

suspends or revckes, without undue delay, the cross-border authentication or its
compromised parts. Second, the notifying Member States informs other Member States
and the Commission of the incident. The notifying Member State decides whether the
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(p_ar:a. 3}. Conversely, if the Member State fails 1o
within three months, the consequence is the notifi
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d scheme. Without undue delay, the

[Liability]
Article 11
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whose liability depends on the function they perform in the cross-border transaction
giving rise to 2 damage event -~ whether notifying the electronic identification scheme,
issuing the electronic identification means or operating the authentication procedure.
Itis noticeable that the Regulation establishes liability for damage caused ‘intentionally
or negligently’. The scope of liability will therefore be determined through the test of
intent or negligence of the Member State or service provider. The seriousness of the
violation is of no relevance, just as the concept of wilful misconduct.

2. Allocation. of liability. (a) Liability of the notifying Member State (para. 1). The
notifying Member Siate is liable for damage caused by a failure to comply with its
obligations under the Regulation (art. 7, (d) and (f)). This clause provides & damages
compensation remedy should the Member State {intentionally or negligently) fail to
ensure that the personal identification data uniquely represent a person, and that these
data are attributed in compliance with the technical specifications, standards and
procedures for the relevant assurance level set out in the implementing act (namely the
Comrmission implementing Regulation (B} 2015/1502 of 8 September 2015). Liability

- of the Member States for intentional failure to corply is not unusual in EU regulation

but there is no competence for the European Court to decide an or impose any damages
award (see alse para. 4). The notifying Member State must also ensure the availability

. of online authentication, its free access when cross-border authentication is carried out
+ in relation to a public service, and refrain from imposing any technical requirerent

that would be disproportionate and likely to harm interoperability. If the notifying
Member State fails to fulfil one of these obligations, then it will incur liability for any
damage that arises from such failure. (b) Liability of the party issuing the electronic
identification means (para. 2). Failure of the issuing party make sure that the
electronic identification means is delivered to the person to which the relevant personal

. identification data are attributed can result in liability for damages aceruing as a result

of such failure. {c) Liability of the party operating the authentication procedure
[para. 3). The party operating the authentication procedure must ensure the correct
operation of the authentication, As for the wording on “correct operation’ of the
authentication, the Regulation does not specify what is meant precisely. The wording
does not clarify how the correctness of the management should be assessed either.
Therefore, the cases in which the liability of the operating party would be invoived
remain quite obscure and, as a consequence, difficult to enforce. At most, it can be

.. Inferred from the explarnatory memorandum, which mentions ‘security good prac-

tices’. A trust service provider would therefore be liable when he is negligent and fails
to comply with those security good practices, or if this nen-cempliance is intentional.

3. National rules on liability (para. 4). Art. 12 specifies that national rules on liability
will be applicable as regards respensibilities deriving from paras 1-3. This means that
the definition and assessment of damages, the rules on civil procedure and the rules
related to determining the burden of evidence - €.g., both as regards the damage
causing event and the evidence of the damages suffered) continue to be governed by
national law (see recital 18).
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4. Scope of the regime. (a) Cross-border transactions. The allocation of liability as
provided by this provision only apply in the event of a damage occurting in a
cross-border context. If a national transaction gives rise 10 a damage, the liability
regime is left to the diseretion of the Member States. (k) Liability regime limited to
aspects of the transaction mentioned in art. 11 (para. 5). In addition to the scope of
the regime, the rules laid down in art. 11 only cover the aspects of cross-border
Iransactions that are listed in paras 1-3, namely notification of an electronic identifi-
cation scheme by a Member State, issuance of the electronic identification means, and

cation procedure. Considering the complexity inherent to the field of electronic .

identification, it will often be tricky to identi
consequently, the responsible actor.

[Cooperation and interoperability)
Article 12

1. The national electronic identification schemes notified pursuant to Article
9(1} shali be interoperable.

2. For the purposes of paragraph 1, an interoperability framework shall be
established.

3. The interoperability framework shail meet the following criteria:

(@) it aims to be technology neutral and does net discriminate between any
specific national technical solutions for electronic identification within a
Member State;

(B) it follows European and international standards, where possible;

{c) it facilitates the tmplementation of the principle of privacy by design; and

(d) it ensures that personal data is processed in accordance with Directive
95/46/EC.

4. The interoperability framework shall consist of;

{2} areference to minimum techmical requirements related to the assurance
levels under Article 8; ’

o a mapping of national assurance levels of notified electronic identification
schemes to the assurance levels under Article 5;

{e) a reference to minmum technical requirements for interoperability;

(d) a reference to a minimum set of person identification data uniquely

representing a natural or legal person, which is available from elecironic
identification schemes;

(e) rules of pracedure;
(f} arrangements for dispute resolution; and
(5) common operational security standards.
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5. Member States shall cooperate with regard to the following:

(@) the interoperability of the electronic identification schemes notified pur-
suant o Article 9(1) and the electronic identification schemes which
Member States intend to notify; and

(b} the security of the electronic identification schemes,

6. The cooperation between Member States shali consist of:

{a) the exchange of information, experience and good practice as regards
electronic identification schemes and in particular technical requirements
related to interoperability and assurance levels;

[b) the exchange of information, expcrience and good practice as regards
working with assurance levels of electronic identification schemes under
Article 8;

(e) peer review of electronic identification schemes falling under this Rego-
lation; and

(d) examination of relevant developments in the electronic identification
sector.

7. By 18 March 2015, the Comunission shall, by means of implementing acts,
establish the necessary procedural arrangernents to facilitate the cooperation
between the Member States referred to in paragraphs 5 and 6 with a view to
fostering a high level of trust and security appropriate to the degree of risk.
8. By 18 September 2015, for the Ppurpose of setting uniform conditions for the
implementation of the requirement under paragraph 1, the Commission shall,
subject to the criteria set out in paragraph 3 and laking into account the results
of the cooperation between Member States, adopt implementing acts on the
interoperabitity framework as set out in paragraph 4.

9. The implementing acts referred to in paragraphs 7 and 8 of this Article shall
be adopted in accordance with the examination procedure referred to in
Article 48(2).

1. General. Art. 12 is a central piece of this chapter. It is erystal clear that the imposition
of obligations related to mutual recognition is vain if it is not accompanied by the
technical circumstances making it possible for national systems to communicate.

2. Performance obligation (paras 1-4). The short werding of paras 1 and 2 of art. 12
does not leave much room for doubt as to the nature of the content they introduce.
Para. 1 reads as follows: “The national electronic identification schemes notified

. Pursuant to art. 9 (1) shall be interoperable.’; while para. 2 states that in order to ensure

the interoperability objective, ‘an intereperability framework shall be established". It is
areal obligation of performance that is generated through this article, which applies to
the Member States as well as to the Cornnission. (a) Criteria to be fulfilled by the
interoperability framework. Para. 3 sets out the criteria that must be met by the

: interoperability framework. The framework must aim at technology neutrality and

must not favour nor disadvantage any specific national technical solution (art. 12 (3)
sub-para. (a}). This is one aspect of the technology neutrality principle that is outlined

[ inrecital 27 as one of the basic principles that governs the Regulation. The interoper-
- ability framewerk should also, when possible, apply international and European
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standards {art. 12 (3) sub-para. (b)). The last two criteria relate to privacy and data
protection (art. 12 (3) sub-pafas (¢) and {d)). Thus, the interoperability framework
should facilitate the implementation of the principle of privacy by design. This
principle means that when, building new systems, whether techrical or legal, a focus
should be put on privacy from the first steps of their development. Moreover, the
Interoperability framework must ensure cenformity with Directive 95/46/EC as re-
gards data processing activities. In this sense, recital 11 states that ‘authentication for
an online service should concern processing of only those identification data that are
adequate, relevant and not excessive to grant access to that service online”. The
Directive 95/46/EC has been replaced since then, by the General Data Protection
Regulation of 27 April 2016. (b) Content of the Interoperability framework. Para. 4
provides for a list of elements that should be contained in the interoperability
framework, which are: “a reference to minimurn technical requirernents related to the
assurance levels under Article §°, “a mapping of naticnal assurance levels of notified
electronic idenfication schemes to the assurance levels under Article 8, *a reference
to minimum technical requirements for interoperability’, ‘a reference to a minimum set
of person identification data uniquely representing a natural or iegal person, which is
available from electronic identification schemes’, ‘rules of procedure’, ‘arrangements
for dispute resolution” and *‘commen operational security standards’.

3. Obligations applying to Member States (paras 5 and 6). Art, 12 (5) and (6) cefine
the lines along which the Member States should cooperate in order to achieve
interoperability, The cooperation obligation targets not only the intercperability of the
notified electrenic identification schemes (art. 12 (5) sub-para. {a)), but also the
security of the electronic identification schemes (art. 12 (5} sub-para {b)). For
efficiency reasons, this also applies to electronic identification schemes that Member
States intend to notify in the future. In this respect, art. 7 (g) provides that six months
prior to notification, the notifying Member State should communicate to other Member

States a description of the electronic identification scheme that it wants to notify. In -

practical terms, cooperation implies that Member States must exchange information,

experience and good practice as regards every aspect of electronic identification -
schemes. Moreover, the required cooperatien between Member States encompasses .
peer review of electronic identification schemes and examination of relevant develop-

ments in the electronic identification sector (art. 12 (8). Such sharing of knowledge can

contribute to¢ enhaneing the assurance levels and, consequently, improve the guality of .

the tools and procedures used by operators throughout the EU,

4. Obligations applying to the Commission (paras 7 and 8). As set out in art. 12 (8).

the Commission has the obligation to adopt implementing acts in order to lay down
uniform conditions which would constitute a basis for intercperability. Those uniform
conditions will materialize in the interoperability framework. In doing so, the Com-~
mission must conform to the criteria set out in para. 3, meaning it should ensure

technological neutrality and aveid discrimination between Member States, strive o
follow international and European standards and be protective of privacy and personal

data, The Commission fulfilled its obligation by adopting the Commission implement~
ing Regulation {EU) 2015/1501 of & September 2015 on the interoperability framework
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(see above, in the Commentary of art. 7). Art. 12 {7} imposes on the Comr‘nlssmn 4]
pass other implementing acts, designed this time to set out Pro.cedural mle; in orderh tAo
: regulate relationships between Member States. The Ccrxnlmlssm_n_ also carried out9 16 zsf
task threugh the adoption of the Commission implementing decision [EU)_ 2015/296 ¢
24 February 2015 establishing procedural arrangements for cooperatxcfn between
Member States on electronic identification pursuant to art. 12 (7) of Reg}Jle}tlon FEU} No
910/2014 of the European Parliament and of the Council on electronic 1dent1§cau%n
and trust services for electronic transactions in the internal marl_(et. Para. 9_requ1res the
respect of the comitolegy procedure for the adoption of those implementing acts.

CHAPTER Ii1

TRUST SERVICES

SECTION 1

General provisions

-~ [Liability and burden of proof]
Article 13

1. Without prejudice to paragraph 2, trust service providers shall be liable for
damage caused intentionally or negligently to any n.atural or IFgal person due
to a failure to comply with the cbligations under this Regulation. B

The burden of proving intention or negligence of a n?n:qualeled trust
service provider shall lie with the natural or legal person claiming the damage
referred to in the first subparagraph. ) ] ]

The intention or negligence of a qualified trust service provider shall be

presumed unless that qualified trust service prm:'ider proves Lhat_the damag_e
referred to in the first subparagraph occurred without the intention or negli-
gence of that qualified trust service provider.
2. Where trust service providers duly inform their customers in adva_nc_e of_ the
limitations on the use of the services they provide and where those hn}ntatmns
are recognisable to third parties, trust service providers sha.ll not b.e h.abl‘e for
damages arising from the use of services exceeding the indicated limitations.
3. Paragraphs 1 and 2 shall be applied in accordance with national rules on
liability.

= 1. General. If a trust service provider, whether qualified or non—qualiﬁed., violates one
of its obligations under the Regulation, then this provid.er could be hgld Il::}ble andla.ny
natural or legal person affected by the viclation, is entitled l..mder this article to c aim
compensation of all or part of damages resulting from such fgﬂure. The person c]almlzg
damages could be the signatory or the user of the trust service, or any other person. As
was the case in art. 11 (1), this provision requires that the trust service pfox‘nder_ must
have caused the damages either ‘intentionally or negligently_’. ‘Art. ‘13.15 _v.mhout
prejudice to right of the trust service providers to contractuall}f Timit _t]jxe;r ability. Fgr
the application of the rules prescribed by paras 1 and 2 of this provxvsnon, reference is
made to the national rules of lability. It means for instance that national law shall be
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applicable in qrdgr_ to interpret the cencepts of “intention” or ‘negligence’, assess
whethgr other Ilab-lléty Tequirements are fulfilled (damages, causal relationship, etc.) or
determine the validity of any clause excluding or limiting the liability of the provider.

2. Bgrden of proof. The requirements to comply with in order to provide qualified trust
serv;ces are numerous. Compared to the requirements applicable to non-qualified trust
servu:'e providers they are Particularly stringent for the provider. The stringency of the
mle:j, is offset semewhat by the requirement that the relying party of a qualified trust
service will benefit from a higher level of legal certainty, resulting from such service

{compared to a aon-qualified trust service, with lower leve] of legal certainty). This -

h:gher'level of legal certainly js, among other benefits, Tesulting from the burden of
proof, in the case of intentional or negligent failure, (a) Qualified trust service. With
4 qualified trust service, the burden of proof ~ and the corresponding risk of a iack of
proo!?, with the potential loss of the lawsuit -, relies on the qualified trust service
provider. Its intention or negligence is indeed presumed, being agreed that it is alloweq
to demonstrate that the damage oceurred without such intention or negligence. (b)
Non-qx.laiified trust service, In the case of a non-qualified trust service, the burd‘;.n of
procf lies on the natural or legal person claiming the damage. Should h,e/she/it fail to
demonstrate that the damages were causes Intentionally or negligently due to a fajlure
o compl_y with the elDAS Regulation, the claim will be judged ungrounded and no
indemnification will be granted. In the present matter, the technical aspects are pretty
complex to deal with, which increase the burden and the nisks for the claimant.

3. Possible limitations of liability. As was stated under 2, the trust service provider |

may contractually impose a limitation of liability. Such a clause is subject to a double
f:luty of tr'ansparency. First, the customers of the trust service provider must be duly
informed in advance of such limitation. Second, such limitations must be recognisable

to third parties. Subject to both requirements, the limitation of liability is valid and the - .

d g
DIUVldeI shall no: be hable for amages ansing from the use of Services @XCEEdIHg the

insurance.

[International aspects)
Article 14

1. Trust services providFd by trust service providers established jn 2 third
ntry shall bhe recognised as legally equivalent to qualified trust services

an international organisation in accordance with Article 218 TFEU.
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2. Agreements referred to in paragraph 1 shall ensure, in particular, that:

(a) the requirements applicable to qualified trust service providers estab-
lished in the Union and the qualified trust services they provide are met by
the frust service providers in the third country or international organisa-
tions with which the agreement is concluded, and by the trust services
they provide;

the qualified trust services provided by qualified trust service providers
established in the Union are recognised as legally equivalent to trust
services provided by trust service providers in the third country or
international organisation with which the agreement is concluded,

(b

=

1. General. In accordance with art. 2 (1), the Regulation applies to trust service
providers established in the Union. As & matter of principle, trust service providers
established in a third country are not subject to the requirements of the Regulation.
Conversely, their trust services shall not benefit from the recegnition of legal effect
embedded in the Regulation either. Nevertheless, in the event the trust services
providers fulfil some of the specific requirements enacted by art. 14, then their trust
services could be recognised as legally equivalent to qualified trust services provided
by qualified trust service providers established in the Unjon. Art. 14 requires that the
Union shall conclude an agreement with a third country or an international organiza-
tion in accerdance with art. 218 TFEU, stating such recognition of the trust service
originating from third country. Art. 14 (2) adds two points that shall be governed by the
agreement: (1) the trust service provider and its services meet the requirernents of the
Regulation applicable to the qualified trust service providers and their qualified
services, and: (2) by virtue of mutual recognition principle, the qualified trust services
provided by qualified trust service providers established in the Union are recegnised as
legally equivalent in the third country or in the international organisation.

[Accessibility for persons with disabilities]
Article 15

Where feasible, trust services provided and end-user products used in the
provision of these services shall be made accessible for persons with disabili-
ties.

L. General. This duty of accessibility for persons with disabilities is usual in various
other regulation at the EU level. As mentioned in recital 29 of the Regulation, itis in line
with the cbligaticns under the United Natiens Convention on the Rights of Persons
- with Disabilities, approved by Council Dacisicn 2010/48/EC of 26 November 2009
concerning the conclusion, by the European Community, of the United Nations
Convention on the Rights of Persons with Disabilities (0J L23, 27 J anuary 2010, p. 35),
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in particular art. 9 of the Convention. Itis only a duty of means for the provider (‘where
feasible’). Technical and economic considerations shall be taken into account, among

other aspects, in the feasibility assessment.

[Penalties)
Article 16

Member States shall lay down the rules on penalties applicable to infringe-

ments of this Regulation. The penaities provided for shall be effective, propor-
Uonate and dissuasive.

1. General. In addition to the liability regime set forth in arts 11 and 13, this article
impose an obligation on the Member States to lay down effective, proportionate and
dissuasive penalties in case of infringements to the rules of the Regulation. Such an
obligation is pretty usual under EU Law (see for instance art. 20 of the E-Commerce
Directive or art. 24 of the Consumer Rights Directive). Such penalties are necessary to
ensure that the rules prescribed by the eIDAS Regulation will be respected by the actors
that are subject to the regulatery requirements. Although this delegation to the Member
States is not disputable per se, the main weakness lies in the potential differences
between the national regulations, with a risk of competition between them. Some
providers could indeed make the choice of their establishments in a Member State
rather than in another one (“forum shopping”), in order to benefit from a less stringent

legal framewerk (with regard to the penalties). Furthermore, it is important to state that

such penalties will remain useless without the implementation of process and the
allocation of sufficient resources allowing the competent authorities in the Member
States to search for the infringements and to sue them. On this point, reference must
also be made to the role and the competences of the supervisory body established in the
Member States (on this point, see below the comment of art. 17 of the Regulation).

2. Example of pepalties. There could be criminal, adminjstrative or civil penalties
applicable to the providers that do not comply with the e[DAS Regulation or any other
provision enacted in the Member States in order to complement the Regulation. Civil
penalties aim at protecting private interests of the relying parties and any user of the
trust services. Member States shall appreciate whether the pravision of specific civil
penalties is appropriate. General rules applicable to Contracts or Torts could indeed be
sufficient to achieve this goal. Criminal and/or adminjstrative penalties shall be
mobilized in order to protect the public interest. In this context, such penalties could

for instance prohibit the activities of a trust service provider that does not comply with =
the applicable legal framework. Trust service providers alleging that they are qualified

{although they are niot) could also be condemned to pay a dissuasive fine.
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SECTION 2
Supervision
[Supervisory body]
Article 17

I. Member States shall designate a supcrvisory body established in thel_r
territory or, upon mutual agreement with another Member State, a supervi-
sory body established in that other Member 5tate. That body shall be respon-
sible for supervisory fasks in the designating Member State.

Supervisory bodies shall be given the necessary powers and adequate
resources for the exercise of their tasks.

2. Member States shall notify to the Cominission the names and the addresses
of their respective designated supervisory bodies.

3. The role of the supervisory body shall be the following:

(a) o supervise qualified trust service providers established in the territory of
the designating Member State to ensure, through &x ante and ex post
supervisory activities, that those qualified trust service providers _and the
qualified trust services that they provide meet the requirements laid down
in this Regulation; B ]

{b) to take action if necessary, in relation to non—qual_xfled trust service
providers established in the territory of the designating Member State,
through ex post supervisory activities, when informed that I:h_ose non-
gualified trust service providers or the trust serviges they p):-ovlde alleg-
edly do not meet the requirements laid down in this Regulation.

4. For the purposes of paragraph 3 and subject to the limitat_ions provided
therein, the tasks of the supervisory body shall include in particular:

(2) to cooperate with other supervisory bodies and provide them with assis-
tance in accordance with Article 18; ) ]

(b) to analyse the conformity assessiment reports referred to in Articles 20{1)
and 21(1); )

(¢} to inform other supervisory bodies and the public about breaches of

security or loss of integrity in accordance with Art'icle‘ 19{2); )

(d) to report to the Commission about its main activities in aceordance with
paragraph ¢ of this Article;

(e} to carry out audits or request a conformity assessment body to p‘erform a
conformity assessment of the qualified trust service providers in accor-
dance with Article 20(2); L ] )

(i) to cooperate with the data protection authorities, in particular, b_y_mform-
ing them without undue delay, about the resalts of andits of qualified trust
service previders, where personal data protection rules appear to have
been breached; . . .

() to grant qualified status to trust service providers and to 'Lh‘e services they
provide and to withdraw this status in accordance with Articles 20 and 2_1;

(1) to inform the body responsible for the national trusted list re‘infrrcd to in
Article 22{3) about its decisions to grant or to withdraw qualified status,
unless that body is also the supervisory body;

&
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(i) to vt:rify the existence and correct application of provisions on termination
f!lans. u::l ci‘s.es wé:ere the qualified trust service provider ceases its activi-
1e5, wncluding how information is kept accessible in a )
5 | ceordane,
point (h) of Article 24(2); .

{) to require that trust service i i
_ providers remedy any fail i
requirements laid down in this Regulation. v any failure fo IRl the

5. Mermber States may require the supervisery body to establish, maintain and

;xpdate a trust infrastructure in accordance with the conditions under natjenal
aw.

6: By 31 March ea_ch year, each supervisory body shall submit to the Commis-
sion a repo? ;‘;n its previous calendar vear's main activities together with a
sunumary of breach notifications received from trust service i i

accordance with Article 19(2). iec providers in

7. The Commission shall make the annual repe i
available to Member States. port referred (0 in paragraph 6

8. The Commission may, by means of im i i 7
, plementing acts, define the formats
and procedures for the report referred to in paragraph 6. Those implementing

acts shall be adoptﬂd in accerdance with th mination
. € eXal
i icl ). L procedure referred to

1. Gn?neral. The eIDAS Regulation lays down the rights and duties of the trust service
providers, as well as the requirements applicable to them and to their services (bein,
agree_-d that the legal framework is muchk more stringent for the qualified trust ser\n‘ci
providers): data protection, security requirements, competence of the superviso
body e!nd, for qualified trust service providers, additicnal requirements o
authorisation and audit every twenty-four menths, etc. Trust of the citizens
and pgblic authorities will not be ensured, if they have any doubts regarding the
compliance with the requirements prescribed by the eIDAS Regulation, by the provig-
ers (and especially the qualified trust service providers). Inn order to ach,ieve the goal of
trus't, the trust service providers are subject to the supervision of a public body
deagnate_zd by the Member States. As stated in recital 36 of the Regulation, “Establishing
& supervisory regime for all trust service providers should ensure a level playing field
for the security and accountability of their operations and services, thus contributing to
the protection of users and to the functioning of the internal marker. Art.gl'.7

gn ol
determines their desi ation, as well as their role and tasks in th ontext of trus
e f t

, with prior
, businesses

2. Designation of the supervisory body. Art. 17 (1) of the eIDAS Regulation regulates

the designation of the supervisory body. This comnpetence lies with the Member States
Normally, they should designate a body established on their territory. However.
smaller States could cooperate and designate, upon mutual agreement, a ;:uperviso )
Pody estat?lished in another Member State. Art. 17 (1) expressiy reqliires that th I'Y
shall be given the necessary powers and adequate resources for the exercise of th?j’l:

task’. It must be stressed again that the main purpose of the eIDAS Regulation: js to -!
ensure a high level of trust among all the stakeholders. In this context, the role of the -

supervisory body is a key element to achieve this goal. Should the supervisory body be
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unable to perform its tasks of control and take the necessaxy actions, because of a lack
of powers or resources, the all system will collapse. Names and addresses of the
supervisory bodies shall be communicated by the Member States to the Commission. In
France, the supervisory body is the Agence Nationale de la Sécurité des Systémes
d'Information (ANSSI - https://www.ssl.gouv.fr/en/); in Belgium, it is the Federal
Public Service Economy, 5.M.E.s, Self-employed and Energy {(www.economie.fgov.
< be), etc,

3. Role of the supervisory body. The role of the supervisory bedy will vary according

to whether the trust service provider is qualified or non-qualified; should the trust

service provider be qualified and established in the territory of the corresponding

Member State, then the supervisory body shall be competent, in accordance with art.

17 (3) (a): "to ensure, through ex ante and ex post supervisory activities, that those

qualified trust service providers and the qualified trust services that they provide meet

the requirements laid down in this Regulation’. Its role ex ante lies in the prior

authorization to be granted to the qualified trust service providers, before the initiation
of their activities, in accordance with art. 21 of the eIDAS Regulation. Its ex post
supervision is regulated by art. 20 of the Regulation. When the trust service provider is
non-qualified, the supervision is "subject to a light touch’ {see recital 36). This is pretty
logical since the requirements applicable to such providers remain basic, with a
correlative low level of legal certainty for the services. The common ground between
_the qualified and non-qualified trust service providers lies in the fact that they are
: subject to ex post supervision, This supervision is limited to events where there is a
" necessity to take action. The necessity to act is determined based on information that
 those (non-)qualified trust service providers or the trust services they provide allegedly
- violate the requirements laid down in the elDAS Regulation (art. 17 {3) (b} of the eIDAS
: Regulation). The ex post supervision is further detailed in art. 19 of the eIDAS
- Regulation. There is no general obligation to supervise the nen-qualified trust service
providers: information could be given by another supervisory body, any user or
» business partner or, the provider itself (see recital 36). Although there is no general
- duty to control the providers, the supervisory body is allowed to carry cut its own
investigations.

- 4. Tasks of the supervisory body. The main tasks of supervisory body are listed in art.
17 (4) of the eIDAS Regulation. Some of the tasks deal with the supervisory body’s duty
o cooperate with other supervisory bodies in accordance with their obligation of
mutual assistance, as further detailed in art. 18 of the Regulation (see littera a). Such
cocperation is particularly important should any breach occurs: for this purpose, some
tasks refer to the duty to "inform other supervisory body and the public about breaches
of security or loss of integrity in accordance with Article 19 (2)’ (see littera ¢) or ‘to
copperate with the data protection authorities, in particular, by informing them
without undue delay, about the results of audits of qualified trust service providers,
where personal data rules appear to have been breached” (see littera f}. Other tasks are
closely related to the supervision of the qualified trust service providers, ex ante and ex
post: they deal with the duty to "grant qualified status to trust service providers and to
the services they provide and to withdraw this status in accordance with Articles 20
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and 21" (see littera g); “to inform the body responsible for the national trusted list
referred to in art, 22 (3) about its decisions to grant or to withdraw gualified status,
unless that body is also the supervisory body” {see littera h); to analyse the conformity
assessment reports referred to in Articles 20(1) and 21{1)" (see littera b} and ‘¢ carry
out audits or request 3 conformity assessment body to perform a conformity assess. .
ment of the qualified trust service providers in accordance with Article 20 (2)" (see
littera ). Specific attention mugt be paid to one of the most impertant duties relying on
the qualified trust serviee provider, related to the effect of the termination of its
activities. The supervisory body must, in this context, ‘verify the existence and correct
application of provisions on termination plans in cases where the qualified trust service
provider ceases its activities, including how information is kept accessible in accor-
dance with point (h} of Article 24 (2)" (see littera i). The objective is “to ensure |
sustainability and durability of trust service providers and to boost confidence in the -
continuity of trust services’ (see recital 41 of the Regulation). Both gqualified and

non-qualified service providers can be subject to ex post centrol by the supervision

body and, in this coniext, one of the tasks of the supervisory body is to “require that |
trust service providers remedy any failure to fulfil the requirements laid down in this

Regulation” (littera i}

17 (6) and art. 17 (5, littera d). Format and procedure for the Teport can be defined by
the Commission (art. 17 (8)). These reperts is further made available to the Member-

States by the Commission in accordance with art. 17 (7) of the Regulation.

6. Trust infrastructure. In accordance with art. 17 (5), Member States are entitled *to :
require the supervisory body to establish, maintain and update a trust infrastructure i -

accordance with the conditions under national law’.

[Mutual assistance]
Article 18

L. Supervisory bodies shal] cooperate with a view to exchanging good practice.

A supervisory body shall, upon receipt of a justified request from another
supervisory body, provide that body with assistance so that the activities of
supervisory bodies can be carried out in a consistent manner. Mutaal assis-
tance may cover, in particular, information requests and supervisory mea-
sures, such as requests to Carry out inspections related to the conformity
assessment reports as referred to in Articles 20 and 21,

2 A supervisory body to which a request for assistance is addressed may
refuse that request on any of the following grounds:

(2} the supervisory body is not competent to provide the requested assistance;
(®) the requested assistance is not proportionate to Supervisory activities of
the supervisory body carried out in accordance with Article 17;
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() providing the requested assistance would be incompatible with this Regu-
latien,

3. Where appropriate, Member States may authorise their respective supervi-
sory bodies to carry out joint investigations in which staff from other Member
States’ supervisory bodies is involved. The arrangements and procedures far
such joint actions shall be agreed upon and established by the Member States
concerned in accordance with their national law,

- 1. General. As with most harmonization initatives, the Regulation aims at ensuring

the proper functiening of the internal market. Any EU citizen, business or public
: authority should be entitled to use the trust service offered by a provider (either
" gqualified or not) established in another Member $tate and, therefore, controlled by the
supervisory body of this Member State. In this context, the need of mutual assistance
- between the supervisory bodies seems cbvious. The object of this provision is to
- determine the duties of the bodies with regard to this mutual assistance, as well as the
. implementation of joint investigations between several supervisory bodies.

- 2. Rights and duties of the bodies. The first purpose of the cooperation organized
- between the supervisory bodies is the exchange of good practices. It is important to
- ensure that, for instance when granting the qualified status, the practices are harmo-
‘mized and as consistent as possible, Assistance could also be requested, with due
ustification, by a supervisery body, from a supervisory authority in another Member
" State. This could occur, for instance, in the case of ‘information requests and
. supervisory measures, such as requests to carry out inspections related to the confor-
- ity assessment reports as referred to in Articles 20 and 21" (see art. 18 {1) of the
. Regulation). The supervisory body receiving such request shall nermally answer

positively, except if it can rely on one of the grounds referred to in art, 18 {2) of the
-Regulation: its incompetence to provide the requested assistance (2), the lack of
- proportionality of the requested assistance with regards to the tasks granted to the role
and the tasks of the supervisory body pursuant to art. 17 of the!Regulation (b) or the
- incompatibility of the requested assistance with the Regulation.

3. Joint investigation. In some cases, supervisory bodies of distingt Member States
- may consider appropriate t¢ carry out joint investigation on a trust service provider.
-This may be authorised by the Member States, which shall also agree upon and
- establish the arrangements and procedures for such actions, in accordance with art. 18
. (3) of the Regulation.

[Security requirements applicable to trust service providers)
Article 19

1. Qualified and non-gualified trust service providers shall take appropriate
technical and organisational measures to manage the risks posed to the
security of the trust services they provide, Having regard to the latest techno-
logical developments, those measures shall ensure that the leve] of security is
commensurate to the degree of risk. In particular, measures shall be taken to

553



Hervé Jacquemin & Noémie Gillard

prevent and minimise the impact of security incidents and inform stakeholders
of the adverse effects of any such incidents.

2. Qualified and non-qualified trust service providers shall, without undue
delay but in any event within 24 hours after having become aware of it, notify
the supervisory bedy and, where applicable, other relevant bodies, such as the
compet.ent national body for information security or the data protection
fxut.honty, of any breach of security or loss of integrity that has a significant
impact on the trust service provided or on the personal data maintained
therein,

Where the breach of security or loss of integrity is likely to adversely
affect a natural or legal person to whom the trusted service has been provided
the trust service provider shall also notify the natural or legal person of thé
breach of security or less of integrity without undue delay.

Where appropriate, in particular if a breach of security or loss of integrity
concerns two or more Member States, the notified supervisory body shall
inform the supervisory bodies in ether Member States concerned and ENISA.

) The notified supervisory body shall inform the public or require the trust
service provider to do so, where it determines that disclosure of the breach of
security or loss of integrity is in the public interest,

3. 'lih.e snllpervisory body shall provide ENISA once a year with a summary of
nonf_xcanons of breach of security and loss of integrity received from trust
service providers.

4. The Commission may, by means of implementing acts:

(a) further specify the measures referred to in paragraph 1; and

(b} define the formats and procedures, including deadlines, applicable for the
purpese of paragraph 2.

. These implementing acts shail be adopted in accordance with the exami-
nation procedure referred to in Article 48(2).

1. General. Art. 19 of the elDAS Regulation lays down the main security requirements
applicable to the trust service providers. It must be stressed that it is applicable to both
qualified and non-qualified trust service providers. It is therefore a key provision of the
Regulation, since it is the only provision prescribing obligations to the non-qualified.
trust service providers. Depending on the trust service, the qualified trust service
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. 3. Notification in the case of breach of security or loss of integrity. In line with the
. GDPR and cther EU regulations, a notification process is organized by art. 19 (2} and
" (3) of the Regulaticn, should a breach of security or a loss of integrity occur. The

provision is similar to the art. 33 GDPR (see also tecital 85 GDFR). Both public
authorities and natural or legal persons affected by such incident must be informed
about the security incident. The ratio for this requirement being that these parties must
be enabled to take the necessary measures in order to further protect public interests or

* safeguard their legitimate private interests (see also recital 38 of the eIDAS Regulation).

such notification duty applies both to qualified and non-qualified trust service provid-
ers. It is paramount that the duty is performed as quickly as possible. As regards

" notification ta the supervisory bedy (and to any other relevant body, such as the data

protection authority, in accordance with the applicable data protection law), notifica-
fion must be made “without undue delay but in any event within twenty-four hours
after having becorne aware of it’. When the disclosure of the breach of security or loss
of integrity is in the public interest, the notified supervisory must further inform the
public. Tt could also require the trust service provider to do so, at its own costs. Trust
services may be provided regardless of national borders between the Memmber States.
Consequently, the breach of security or loss of integrity could concern two or more
Mermber States. In that case, the supervisory body of such Member States, as well as
ENISA (European Union Agency for Network and Information Security), shall be
informed by the notified supervisary bedy. ENISA shall also be provided once a year,

by the supervisory bodies of the Member States, ‘with a summary of notification of

- breach of security and loss of integrity received from the trust service providers'. The
objective is to ‘enable the Commission and the Member States to assess the effective-
ness of the breach notification mechanism introduced by this Regulation” {recital 39).

:. The aforementioned process is only applicable to any breach of security or less of

integrity ‘that has a significant impact on the trust service provided or on the personal
data maintained thersin’. In moest cases, natural or legal persons will also be impacted
- by the incident and adversely affected by it; trust service providers shall therefore
notify them without undue delay {the period of twenty-four hours is however not

* applicable here}. This could have a significant financial impact to the trust service

provider, with considerable administrative burden, when the provider has thousands

providers must comply with additional requirements, as described in art. 24, and with
other .provisions in the Regulation. The requirements deal with the technical and’
organisational measures to be taken by the providers and their notification duties, .-
§h0uid a breach of security or a loss of integrity occurs. According to para. (4):.'-
implementing acts shall be adopted by the Commission in the context of this provision.

At the time of writing, o security measures regulation had been enacted.

2. Technical and erganisational measures. Appropriate technical and organisational.
measures must be taken by the trust service providers, pursuant to art. 19 (1) of the -

.Regulan'on. It is an cpen norm and, to determine precisely the measures to be
implemented, reference must be made to the latest technological develepments and to

the degree of risks. Such measures must indeed prevent and minimise the impact of
security incidents,
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of clients, in addition to the potential impact in terms of reputation.

SECTION 3
Gualified trust services
[Supervision of qualified trust service providers]

. Article 20

1. Qualified trust service providers shall be audited at their own expense at
least every 24 months by a conformity assessment body. The purpose of the
audit shall be to confirm that the qualified trust service providers and the
ualified trust services provided by them fulfil the requirements laid down in
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fhis Re%ulation. The qualified trust service providers shall submit the resuli-
ing canformity assessment report to the supervisery body within the period
three working days after receiving it. ¢ epenod ot

2. Vflithout prejudice to paragraph 1, the supervisory body may at any time
audit or request a c?nformity assessment body to perform a conformity
assessment of the qualified trust service providers, at the expense of those trust

X appear 1o have been breached, the su ervisor
body shall inferm the data protection authorities of the results of itspaudits. Y

3. Where the supervisory body requires the qualified trust service provider to
remgdy any failure to fulfil requirements under this Regulation and where that
provider df;es not act accordingly, and if applicable within a time limit set by
the supervisory body, the supervisory bedy, taking into account, in particular,
the l_:J'(tent, duration and consequences of that failure, may withdraw thé
qualified status of that provider or of the affected service it provides and inform
tpe body referred te in Article 22(3) for the purposes of updating the trusted
lists . r_eierred 1o in Artiele 22(1). The supervisory body shall inform the
qualified trust service provider of the withdrawal of its qualified status or of
the qualified status of the service concerned.

4. The Commission may by means of implementin i
. acts, estabiish
number of the following standards: * elablish reference

(a) acereditation of the conformity assessment bodies and for the conformity
assessment repert referred to in paragraph 1;
(b} auditing rules under which confarmity assessment bodies will CArry out

their conformity assessment of the qualified trust service providers as
referred to in paragraph 1.

provider. Its purpose is ‘tc confirm that that the qualified trust service providers and
¢ the qualified trust services provided by them fulfil the requirements laid down in this
Regulation’. The report is then submitted to the supervisory body (within three
* working days after reception by the provider).

- 3. Audit at the request of (or by} the supervisory body. Within the twenty-four
- months period, the supervisory body is entitled to request the audit of qualified trust
. service provider, at its own cost, by a conformity assessment bedy (art, 20 (2) of the
* Regulation]. Any user or competent public authority (the data protection authority, for
. instance) may notify the supervisory bedy of practices that are (potentially) non-
+ comnpliant with the applicable frameworl. Following notification, the supervisory body
* should take measures without undue delay, in order to confirm the failure and ask for
remedies accordingly. Such ad hoc conformity assessment report can however not be
requested abusively. Recital 43 of the Regulation prescribes in this context that,
‘whenever the supervisory body requires a qualified trust service provider to submit an
ad hoc conformity assessment report, the supervisory body should respect, in particu-
lar, the principles of good administration, including the obligation to give reasons for
its decisions, as well as the principle of proportionality. Therefore, the supervisory
body should duly justify its decision to require an ad hoc conformity assessment’.
Cooperation with the competent data protection authority is also regulated: results of
the audit must be communicated to it, when personal data protection rules appear to
have been breached.

4. Penalties In case of faiture to fulfil the requirements of the Regulation. As stated
above, art. 16 of the Regulation states that Member States shall lay down effective,

: proportionate and dissuasive penalties, in case of infringements to the Regulation. A
specific penalty - probably the most dissuasive - is also included in art. 20 (3) of the
Regulation. The supervisery body is indeed entitled to withdraw the qualified status of
a provider or of the affected service it provides. This could be the case where "the
supervisory body requires the qualified trust service provider to remedy any failure to
fulfil requirements under this Regulation and where that provider does not act
accordingly, and if applicable within a time limit set by the supervisory body’. The
decision of the supervisory body must be taken with regard to various criterions and,
in particular, ‘the extent, duration and consequence of that failure’. ln case of
withdrawal of the authorisation, information shall be given to the trust service provider
and to the body responsible for establishing, maintaining and publishing national
trusted lists {see art. 22 {3) of the Regulation), so that such lists can be updated.

These implementing acts shall be ado; i i i
. pted in accordance with th -
nation procedure referred to in Article 48(2). ' ¢ eam

1. Gfaneral. Art. 20 of the Regulation is applicable to the supervision of qualified trust
service providers, in the course of their activities, Again, implementing acts may be:
adopted by the Commission in the centext of this provision (pursuant to art. 20 (4] of
the Regulation) but, at the time of writing, this had not occurred yet. .

2. Audit every twenty-four months. Before the initiation of a qualified trust service,
any p{ovider shall be subject to an audit made by a "conformity assessment body’ tha;.
shall issue a ‘conformity assessment report’, submitted to the supervisory body, (see.-
art. 21 of the Regulation). The ‘conformity assessment bedy’ is defined by art. 3 (18} as"
‘a body defined in point 13 of art. 2 of Regulatien (EC) No 76572008 .which is-
accredited in accordance with that Regulation as competent to CaIry out c':onformity
asse§sment of a qualified trust service provider and the qualified trust services it
provides’. it is essential that, “when addressing the conformity assessment of products
and services, the Commissicn sheuld, where appropriate, seek Synergies with existing’
relevant Burepean and international schemes’ (recital 44). Regularly, i.e, every twenty-
four months at least, a new audit shall be performed by a conformity assessment body,:
pursuant to art. 20 (1) of the Regulation, at the expense of the gualified trust servic;.-

[Initiation of a qualified trust service}
Article 21

1. Where trust service providers, without qualified status, intend to start
providing qualified trust services, they shall submit to the supervisery body a
notification of their intention together with a conformity assessment report
issued by a conformity assessment body,
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2. The supervisory body shall verify whether the trust service provider and the
trust services provided by it comply with the requirements laid down in this
Regulation, and in particular, with the requirements for qualified trust service
providers and for the qualified trust services they provide.

if the supervisory body concludes that the trast service provider and the
trust services provided by it comply with the requirements referred to in the
first subparagraph, the supervisory body shall grant qualified status to the
trust service provider and the trust services it provides and inform the body
referred to in Article 22(3) for the purposes of updating the trusted Hsts
referred to in Article 22(1), not later than three months after notification in
- accordance with paragraph 1 of this Article.

If the verification is not concluded within three months of notification,
the supervisory body shall inform the trust service provider specifying the

reasons for the defay and the period within which the verification is to be
concluded.

3. Qualified trust service providers may begin to provide the qualified trust
service after the qualified status has been indicated in the trusted lists referred
to in Axticle 22(1).

4. The Commission may, by means of implementing acts, define the formats
and procedures for the purpose of paragraphs 1 and 2. Those implementing

acts shall be adopted in accordance with the examination procedure referred to
in Article 48(2).
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. competent supervisory bedy, together with the notification of the trust servic?e provid-
‘ er's intention to start qualified trust services {art. 21 (1) of the Regulation). The
'- purpose of the prier assessment made by the supervisory body is to verify wh.ether the
trust services to be provided are compliant with the provisions of the Regulation. If so,
the trust service provider and its relevant trust services shall be granted qualified status
and information in this sense shall be given to the competent body referred te in art.. 22
(3) of the Regulation, so that it is mentioned on the trusted list. From the notiﬁcauc_m,
until the communication to the above-mentioned body for the update of the trusted list,
ne more than three months should normally occur. There is however no penalty,
~should this deadline not be respected. The supervisery is solely committed to inform
the trust service provider on the reasons of the delay and the period within which the
verification has to be concluded.

. [Trusted lists]
Article 22

1. Each Member State shall establish, maintain and publish trosted li§ts,
including information related to the qualified trust service pruviders_i?r which
it is responsible, together with information related to the qualified trust
services provided by them.

2. Member States shall establish, maintair and publish, in 2 secared manner,

1. General. Art. 3 (1) of the Directive 1999/93/EC on electronic signatures, into force -
until 1 July 2016, stated that ‘Member States shall not make the provision of -
certification services subject to prior authorisation’, A different process is implemented -
by the elDAS Regulation: prior authorisation shall be granted by the competent :
supervisery body so that a provider can be considered as trust service provider and
further provides trust services. This initiation process is described by art. 21 of the
Regulation. [mplementing acts may be adopted by the Commission in the context of
this provision {see art. 21 {4) of the regulatior), but, at the time of writing, it has not ;
occurred yet. It must also be pointed out that, following recital 45, ‘prefiminary:;
Interactions between prospective qualified trust service providers and the competent
supervisory body should be encouraged with a view to facilitating the due diligence
leading to the provisioning of qualified trust services’,

2. Prior authorisation (paras 1-4). No qualified trust service shall be provided before
the qualified status is indicated in the trusted list referred to in art. 22 (1) of the
Regulation (art. 21 (3) of the Regulation). This indication can only be made when the
supervisory decided to grant the qualified status to the provider and its services, in,
accordance with art, 21 (2) of the Regulation. The supervisory body shall decide taking
into account the conformity assessment report issued by the conformity assessment
body. Normally, the supervisory body will follow the conclusion of the report issued by
the conformity assessment body, that took the time (and the responsibility) to assess
carefully the applicable requirements of the eIDAS Regulation, in line the technical
standards, while auditing the future provider. This report must be submitted to the
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the electronically signed or sealed trusted lists referred to in paragraph 1 in a
form saitablte for aatomated processing. :

3. Member States shall notify to the Commission, without undue delay,
infermation on the body responsible fer establishing, maintaining‘and pub-
lishing natiomal trusted lists, and details of where such lists are published, the
certificates used to sign or seal the trusted lists and any changes thereto.

4. The Commission shall make available to the publie, thr_ough a secure
channel, the informatien referred to in paragraph 3 in electronically signed or
sealed form suitable for automated processing.

5. By I8 September 2015 the Commission shall, by means of implemem-ing
acts, specify the information referred to in paragrap.h 1 and define the technical
specifications and formats for trusted lists applicable for thc_z purposes of
paragraphs 1 to 4. Those implementing acts shall be adopted in accordance
with the examination procedure referred to in Article 48(2).

. General. Trust will never occur without transparency and the publicity of key
informatien (see recital 46). Citizen, business and public authorities must indeed lbe
centitled to know easily, and with a high level of reliability, which trusf service
providers are qualified, as well as the trust services they provided. Information must
“alsobe made available in a form suitable for automated processing. For this reason, art.
22 of the Regulation prescribes the establishment of trusted lists, both at the n.?tional
level and at the EU level. Pursuant to art. 22 (5) of the Regulation, an implementing act
- must be adopted by the Commission in the context of this provision, by 18 September
© 2015. This is the Commission implementing Decision (EU) 2015/1505 of 8§ September
12015 laying down technical specifications and formats relating to trusted lists pursuant
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to art. 22 (5} of Regulation (EU} No 910/2014 of the European Parliament ang of the
Council on electronic identification and Lrust services for electronic transactions in the
internal market {OJ L. 235 of ¢ September 2015, pp. 26~36).

2. Publication at the national level and at the EU level. Trusted lists shall first be
established, maintained and published at the national level, by the Member States
{more precisely a specific body appeinted by them, usually the supervisory body), with
regard to the trust service providers for which they are Tesponsible (art. 22 {1) of the
Regulation). Information must be given on the qualified trust service provider and on
the qualified trust services provided by them. Such trusted Jist must be electronically
signed or sealed and made available in a form suitable for electronic processing (art, 22
(2) of the Regulation). Relevant information on the competent bedy in the Member
States and on the trusted lists must be communicated to the Commission (art. 22 (3) of
the Regulation). The Commission will further “make available to the public through a
secure channel, the information referred to in para. 3 in electronically signed or sealed
form suitable for automated processing’ (art. 22 (4) of the Regulation). Such informa-
tion is available on https://webgate.ec.europa.eu/tl—browser/#/.

[EU trust mark for qualified trust services}
Article 23

L. After the qualified status referred to in the second subparagraph of Article
21{2) has been indicated in the trusted list referred to in Article 22(1), qualified
trust service providers may use the EU trust mark to indicate in a simple,
recognisable and clear manper the qualified trust services they provide.

2. When using the EU trust mark for the qualified trust services referred to in
paragraph 1, qualified trust service providers shall ensure that a link to the
relevant trusted list is made available on their website,

3. By 1 July 2015 the Commission shall, by means of implementing acts,
provide for specifications with regard to the form, and in particufar the
presentation, compesition, size and design of the EU trust mark for Qualiticd
trust services. Those implementing acts shall be adopted in accordance with
the examjination procedure referred to in Article 48 (2},

1. General. Citizen, business and public authorities
service providers and which services are qualified or not. Trust service providers, who
have gone through a long, cormplex and expensive process in order to get the status of
qualified trust service provider, must be entitled to publish their status and comInuni-
cate this to their customers and prospects, for business purposes. In this respect, a trust

mark was created at the EU level (see Commission Implementing Regulation (EU)
2015/806 of 22 May 2015 layin,

qualified status is indicated in the trusted list established at the national level, such EU
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must easily know which trust

g down specifications relating to the form of the EU trust -
mark for qualified trust services, OJ L 128 of 23 May 2015, pp. 13-15). As soon as the
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- trust ark can be used by the providers, provided that a link to the relevant trust list

is made available on their website.

[Requirements for qualified trust service providers]

1. When issuing a qualified certificate for a trust servicg, a qualified trust
service provider shall verify, by appropriate means and in acc?rdance with
national law, the identity and, if applicable, any specn_ﬁq attributes of the
natural or legal person to whom the qualified certificate is issued. N

The information referred to in the first subparagraph shall be ve_nfxed by
the qualified trust service provider either directly or by relying on a third pasty
in accordance with national law:

(a) by the physical presence of the natural person or of an authorised
representative of the legal person; or . .

(b} remotely, using eclectronic identification means, for which prior to the
issuance of the qualified certificate, 2 physical presence of the natural
person or of an authorised representative of the legal person was ensured
and which meets the requirements set out in Article 8 with regard to the
assurance levels “substantial’ or ‘high’; or . o
by means of a certificate of 2 qualified electronic signature or of a qualified
electronic seal issued in compliance with poil:xt (a) or @}; or )
by using other identification methods recogx?xsgq at nauona_l level which
provide equivalent assurance in terms of reliability to phy§:cal presence,
The equivalent assurance shall be confirmed by a conformity assessment
body.

(c

=

{d

=g

2. A qualiffed trust service provider providing qualified trust services shall:

(a) inform the supervisory body of any change in the _pl_'o_vision of its qualified
trust services and an jntention to cease those activities;

(b) employ staff and, if applicable, subcontractofs_ wl}o possess the necessary
expertise, reliability, experience, and qual_lﬁcat;ons and who have re-
ceived appropriate training regarding security and personal data protec-
tion rules and shall apply adminjstrative and management procedures
which correspond to European or international standards; . .
with regard to the risk of liability for damages in accordan_ce with Art_lcle
13, maintain sufficient financial reseurces and/or obtain appropriate
liability insurance, in accordance with national Jaw;

(c

paA
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(d) before entering into a contractual relationship, inform, in a clear and
comprehensive manner, any person seeking to use 2 qualified trust service
of the precise terms and conditions regarding the use of that service,
including any limitations on its use;
use trustworthy systems and products that are protected against modifi-
cation and ensure the technical security and reliability of the processes
supported by them;
gsettmstworthy sysiems to store data provided to it, in a verifiable form so
hat:
{i) they are publicly available for retrieval only where the consent of the
person to whon the data relates has been obtained,

{i1) gnly authorised persons can make entries and changes to the stored
ata,

{iii) the data can be checked for authenticity;

take appropriate measures against forgery and theft of data;

record and keep accessible for an appropriate period of time, including
after the activities of the qualified trust service provider have ceased, all
relevant information concerning data issued and received by the qualified
!.rust service provider, in particufar, for the purpose of providing evidence
in legal proceedings and for the purpose of ensuring continuity of the
service. Such recording may be done electronically;

have an up-to-date termination plan to ensure continuity of service in
a_ccordance with provisions verified by the supervisory body under point
(i) of Article 17(4);

ensure lawful processing of personal data i i irecti
i g of p in accordance with Directive
in case of qualified trust service providers issuing qualified certificates,
establish and keep updated a certificate database.

(e)

)

()
(h)

®

®
{k}

3. If a qualified trust service provider issning qualified certificates decides to
revoke a certificate, it shall register such revocation in its certificate database
and publish the revocation status of the certificate in a timely manner, and in
any event within 24 hours after the receipt of the request. The revocation shall
become effective immediately upon its publication.

4, Wi_th regard to paragraph 3, qualified trust service providers issuing
qua_lx_fled certificates shall provide to any relying party information on the
Yahd:ty or revocation status of qualified certificates issued by them. This
information shall be made available at least on a per certificate basis at any

time _and l_Jeyond the validity period of the certificate in an automated manner
that is reliable, free of charge and efficient.

5. The Commission may, by means of implementing acts, establish reference
m_lmbers of standards for trustworthy systems and products, which comply
with the requirements under points (¢) and (f) of paragraph 2 of this Article.
Compliance with the requirements laid down in this Article shall be presumed
where trustworthy systems and products meet those standards. Those imple-

menting acts shall be adopted in accordance with the examination procedure
referred to in Article 48(2).

1. General. Qualified trust services - and their providers - are subject to more stringent
rules. than the non-qualified trust services ~ and the non-qualified trust service
providers, Art. 24 of the e[DAS Regulation lays down some of the rules that only apply -
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to the qualified trust service providers. They deal with the identification of the person
to whom a qualified certificate is issued, the main requirements applicable to the
providers, telated to their legal, technical and financial capacity, as well as with the
revocation of the certificates, Implementing acts may be adopted by the Commussion in
the context of this provision (pursuant to art. 24 (5) of the Regulation). At the time of
writing, this had not occurred yet.

2. Identification of the patural or legal person to whom the qualified certificate is
issued. A certificate for an electronic signature or electronic seal is an electronic
attestation that at least confirms the name (or the pseudonym, should it be a natural
person) of that person (see art. 3 (14) and 3 (29) for the definitions of certificate for
- electronic signature and for electronic seal). With regard to the legal effects granted to
the qualified trust services, the identification of the person t¢ whom the certificate is
- issued by the trust service providers must be carried out with a high level of certainty.
- For that purpose, art. 24 (1) of the Regulation requires the qualified trust service
. provider to verify, by itself or with the help of a third party, the identity and, if
- applicable, any specific atributes of the person -~ ejther natural or legal - to whom the
* qualified certificate is issued (and before such issuance). Four means of verification are
. mentioned in art. 24 (1), being agreed that verification must be performed in accor-
dance with the applicable nationa} laws. The first means is the “physical presence of the
natural person or of an authorised representative of the legal person.” (a). Physical
< presence is the most traditional method of identification: the correlation of the picture
of the identity card or the passport with the physical person present before the trust
service provider will normally grant a high level of certainty regarding the identity of
such natural persen. Such means of identification cannct be implemented rernotely or
by electronic means. The second (9) and third {¢) means of identification aim at
addressing such issue. The starting peint is that the verification of the identity of the
person will also occur by physical presence, since it is a pre-requirement of both
- means. However, identification can occur ‘remotely, using electronic identification
means, for which prior to the issuance of the qualified certificate, a physical presence
of the natural person or of an authorized representative of the legal person was ensured
_and which meets the requirements set out in art. 8 with regard to the assurance levels
““substantial” or “high™. A relationship is established between Chapter II of the
Regulation, on “Electronic Identification’ (sez above for detailed comments of the
. relevant provisions}, and Chapter 11I, on “Trust Services’. The other means, mentioned
uader (¢), is pretty obvious: it refers to the qualified electronic signature or the
- qualified electronic seal, issued in compliance with the provision of the Regulation and,
-especially, the requirements of art. 24 (1), (a) or (b). The last means (d) remmains
- undetermined at this stage: it refers to ‘other identification methods recognized at
national level which provide equivalent assurance in terms of reliability to physical
* presence, The equivalent assurance shall be confirmed by a conformity assessment
ody’. With such methods, the physical presence of the person is not required. This
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other mean shall however provide equivalent assurance in terms of reliability. Other
identification metliods could be functionally equivalent to the verification by physical
presence. Such equivalence must be confirmed by a conformity assessment body, that

will be accountable for such statement.

3. Technical, legal, organisational and financial capacity of the qualified trust
service provider. Art. 24 {2) lays down eleven main requirements to be met by the
qualified trust service provider with regard 1o its technical, legal organizational and.
financial capacity and skills. From a technical point of view, the requirements aim at
ensuring the trustworthiness of the systems and products, in order to guaranty thejr
integrity (see under (e} - trustworthy systems and products protected against modifi- -
cation), confidentiality (see under (£} - requirements for retrieval of data, changes du
stored data, authenticity of data - and (g} ~ measures against forgery and theft of data).
and sustainability of the data (see under {h) - data recorded for an appropriate period
of time - and (i) - up-to-date termination plan to ensure continuity of service),
especially in case of termination of the activities of the provider. Special requirements i
apply to the information to be provided to the company or person seeking to use the
qualified trust service. The trust service provider must provide information about the.
services and the processing of personal, prior to entering into the contract with the
custorner. From a legal perspective, this triggers the requirements in contract law, of :
acceptance, by the customer, of Terms and Conditions (see under d), whether it’
concerns the contract or a privacy policy (see under §). Financial requirements are :
indicated under {c), stating that “with regard to the risk of liability for damages in.
accordance with art, 13, [the provider shall] maintain sufficient financial rescurces :
and/ appropriate Hability insurance, in accordance with national law’. From ap
organizational point of view, the provider shall employ staff and/or the subcontracter':
with necessary expertise, reliability, experience and qualifications (see under b}
Attention must finally be paid to the requirement under (a) - information duty to the
supervisory bedy, in case of modification to the provision of qualified trust services o
intention to cease the activities - and under (k) establishment of an up-to-date data
base for the qualified certificates (if applicable}.

. Electronic signatures
. [Legal effects of electronic signatures]
Article 25

1. An electronic signature shall not be denied legal effect fm_d fidmissibility as
evidence in legal proceedings sokely on the grounds that it is in an el_ectr_omc
form or that it does not meet the requirements for gualified electronic signa-
tares.

2. A qualified electronic signature shall have the equivalent legal effect of a
handwritten signature,

3. A qualified electronic signature based on a qualified certifjcat_e issued ip one
Member State shall be recogrised as a qualified electronic signature in all
other Member States.

1, General. Art. 25 reformulates, in clearer wording, some of the principles that were
already established in Directive 1999/93/EC. The eIlDAS Regulation remains silent on
what should be understood from the act of signing, as well as the functions that I?ave
1o be fulfilled by an electronic signature. It is consequently something t¢ be determ{n‘ed
at national level. For instance, in French civil law, the handwritten signature identifies
its user and shows its adherence to the signed act (see art. 1367 of the French Civil
Code}. As for an electronic signature, it is supposed to guarantee tht? link betwgen the
act and the signatory, as well as its identity - this matches the functions ?recogmzed to
the handwritten, signature -, and the integrity of the document - which is much more
Idisputable since the integrity is not a function of the handwritten signature.

2. Legal effects applicable to both qualified and non-qualified electronic §ignatures.
(2) The principle of non-discrimination. The basic lega} effect that applies to ?vew
electronic signature - and this also applies to other trust services A(see below) - is the
principle of non-discriminatior.. This principle implies that a sgnaturei cannot be
denied any legal effect nor admissibility as evidence on the sole basis that it was n}efde
% electronic format or that it does not comply with the conditions of_a guahﬁed
signature. Attention should be paid to the fact that non-discrimination principle §oes
h_o_t, mean that the electronic signature will be deemed equivalez?t to a handwrlt.ten
'signature. In order for an electronic signature to be considered equivalent to a ph_yswal
one, a second step must be added to the reasoning. This second step consists in the
demonstration that the electronic signature achieves each function fulfilled by the
handwritten signature and/or enumerated by the legislator or identified by the judge or
-any other person that has to give an interpretation. (b) Double as‘p‘ecr.. Thg no?-
discrimination principle applies at two levels. It applies to non-quahh?d §erv1ces in
;comparison with qualified services. Through the application of the principle at this

4. Revocation of the certificates. As already mentioned, certificates play a key roleip-
the context of trust services. For various reasens - death of the natural person
termination of the legal person, lack of confidentiality, theft of data, etc. - 2 certificate:’
can be revoked by the trust servige provider. With regard to qualified trust service
provider, art. 24 (3} of the eIDAS Regulation prescribes to register such revocation in
any case within twenty-four hours after the receipt of the request. In addition,
information about the validity or revocation of the certificates shall be provided to any

relying party, free of charge and in an automated manner (see art, 24 (4) of the
Regulation). '
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level, the European legislator recognizes that there is a market for qualified services
and one for non-qualified services. Qualified services imply heavier conditions to be
met by the trust service provider. Consequently, this brings costs for the customer.
Taking into account the cost aspects, it is sometimes sufficient to resort to a non-
qualified service instead of a quaiified one. Morecver, the principle applies to an -
electronic process and the same process in a paper-based environment. The application
of the non-discrimination principle at this level aims at prometing the use of informa-
tien and ccmmunication technelogies - which is one of the main purposes of the eIDAS
Regulaticn -, as it would be too easy for a judge to diminish the effectiveness of the
Regulation by just ruling out a process on the sole basis that it is electronic,

(c) itis created using electronic signature creatiu.n data that the signatory can,
with a high level of confidence, use under his sole control; and .

(d) itislinked to the data signed therewith in such a way that any subsequen
change in the data is detectable.

1. General. As mentioned, the eIDAS Regulation provide.s for th_ree tyges of electror;;
sighatures, Apart from the case of electronic signatu_re's in F:ubhc serv1ce‘s '(seela,rt. 7
and its Commentary), the Regulation does not distinguish between “simple _and
‘advanced’ electronic signatures when it comes to the _legal_effe_cts that are d.envg
therefrom. In practice, however, it is likely that a court w1ll.be l'nchned tf’ recchll-lzl:.;_te
probative value of an advanced electronic sighature, conmdenng the hzghe.r relial b hz v
that is attached to the procedures used for those signatur_es, in comparison wit! a
simple electronic signature. This article establishes a tk}ud .categcry. of electtrgn;:
signature: the advanced electronic signature. Although. it might be mt]e_rpl;e de o
inducing more complexity in a field that is already.m_hers_e:.ztly.comg ziasr-a ,Thjs
existence of this third category of electronic signature is justified in recita 0. Th
recital observes that different formats are already used by competent authorities 1;1
Member States, making it necessary "to ensure that at least a number of aldvar;cle
g electronic signature formats can be technically supperted by Member States when they
‘receive documents signed electronically’.

3. Legal effects applicable to qualified electronic signatures. The added value of

using a qualified electronic signature compared to a non-qualified signature lies in the
extra-legal effects that are attached to it. (a) Principle of legai equivalency. A qualified
electronic signature benefits from a principle known as ‘legal equivalency’ This
principle entails that such an electronic signature will be considered equivalent t¢ the
handwritten signature as Tegards the legal effect they are recognized. This principle .
reduces the margin of appreciation by a court. Unless counterevidence is submitted,
the ceurt will be required to regard the electronic process as an equivalent to the -
physical one. In the event of 2 dispute as to the validity of an electronic signature, the
user of a qualified signature service will be exempted from the burden of evidence
rules. The harmonization does not go further than establishing equivalent effects. The
eIDAS Regulation leaves it to the national legislator to determine which specific
functions and legal effects are attached to physical signatures and, consequently,
which functions must be fulfiiled by qualified electronic signatures. In arts 35 and 41 of
the Regulation, it will be shown that a similar mechanism applies to qualified electronic
seals and stamps. However, this application is not as far-reaching as the principle of
equivalence. (b) Mutual recognition clause. Besides the principle of legal equiva-
lency, another consequence of the utilization of a quaiified electronic signature is the
application of the mutual Tecognition clause, If a qualified electronic signature is
produced in a Member State, it is compulsory for the other Member States to recognize -
it and to derive all relevant legal effects from such a qualified trust service. This clause
aims at facilitating the cross-horder provision of services as well as enabling businesses
te operate on a cross-border basis, as stated in recital 9. As for the nen-~qualified
signatures, aithough they do not benefit from the mutyal recognition clause provided

for in art. 25 (3), they still fall under art. 4 of the Regulation which establishes the-
principle of internal market.

2. Four requirements. Art. 26 provides for four requ'irements, whir:h aim ‘ath gluaristz-f
: teeing the respect of the handwritten signature’s functions, ang er}sunng a hig FVS'}
.security. The fourth condition also implies that the electronic signature _must ulfi Z
“function of integrity of the signed docurment, as any subseguegt change in the ;lgr:;

: data must be detectable (one could discuss that such fu:_:cnon is also ach.mved 2y e
handwritten signature). For the most part, the four reqmrements set out in art. 26 are
identical tc the ones that were provided for in the Directive 1999/9{3. T}}ere is, hovtéevlfr;
a change in the third condition. Art. 2 (2) sub-para. (c), 9f the Directive require : a
the advanced electronic signature should be “created using means that the signa or;;
- can maintain under his sole control’. This wording mgant_ that the user had to cijtro
the whole ecosystem in which the advanced electronic signature was createn.i. ore-
ver, the user had to take security measures in order to makve sure that the's1gnat.ure
was maintained under his exclusive supervision. The Reg.ul.anon replaca_:l this requuta-
~ment from the Directive with the follewing wording: ‘it is created usmg glectronic
gignature creation data that the signatory can, with a high level of confidence, use
- under his sole control’. Under this provision, the user only has to keep the' use of th_e
signature under his sole control, with a high leve_l of confidence. -The s:gz.]a{oryh:s
. therefore allowed to resort to a trust service prowde'r fo.r the creatmn. of his olr ;,-r
- signature. As it is unrealistic to require that an electronic signature remains completely
under the control of the user, this is a welcome change.

[Requirements for advanced electronic signatures)
Article 26

An advanced electronic signature shall meet the following requirements:

(a) it is uniquely linked to the signatory;
(b} it is capable of identifying the signatory;
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[Electronic signatures in public services]

Article 27

1.1 @ Member State requires an advanced electronic signature to use an online
servlce_offered by, or on behalf of, a pubitc sector body, that Member State shall
recognise advanced electronic signatures, advanced electronic signatures
base‘d on a qualified certificate for electronic signatures, and qualified elec.
tronic signatures in at least the formats or using methods defined in the
implementing acts referred to in paragraph 5,

2. If a Member State requires an advanced electronic

a er signature based on a
qualified certificate to use an online service offered by, g

paragraph 5.

3. Member States’shaﬂ not request for cross-border use in an online service
offered by a publ:cf sector body an electronic signature at a higher security
level than the qualified electronic signature,

4. The Commission may, by means of Implementing acts establi

numpers of standards for advanced electronic signatires. éom;?il.;;]::; 35‘::1?\‘.1}:2
reqmremct}ts for advanced electronic signatures referred to in paragraphs 1
and 2 of. this Article and in Article 26 shall be presurmed when an advanced
clectronic signature meets those standards. Those implementing acts shall be

ggn(:z[;ted in accordance with the examination procedure referred to in Article

1. General. Art. 27 compels Member States to recognize advanced electronic signatures

in the situations and subject to the fulfiiment of several conditions - defined in the
Paxa. 5). This provision covers the hypothesis in’

Commission's implementing acts {

which a Member State Tequires resorting to an advanced electronic signature - whether

based on a qualified certificate (art. 27 (2) or not {art. 27 (1)) - in order to Zceess an -

ctor body or on behalf of a4 public sector bedy, In -
mpelied to recognize an electronic signature that is”

online service offered by a public se
this context, the Member State is co

States to require an electronic signature that presents a higher security level than

qualified electrenic signature for the cross-border access to their online public services,
2. A fourth category of .
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electronic signature? Thig article raises questions as to

signature. It seems that this hybrid category might be the result of a compromise
between the Member States, as in some of them, access to online public services is
subject to utilization of an advanced electronic signature based on a qualified certifi-
cate, but not necessarily created with a qualified electronic signature creation device.
This is cutlined in recital 50: ‘competent authorities in the Member States currently use
different formats of advanced electronic signatures to sign their documents electroni-
cally’, which makes it ‘necessary to ensure that at least a number of advanced
electronic signature formats can be technically supported by Member States when they
.receive documents signed electronically.’

3. Measures to be adopted by the Commission (paras 4 and 5). Para. S requires the
Commission te adopt implementing acts in order to define formats which can be used
as reference for advanced electronic signature, or reference methods where other
formats are used. In this regard, the Commission adopted on 8 September 2015 the
implementing Decision (EU) 2015/1506 laying down specifications relating to formats
of advanced electronic signatures and advanced seats to be recognised by public sector
bodies pursuant to arts 27 (5) and 37 (5) of Regulaticn (EU) No 910/2014 of the
European Parliament and of the Council on electronic identification and trust services
for electronic transactions in the internal market OJ L 235, 9 September 2015. Para. 4
provides that the Commission can establish also reference numbers of standards for
advanced electronic signatures, the cenformity to which gives rise to a presumption of
-compliance with all requirements for advanced electronic signatures (art. 26) and for
their recognition (art. 27 (1) and (2)). These requirements can be found in the
Commissicn implementing Decision (EU) 2015/1506 (see also the Connecting Europe
Facility (CEF) website: https://ec.europa.eu/cefdigital/wiki/display/CEFDIG]TAL/e—
Signature + standards).

_IQualiﬁed certificates for electronic signatures)
Article 28

1. Qualified certificates for electronic signatures shall meet the requirements
laid down in Anmex L

2. Qualified certificates for electronic signatures shall not be subject 1o any
mandatory requirement exceeding the requirements laid down jin Annex I.

3. Qualified certificates for electronic signatures may include non-mandatory
additional specific attributes. Those attributes shall not affect the interoper-
ability and recognition of qualified electronic signatores.

4. If a qualified certificate for electronic signatures has been revoked after
initial activation, it shall lose its validity from the moment of its revocation,
and its status shall not in any circamstances be reverted.

5. Subject to the following conditions, Member States may lay down national
rules on temporary suspension of a qualified certificate for electronic signa-
ture:

(a) if a qualified certificate for electronic signature has been temporarily
suspended that certificate shall lose its validity for the period of suspen-
sion;
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(b) the period of suspension shafl be clearly indicated in the certificate
database and the suspension status shall be visible, during the period of

suspension, from the service praviding information on the status of the
certificate,

6. The Commission may, by means of implementing acts, establish reference
numbers of standards for qualified certificates for electronic signature. Com-
pliance with the requirements laid dows in Annex I shall be presumed where
4 qualified certificate for clectronic signature meets those standards. Those
implementing acts shall be adopted in accordance with the examination
procedure referred to in Article 48 (2).

: is dealt with in para. 4. Para. 4 provides that, when a certificate has been revoked, it
loses its validity from the moment of revocation. It is important to note 1¥1at such an
operation is irreversible and a revoked certificate can never be reactwatfed. The
qualified trust service provider who decides to revoke a cemfxca'te must register the
operation and publish the revocation status of the certificate within twenty-four_ lours
from the receipt of the request. As for suspension (para. 5), Member States benefo fron;
:some leeway, as they can lay down the national rules on temporary sgspensmn 0

.'qualified certificates for electronic signatures. Their margin of maneuver is f_ramed by
two conditions. The first one holds in the effect of the suspension: suspension of the

qualified certificate implies suspension of its validity during the perigd of suspension.
The certificate shall regain its validity at the end of the suspension. .The‘ second
condition consists of an information duty. The certificate database must mfhcate the
.suspension period and the suspension status must be visible for the durat}on of ti:e
suspension from the service providing informaticn on.the status of the certificate. As
-highlighted by recital 53, this is a matter of legal certainty.

1. General. Art. 28 specifies the rules governing qualified certificates for electronic |
signatures. Pursuant to art. 3 (12), a qualified electronic signature is *an advanced )
electromic signature that is created by a qualified electronic signature creation device,
and which is based on a qualified certificate for electronic signatures’. Therefore, what -
distinguishes the qualified electronic signature from the advanced electronic signature
is the observance of two additional mandatory requirements {which add up te the
requirements provided for in 26 of the Regulation: as regards advanced electroric
signatures). First, the electronic signature must be created using a qualified electronic
signature creation device (art. 30 of the Regulation). Second, the electronic signature

.[Requirements for qualified electronic signature creation devices)
Article 29

1. Qualified electronic signature creation devices shall meet the requirements

must be based on a qualified certificate for electronic signatures. The Commission has :

the possibility to adopt implementing acts in order to set out reference numbers of
standards for qualified certificates for electronic signature. Respeet of these standards

givesrise 1o a presumption of compliance with the requirements laid down in Annex]I,

2. Exhaustive list of requirements. The conditions to be met by qualified certificates
are listed in Annex 1 of the Reguiation (para. 1). Annmex 1 consists of a list of

kaid down in Annex T1.

2. The Commissien may, by means of implemt_entix}g acts, establi'sh reiert_:nct:
numbers of standards for qualified elcctrom_c signature creation devxces:i
Cormnpliance with the requirements laid down in Ax}nex 1I shall be pl'cs(;.lm;
where a qualified electronic signature creation device mee.ts those stal? ards.
Those implementing acts shall be adopted in accordance with the examination
procedure referred to in Article 48{2).

information that shall be contained in qualified certificates and which help guarantee-
ing the security of the signed data. This information: covers various aspects of the
qualified electronic signature including, but not limited to, an indication that the
certificate has been issued as a qualified certificate for electronic signature, information
about the qualified trust service provider, name or pseudonym of the signatory, and
information about the certificate’s validity period. The signatory is allowed to use a
pseudonym, as was already the case in the Directive (art. 8, para. 3 of Directive
1999/93/EC)., If the signatory uses this option, specific mention must be made thereof.
The trust service provider must be able to comimnunicate the identification data at the
request of the authorities (recital 33 and art, 22, e) of the Regulation). The list in Annex
1 is exhaustive. The Member States cannot set additional mandatory requirements ;
(para. 2}. This contributes to achieving interoperability and cross-border recognition of
qualified certificates, which is necessary for cross-border recognition of qualified”
electronic signatures (recital 54). However, it remains possible to introduce additional -
specific attributes at national level, as long as those attributes are not mandatory and

do not affect interoperability and cross-border recognition (para. 3).

- General. Out of the three categories of electronic signatures, the qualifigd elect_romc
signature demonstrates the highest degree of reliability from the technical point of
= view. This is the result of a number of requirements that must b_e met as re.garcls every
“aspect of the qualified electronic signature - its creation, 1ts- validation ar?d its
: preservation. Art. 29 refers to Annex II, which contains four_ requirements applying tnf
-'qualified electronic signature creation devices. The first requirement calls for‘the u.sae]a_o
apprapriate technical and procedurai means, in order to ensure, at least, co.nf;d:enn ity
of the electronic signature creation data, uniqueness of the electmm.c sEgnature
' creation data, protection against forgery and protection of the elef:tromc signature
- creation data against the use by illegitimate persens. The second ref]_m‘rement relates? to
the signed data. These must not be altezed by the qualified e%ectromc.szgflature creanpn
. devices, nor can they be invisible to the signatory prior to signing. The third
' equirement preovides that only a qualified service Provider can generate or manage
electronic signature creaticn data on behaif of the mgnator}.‘r. The fourth reqmrell'{:f?n{;
. regulates the duplication of the electromic signau.lrel creauo; da;; b§0$§ rti?:r; nie
3. Revocation and suspension (paras 4 and 5). A certificate can be revoked or.- ervice provider for back-up purposes. The Comimission can also lay
suspended. The first hypothesis - a typical example being the decease of the signatory -
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numbers of standards for qualified electronic signature creation devices which will
constitute the basis for a presumption of com
Annex I

[Certification of qualified electronic signature creation devices]
Article 30

1. C?nformity of qualified electronic signature creation devices with the
requirements laid down in Annex 1I shail be certified by appropriate public or
private bedies designated by Member States.

2. Member States shall notify to the Commission the names and addresses of

the public or private body referred to in paragraph 1. The Commission shall
make that information available to Member States,

3. The certification referred to in paragraph I shall be based on one of the
following:

(a) a security evaluation process carried ont in accordance with one of the
standards for the securily assessment of information technology products
included in the list established in accordance with the second subpara-
graph; or

(b) a process other than the process referred to in point (a), provided that it
uses comparable security levels and provided that the public or private
body referred to in paragraph I notifies that process to the Cominission.
That process may be used only in the absence of standards referred to in

point (a) or when a security evaluation process referred 1o in point (a) is
ongoing.

The Commission shall, by means of implementing acts, establish a list of
standards for the security assessment of information technology products
referred to in point {a). Those implementing acts shall be adopted in accor-
dance with the examination procedure referred to in Article 48 (2).

4. The Commission shall be empowered to adopt delegated acts in accordance

pliance with the requirements of

-long as there are no standards established by the Commission, or when a security
 evaluation process is ongoeing. The Commissien did adopt the standards mentioned in
_point a) in the Decision (EU) 2016/650 of 25 April 2016 laying down standards for the
" security assessment of qualified signature and seal creation devices pursuant to arts
£ 30(3) and 39{2) of Regulation (EU) No 91072014 of the European Parliament and of the
. Council on electronic identification and trust services for electronic transactions in the
’internal market.

', [Publication. of a list of certified qualified electronic signature creation devices]
- Article 31

L. Member States shall notify 1o the Commissien without undue delay and no
later than one month after the certification is concluded, information en
qualified electronic signature creation devices that have been certified by the
budies referred to in Article 30(1}. They shall also notify to the Commission,
without undoe delay and ne later than one month after the certification is
cancetled, information en electronic signature creation devices that are no
longer certified.

2. On the basis of the information received, the Commission shall establish,
publish and maintain a list of certified qualified electronic signature creation
devices,

3. The Commission may, by means of implementing acts, define formats and
procedures applicable for the purpose of paragraph 1. These implementing
acts shall be adopted in accordance with the examination procedure referred to
in Article 43(2).

- L. General. Para. 1 provides that once a qualified electronic signature creation device
- has been certified, the Member State must, within one month after the certification is
- completed, notify information about this device to the Commission. In case of

with Article 47 concerning the establishment of specific criteria to be met by

the designated bodies refemed o 1 arageaph 1 of this Aty cancellation of a qualified electronic signature creation device, the Commission must

also be informed by the Member State. This transfer of information shall allow the
Commission to establish, publish and maintain a list of certified qualified electronic
signature creation devices (para. 2). This will allow for a centralization of information
-about all the qualified electronic creation devices which have met every requirement
“setoutin art. 30 {1}, The Commission can regulate the way notifications are carried out
by defining formats and procedures applicable thereto (para. 3).

1. General. Art. 30 provides for a certification mechanism based on a control designed
to assess the conformity of electronic signature creation devices to the requirements
laid down in Annex II. The control process shall be carried out by private or public
bodies, designated by the Member States (para. 1}. In this regard, Member States are.
subjected to an obligation of information that implies notification to the Commission of.
the names and addresses of the public or private bedy that is responsible for the

control. The Commission then makes that information available to other Member
States (para. 2). o

[Requirements for the validation of qualified electronic signatures)

. U 1. The process for the validation of a qualified electronic signature shall
2. Two options for certification (para. 3). The certification is either based on a’ confirm the validity of a qualified electronic signature provided that:

security evaluation process corresponding to the standards set out by the Commissien’
{para. 3, a)), or another process which uses comparable security levels (para, 3, b)).

This alternative process must be notified to the Commission and can only be used as

{2) the certificate that supports the signature was, at the time of signing, a
qualified certificate for electronic signature complying with Annex I;

{b) the qualified certificate was issued by a qualified trust service provider
and was valid at the time of signing;
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{c.

o

the signature validation data corresponds to the data provided to the

relying party;

{d) the unique sct of data representing the signatory in the certificate is
correctly provided to the relying party;

(e) the use of any pseudonym is clearly indicated to the relying party if a
pseudonym was used at the time of signing;

{f) the electronic signature was created by a qualified electronic signature
creation device;

(g) the integrity of the signed data has not been compromised;

{h} therequirements provided for in Article 26 were met at the time of signing,

2. The system used for validating the qualified electronic signature shalf
provide to the relying party the correct result of the validation process and
shall aliow the relying party to detect any security relevant issues.

3. The Commission may, by means of implementing acts, establish reference
numbers of standards for the validation of qualified electronic signatures.
Compliance with the requirements laid down in paragraph 1 shall be pre-
sumed where the validation of qualified electronic signatures meets those
standards. Those implementing acts shall be adopted in accordance with the
examination procedure referred to in Article 48(2).

1. General. Validation is the process through which the electronic signature is verified
and confirmed. When related to a qualified electronic signature, the validation process
must comply with conditions listed in art. 32. Here again, in order to facilitate
validation, the Commission may adopt implementing acts setting reference numbers of
standards for the validation of qualified electronic signatures {para. 3). If the validation
process corresponds to the standards, it generates a presumption according te which
the validation was made in compliance with all the requirements related thereto.

2. Verification of the components of the qualified electronic signature (paras 1 and
2). Pursuant to recital 57, it is 2 matter of legal certainty ‘1o specify the components of-
2 qualified electronic signature, which should be assessed by the relying party carrying:
out the validation.” In this sense, art. 32 {I) lists a series of elements related to the"
requirements of the qualified electronic signature that are to be checked by the party:
taking care of the validation process. Thus, the party proceeding to the validation must -
verify compliance of the certificate with Anmex 1, the issuance by a quelified trust
service provider and validity at the time of signing, the validation data, the data -
uniguely representing the signatory, the use of a qualified electronic signature creatjp
device, the integrity of the signed data, and compliance with the conditions applying to
the advanced signature at the time of signing. The relying party must also receive a
clearindication if a pseudonym was used at the time of signing (para. 1, )). Validation; :
should be carried out through a system that will provide to the relying party the correct
result of the validation process, Moreover, the system must be of such a nature that the

relying party will be able to detect any issues as to the security attached to the qualified:
electronic signature (para. 2).
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: [Qualified validation service for qualified electronic signatures]
. Article 33

1. A qualified vatidation service for qualified electronic signatures may only be
provided by a qnalified trust service Provider whe:

(a) provides validation in compliance with Article 32(1); and

(b) allows relying parties to receive the result of the validation process in an
automated manner, which is reliable, efficient and bears the advanced
electronic signature or advanced electronic seal of the provider of the
qualified validation service.

2. The Commissior may, by means of implementing acts, establish reference
nembers of standards for qualified validation service referred to in paragraph
1. Compliantce with the requirements laid down in paragraph 1 shall be
presumed where the validation service for 2 qualified electronic signature
meets those standards. Those implementing acts shall be adopted in accor-
dance with the examination procedure referred to in Article 48 (2.

: 1. General. A qualified validaton service for electronic signatures is provided by a
- qualified trust service provider, The qualified trust service provider must proceed to the
-validation process in compliance with the requirements listed in art. 32, meaning that
.every enumerated element must be verified (para. 1, 4)}. The trust service provider
.must also ensure that the result of the validation process is made available to relying
parties in an automated manner. This communication shal} be relizble and efficient and
Lontain either the advanced electronic signature of the service provider - if it is a
natural person -, or its advanced electronic seal - i it is a legal persom. The
.Commission may establish reference Dumbers of standards for qualified validation
service, If these standards are complied with, it is presumed that aJl requirements set
~out by para. 1 are met. '

[Qualified preservation service for qualified electronic signatures]

L. A qualified preservation service for qualified electronic signatures may only
be provided by a qualified trust service provider that uses precedures and
technolegies capable of extending the trustworthiness of the qualified elec-
tronic signature beyond the technological validity period,

2. The Commnission may, by means of implementing acts, establish reference
numbers of standards for the qualified preservation service for qualified
electronic signatures. Compliance with the requirements Iajd down in para.
graph I shall be presumed where the arrangements for the qualificd preser-
vation service for qualified electronic signatures meet those slandards. Those
implementing acts shall be adopted in accordance with the examination
procedure referred to in Article 48(2),
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1. General. This provision merely indicates that a qualified Preservation service for
qualified electronic signatures has to be delivered by a qualified trust service provider.
Additionally, this provider must make use of toels that will be suitable in maintaining
the trustworthiness of the qualified electronic signature beyond the technological
validity period. Long-term preservation of information linked to electronic signatures is
of utmost importance in order to guarantee that electronic signatures will remain valid
and continue to produce legal effects independently from technjcal evolution (recital
§1). Para. 2 confers a prerogative to the Commission, which has the possibility to take

implementing acts in order to establish reference numbers of standards for the :
qualified preservation service for qualified electronic signatures. These standards are at

the basis of 2 presumption of fulfitment of the requirements Jaid down in para. 1 i they
are complied with.

issued by the legal entity, For instance, the electronic seal can be used in order to
demonstrate that certain software originates from a legal entity and has not been
altered. However, the legal entity will not be able tc use the electronic seal to sign a
i document. This does not prevent the Member States to provide cotherwise. For
.- example, making use of this possibility, the Belgian legislator has given similar legal
- effects to the electronic seal as those given to the electronic signature (see art. Xi1.25 of
the Belgian Code of Economic Law).

2. Legal effect applicable to both qualified and non-qualified efectronic seals. As it
Is the case with electronic signatures, electronic seals — qualified and non-qualified -
cannot be ruled out of legal proceedings nor can they be denied legal effect for the sole
reason that the seal appears in electronic format (principle of non-discrimination). The

2 : . . i sole implication of this is that the judge will have to take the seal into account.
- A missed opportunity? This provision Seems 10 contain the premises of an electronic :

archiving regime, One may regret that the Regulation does nat provide for a full-fledged

eIectro.nic archiving regime, as it represented a real opportunity to build a set of rules -
regarding this issue at the European level.

3. Legal effect applicable to qualified electronic seals. A legal presumption applies to
qualified electronic seals: the integrity of the data and the correctness of the origin of
that data are presumed. Similarly to what is established for a qualified signature, the
user of a qualified electronic seal will be exempted from the burden of evidence rules.
Second of all, a qualified electronic seal has to be recognized as such, with afl the legal
effects it conveys, in all Member States. This recognition therefore contributes to the
- stooth functioning of the internal market.

. SECTION 5

Electronic seals

[Legal effects of electronic seals]
Article 35

1. An ele_ctronic seal shall not be denied legal effect and admissibility as
evidence in ngal proceedings solely on the grounds that it is in an electronic
form or that it does not meet the requirements for qualified electronic seals,

2. A qualified electronic seal shall enjoy the Presumption of integrity of the

data and of correctness of the origin of that data to whj ifi
electronic seal s linked. 5 ? WHieR the qualified

3. A qualified electronic seal based on a qualified certificate issued in one

Member State shall be recognised as a qualified electronic seal in all other
Member States.

apparent from the formulation of recital 59-

that an electronic document was issued by
document’s origin and integrity.” In other wo
between the electronic document and the leg:
any digital asset of the legal
second difference lies in the ef
seals. The electronijc signature has the c.
electronic seal only guarantees

a legal person, ensuring certainty of the
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gned to be used by z legal entity. This is.
“Electronic seals shouid serve ag evidence -

rds, the electronic seal guarantees the link -
al entity. Moreover, as stated in recital 65, -
person can be authenticated by an electronic seal. The
ffects associated respectively to electronic signatures and -
apacity to bind the physical person, while the
the origin and integrity of the electronic documents

[Requirements for advanced electronic se2ls)

. Article 36

An advanced electronic seal shall meet the following requirements:

(a} it is uniquely linked to the creator of the seal;

(b) it is capable of identifying the creator of the seal;

(c) itis created using electronic seal creation data that the creator of the seal
can, with a high level of confidence under its control, use for electronic
seal creation; and

(d) it s linked to the data to which it relates i such a way that any subsequent
change in the data is detectable.

1. Geperal. The requirements to be fulfilled by the advanced electronic seal are

- identical to the ones applicable to the advanced electrenic signature (art. 26). Accord-

ingly, the advanced electronic seal must, first of all, be uniquely linked 10 the creator

@ of the seal, As is the case for the advanced electronic signature, one seal can only be

linked to one user - alegal person in this case. Second, from the electronic seal, it must
be possible to identify the legal person it is linked to. Third, the creation of the

- electronic seal must be made with data which is used under the control of the creator,

with a high level of confidence. Fourth, any subsequent change in the data must be
detectable thanks to the seal affixed thereto. This last condition is a translation of one
of the function of the electronic seal, namely the function of integrity of the data
produced by the legal person.
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2. No specific legal effect, Besides the effect normally Tecognized to any electronic
seal, n{ugely the non-diserimination principle {art. 35 (1)), and under reservation of the
Tecognition provided for in art. 37, when a Member State requires an electronic seal in
order to access an online public service, there is no real additional effect specified b

the Regulation for the use of an advanced electronic seal. However, it can be expectedy

considering the requirements that must be fulfilled by electronic advanced seals, that -

the judge will be likely to consider that such an electronic process has the tapacity to

guarantee the origin and integrity of the data it is linked to. This wi, iff
! - This will have ©
by the practice of the national judges. Fhaveobe veriied

[Electronic seals in public services}

Article 37

referred to in paragraph 5.

2. If.a' Men"lber State requires an advaneed electronic seal based on a qualified
certificate in order to use an online service offered by, or on behajf of, a public
sector boc'iy.r, that Member State shall recognise advanced electronic se,als based
on a qualified certificate and qualified clectronic seal at least in the formats or
using methods defined in the implementing acts referred to in paragraph 5.

3. Member States shall not request for the cross-border use in an online service

offered by a public sector body an electronic s i i
Y. cal at 2 high
the qualified electronic seal. her securiylevel than

4. The Commission may,
num!)ers of standards for advanced electronic seals. Compliance with the

gmets th‘ose standarqs. 'I:hose implementing acts shall be adopted in accor-
ance with the examination Procedure referred to in Article 48(2).

1. General. This article is tantamount to art. 27, which provides for the same ryle as
regards electronic signatures. As a reminder, when a Member State requires an’
advanced electronic seal, whether based on a qualified certificate (para 2) or not (]

1), for access to an online public service, it : i
showing an equivalent or superior leve] or
Frénch public service requires the use of an

access to this service, it shall be possible for a Belgian legal person tc use either an
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is compelled to accept the electronic seal
security. For example, if the access to 2.
advanced electronic seal in order to have:
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advanced electronic seal, or and advanced electronic seal based on a qualified
certificate, or a qualified electronic seal. This is however subject to a condition of
compliance with the formats or methoeds which must be provided for by the Commis-
sion in its implementing acts {para. 5). These are © be found in the Commission
Implementing Decision (EU) 2015/1506 of § September 2015, alongside the formats
and methods of advanced electronic signatures. Similarly 10 what was done as regards
the electronic signature, this article seems to introduce a fourth type of electronic seal,
- namely the advanced electronic seal based on a qualified certificate. This seemingly
- additional category is probably intended to accommedate technical solutions that were
. already used in sorme Member States that required advanced electronic seals based on
_qualified certificates, but not created through a qualified seal creation device. Para-
graph 3 forbids the Member States to isolate themselves in excessively high security
“ requiremments. Therefore, Member States cannot request that a legal person uses an
..electronic seal that shows a security level superior to a qualified electronic seal for
cross-border access to an online public service. Under para. 4. the Commission may
. establish reference numbers of standards for advanced electronic seals. Observance
with these standards would give rise to a presumption that all relevant requirements
are met.

[Qualified certificates for electronic seals]
© Article 38

1. Qualified certificates for electronic seals shall meet the requirements laid
down in Annex III.

2. Qualified certificates for electronic seals shall not be subject to arxy manda-
tory requirements exceeding the requirements laid down in Annex I1I.

3. Qualified certificates for electronic seals may include non-mandatory addi-
tional specific attributes. Those attributes shall not affect the interoperability
and recognition of qualified electronic seals,

4. If a qualified certificate for an electronic seal has been revoked after initial
activation, it shall lose its validity from the moment of its revocation, and its
status shall not in any circumstances be reverted.

5. Subject to the following conditions, Member States may lay down national
rules on temporary suspension of qualified certificates for electronic seals:

(a) if a qualified certificate for electronmic seal has been temporarily sus-
pended, that certificate shall lose its validity for the peried of suspension;

{b) the period of suspension shall be clearly indicated in the certificate
database and the suspension status shall be visible, during the period of
suspension, from the service providing information on the status of the
certificate.

6. The Commission may, by means of implementing acts, establish reference
numbers of standards for qualified certificates for electronic seals. Compliance
with the requirements laid down in Annex Il shall be presumed where a
qualified certificate for electronic scal meets those standards. Those imple-
menting acts shall be adopted in accordance with the examination procedurc
referred to in Article 48(2).
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1. General. Like the qualified electronic signature, the qualified electronic seal must
include two additional elements compared to the advanced electronic process. First,
the qualified electronic seal must be created using a qualified electronic seal creation
device that has to comply with the terms of Annex L. Second, the qualified electronic
seal must be based on a qualified certificate issued by a qualified trust service provider.
Para. 6 provides for the possibility left to the Commission to adopt implementing acts
setting out reference numbers of standards for qualified certificates for electronic seals.
Compliance to such standards would give rise to a presumption according to which all
the requirements applying to the qualified certificate are met.

[Validation and preservation of qualified electronic seals)
Article 40

Articles 32, 33 and 34 shall apply mutatis mutandis to the validation and
preservation of qualified electronic seals.

1. General. The validation process, as well as the preservation of the electronic seal
cbey the same principles as for the electronic signature, We therefore refer to the

Cemmentaries of arts 32, 33 and 34.
2. Criteria set out in Annex HI. The qualified certificate must fultil the requirements o

set out in Annex I, which are desigred to guarantee the security of data to the third
parties who receive them. The information to be provided covers the identity of the
legal person who creates the seal, information about the qualified trust service provider
issuing the qualified certificate and the duration of the qualified certificate’s validity
period. recital 60 underlines the importance of making it possible to identify the natural
person representing the legal person that is the holder of the qualified certificate for the
electronic seal. In this sense, “Trust service providers issuing qualified certificates for

_ electronic seals should implement the necessary measures’ in order to allow the -
identification.

SECTION 6
Electronic time stamps
[Legal effect of elecironic time stamps]

Article 41

1. An electronic time stamp shall not be denied legal effect and admissibility as
evidence in legal proceedings solely on the grounds that it is in an electronic
form or that it does not meet the requirements of the qualified elecironic time
stamp.

3. Peried of validity. Qualified certificates for electronic seals are valid for a certain

period. Once this period is expired, seal creation data become unusable for the legal
person. Itis therefore important to ensure that the validity period matches the duration
of the mandate of the natural person using the electronic seal. In the same vein, special
attention needs to be paid in the hypothesis of a change in the representation power of
thelegal person’s mandatary during the pericd of validity of the qualified certificate for
the electronic seal. In such a case, the qualified certificate should be revoked in order

to avoid the development of an apparent situation contrary to the reality. i

2. A qualified clectronic time stamp shall enjoy the presumption of the
accuracy of the date and the time it indicates and the integrity of the data to
which the date and time are bound.

3. A qualified electronic time stamp issued in one Member State shall be
recognised as a qualified electronic time stamp in all Member States.

1. General. Art. 41 of the eIDAS Regulation determines the legal effects of electronic
time stamps. The principle of non-discrimination shall apply to both qualified and
_'non-qualjﬁed electronic time stamps (art. 41 {1) of the Regulation}. Furthermore,
-qualified electronic time stamp shall benefit from the presumption established in art. 41
-{2) of the Regulation and from the international recognition consecrated in art. 41 (3).
:The structure and main rules provided by this article are similar to the corresponding
artcles on the legal effects of electronic signature, seal or registered delivery services.
Such legal effects shall apply no matter the requirement of time stamp is prescribed for
: evidentiary purposes or as a requirernent of validity for the legal act.

[Qualified electronic seal creation devices)

Article 39

1. Article 29 shall apply mutatis mutandis to requirements for gualified
electronic seal creation devices.

2. Article 30 shal] apply mutatis mutandis to the certification of qualified
elecironic seal creation devices.

3. Article 31 shall apply mutatis mutandis to the publication of a kst of certified

- 2. Legal effects applicable to both qualified and non-qualified electronic time
qualified electronic seal creation devices.

tamps. The principle of non-discrimination is applicable to both qualified and
:non-qualified electronic time-stamps, with regard to the ‘electronic v. paper dimen-
sion: such trust service cannot be denied legal effect and admissibility as evidence in
legal proceedings solely on the grounds that it is in an electronic form. Furthermore, the

non-qualified electronic time stamp shall benefit from the principle of non-
" discrimination with regard to the ‘quelified status v. non-qualified status” dimension:
" such trust service cannot be denied legal effect and admissibility as evidence in legal

1. General. Art. 39 merely refers to arts 29-31 which regulates qualified electronic”
signature devices, We therefore refer to the Commentary of these articles. :
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proceedings solely on the grounds that it does not meet the requirements of the
qualified electronic time stamyp. In both dimensions, it means that, in case of litigation,
the competent jurisdiction shall not reject the trust service on this sole ground.
Nevertheless, it does not mean that the trust service shall automatically benefit from

full legai effects: for the qualified electronic time stamps, the requirements of art. 42 of -

the Regulation must be fulfilled and for the non-qualified electronic time stamps, the
accuracy of the date and the time it indicates and the integrity of the data to which the
date and time are bound shall be demonstrated.

3. Legal effects applicable to qualified electronic time stamps. Qualified electronic
time stamps are subject additional requirements (compared to non-qualified electronic
time stamps) prescribed by Art. 42 of the Regulation. Should they be fulfilled, the
following legal effects shall apply. (i) Pursuant to art. 13 of the Regulation, the burden
of proofis on the trust service provider: it must indeed prove that the damages occurred
without any intention or negligence in order to benefit from an exoneration of liability.
(il) A presumption is established by art. 41 (2} of the Regulation in. the case of qualified

electronic time stamps: the accuracy of the date and the time it indicates and the :

integrity of the data to which the date and time are bound are indeed presumed. (i)
The third legal effects only applicable to the qualified electronic time stamp is related
t0 its recognition, as suck a qualified trust service, in all Member States {art. 41 (3) of
the Regulation). It means that the qualified electronic time stamp issued by a provider
established in Estenia shall benefit from all legal effects prescribed by the Regulation

(presumption and liability) in all other Member States. Such recognition is necessary to

achieve to goal of ensuring the proper functioning of the internal market.

[Requirements for qualified electronic time stamps]

Article 42

L. A qualified electronic time stamp shall meet the following requiremenis:

(a) it binds the date and fime to data in such a mManner as to reasonably
preclude the possibility of the data being changed undetectably;

(b} it is based on an accurate time source linked to Coordinated Universal
Time; and

(c) it is signed using an advanced clectronic signature or sealed with an
advanced electronic seal of the qualified trust service provider, or by some
equivalent method.

2. The Commission may, by means of implementing acts, establish reference
numbers of standards for the binding of date and time to data and for accurate
time sources. Compliance with the requirernents laid dewn in paragraph 1
shall be presumed where the binding of date apd time to data and the accurate
time source meets those standards. Those implementing acts shall be adopted
in accordance with the examination procedure referred to in Article 48(2).

L. General. In order to benefit from the legal effects granted to the qualified electronic
time stamps, the parties relying thereon must be given a higherlevel of legal certain
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and the specific requirements laid down in art. 42 (1) of the elDAS Regulation st be
fulfilled. These requirements aim at ensuring that the functions expected from an
electronic time stamp - accuracy of the time and date it indicated and integrity of the
data to which time and date are bound - are achieved with a higher level of legal
certainty, For these purposes, the service shall ‘reasonably preclude the possibility of
the data being changed undetectably’ (a}, be ‘based on an accurate time source linked
: to Coordinated Universal Time’ (b) and shall be signed ‘using an advanced electronic
signature or sealed with an electronic seal of the qualified trust service provider, or by
same equivalent method” {c). Implementing acts may be adopted by the Commissicn
in the context of this provision (see art. 42 (4) of the Regulation}, in order to establish
reference numbers of standards. At the time of writing, it has not cccurred yet.
However, it is very likely that such norms will be enacted since the compliance with
such standards is considered to be a presumption of compliance with the requirements
laid down in art. 42 (1} of the Regulation.

SECTION 7

Electronic registered delivery services

[Legal effect of an elecironic registered delivery service]
Article 43

1. Data sent and received using an electronic registered delivery service shall
not be denied legal effect and admissibility as evidence in legal proceedings
solely on the grounds that it is in an electronic form or that it does not meet the
requirements of the qualified electronic registered delivery service,

2. Data sent and received using a qualified electronic registered delivery
service shall enjoy the presumption of the integrity of the data, the sending of
that data by the identified sender, its receipt by the identified addressee and
the accuracy of the date and time of sending and receipt indicated by the
qualified electronic registered delivery service.

1. General. Art. 43 of the elDAS Regulation determines the legal effects of data sent and
received using an electronic registered delivery service. Both qualified and non-
qualified electronic registered delivery services shall be subject to the principle of
‘non-discrimination (art. 43 (1) of the Regulation) which can be derived from the
wording in para. 1 - see under 2). Qualified electronic registered delivery service shall
‘benefit from the presumption established ir art. 43 (2) of the Regulation. The structure
and main rules provided by this article are similar to the corresponding articles on the
legal effects of electronic signature, seal or time stamps.

2. Legal effects applicable to both qualified and non-qualified electronic registered
delivery service. The principle of non-discrimination applies both to qualified and
‘non-qualified electronic registered delivery services: such trust service cannot be
denied lega! effect and admissibility as evidence in legal proceedings solely on the
fgrounds that it is in an electronic form (instead of ‘paper form’). Furthermore, the
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non-gualified electronic registered delivery service shall benefit from the principle with
regard to the ‘qualified status’” dimension: data sent by and received from such trust
service cannot be denied legal effect and admissibility as evidence in legal proceedings
solely on the grounds that it does not meet the requirements of the qualified electronic
registered delivery service. The foregoing means that, in case of litigation, the
competent court may not reject the trust service on this sole ground, However, it does
not mean that the trust service shall automatically benefit from full legal effect: for the
qualified electronic time stamps, the requirements of art, 44 of the Regulation must be
fulfilled and, for the non-qualified electronic registered delivery service, evidence must

be submitted of the integrity of the data, the sending of that data by the identified -

sender, its receipt by the identified addressee and the accuracy of the date and time of
sending and receipt.

3. Legal effects applicable to qualified electronic registered delivery services. In -

comparison with the non-qualified electronic registered delivery services, qualified

electronic registered delivery services are subject to numerous and more stringent
requirements. Accordingly, legal certainty for the parties relying thereon is higher. =

Pursuant to art. 13 of the Regulation, the burden of proof lies with the trust service

provider: it must prove that the damages occurred without any intention or negligence

in order to benefit from an exoneration of liability. Another presurnption is established

by art. 44 (2} of the Regulation: ‘data sent and received using a qualified electronic

registered delivery service shall enjoy the presumption of the integrity of the data, the
sending of that data by the identified sender, its receipt by the identified addressee and
the accuracy of the date and time of sending and receipt indicated by the qualified
electronic registered delivery service', Such functions are normally achieved by the
‘paper’ registered delivery services granting the higher level of legal certainty. Finally,
and contrariwise to the other qualified trust services (electronic signatures, seals and
time stamps), there is not any international recognition in all Member States for
qualified electronic registered delivery services.

[Requirements for qualified electronic registered delivery services]
Article 34

L. Qualified electronic registered delivery services shall meet the following
requirements:

(a) they are provided by one or more qualified trust service provider(s);

(b) they ensure with a high level of confidence the identification of the sender;

() they ensare the jdentification of the addressee before the delivery of the
data;

(@} the sending and receiving of data is sccured by an advanced electronic
signature or an advanced electronic seal of a qualified trust service
provider in such a manner as to preclude the possibility of the data being
changed undetectably;

(e) any change of the data needed for the purpese of sending or receiving the
data is clearly indicated to the sender and addressee of the data;
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(f) the date and time of sending, receiving and any change of data are
indicated by a qualified electronic time stamp.

In the event of the data being transferred between two or more qualified
trust service providers, the requirements in points (a) to (f} shall appiy to all
the gualified trust service providers.

2. The Comimission may, by means of implementing acts, establish referenc‘e
numbers of standards for processes for sending and receiving data. Compli-
ance with the requirements laid down in paragraph 1 shall be presumed where
the process for sending and receiving data meets those standards._'rhfyse
implementing acts shall be adopted in accordance with the examination
procedure referred to in Article 48(2).

1. General. In order to benefit from the legal effects granted to the qualified electronic

registered delivery services, ensuring to the relying parties a higher level of legal

certzinty, specific requirements laid down in art. 44 (1) of the Regulation must be

fulfiiled. The requirements aim at ensuring that the functions expected from an

electronic registered delivery service - the integrity of the data, the sending of that data

- by the identified sender, its receipt by the identified addressee and the accuracy of the
.date and time of sending and receipt - are achieved with a higher level of legal
. certainty. Requirements under letters {a} te (f) aim at identifying both the sender and

the addressee and at ensuring the integrity of the data (with an advanced electronic

signature or seal), as well as the date and time of sending and receiving (with a

valified electronic time stamp). Implementing acts may be adopted by the Commis-

-sion in the context of this provision (see art. 44 (2) of the regulation}, in order to

establish referenice nurnbers of standards for processes for sending and receiving data

.but, at the time of writing, it has not occurred yet. Such standards are necessary.

ompliance with such standards shall be considered a presumption of compliance with

- the requirements laid down in art. 44 (1) of the Regulation.

Website authentication

Requirements for qualified certificates for website authentication]

* Article 45

1. Qualified certificates for website authentication shall meet the requirements
lajd down in Annex IV.

2. The Commission may, by means of implementing acts, establish reference
nurobers of standards for qualified certificates for website authentication.
Compliance with the requirements laid down in Annex IV shall be presumed
where a qualified certificate for website authentication meets those stax_ldar.ds.
Those implementing acts shall be adopted in accordance with the examination
procedure referred to in Article 43(2).
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D

rticular, phishing. Certificates for -
qualified. Art. 45 of the Regulation deals
indicates that such certificates must fulfil the
Tequirements of Annex IV. Annex IV aims at identifying the qualified trust service °
provider and the parson to whom certificate is issued. Implementing acts may be :
adopted by the Commission in the context of this provision (see art, 45 {2} of the ;
Regulation), in order 1o establish reference numbers of standards for qualified certifi- .
cates for website authentication but, at the time of wiiting, it has not occurred yet. Such -
DOImMS$ are niecessary, since the compliance with such standards shall be considered as

2 presumption of cempliance with the requirements laid down in Annex IV of the
Regulation.

>

website authentication can be qualified or non-
with qualified certificates. Art, 45

CHAPTER 1V
ELECTRONIC DOCUMENTS
[Legal effects of electronic documents]

Article 46

An electronic document sh.

1 ¢ all not be denied legal effect and admissibility as
evidence in legal proceedin,

gs solely on the grounds that jtisin electronic form.
1
1. General. The electronic document is defined in art. 3 (35) y
Art. 4615 laid down in a new chapter of the Regulation,
1ot constitute a trust service. Thi
documents, with

of the e{DAS Regulation.
as the electronic document does _'
is provision deals with the legal effects of electronic
the consecration of the principle of non-discrimination, in its “elec

the legal act. Consequently, the
aforementioned reasons. It does ;

applicabie to the trust services. For this purpose

_CHAPTER V

ELEGATIONS OF POWER AND IMPLEMENTING PROVISIONS

[Exercise of the delegation]
Article 47

1. The power to adopt delegated acts is co
the conditions laid down in this Asticle,

2. The power to adept delegated acts referred to in Article 30(4) shall be
conferred on the Commission for an indeterminate period of time from 17
Septernber 2014,

3. The delegation of power referred to in Article 30(4) may be revoked at any
time by the European Parliament or by the Council. A decision to revoke shait
putan end to the delegation of the power specified in that decision. It shall take
effect the day following the publication of the decision in the Official Journal of
the European Union or at a later date specified therein. It shall not affect the
validity of any delegated acts already in force.

4. As soon as it adopts a dele
simultaneousiy to the European

3. A delegated act adopted
if no objection has been
Council within a perio
European Parliament am
Eurcpean Parliament an,
they will not object.

initiative of the Europ

mierred on the Commission subject to

gated act, the Commission shall notify it
Parliament and to the Council.

pursuant to Articte 30(4) shall enter into force only

expressed either by the European Parliament or the
d of two months of notification of that act to the
d the Council or if, before the expiry of that period, the
d the Council have both informed the Cormission that
That period shall be extended by two months at the
can Parliament or of the Council.

- General. The Regulation addresses a number of predominantly technical issues. The
takeholders expect legal certainty, with Tegard to the standards and technical norms
, delegated acts may (or shall) be

1. The Commission shall be assisted by a cemmitiee. That committee shall be
a committee within the meaning of Regulation {(EU) No 182/2011..

2. Where reference is made to this paragraph, Article § of Regulation (EU) No
18272011 shall apply.

- General. This provision deals with the committee procedure, as regulated by the

Regulation (EU} No 182/2011 of the European Parliament and ¢
- February 2011 laying down the rules and general principles
or control by Member States of the Cornmission’s exercise o

f the Council of 16
concerning mechanisms
f implementing powers.
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CHAPTER VI
FINAL PROVISIONS
[Review]

Article 49

The Commission shall review the application of this Regulation and shall
report {o the European Parliament and to the Council ne later than 1 Jaly 2020.
The Commission shall evaluate in particular whether it is appropriate to
modify the scope of this Regulation or its specific provisions, including Article
6, point {f) of Axticle 7 and Articles 34, 43, 44 and 45, taking into account the

experience gained in the application of this Regulation, as well as technologi-
cal, market and legal developments.

The report referred to in the first paragraph shall be accompanied, where
appropriate, by legislative proposals.

In addition, lhe.Commission shall submit & report to the European Parliament
and the Council every four years after the report referred to in the first
paragraph on the progress towards achieving the objectives of this Regulation.

1. General. This provision deals with the review related t¢ the application of the

Regulation (no later than 1 July 2020, i.e. after four years). Special attention must be -

paid to possible modification of the scope of some provisions.
[Repeal]
Article 50

1. Directive 1999/93/EC is repealed with effect from 1 July 2016.

2. References to the repealed Directive shall be construed as references to this
Regulation.

1. General. From the application of the Regulation, on 1 July 2016, the Directive

1999/93/EC, who only dealt with ¢lectronic. signature (topic now regulated by the
Regulation}, shall be repealed.

{Tramsitional measures)

Article 51

1..Sccu::e signature creation devices of which the conformity has been, deter-
mined in accordance with Article 3(4) of Directive 1999/93/EC shall be

considered as qualified electronic signature creation devices under this Regu-
lation.

2. Qualified certificates issued to natural persons under Directive 1999/93/EC

shall be considered as qualified certificates for electronic signatures under this
Regulation until they expire,

588

3. A certification-service-provider isswing qualified certificates under Direc-
tive 1999/93/EC shall submit a conformity assessment report to the supervi-
sory body as soon as possible but not later than 1 July 2017. Until the
submission of such a conformity assessment report and the completion of its
assessment by the supervisory body, that certification-service-provider shall
be considered as qualified trust service provider under this Repulation.

4, If a certification-service-provider issuing ¢ualified certificates under Direc-
tive 1999/93/EC does not submit a conformity assessment report to the
supervisory body within the time limit referred to in paragraph 3, that
certification-service-provider shalk not be considered as qualified trust service
provider under this Regulation from 2 July 2017.

1. General. This provision establishes the transitional measures applicable to the
qualified certificates issued to natural persons under Directive 1999/93/EC. The
situation of the certification-service-provider issuing qualified certificates under Direc-
tive 1999/93/EC is also regulated, whether they submitted a conformity assessment
report 1o the supervisory body no later than 1 July 2017.

[Entry into force]
Article 52

1. This Regulation shall enter into force on the twentieth day following that of
its publication in the Oificial Yournat of the European Union.

2. This Regulation shall apply from 1 July 2016, except for the following:

{a) Axticles 8(3), 9(5), 12(2} to (), 17{8), 19{4), 20(4), 21(4}, 22(5), 23(3),
24(5), 27(4) and (5, 28(6), 29(2), 30(3) and (4), 31(3), 32(3), 33(2), 34(2),
37(4) and {5), 38(6), 42(2), 44(2), 45(2), and Articles 47 and 48 shall apply
from. 17 September 2014;

Article 7, Article 8(1) and (2), Articles 9, 10, X1 and Article 12(1} shall
apply from the date of application of the implementing acts referred to in
Articles 8(3) and 12(8);

Article 6 shall apply from three years as from the date of application of the
implementing acts referred to in Articles 8(3) and 12(8}.

(B

paA

(¢

3. Where the notified electronic identification scheme is included in the list
published by the Commission pursuant to Article 9 before the date referred to
in point (c) of paragraph 2 of this Article, the recognition of the elecironic
identification means under that scheme pursuant to Article 6 shall take place
no later than 12 months after the publication of that scherne but not before the
date referred to in point (c) of paragraph 2 of this Article.

4. Notwithstanding point (c) of paragraph 2 of this Article, a Member State may
decide that clectronic identification means under electromic identification
scheme notified pursuant to Article 9(1) by another Member State are recog-
nised in the first Member State as from the date of application of the imple-
menting acts referred to in Articles 8(3) and 12(8). Member States concerned
shall inform the Commission. The Commission shall make this information
public.
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1. General. Most PIovisions of the Regulation are applicable from 1 July 2016. Others E
are applicable earlier or later, as detailed in the provision, so it is always necessary to
verify per provision what it provides ag regards entry into force.
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