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Lo Throweh ICT, people find the opportunny
frecly  explore the inlinity of information
resotrees availiable on the wel. o communicite
wilh whasever they like, o seck ot information
wherever they hke. and adso 1o express them-
selvis fricly,

vnahles o break (o e miade with the comtrols im-
chivtonaily related fo the individoal s membeeslng
ol sl groops-which used o normadee” the
content of necessible information, The websurfe:
i1 front of Tns of her computer eels ree of thesye
Ivpes ol constramiccyvberspace is-the archeivpal
P of Tilwertivs

L In thesspace, the frontier between the plhlic
aed privite spheres becomes blurred. A visit o a
Irlne, pecticapelion on e discussion site, le, gon-
sETUEe private expressioms i prubhe spaces that
are puotentinlly accessible o ull

A In place of contral sestems sl wre castdy wen-
tfuehde byodndividuals intraditional soog e
new phaces al public ar private contral are being
seb U These new plices of comrol present them-
selves moa depessanalized way and functon oo
the basis ol duts created through the use of the
net and obpectiveeed without dirdet contact with
the individual {220 email soreemng on the hasis
ol ke warrde thie drawing op of profiles an the
hasiz of sites visited, etc ) This decomextualica-
i’ ol the dectsion about mdividuals judped on
sabatrac) porms" (doesthis persen correspand, o
prodarri, o bt prafile ') pives rise ti concern
about g society which encouriges nonmalizalion
(seekma toomeel the cnlens of the norm) and
crgemiclers diserinmatien,

4 Laalv, certmn [TC applicatons (eo REID
implants i homan bodies, ar Sserfen el
pence” systems) oare admed al increasimg the
capacity o thue guedine ol e idividaa s interae-
thort with his'or rer envirenment. They conceive
it the human beang as an object in relanon with
atfter objocss found s the envirenment, makng
I beinpes dependent on msertion mto o nel-
worrk um i waey thit b= arreversible,

2 ks cusmmasy oo present the eenslubon of the
comcepd of privpey mothe Junsprodense of the
Furopean Court of Tluman Rights as bemg.
firsthe protection apsnst inessons, 1hie ‘eigdr fe
et Tl secomdiv, as the gt 1o self-detes-
rninition - the might toandwadual fulfilment

1 These two memmngs of the notion of provacy
translate o shared objectives 10 enoble the indi-
wichigl o fully participate in soctal life, The
achievement of this objective presupposes ol
once, e right oo sechosion or rather the frecdom
o 1o beexposed ( the “right’ mst o partcipate
i the ntormaition soeiety | - which b= o strosueal
vonddition i haoan evolution insafar as it
cnnbles cach person o deline themselves and,
thies 1o choose how they will Tive and what ther
relations with others will be Inthis second
meaning, private e is nothme other then the
righit i fully participate i a democraie imderm-
hon society by controlling the cirealation of

o gl Linlversidy of Mamwr

s infommation il image snd uses by well gs o
dace express encsell and o construct celations
with uthers as one sees fit. In this wis, prvaey
des not-seem o b a fundamental right among
pthers but rather the precomdition for other
Frecdoms, [tshould be added tha this fundamen-
tal nght does non concern purely indivedual
rights, buat rather draws 15 legitimacy and viloe
fromn the fact that in s structanmg, conditiom of
the incividual in soclety

1. Privacy - o rather, the persan’s capucity far
AULGABMIELE exprission in the information soci-
ey plwiously presupposes dniversil access to the
means of expression. Fhis concition leads back 1o
the debate on the universal pecess service, which
1 oot conceved axs g simple night of secess to the
communication infrastructure, or o certam bassc
services. but also covers the night o education in
thi wse of mechio and aoeess 1 essentiol inlocma-
tionuf gesurces thit are necessary 1o the under-
stancling of the fght of soceal environment

A Avecording to the idess of Lessig, i s impaortani
in the acknowledgement of privacy o toke
secaunt of the orchiteclure of the sysiem o
which privieey must intervence, and ahove all of its
cvadutioan, The rules Taid dowe in P90 10 protes)
privacy m & sociegty in which information pro
cesssing was st appearme must be rd-evaluated
in the fpht of the way in which 1TCs hove
Become globil, ubiguitous and interactive. 1o m
this: now context thit the two meanings of the
concept must be understood

O Fuman bomgs are only able o constroct them-
selves il they are provided with a place inwhich
they are protected from the view of (hers so as
10-be able o determine themselves freely. Cn
this subpect, gach person notes that the frontiers
of intrusion wo longer stopoat thee frong daor, but
ponetrate inside the home (egs comteal of the
choice of television proerammes). Protection
now passes from protection of the Mo
Howe wo protection of the Virtead Home e ithe
mabile, the computer) and infers eonteol by the
i idual of the essentiol Tonetionalities of the
terminal = sqch as the righs 1o 0o off, wse o psen.
arym, snd control the mosming dnd outgeing
[fovs, e,

HE Sume of our acts - Beckuse they are tivial, or
Pecause they respond o an instantancons
request - are desianed not o leave traces {unless
these ore collected, for @ short period only, of
net, consciously, or not, by a neaghbour), Ceerent
technolugy enables the collection wnd processing
ol thits information as well as the drawine wp (i
conjunchien with other mformation, or not) ol
persenatity priiics allowing action 1o be taken
i relation Lo the people concerned. 11 therefore
duestroys our fegisinate expeciamon of privacy in
the face of these evenis

L1 IE sell-determination 35 not o purely self-cen-
tred right, but a condition which represents o
stractural element moour participation m a dem-
acralic society, the approach in terms of owner-
ship Iy the subject of one's own personid data
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should bu pejected. T the same way, consent can-
il — a5 cerfain aealiberl theones clam - ke a
sufficient cawse of legitimacy, This paint 5 impor

i, sl as the technologey creates the illusion
i any case of & possthle dosee copeivermess {eg.
threugh PECS or PAP wehnelogios) i which the
websurier would him or ber sell be capable of
deciding upam which proccsses-he or-she suthio
TIsCs,

12 The rejection of the doctmme of consent as o
sufficicnt ground for the processing of datn fails
fo bk into aecount cither the gueston of cope-
Beditees i the iformation society - the (ol thag
the necessilies of advantages related oo the sale
of data can be attractive for peaple whare frag-
le T socio-ecnamie terms — or the dominag the-
oy, which states that one person’s telease of per-
sonil distn leads others to give oul the same
informution, on paim of aroesing spspicion nhou
themselvis,

L3, Moresver, the lechnology ensbles aie-ro-oie
decision mechanisnes 1o be developed in many
sectars, founded o e aecumubatien ol data
which enables detaled profiling, This practice
raises e guestions. Fustly, 50t possible 1o
aeogpt the tuking into account of any data item al
all, even if s use fram the perspective of eco

nomie rationaliny justifies .1 {examplé: the situa-
Dol the battered soaman in e context ol the
calculation of o life inswrnge premiumd
Shouldnt the declsion-makers be made e be
more ¢xphicil abou their decisien eritetia, ta
enable collective negatiation, with arbitration by
it authorsy 0 necessary and, moany evenl. W
basie the wltimate decision on the propacioniality
of svatems el up ? The second guestion i Bl i
5 important o provide o reminder of the princi-
ple of the compatibility of progessing. defini

tivaly founded on the Question of conmtextuol
mtegrity - u person gives their information within
aomven context and ressonably expects that wn
will e used inahot same contexl

[4. Which role should be assigned 1o the Law 7
Firstly, to reaffirm the necessity of invioklle
prhysical and virtwal spaces m which the personal-
1ty canbe constructed [no panapicon . e set-
timg wp of the necessiaey procedures and instile-
tions 1o allow checks aerd bulanees o he carmed
ool {translation of the principle of propartional

ity h, whiilsi making sure that the various stake-
fiolders wre able 1o express themselves (den of
prrtlcipative democracy b and o gradually organ-
ise new contextual integrites Secondiy, 1o fight
thewse dugmas thal are presented a5 Beina ahsos
lure fogics in the feaitimating of processes, as well
s public or privite secunty and ellectivencss or
goonomic mticonalive The essentinl debate led by
Privacy concerns the place of the Duman being
and s dignity, a8 we were remmded of by the
recenl Leerman constitutional court ruling con

cerming the limits of police mvestications pnd
restoring these absolule logics (o their relative
fromewnrk. Right 1o security - is nor o be consid

cred o equal footing with our liberies




