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The Long Way from Electronic Traces to
Electronic Evidence

JEAN-MARC DINANT

ABSTRACT - Generally, traces of Internes communications dstablished fiy a citizen’s
compater are rowtieely recovded on and dated Gy [uternet servers i so-calfed " log
files”. As far as the correct dacing of the electronic r:fﬁ'rr.fr 5 erretil for the
potental tdepttfication of M anthor, comvinging fraces need ta be date: and
time-stamped by o Trosted Third Party (TTP). Suckh a time stamp does ot give
ey agsteraner afout M correctiress af the data and dates collected, bar ondy
proves that the teaffic daty were @i @ given state af o pieen date and e, IF the
Interm Provider (1P} address appears to be one wied by the company, i 5
foreseeable thar the system sdmimistrator withee the sompany will be gble o
sdentify the computer cwning o particalar 1P address, In others cases, only lan
etforcdment dgencies, fn the circamstances awd the conditions roguired by the
fersey, are entitled to tdentify, weth the kelp of hrtormer Access Vroveders (LAPs), the
comptcatinn line spapected 1o buve been o bedide g given (P address: Puering
together the traces Teft at the TAP Snde and i the log files of the attacked server
sire may lead, i phe bese cases, ta an sdentified contrpntcation tersumal, Never-
thelrss, momany cases, this will not be o formal wethentication af 4 wrongdoer,

Introduction

This paper aims 1o be a simple review of best practice tricks for handling, building, keeping
and searching an evidence database and producing 2 reclinically vahmble proof,

Thes paper focuses on the FITTE protocal, the most widely used protocol on the Inernec
ot the top af die TCRAIP protocal. Tt doss noe pretend o embrice the full problemaric of
traces of exploiarion on the Internet.

Beeause this [FAPEr 5 not |:|||.|:.r anened ar the computer sciemnsg but s alsa amed ar thioze
in zmall 1o medivm =ized enterprises (SMEs] with a basic knowledge of how s telecommu-
nication network works. o shor inreduetion deseribes the axioms 6f the Interner 'and che
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traces thar a netizen produces when surfing on the Isterser. A porticular emphasis i made
on the kind of actars coutnely collevting those traces, in the mnning phase. This paper
does not deal with the legal compliance af the collection, storage and transmission of
traces. Depending on the kind of actors collecting or ‘owning™ the dae, distner laws
apply. This paper eoncenteares on the convineing character of dara collzcted taking into
account the stare of the art in both compurer securicy and computer artacks,

The author of this paper besefis from o modest peesonal experience of being an ‘experr
witness"” before many civil caurts in Belgiom, and as an imndividual, canner always perfectly
dissociate his persoral pracoce and history from the theory, bue does nae want to generalise
ar extrapolate his own practice in a global theory, As 3 member of 3 multidisciplinary
cenree of resenrch dealing wich law and computer science, the authar s always wied ta
he o pareway between the law and the rechnology amd vice-versa,

An onginal tonl has been developed within the CTOSE projece thar permics one w see
botl anline and it seal time' the actual lopfles of the Web deever hosting che
www.ctost.org. For confidentialiy reasans, the exaet URL will nor appear i this version
of this paper. Within the W3 ceam, this page has been excensively used 10 show very
clearly to lawyers the traces thur ace roucinely collected by a standard web server, and kow
it is possible to fnd and or exploit the eraces left by an arack,

While trying to tum some traces into valuable evidence, one derermining key issue &5 1o
demanserate the exact date and time of the amack, Two methods are possible.

(1) The tradinanal ane and thar conststs of an official act posed by an official inssosnon
such s the police, or one bailill,* who will resomony o ket or E:.*rtify’ the existence
of a given document such as a loghle at a derermined nme.

(2 & modern method based on the signamure by o Trusted Third Party (TTP) of an
electeonic document such as a loplile. The [ETF has developed such o protocoly!
which is at the ‘proposed standard” state

We will examine the advantazes of using both seaditienal and electronic mithods,

Traces on the Internet: Who Colleces What?

Thers are several relevane kinds of actors involved inan Intermet® comtunication.

{11 the netizen who will visic o websie;
{21 rhe Internet Access Provider of the netzen;
(%) the Interner Service Provider of the Websive

Traces it the Netizen Side

This paper will not derail the taces lefr on the computer of & surfer. One the one hand,
a naive web surfer will typ:r_ﬂh; leave muiny traces on the navigaior cache installed on his
heied disk drive, O the ocher hand, 7 maliciaes imoruder with 3 technical backjroumd will
probably use others reols” thar will direaly access the P serwark withour any caching
mechamsms.

In the first cise, the dara downloaded from the netwaork on the netizen PO will remain
accessilile over o peciod of o few weeks. A computer expert can very easily discover those
traces if thie forensic process takes place o shore period wher the offence,

Int the secomil case, the informarion downloaded will probably not besoocasy o find, The
discavery of a toal permitting a poessible affender w produce self-made HTTP requesss is
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not necessarily a proof of illegal bebaviowe. A forensic approach will prabahly be necessary
tor find reliahle proof of evidence

Traces Common Collected by ehe Internet Aceess Provider

Un the basis of a npominative conteset,” the TAP provides a TCIIP connectivicy o
wriclivicuals wsmg i modem{anulog or ADSL) or 3 rermisd adapeer (ISOMN) n this case the
aubscriber will receive an TP address for the durstion of his/ler conneetion and this 2ddsess
will probably change the sext e hetshe dinds up. This s called 3 dynamic 1P address; Tn
the case ol 4 connection within the infranet of a company, the TP address can be either
stelc or dynamic by using the DHCP peotocal. Even for o dynamic ADSL comection, it
seems that many 1485 frequentdy changed thetr own 1P addeess (eypically every 24 hour),
and therefore an Internet 1P address peed nor necessanily be permanemtly linked o o
particular mdividual.

Iz shouild be nared thay it is o standard practice for an LAP o collece the detail of the 1
addresses given to-a pardcular customer for 4 derermined amount of nme i a log file. This
eeans thir an TAT can easily, at least over i certain period,’ find o custamer by having their
IP address and the exace dare of the usage of s 1P, Becavse TAPs are nor faw enforcement
agencies, the netizen can always ger access w his own dara during the retention sime.
Furthermore, because [ dddresses linked with 4 costomer T are personal dara, chey may
ot disclase the identity of 2 netiven to a third parcy unless required w do o by a3 judge
or by a law enforcement agency under the conditions written inoa law.

It has w0 be wnderfined that conrary ta popular opinion the IAP does pot routinely
collect the [P addresses of the website visited by their costomierz, Nor do chey by defaght™
(unless the law requires them o do so) collece any details of che electronic ranssctions
made an those websites. The TAP can be regarded a3 2 telecommumicanon operarar such
as BT ar Frames Telecom, Unhike & telephone company, an [AP s nocmally™! pnable o
know, on a one o one basis, the number called by the subscriber, Whar is rovrinely
ﬂlﬁllﬁﬂ[ﬂd .ILIH {181 l'.ic Ll]ﬁckﬂl.

Crrganisations use o dinlop connection of, mone aften, o line leased to the company's office.
The eraditional relecom operstor will normally provide chis leased line. The cunnection can
ulso be established via o sazellice line or a weeresenal vadio systerm, The TAP will usually give
IP addresses (a *class”) to the company as a whole and install 2 rourer ax bath ends of the line,
In minst cases, this rourer will normally avoid illegal [P addreises when sending 1P packers o
the outside world,” Within the company, the [P addresses are distribuzed:

= Manvally, on @ case by case basis, This means that the IT manager will assign ant
static 1P address to each computer,

= Automatically, by vsing a2 socalled DHCPY server miernzl 1o the organization that
will assipn ane 1P address (among the class hired to the |AP) when the computer starts
These DFCE servers are able to keep rradke of the IP given 1 distiner compurers
identified by their MAC address™ moa log fle,

Therefare, the IT manager will generally be iible 1o link an P address owned by the
company ta the computer that was using this TP sddress during a particular period of time.
0f comrse, this cemauins true only during the retenpon of the data stored in the logfiles.

As 4 conclusion, geneeally speaking, an [P address may easily be lnked o 4 physical
person by the TAP who has “hired” this address of by o company well known by this [AP.
This may not be the case if the netizen is wsing an anomymous commumication ling



(cybercafé or a pool of computers within a university or a library) or is using anonymising
relays like IP masquerade at the IP level® or an HTTP proxy server so hiding the address
of the client.’ Wireless connections constitute a major challenge here as far as there is no
physical link berween a potential intruder and the local area network (LAN) of a company.
In this case, electronic traces will probably, in the best case, consist of the serial number
of the wireless card and will lead to nobody unless this card is retrieved.

The Internet Service Provider

The Internet Service Provider provides services to the Internet as a whole, namely by
permanently connecting Web servers on the Internet. Many other types of servers can be
deployed, such as SMTP servers (for mail relay), FTP servers, NNTP servers, etc.

In many cases, the company can be their own Internet Service Provider and host their
website on their own computer, linked to the Internet thanks to an IAP. .

Very commonly, HTTP servers are by default configured to generate logfiles. What can
be found on those log files? A relevant example may be found on the CTOSE web server.
The CTOSE web server hosts on www.ctose.org both the Intranet and the Extranet of the
CTOSE project. It consists of a dedicated computer linked to the Internet running an
Apache!” Web Server on a Windows NT4 server. Apache is a robust and free HTTP server
funning on various operating systems (OS) (Windows 95/98/NT/2000, Linux, Unix, etc)
and is considered as a standard in itself. Its main competitor is the Microsoft Internet
Information Server (Microsoft IIS}

The data collected and written down by the Apache Server, just like other Web servers,
may be classified into three categories:

(1) Data related to the IP level (namely the DNS*®)

(2) Data transmitted by the web browser itself. These data are called ‘browser’s
chattering’,? just because they include many data that are not useful for permitting
an efficient communication between a Web server and a visitor but are widely used
to profile and track the netizen. These data are:?®

Kind of computer used

Exact version of the OS installed

Language of the OS

Type and version number of the browser used

Type of content readable by the browser

Language references of the netizen

Cookies

Referring page”

(3) Data generated by the web server itself
o The URL of the document asked
e The status code?

o The number of bytes actually sent as a response to the request

o The exact date and time when satisfying the request. It is important to note that
the server computer internal clock generates these dates and times. Such clocks are
nof very precise and, furthermore, it is possible that a malicious intruder could
gain sufficient right to modify the exact hour before the attack and restore the
exact time after the artack®

o The user ID if authentication was required

Four sample extracts issued from the CTOSE logfiles are described below.

The first one is normal and is not an attack.

213.223.66.60 [the IP address of the visitor. By issuing a

' reverse DNS cheek (e.g. ping -a 213.223.66.60
in a command line window) we can see that the
DNS of the IP is ceg-netc.alcatel.fr. This is
absolutely nirmal as far as Alcatel is a partner
of the Ctose project.

200 Status OK : the web page has been found and
delivered

2002/08/27 Date of the request

18:07:13 Time of the request

jctose Name of the authenticated user |

GET /intranet/list.htmi URL of document asked

HTTP/1. Kind and version of the protocol used

5094 Number of bytes transferred

| http:/www.ctose.org/intranet/ Referring page

Mozilla/4.79 [en] Means Netscape Communicator version 4.79

(Windows NT 5.0; U) OS of the visitor is Windows NT 5.0, i.e. XP

The second one is the trace of an ‘unsuccessful’ attack.

217.231.205.76 1P address of the user

2002/07/10 Date of the user

14:53:21 Time of the user

- User is not authenticated and nor identified
GET User is obviously trying to execute a shell

/scripts/..%c0%af. /winnt/system32/cmd.exe?/c
+dirte:\\

command in a directory named “script”. This
shell command tries to get the list of files and
directories present on the root disk of the web
server. This kind of security hole is not present

on Apache.
HTTP/1.1 Kind and version of protocol used
404 I Error Code : page has not been found
243 Bytes sent to the user (probably an error code)

The attacker hide his browser brand

and his OS

The third line is the trace left by the indexing robot of Google itself.

|

[216.239.46.236 1P address used by Google indexing robot

12002/08/21 Date

00:05:37 Time

- User not authenticated nor identified

GET /robots.ixt Google is searching for the file "robot.txt".
When existing, this file describes what can be
indexed and what search engines cannot report.

HTTP/1.0 Kind and version of protocol used

404 Status code. All the Ctose website can be
indexed

204 Length of the reply of the CTOSE server (error)

- Not a browser

Googlebot/2.1 Referencing of Google indexing robot

(+http://www.googlebot.com/bot.html)
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The fourth sample line shows the traces left by somebody searching the keywords “tools
for investigators’ by using Google as a search engine. This demonstrates that the indexing
done by Google is efficient.

167.1.124.100 . IP address of the visitor

2002/08/22 . : Date

02:49:46 o ) Time

- . e . User not authenticated nor identified

GET/ S o Get the default document

HTTP/1.1 S -~ . ]|Kind and version of protocol used

200 B Status OK. Page was found

3531 Size of the content transmitted
http://google.yahoo.com/bin/query?p=toois+for |Referring page : The user cames from the resuit
+investigators&b=61&hc=0&hs=6&xargs=0 | page of Yahoo and was searching for “tools for

investigators”

Mozilla/4.0 (compatible; MSIE 5.5; Visitor is using Internet Explorer 5.5

Windows NT 4.0) On an NT 4.0 computer
Conclusion

Between a netizen and a web site, there is always an IAP who will give an IP address to
the netizen. Without an IP address, access to the Internet is impossible and in this way the
IAP can be compared to a car rental company. The car rental company hires cars to citizens
and knows normally who they are. On the basis of a plate number, they will be able, for
a certain period, to trace the identity of a particular driver. By default, the car rental
company does not know what has been done with the vehicle that has been rented.

At the other end, a company that is the victim of an incident will, in several cases, be
able to note the plate number of the car used by the author of the incident. Unless the plate
number relates to one of the vehicles used by the company, he will probably be unable to
identify the driver of the vehicle. The company knows which car has been used to
perpetrate the incident but it is unable to identify the author of the incident. It will be up
to law enforcement agencies, conforming with the relevant legal requirements, to check the
two sources of information in order to be able to describe who has done what.

As in the real world, tracing the IP address and identifying the subscriber of a contract
will not always lead to the actual author. The car may be stolen, used behind the back of
the subscriber (identity theft) or be equipped with false plates. The same problem exists in
the virtual world.

From E-traces Back to the Culprit: Proof of the Identity of the Author of the Offence

When seeing an IP address in a logfile it is easily possible to identify the company ‘owning’
this address, simply by using tools available for free on the net to accomplish a search.?*
In the case of our first sample line, the response looks like:

domain: alcatel.fr

descr: ALCANET International
descr: 2 rue de la Baume
descr: 75008 Paris
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ALCANET International is a company that is normally able to identify the person behind
the domain name ceg-netc3.alcatel.fr. This kind of very simple search may currently lead
to an IAP rather than a.company. This means that the victim of an artack, who has the IP
address of the intruder is able in almost every case to 1dent1fy very easily a third party that
would be able to identify the intruder.

Of course, many hackers are perfectly aware of the methodology described above and
will use various subterfuges to avoid such identification. Experimental hackers will first try
to identify a target with a very low degree of protection and then use this hacked computer
to issue the actual attack. They may also use a chain of IP relays in various countries or
continents. In this particular case, one innocent computer is being used as a relay, of course
without the prior knowledge and/or consent of the owner of the computer.”’ Universities
are favourite targets because, generally speaking, thc level of security is not as high as the
security in place in banks.

Contrary to what happens when filming a car committing an infringement (the driver
will probably also be on the image), it remains difficult to be able to prove who has been
the author of an electronic offence. This is especially true in the cases where a forensic
analysis of the computer used to commit the attack is not possible or is inefficient, notably
because the forensic process takes place too long after the electronic offence.

Time Stamping of Electronic Traces

During the suspicion and the investigation phase, it appears primordial to prove or to
remain able to prove not only the identity of the intruder (or at least his IP address) but
also the exact date and time of the attack.

Two Kinds of Date and Time Stamping

The time stamping performed by an individual. This is the classic form of time stamping.
An individual (police officer, bailliff, etc.) will certify the trace, where existing, at a
particalar date and time. They can put a stamp on a paper document plus their signature.
Just because logfiles consist of many thousand lines, they may be hard to time stamp by
using a printed version. An easy way to solve this problem is to write the logfiles on a
WORM? support that will then be manually signed and time stamped.

Time stamping protocols and public key infrastructure generalities. The principle of a
time stamping protocol is to permit to a TTP to sign electronically a content with
certification of the exact date and time of the signature. Within a Public Key Infrastructure
(PKI), a signature is nothing more than a computation using a public algorithm and a secret
number (key) applied to a particular digital content. In a PKI, keys are generated in couples
and the axiom of a PKI is that what has been encrypted with a key can only be decrypted
with the other key of the same pair. This is called asymmetric cryptography.

Alternatively, in a symmetric cryptography scheme, the same key is used both to crypt
and to decrypt, as in real life.

The third category of cryptographic functions is the hashing function. A hashing
function uses no key at all and a public algorithm. When applied to digital content, they
produce a “digest’, similar to a digital fingerprint of a binary content. Whatever the size of
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the oripinal document, the digest will be eelanively small (less than 1 Ebit). Bven when
many handreds of thousand documents can thearedcally have the same digest, ic has been
demonstrated that the Bnding of two docunents having the same digest cemains highly
wnlikely, even with very high compuring power.

The speed of compuration of aspmmetric functions i exoremely low, compared o
vmmestic functon. This speed is linearly dependent on the size of the content to which the
sipnature has to be applied. This 1= the main reason why the signature 15 almas: never
applied to the original content but g0 a small digess of the documenr. This encrypted digest
is the signamore of the docament,

It remuting very easy to demonstrase thar a particular document signed by a TTF, withoue
any kind of assistance of this particular TTP cam:

(A} Apply the public key of the TTT ro the digest and ger the deerypred digese
(B) Apply the hashing function to the document diar has been signed

If the number computed i [A) matches the number computed in (B the sprature is valid.

Systemaric Time Stamping of Logfiles Dnring e Novetal Rueding Stie

fiy an mdwidual.  Ioas nor congeivable to operate individoal ome stamping after each
clectronic commimiciion, A posaible solution is po omestamp the loghles once 4 month.
The problem is thae in 2 normal state law enforeement agencies da not have any valid
reasen to conduct such o rime stamping, However, it remains possible to sk tooa bailiff
o conduct such 4 certificition but it iv very unlikely that companies and neeably SMEs will
invest o single Eura for such a warranty.

Furthermnre, this ome stamping may, in many cases, be o very bad idea, It has been
asseroed by several TT mansgers during the interviews that i professional buckee will fiese
delete ull his wroves i the logfilen fust after being able o surrepnously Iog noe
computer ... and prabably aleo delere the traces of the madificanons done w o the logfiles.
[f this is the case, it is very unlikely that o monthly or o weekly and even a dily tme
stamping will happen berween the intrusion amd the erasing of the traces of the offence in
the lopfiles. Unforrunately, these loghles thar replace the races of the malicious offence of
1 hacker will store the falsifed traces of an innocent victim.

The date and time appearing in the loghle are nor necessanly correct, due o two distine

FEARGNS

(1) The compurer clock is not safe and/or precise and o low batvery will generally canse

this.
(23 It is possible thar dne substantial par of an aack is to change the computer time,

floctromic time stampirg.  One can argue that, thanks e TSP, ir &6 now yery easy,
rechmically speaking, o perform the time stamping of varoos data,

In correlation with whar has been previously described, the TTT will date and rime
stzmp o the log file itself but a digest of ie.” The rime for compuring this digest is linearly
dependent on the sive of the loghle thar needs m be Jecded in the BAM memory, The time
spent on conducting the computing of 1he digest may very soon appear prohibitive,
especially in cases where performance 1 crucial, Furthesmore, it s necessary o send the
digest o the TTP afier each transassion and this TP will noe affer s cernfied sime scamp
fose frec.
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All thise rensons lead 1o the conclusion thar the dime stamping of logs fles by 4 TTF in
the running phase is both inelficient and unrealistic In the rermal rusning state of an
intormation system,

The W2 deseribes @ technical ahemanve, namely the use of a dedicated compurer
operanng inside the organisation offering certified date and nme stamping,

Time Stamping Doring Suspicion aned Tmestiyetion Fhage

When entering the suspicion phase, i is nesessary to freeze the dara collected in such 1 way
thae they can noz be altered even in gowd faith by the TT administrator or by the police,

This is the first thing to di and a good scrarepy is for che sistem administratoe oo be
prepared oo use the nghe freezing ools. It s theeefore necessary 1o be able ra provide at
every moment a carbon copy of the existing dara ar the very beginmng of an amack, when
suspicion 15 rising. Just like a fiee exzinguisher, these ool need o be ready, in 2 perfect
ranning state, The IT staff must be & prioy reaisied in the wse af sueh wals

When entering into the suspicion plisse, it s necessary ro work on a copy of the copy
taken during the suspicion phase, unless the original copy has besn performed on o WORM
support. It very often hippens thar evimn the compurer security experts change the data thae
they are analvsing, IF this is the case, it is nor always possible ta eke another clean oy
of the traces collected. [n several cases, it can happen that, during the suspicion phase, a
possible intruder i husy destroving all the traces left by his intresion and this means chat
they will be impossible to find.

Diuring the suspicion phase it s impomane 1o work on 2 eopy of the traces left and pever
on the orginal.

Furthermare, the accused person also has the sight to ask for an expertise of the data ta
prove his mnocence, The same principle exises when ssizing acmal items,

Tt hias to ke mopticed that the role of a computer expert resnaing essential to guarancee thar
this fundamental principle remains untouched, The ‘Bess practices for seizing electronic
svidence™ nstruction’s recommends asking the assistance of 1 computer expert whenever
a computer to be investignted is nirned o, The tole of this compuzer expert is nor only ra
investigate the electronic traces 1o find evidence bur alse, pedna fagie, w freeze the maces
collected in such a way thar a contradiceory analysis will be possible by the defence of the
suspected perso.

Conelusion

Far producing valuable electeonic evidenee, it appenrs necessary 1o enhance the secarity of
the electranic evidence processing itself. Generally speaking, in the best world, e-rraces will
be stored on o dedicated computee, o 2 transacsion basis. A special emphasis must be pur
on 4 secure time stamping of e-traces, ideally by a crusced thied parey relving on o cerrified
rime. source.

If those guarantees are met, there is 0 subseanzial probabilicy of huving some weees
leading to a compurer (this is the best cse—e-traces may lead o no compurer ac all).
However, such traces are racher wseful in providing the idencification of 1 possible intruder.
in substance, because they are just a bit copy of eriginal bis, they are rarcly able o
authenricare the author of an artack. This will nor constitute a problem If the suspected
peeson docs not deny the faces or if there are non-technical suspicions shour him.
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However, If there i an idéntfed swspect bur this person denies aurhiorship all ¢-traces

remain weak, Stich e-rraces are wsaally nnable ro prove whe was behind che keyboard (this
would Tequire a bromereic authenticatian), and furtheemors, unmable mo prove that the
persnt behind the Leyboard ar the rime of the srack was knowingly hacking a neowork
{perhaps his computer had been hacked by a third persun using o Trogan harse); Ths lasy
remark s due ro the fact thar the hones wser i often unawire abour whar is happening on
their compurer, Fimally, & it noc this epetaring system opacicy thar creates the worsr
insecurity? When will cybercrime treaties apply to Insecure saftware producers?

motes and References
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From = Jegal view, tie data controller-is norme “owner” of the data,

‘Expeit [udicizire”,

The HTTE request itade 1o ges 1his loghile will, of course, pot dppear ao thos loghle, becase che
stanus af a rransacson can enly be whtten oo loghle by the HT TP server whest the trasisaction
has been completed (or aborred).

‘Huissier de justice” in Belgtum.

Infermer 509 Public Key Infrasirucsupe Time-Szamp Prozacal. In this docwment, we will use che
ermi TRP, This protocol can be downloaded on heepe/twww detLorp/slic/ele3 ot oainimber = 1181,
Within this paper, the wording Tnremer’ aieans the usz of an 1P network ltked to the world and
einbraces bath the Incranet as well as the Imermes, This reemark i imporzant when Snewing thar
3 substantial niember of electronic offences argnate from the local oerwarks of companies.
Typically, hackers will run a Tebnet scseon with inalicrous sanprs on o Unix/Tinux canputes o
wse a character-based browser like Lynx or Wyer.

In @rder to obram o conncetian, the wdividual has 1o conclude a contract and give his/her name,
address anil other persanal dara. Typically the wserwill receve a nser identilieation name (Userld
that may be 3 prendonynt) and 2 password 5o thar nobody efee can vse usther subseppnion, The
autheticanon process duriag this subdcrption on line bs waally very weak, e the sobsceibier can
give 3 false mamc and o false dddress, The wse of the selecommunicaion Ime leaves traces at the
telecoimmunication operor side, which are always Intked e a pasticalar phooe line (unfess inthe
consext of a mobile phooe [unctisning with an anonymous prepaid caed),

Of corse the doration of this penod b5 ar the heart of 2 debire between privacy advocates aod
[aw enfarcerment agencics. [ seems that the legal delay may range from thee mooths to 4 year of
Wk

Just afeer having weiten this sentence, 1 have learmed, by using personal and confidential contaces;
that some LAPs are i fuet storing the I addresses contacted and the prosecal used,

Sor ounle 7,

Thar is the best practice. Unfortunaiely, it has s be underlined thar che TAP has no concrece
iterest for dolig 30, On the one hand, if an I packet with 2 forged [P addoess escapes from thear
nerwaork, they may be quite sure that the police will gt be able ro-find the origin of the packer.
Chn the other hond, 3 machine kssuing such 4 lond of packers will net cause o harmiil damage 1o
the TAPs notwock.

Dyt Host Configuranon Pracoce], IP addresses may be atrbued ona lirsr come, s served,
hasis or on the basis of the MAC address, Le, a serial msmber of the Trtherner AN card rhar is
sem 0 the header of each Etherner packes on the LAN, Thos scrial number s nostally por rouged
mutside o LAMN.

The Medium Access Conmmol number iz 2 serial nember wmigue ar the wodd ey that s
rranemiciedd in the Ethernet frames, Ethenier s the standurd, low-level protocol widsly ied o
act-up LAME

Mamely anonymizng scevices like wwwozerokaiowledge.com.
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By defaude, many proxy servers add the feld "VIA® followed by the 1P address in she HTTI beader
of the request This s done for compliance with pokne 1445 of the HTTT 1.1 specificannon, ag
published by rhe W3, {see hupewww.wd ore Protocols clcia 1/ ric b o ), OF cudsse, hor-
mially, anonymons HTTP-Proxies, wall noc send #3ch daca,

A robast, fres wed server downloadable o beeghetpd apuche. o,

While the 1P sddress is directly recordable, the corresponding domain nane of the sisitor o na
sent during a0 HTTT communicarion, It s posible for 2w server oo do 3 reverss NS search
bur it s widely inadvisable o cxocute ausomoricslly such o search beraise this kind of reques
werls an important amogny of resoueces from the oetwork 33 3 whale to be sansfied, See the
natice in the configucation e of Apache ‘Hesmamelookups O the defanlt i off booamse iv'd
be owerall better for the not if people had 10 knewingly teen this feature on, unce enabling i
means thar each client request will sesule in AT LEAST one lookup request o the pume serves’,
A full view of whar o browser 15 chanenng can be viewed on 3 web page that the aothsr has
written: htpetfvveadrmin fundpoic.beloid/privacy Whatlknow him. [t2an be life tested by the
reader of this docwment. A similar ool has been developed by the CNIL m France [heepey
wiwvwenitl fritrmeesdindex. hem),

Slighr differences can be fotnd among vanoes browsers. Insome ceses, depeiding e the Browser
bramad versiom and type, the browser chartering can be minniised by the user.

The exact URL where the getizen has just clicked in order to downlond the current page. The
URL generally contents the keywords typad en a search engine if che carrent page has beon found
sy 4 senrch entine

Part of HTTP promocel (hup=//www.sw 3ong/ Proroeale rficZd 16/ rfc b pesec 10, beml), Code 20 0K
means that the page has hesn found and correctly senr. Code 404 ineans that the page has o
been found, erc.

This is a reason why u tine stamping by an TTP can be apprecianed:

Tap wwowripenet perl Swhiois,

This is nior anly the personal opition of the anthor bue also the opimion eepressd during twn
interviews conducted by CTOSE.

“Write Once, Nead Many” Typically iowill be 3 pon-eewritable CO-W0M (COGR ope)

Az specifisd . in the TSP devefopped by the IETF cied bedow  fheepsfiwarw. il oo cber
tlestaloxtfnumber = 3161, Poimt 106 and 2,1.7): “The Time Stamping Authooey s required
anly time-stamp a hash representarion of the darim, ie o daca boprint associned with o one-way
collision resissant bash-lunction umiguely wemiihed by an CHD. (nare of the Auther Q10 = hject
IDreritidfrer) to examine the Q13 of the one-way collision resistant hash-function and o verity thar
the hash value lengrh 5 consiment with the lash algorithm®:

A joinn project af e Dijermational Assoansion of Chaefs of Pelice jnd the Usnited Srares Secrer
Service available an hep/fwww secretservice.rov/elecroonic_evidenceshoml



