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Legal Admissibility of Electronic Evidence'
QLIVIER LEROLUX

ASSTRACT  The wee of compmuters amd digital medin i wedanifil actmities bas
increassd o dramatically thal investigacion of any srimnad aetivity may notwa-
days praduce elecironic evideree. However, the rapid growth in the merdier of
crimminul eases fnvolving decironic evidence las all-toveafion found law enforce
st and the judiciary badly prepared to deal with the new Bsues created by this
evidence, The gathering, comssroatio, comemecalion aed fresenration of the
corrpruter-derived  evidence must. fulfil legal requivements et regard to the
admissibility of the evidence. Electronic evidence that was gathered in o way that
wws ol in gccordance wath the fawe wnll be declared inadnsizsible and be ruled o
of court. Thiz report aims to briefly present the care principles of the law udhen
handiing electronic spidince, Therefore, this paper exantines the conditions of
admissilality of rpidence in faur Erapean countries. In order to be complere and
fo giee an interesting pun-European wem on the question, the Enplish lae system
lres Dewn chuoger to flustrate the functioning of the rdes rolating to the evidence
i o cowntry rded Iy comtmon Lo,

1. General Introduction and Objectives

The CTOSE (Cyber Tools for On-line Search for Evidence) project aims to muke it
passible, while respesting security and privacy requicements, o produce cvidence of
disputed electronic teansacrions that i comprehensible o those called upon ro make
Judgements about the transaczions concerned, and s sufficiently reliable and well authenti-
cated o be sccepred ws proot of ap electronic event thar has happeacd

tn arder 1o avoid polludng the evidence, the pathering, conservation, commanication mnd
presentation of the evidence muse fulfil lepal requiremenes with regard 1o the ndmissibilicy
ol the evidence,

Compromised evidenee could have major consequences on the jndicial triaf iF i
admissibility is dispured or, 1o 4 lesser exrent, il it is not considered as relevane. In English
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law, the violation of evidence rules do not prevent the accusation from producing the
litigious proof; but the court retains the discretionary ability to accept it or to refuse it. In
French inspired systems (e.g. Belgian and Italian systems), on the other hand, inadmissible
evidence must be declared null and void: The nullity of subsequent procedure could be
implied from inadmissible evidence.

Inadmissible evidence could be not only considered as of no use for the trial, but it could
also, in some cases, pollute the subsequent proceedings based on it, rendering these
proceedings null and void. Issues relating to the admissibility of the evidence are therefore
to be distinguished from questions relating to the relevance of the proofs, the most relevant
evidence potentially being more prejudicial for the whole judicial process (whether it be
civil or criminal) than no evidence at all.

It is therefore necessary to examine the main principles of evidence rules in several
Member States of the European Union (EU) in order to ensure that the CTOSE process
model conforms with legal rules of the evidence. A primary distinction must be made
between continental law countries (Belgium, France and Italy) and common law countries
(England).

Issues concerning the admissibility, similarities and differences in the rules of evidence in
criminal law must be examined. There are first similarities between the systems because
presumption of innocence exists in all, even if it is often limited in special situations.
Differences however, exist about freedom or restriction of the types of proof. In France,
Italy and Belgium, the principle of freedom prevails, whereas the Common Law systems
refuse hearsay evidence (with many exceptions, however). In this case the rules concerning
the manner and procedure for submitting evidence are applied differently, for instance
those concerning discovery or the sanction for illegally obtained evidence. Finally, regard-
ing the weight of evidence, in some systems the court is completely free to interpret
evidence (‘in-time conviction’), while in others, it is bound by such rules as those requiring
corroborative evidence.

For what concerns the admissibility of the electronic evidence in civil matters, continen-
tal law systems depend on a strict regulation of the evidence, where common law countries
(infrequently divided into private and public law) consider in principle every piece of
evidence admissible as far as it is relevant, subject to exceptions among which are hearsay
evidence and the best evidence rule.

Consequences of inadmissible evidence in civil cases may probably be seen as less
‘dangerous’ than the ones in criminal procedure. It is nevertheless true that invalid
(inadmissible) evidence risks making it impossible for the plaintiff to prove his assertions,
making any judicial action pointless.

The CTOSE project focuses on the process of handling electronic evidence in the case of
disputed electronic transactions. This covers cyber crimes as well as e-business litigations.

The purpose of CTOSE is then to make possible (legally speaking) the production of
electronic evidence in the case of disputed electronic transactions (communications) while
respecting security and privacy requirements. This evidence must be comprehensible to
those called upon to make judgements about the transactions concerned, and must be
sufficiently reliable and well authenticated to be accepted as proof of an electronic event
that has happened.

The objectives of legal ‘deliverables’ are to ensure the compliance of the full processing
of evidence (gathering, conservation and production) with EU legislation and to demon-
strate how far illegal processing of evidence may undermine its validity. It is also to validate

and to assess the technical means of processing evidence with regard to data protection and
confidentiality as stated by EU legislation.

This “deliverable’ aims to analyse the legal requirements with regard to the admissibility
of electronic evidence as well as the influence of law infringement when processing
evidence.

This report examines the conditions of admissibility of evidence in four European
countries. In order to be complete and to give an interesting pan-European view on the
question, the English law system has been chosen to illustrate the functioning of the rules
relating to the evidence in a country ruled by common law.

2. Legal Requirements with Regard to the Admissibility of Electronic Evidence
2.1. Introduction

In every judicial trial, gathered evidence will form the cornerstones upon which serious
decisions will be made. Computers provide large resources for the discovery of evidence—
resources that have been largely untapped by litigants.2 Computers, and the various media
in which computer-generated information is stored, provide a unique window into com-
pany’s or individual’s correspondences, data, statistics ... and generate, sort and store huge
amounts of information, while providing a source of information that may not exist in
paper form.3

In criminal cases, successful investigations in the field of information technology require
a variety of information. Without evidence, or in the case of invalid evidence, and in the
absence of a confession, prosecutions will not often succeed.* In civil cases, all parties will
attend to base their contensions on reliable and valuable pieces of evidence to be successful.
To avoid being ruled out of court, the parties must put forward elements that fulfil legal
requirements with regard to the admissibility of the evidence.

It is therefore essential to ensure in both types of cases that computer-related evidence
was collected, preserved and transmitted in accordance with legal requirements regarding
the admissibility of the evidence.

However, because of the intangible character of the electronic evidence, many cases do
not even make it to court because of compromised evidence. The replacement of visible and
corporeal objects of proof by invisible and intangible evidence in the field of information
technology, does indeed not only create practical problems, but also opens up new legal
issues.

Among the practical issues created by the digital evidence, it is mainly emphasized that
the main object of interest is usually computerized data stored on corporeal data carriers.’

First, it is very volatile: data (document, record, logs, etc.) can be changed easily simply
by typing a few keystrokes and often this can be done without leaving manifest traces.
Then, it can be easily unintentionally altered without obvious traces. Very often, an
investigation may need to attempt to recover data that have been deleted—is the court
simply to accept this as ‘magic’® Second, the digital evidence is most fragile: it can be very
sensitive and easily destroyed by inexperienced access and handling (diskettes and hard
drives can be destroyed or rendered useless by electromagnetic forces, improper handling
and storage). This is the reason why the computer and its media must be handled in a way
that ensures that no possible evidence is damaged, destroyed or altered. Computer data,
which is the main object of computer crime, is characterized by an extreme mobility which
exceeds by far the mobility of persons, goods or other services: international computer
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perworks can rranster huge amounts of data around the world in a matter of seconds. The
werk prodused on o chemputer Bl inone chuhtey i reutelace (o sime other t|;-|,-|-i_-tg;|r"|.-_T
Finally, the gathering of evidence will suppose a strong computing. knowledpe a5 well a3
legal capacities o collect this evidence n respect 1o legal requirements: its admisssbility
lrefore & conrt must not be altefed. The forensic investigaror has o be highly mamed if the
infornueion gathered (s to be available in @ usable form, bur he also has o be aware of
legal requirements relating 1o the evidence. Follured evidence could inceed be ruled our of
court and prevent subsequent proceedings. This s highly novel, and creaes prablems of
explanarion as well a5 of forensic esting

However, those ;::Lr:iculnri:in:s do not gxeIpe the eleceronic evidence from r:g.ar requre-
ments celating to che evidence in the real world. Computer-derived evidence has so have all
atrribuies of conventional evidence: it must be admissible {conform wa legal mles to be put
belare a court), authentic {possible to posiovely e evidentiary macenial 1o the incident),
complere (as much as possible), reliable (there mus: be nothing about how the svidence was
collested and subsequently handled thar casts doubr abour s auchenticity and veracity],
and believable (understandable by o conrs).”

Ammong the legal difficolries generared by digical evidence for those who wish o rely on
i, it is srrongly advisable above all to be first sware of the conseyuences resulting from
am improper pathering, collection ar transmission of the evidence.

An empinical differenuanon berwesn the vanoos rvpes of informanion is essennial, since
makt of the cominal procedure lows in many couneries are based on express provisions
isf specific coercive powers.: Most Jegol systems differentiare the following issues: the
possibitities of monitoring publicly available faas, the powers of encry and search of
premiscs, the powers of selzure and retention, the duty of wimesses to testify, the dury of
witnesses (o surrender existing means of evidence and the powerss of wiretapping.*!
Singe most of the traditional provisions were elaborated with respece to the physical
world and not especially designed for intangibles and for the special needs of the
informarien sociery, it v gquestiongble, inomany legal gystems, whether or nor the
teadditional coercive powers are adéguare for all aspeces of investipations in computerized
EOVITONITENT.

The main abm of this report is to analyse the legal fssues relaving to the admissibiliey of
the elecrronic evidence by the analysiv of lgal rles in che EU and more specifically in
Belgium, France, UK and laly, In ather words, the objectives of this sudy are 1o bring o
Tight the comditions o be followed (o make pieees of electronic evidence valid bhefore a
cuierr in regard 1o che rules applicable in several jurisdicrions. Thesefare, we will consider
the different Enropean legal svstems in the way they trese the admussibility of the elecrronic
evidence.

For each nptiongl law svstem examined, the |1,:|;;|| reguiretnents with regard to che
c-evidence will be derermuned for any disputed elecrronic cransacnion. This mesns that the
legal requirements will cover priviee law cases as well a5 eriminal cases,

It aeder 1o be as coherent as possible for non-lawyers, this repott uses common terms
as much as possible or, when it refers 1o legal terms, holds explicn definiions of the

concepes usgd.”

3.2 Core Principles of the Law of Evidence

221, Evidence—law of eridence: ..!Elfl-ﬂl"!il:rrjs, Since there in no lngql definitinn of the
evidence, evidence can be defined as: ‘informadon by which faces tend 1o be proved’,
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Evidence is thus the means by which ficneal ingredienrs of an offence: (bécase of which
proceedings iee started] or @ Svil ingadon can be proved, o arder ro succeed,

) Im this context, evidence law strives to ensure thar enly relisble evidence (s prriitted
far provision o judicial courts and ather decision niakers i legal, administrasive and
related proceedings,™ The law of evidence is the body of legal mies regulating the means
by which facts may bhe proved i coures of law and sebitrations in which the strice rules of
evidence apply.** The law of evidence intends 10 regulace these means and answer dliestiong
irising from ity apphication: who has to produce evidences, [who has the burden af the
proct?, are all meins of proof admissible?, (whar nre the corseguences of a non-pdnuissible
evidencel), how far is 2 proof sefevanc: The liw of evidence 5§ complicated wsne
and vanes from one comnery 1o another, For this reason, the concent of this PrEsent repor
has o be sgen as an overview of the main conceprs, which could lead ro furcher
developments.

212, Structure. The legal requirements wich regard to the admissibilicy of evidence from
cinputer records in courts depend o 4 grest extent on the underlving fundamental
principles of evidence in respestive countries,

Twn main geroups of counrries are trachitionally - differennaced: the contimental law
countries on the ons hand {France, Germany, [aly, Spie, Belgium, ete,) which developed
# proceedings presided aver by an inerrapating judge: aml the common law counrcies o
the other hand {USA, UK), which developed an accusaory procedure {adversary system of
trial), This distinction generares deep theoretical diffceences wich regand 1o the rules
regulating evidence.

Moreaver, when analysing questions concerning the eviderice i sévers] legznl sysrems, it
is 2 widesprend practice in eontinental law countres o distoguish privace Tow rules
tdominared by the sysrem of the legal peool) from criminal law rulss (where the free
ineraduction and evalustion of the cvidence in continental law caunrries prevaily)," Civil
law nations indeed often employ entirely separate hieraechies of cours for public asmel
private law. Evidence issues are therefore very different in private Liw and in criminal [ow
Eases,

This is the resson why legal requirements segacding eleciromic evidence will be wrlysed
in both concneneal law and common L councries, This analysis will he made after o skoet
presentation of the key concepts of the law of the evidenie (admissibilivy, relevance, burden
of the proof). Each chapter has been divided in two seetions, respectively dedicared 10
electronié evidence in privare biw and criminal Liw.

123, Ky concepes: burden of proof, admessibility, relevance.  Busden of proot, wlmissi-
bility and relevance ase three different nations of law of evidence, which must be: clearly
differentisted in order o avoid confusion.

1131, Burden of pragl.  The expression ‘burden of proof’ i self-explanarory: i is che
obligation to prove, It aims o determine which party has ro prove whicl {3z,

In English law, there are rwo principal kinds of burdes: the legal burden and the
evidential burden. The legal burden may be defined as the ohligation inposed on a party
by o rule of law 1o prove a particular fact at issue. The rules of subistantive law determine
which party bears the legal burden of the proof in relation to any given fac at issue. The
evidential burden may be defined as die obligation on-a party to adduce sulficient evidesee
of facr to justify a finding on thar fact in favour of the pary ahiliged.



In criminal cases, generally speaking, the legal burden of proving any fact essential to the
prosecution case rests upon the prosecution and remains with the prosecution throughout
the trial. Therefore, the accused bears no legal burden in respect of the essential ingredients
of an offence, whether they are positive or negative and whether or not he denies any or
all of them. The adages of the civil law, ‘actori incumbit probatio’ and ‘onus probandi
incumbit ei qui dicit’ are, in a way, also applicable in criminal cases. It means that the
prosecutor (Procureur—or Ministére public) must prove the infraction he is prosecuting,
Furthermore, because of the legal innocence presumption (dominating all questions relating
to the burden of the proof in criminal cases'), the prosecuted person does not have to
prove his innocence: ‘in dubio pro reo’. It is the prosecutor who is in charge of proving the
guilt of the defendant.’® If the guilt is not sufficiently and indisputably established, the
defendant must be acquitted.”

In civil cases, the general rule is that he who asserts something must prove it. The legal
burden of proof will generally lie on the party asserting the affirmative of such an issue.

2.2.3.2. Admissibility. The admissibility of evidence is a matter of law for the judge. He
has to take into account probative elements lawfully' acknowledged as admissible with
regard to the purpose of the dispute.”® This concerns the validity of the evidences brought
before a court. This does not mean that an admissible evidence will in any case influence
the decision of the judge. An admissible evidence may indeed be irrelevant, but this means
that the judge will be forced to examine this element.

In principle, in English law, all evidence that is sufficiently relevant to prove or disprove
a fact at issue and which is not excluded by the law of evidence is admissible.! We will see
that the rules relating to the admissibility of the evidence vary from one legal subject to
another. :

2.2.3.3. Relevance. Relevance is a matter of appreciation by the judge.”? The relevance
is usually defined as: ‘any two facts to which it is applied are so related to each other that
according to the common course of events one either taken by itself or in connection with
other facts proves or renders probable the past, present or future existence or non-existence
of the other’.” Evidence is therefore relevant if it is logically probative or disprobative of
some matter that requires proof, or makes the matter that requires proof more or less
probable. Relevance is a question of degree determined by common sense and experience.

2.2.4, The electronic evidence in civil cases. The possibilities of obtaining evidence by civil
proceedings, especially by preliminary injunctions and civil seizure, vary considerably from
one country to another.

2.2.4.1. Continental law countries (Belgium, France, Italy). Burden of proof—In prin-
ciple, the burden of proof rests with the plaintiff (complainant) in civil cases: ‘Actori
incumbit probatio; reus in excipiendo contractus fit actor’™ (he who asserts must prove).
So, for example, the legal burden of proving a contract, its breach and consequential loss
lies on the claimant, and the legal burden of proving a defence that goes beyond a simple
denial of the claimant’s assertions, such as discharge by agreement or by frustration, lies on
the defendant.

Articles 1315 of the Belgian and French civil codes lay down that the one who claims the
execution of an obligation has to prove the existence of this obligation, and, reciprocally,
the one who asserts that he is free of his obligation has to prove the payment or the fact

that fulfilled his obligation (the one who claims he fulfilled his obligation must likewise
bring the evidence of that execution).” Article 870 of the Belgian procedural code states
that each party has the burden of proving the elements it is _asserﬁng. These dispositions
regulate the burden of proof as well as the risk of the impossibility to prove: it settles which
party is going to fail if a doubt remains.?

However, it happens in some cases that the legislator decides, by way of a legal
presumption, to rely on someone else for the obligation of bringing the evidence.

Moreover, the principle of the burden of proof according which the claiming person has
to prove may be shortcut by a convention. Two or more persons are allowed to decide,
under the conditions they agreed, that the burden of proof would lay on a person they
indicated. Such a convention may only occur when the rules of evidence are not imposed
in an imperative way by the law. We will see that the French law adapting the rules of
evidence to information technologies and to the electronic signature introduced this
conventional exception into the civil code.”

Admissibility—When considering rules relating to the admissibility of the evidence in
private law cases, it is advisable to distinguish civil cases from commercial cases.?
Commercial cases fall under the rules of evidence in commercial law (the Law Merchant),
according which contracts or obligations may be proved by any means of evidence. Civil
cases, however, involving non-merchants, fall under the strict rules of the civil evidence,
which are held in the civil code. In case of mixed contracts {involving merchants as well as
non-merchants), the contract gets ruled as follows: the non-merchants (individual, organi-
zation or company) are allowed to use against merchants every means of proof to establish
the legitimacy of their assertion or counter the presumption offered by the civil code (see
infra), while merchants may only use against non-merchants written documents, as
described in the civil code.

In commercial law, the evidence is usually seen as free: any means of proof is in principle
admissible. The French commercial law establishes the ‘freedom of evidence’ as a core
principle, to prove legal facts and legal acts as well (article 109 of the Code de commerce).
Nevertheless, it is the judge who decides if the evidence brought to him by the plaintiffs is
relevant to prove their assertions. The Belgian commercial code lays down (article 25) that
the meaning of proof is free in commercial matters except for some situations where a
written proof is required (for example to establish the reality of an insurance contract, a
bill of exchange, etc).

Contrary to commercial law, civil law is mostly run by the system of legal evidence. It
means that the law determines which sort of evidence is admissible. Once admissible, the
judge has to consider the evidence as proving the assertion of the person who brought it
(relevance). However, whereas previously the judge has had quite a passive role, he now
has the possibility to order any instruction measures when he cannot rule on the case for
lack of elements. Nevertheless, the law must have allowed these measures. The judge may
order these on his own, or when asked by one of the plaintiffs or one of the suited persons,
although he is not obliged to accede to such a request (see articles 10 and 143 of the French
Nouveau Code de procédure civile).”” )

For a very long time, the written document used to be the means of proof dominating
the systems of civil law in the continental law countries. According to this important legal
tradition, articles 1341 of the Belgian and French civil codes demand a previously prepared
written evidence for any act (each convention, obligation, in general, or even voluntary
deposit) exceeding an amount of money fixed by decree (5000 former French francs—



€800—in the French civil code; 15,000 former Belgian francs—€375 in the Belgian civil
code).® The necessity of a written document laid down by article 1341 of the civil code (in
France and in Belgium) has some limitations. It has already been said that it does not
concern the commercial law. It is also obvious that such an obligation only regards the legal
acts and not the legal facts, which cannot be foreseen. Moreover, this principle finds some
exceptions when there is a moral impossibility to obtain a written act (e.g. in the case of
an affective or friendship relation), when the original document has been lost but a valid
copy is available or when there is a ‘commencement de preuve par écrit’. This last concept
concerns any written document that emanates from the person against whom the legal
request is intended. In all these cases, other means of proof can be used, notably testimony
and presumptions.’!

The written documents demanded by the civil code as evidence can be of two types,
distinguished by the solemnity of their making and by the different effects they cause: the
notarial deed (acte authentique), which must have been received by a public officer allowed
to act in the place where the act was drawn up (article 1317 of the Code civil), and in the
respect of all the required solemnity; and the private agreement (acte sous seing privé),
which is a written document drawn up under the liability of the persons who signed it,
without any intervention of a public officer. This document is not legally certified.

Because of the particularities of the digital environment, and in order to conform
electronic data to legal requirements in civil cases, civil codes have suffered a few
adaptations. The domination of the written document as a means of proof had indeed lead
to a main problem in that electronic context: how far can a written text, which does not
appear on paper, be considered as a written document in the sense of the civil code? The
monopoly of paper made the jurists think that evidence could not be written in any other
medium. Now that such a monopoly has disappeared, this question must be rethought.

On 13 December 1999, the European Parliament and the Council adopted the European
directive on a Community framework for electronic signatures® obliging all Member States
to adapt their internal legislation to its dispositions. According to this directive, legal
systems of Member States must recognize digital signatures (fulfilling specific requirements)
as admissible and as valuable as a handwritten signature.

In order to cope with this difficulty and to model its legislation to international
obligations,” the French Parliament adopted on 13 March 2000 a specific law in order to
adapt the law of evidence to information technologies.* The Belgian Parliament did
likewise, by adopting two different laws, respectively dedicated to the electronic signature
and trusted third parties {autorités de certification).®® The Italian Parliament took similar
action.®

The purpose of these laws was to confer to the electronic document and the electronic
signature the same legal value that written-paper documents have.

The transformations brought to the civil codes in order to make the electronic evidence
admissible concern the notion of written documents and its relevance.

(a) Widening of the notion of written document. The definition of the written docu-
ment has been transformed following the principles of the technical neutrality and the
non-discrimination regarding any supports or media. Therefore, the notion of written
document is now extensive and includes also, but not only, electronic documents.

The new article 1316 of the French civil code lays down that written evidence consists
of a series of letters, characters, numerals or any other signs or symbols that have an
intelligible signification, whatever their support or their means of transmission. By intelligi-

ble signification, the legislator means that the document can be presented in a readable an
understandable way.”’

(b) Relevance of electronic documents. Since the French law of 13 March 2000 was
adopted, the support of the document does not matter anymore: the electronic document
has now the same relevance as a paper document (new article 1316-3 of the French civil
code). According to the principles of technical neutrality and non-discrimination regarding
supports or media, there is no hierarchy between the different sorts of documents.

However, to be considered as a written document, the electronic one must respect two
conditions (new article 1316-2 of the French civil code). First, the electronic document must
identify the person from whom it emanates. Second, the integrity of the electronic
document must be guaranteed, which means it has to be established and conserved in
conditions that preserve it from any modifications.’®

The institution of the electronic signature. After having established the admissibility of
the electronic document as a means of proof, the French law of 13 March 2000 included
the electronic signature in the legal notion of signature in general. Aimed as a transposition
of the EU Directive on electronic signatures,” the law follows the same approach: definition
of the function of the signature and reliability of the signature depending on the safety
brought by the certification providers.

So, new article 1316-2, al. 1, of the civil code lays down that an electronic signature must
allow the identification of the signing party. It must also be the manifestation of the
agreement between the parties to the convention. This article specifies as well that the
electronic signature must consist of a reliable link between the act and the person who
signed it. When conditions have been fixed by decree about the creation of the signature,
the identification of the person who signed and the integrity of the act have been fulfilled,
the reliability of the signature is presumed. To respect those last conditions, the signature
must be guaranteed by a signature certificate provider (trusted third party). Those
certificate providers have themselves to observe any minimal safety conditions in order to
be allowed to operate.”

So far the electronic signature respects those conditions, it has the same relevance as a
paper-one, according to the principle of technological neutrality and non-discrimination
regarding to the type of supports or media. In this way, even the electronic signature
inserted by a public officer has the same effect it would have on paper support: the
authenticity of the act. Any kind of digital signature has thus to be considered as admissible
by the judge.

Relevance—The relevance of the notarial deed (acte authentique) is huge, if all the
conditions have been fulfilled and all the details that the public officer drew up (i.c. date,
presence of the different persons, payment, etc.) are considered truly. The only way to

countér it is to institute difficult proceedings against the notarial deed called the ‘inscription

de faux’ "

The private agreement’s (acte sous seing privé) relevance is not as important as that of
the notarial deed. The private agreement’s details are trusted evidence but only between the
persons who signed the document. As regards to third parties, probative value of the
document depends on the certainty of the date, which is gained by the death of the person
who signed it, by a public officers’ record of its existence or by the registration of the

document.?
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2042, Common e country (UK—England),  The Englsh court sestem has been
refined In the past century. The cours mevertheless cemain churaciersncs associaed wirh
thetr structure 48 formed in the three first centuries of the previous millenniom. It remains
eseentially 3 unitury system where all cowrs, both civil and crintinal, lead 1o the Cour of
Appeal and the House of Lords. Crredinary courts in England mese generally are classified
i superior of infertor, nfenor conn jurisdicoon s Jimted both geogeaphicelly and
according 1o the nature of subject marrer and includes those civil and erimimal conres tha
decide the vast majorty of dispures, the cownty and magistrates’ courts, fespectively.
Superior court jurisdiction s country wide, and consists of the Crown courr, High Courr,
Cours of Appeal and House of Lords.

English low of evidence remuins notorioos for irs complexity and excessive technicality.

furden of proof—Once governed by an almost mystical unwriten scheme, for a linde
moce than a century, English civil procedure has now been substantially codified. ™ Rules
of the Supreme Conrt now regulate most civil proceedings m rhe Supreme Court, and there
are earrcspanding rules for the couney courts and for eriminal proceedings in the mugis-
trates’ courts,

The English trial is an oral process (although the oral process alio s mandared by the
nature of the trial toddiy, the wse of written witnesses and expert statements has reducesd the
aral adversary systein). Counsel for chie plaintff makes 2 statement of his client’s case and
nest calls Wis witnesses, sach of whom may be cross-examined by defence cotnsel and
re-cxamined by the plaineffs counsel. When the plibrtiff's case hus been presented, the
defence initiates a similar presentation of witnesses, with cross-examination by the plain-
tiff. However, the Englsh civil rrial judge sometimes: plays an active role bn dieccrly
questioning the parnes. Jodical participation is impoant in s civil trl where either party
may decide not to introduce evidence. The judige may be able to extract whar ane counsel
prefers not to mention, and the others ignoee,

Ademissibilivy—rinctple.  English law of evidence shares with many athees. cominon
law jurmdictions a comnuement o exclisiomary rules thar geneeally have no counterparts
in elvilian svstems, where the dominant principle is that of the free appreciation of the
evidence, English lawyers have thus to be concerned, nor just with the quality of the
evidenee in terms of its relevance and capacity o convines & cort or 8 tribunal of the luas
with which it_deals, bur also with its elassifeation awd formal sdmissibiticy. Evidence may
sometimes be mied inndmissihle, even where it is clearly relevane, or indeed decisive, fram
a logical or ‘commion sense’ perspective,

The law of evidence under the commen law syvstem, which is characenzed by the
wealth, the precision und the wechnicality of irs rules, containy two fundamental principles
that appear to constirute major obstacles to the admissibility of computer and telematic
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documents as cvidence of the informanon they conrain, These rules are the hearsay rule and
the best evidence rule

(a] Hearsay rule, By virtue of the hearsay rule, 4 witmess can isnly testify on the hasis
of his personal knowledge, permimng his statements to be venfied by cross-examination,
In principle, the conm should net be invited o rely upon the truch of 3 facmal assertion,
unless that assertion comes from a2 witness who is testifving in courr, on the basis of
first-hand knowledge. Tradioonally, the fofin of evidence preferred by judpes was indeed
oral testimony given by live witnesses, tn order thar the veraciry of the winesses and their
credibility mighe be rested by rigocous and sometimes withering, cross-cxamination.

Qral gvidence i thersfore only admissible iF-it is given by the persen with the personal
knowledge of the facts beang asserted. Knowledpe from sscondary sources, such as other
persans, booke or records is pegarded as 'hewrsay evidence® snad s, in prnciple, madmis-
sible. Tnformation that the witness heard someone else sav—referred to g ‘hearsiy'—
would be excluded; given thae such ather persan should be compelled o testify firschand
sir that, again, the relighility testing mechinism of cross-examinanion could be broughe o
bear. ¥

Applied 1o written svidence, this rule means that o document i nor admissible unless s
author is presenr o tostily before the court an it content. The acual aothor of the
dicimene should also have to appear persomally in coonn. Becawse by cheir mature
computers cannot be cross-exnmined, legal writers and rhe case low hove alwavs considered
computer documenss to be hearsay evidence.

() Best evidence role.  [n determining admissibility of evidence, English couns have
long adopred the *“best evidence rule’, This rule means char the courn will give mosy credence
i the best evidense avatlable, such as origing documents or aral testimaony. By vire of
the best evidence rule,” a document i in principle anly admissible if ir is produced in s
ol version, Computer documens are often only ranscriptions of “traditional’ docu-
mieniex (bills, orders, furma, etel, which constitute the anigimals; these are often devroyed
atter being recorded on a computer. Even when there is no written document thar could
serve as the basis of a compurer document, the ongmal i3 considered 1o be the dasa
contained i the compurer in magnetic et elecronic form and the machine printour on
which the data appears in readable form @5 only a transeoption of thar daea, asd 45 such,
is not admissible before a court.

Exceptions, Fomunaely, there are in English law numerous exceptions m the st
evidence and heassay cules, In the abwence of such exceprions, there would be selarively
little scope for the wse of computer evidence in English teials. Unfortunacely, however, the
scope of the varions exceptions depends on rules of evidence that are often ao less technical
than the exclusionary rules themselves ™ '

(4] Exceptions (o hearsay mile. There are several exceptions o the hissreay evidence
rule; such ds the “business records exception® (o business record creared in the course of
everyday commercial acovary can be introduced as ¢ piece of evidence, even if there is oo
bicdivitdual whu can wesify on the basis of personal knowledge), or the ‘photographic copics
exception’.

In thie contexts the question wheaher compurer files and printouts are inadmissible
henrsay evidence or fall under one of these eweptions has been subject 1o extensive



debate.®® In the common law system, the hearsay and best evidence rules theoretically
prevent the admissibility of computer documents before the courts.

In the absence of jurisprudential exceptions to the hearsay rule granting the admissibility
of computer documents as evidence of the facts that they contain and given the fact that
it is impossible for the courts to create new exceptions to this rule, the legislator intervened
in 1968 and introduced, along with new general provisions relating to hearsay evidence,
provisions relating specifically to computer documents. Section 1 of the Civil Evidence Act
(1968), which governs civil proceedings before the High Court, the county courts and some
tribunals provides that a statement, other than one made by a person while giving oral
evidence in the proceedings, may only be admitted as evidence of any fact stated therein to
the extent that it is admissible under the Act or some other legislation. In its provisions of
general application, the Civil Evidence Act (1968) allows the admissibility of ‘first-hand’
hearsay. Section 5(1) of the Act provides that:

A statement contained in a document produced by a computer shall, subject to rules of
court, be admissible as evidence of any fact stated therein of which direct oral evidence
would be admissible, if it shows that the conditions mentioned in subsection (2) are
satisfied ... .

Applied to computers, this rule means that a computer document is admissible if the person
who loaded the data had a personal knowledge of it, or acting in the exercise of his duty,
received it from a person who had such knowledge. The Civil Evidence Act lays down
specific conditions relating exclusively to the admissibility of evidence in the form of
computer documents (even if it does not provide any definition of the electronic evidence™).
By virtue of these conditions, a computer document will be admissible as evidence if it was
produced by a computer operating properly, which is regularly used for the normal
activities of its user and supplied with information of the kind contained in the document
put forward as evidence. Moreover, the information contained in the document must
reproduce the information supplied to the computer. A certificate identifying the document,
describing the manner in which it was produced and any device involved in its production
as well as any other useful information relating to the conditions of the storage of the data,
must be submitted to the court, signed by a person occupying a responsible position in
relation to the operation of the relevant process or the management of the relevant
activities. A computer printout or display showing information automatically recorded by
the computer itself, or by machines or sensors linked to it, is no more hearsay than a film
or audio tape recording an incident. In jurisdictions that have to date not implemented, or
in the future do not implement evidence law provisions taking cognisance of computer-gen-
erated evidence in their evidence law statutes,” parties arguing for the admissibility of
computer-generated records tend to rely on either the statutory business record rules in the
various evidence acts or on the common law business records exception to the hearsay rule.
Generally, courts have expressed very little reluctance to admit computer-generated
records.”

(b) Exceptions to the best evidence rule. The production of a copy as evidence of the
contents of its original is permitted if the party exercising this right establishes that he was
unable to obtain the original. Thanks to its very general terms, this exception allows the
removal of the obstacles created by the best evidence rule to the admissibility before the
courts of computer documents. To establish their non-availability, it is enough to show that
the originals of such documents were destroyed in the normal course of business or never

existed. Furthermore, section 5 of the Civil Evidence Act (1968) provides that copies of
electronic documents are admissible if their conformity with these documents are
sufficiently established. L

Relevance—A relevant fact, sometimes called a ‘fact relevant to the issue’, an ‘eviden-
tiary fact’ or ‘factum probans’, is a fact from which the existence or non-existence of a fact
in issue may be inferred. If the only facts that were open to proof or disproof were facts
at issue, many claims and defences would fail. Very often, the only available evidence is
that which can establish some other facts or facts relevant to the fact at issue. Evidence of
relevant facts is described as ‘circumstantial evidence’.

If a computer document satisfies the conditions of admissibility as described above, it is
declared admissible and it is then for the court to weigh up its probative value taking into
account all the circumstances, notably the degree of simultaneity between the occurrence of
a fact and its recording on computer as well as any .interest that any person who is
implicated might have in altering the data.

The judge decides freely about the relevance of the evidence brought to him by the
parties. Since there is no strict legal rules of the evidence and as the judicial system is
mainly based on accusatorial mechanisms, English judges may freely appreciate the
relevance of the proofs. Evidence must be sufficiently relevant to be admissible and
sufficiently relevant evidence is only admissible in so far as it is not excluded by any rule
of the law of evidence. The consequence, of course, is that some relevant evidence is
excluded.

2.2.5. Electronic evidence in criminal cases

2.2.5.1. Continental law countries (Belgium, France, Italy). Burden of proof—In crimi-
nal cases, the legal burden of proving any fact essential to the prosecution case rests with
the prosecution and remains with the prosecution throughout the trial. This is a logical
consequence of the presumption of innocence. Authorities in charge of the prosecution
must prove the existence of offences they are prosecuting while the accused bears no legal
burden in respect of the essential ingredients of an offence, whether they be positive or
negative and whether or not he denies any or all of them. Even if it might happen in some
cases that a civil party contributes to establishing the reality of an offence, there is in
criminal cases no legal distribution of the burden of proof between opposing parties.

The authorities in charge of the prosecution thus have to prove all the ingredients of an
offence and to disprove any justification cause put forward by the prosecuted.

As result of this, in case of any doubt, the judge has to acquit the defendant.

Admissibility—Continental law countries (and many others) operate according to the
principle of free introduction and free evaluation of evidence (‘systéme de I'intime convic-
tion’>3), Because there are no strict legal rules concerning the admissibility of evidence in
these law systems,™ the judge (or the jury, in high criminal cases before Crown court or
Cour d’assises) is in principle allowed to use all kinds of evidence. Even so, one can ask
how electronic evidence is going to be considered by the court.” Contrary to the civil
system, where legal evidence is compulsory, criminal law establishes the liberty of proofs.
It means that in criminal cases, every means of proof is in principle permitted as far as it
is gathered according to specific rules and respecting general principles of law. In this
system of intimate conviction, the judge estimates in his conscience whether the offence
exists or not. He has the full liberty to appreciate the relevance of the gathered evidence.
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In these legal sysiems, the electronic evidence derived lram compuier records is m
principle admizsible.

i1 Belyismn—In the Belgian law system, there is no legal system regulating cthe admissibil-
ity of the evidence before 4 courr. Belgiin rules relanng o the evidence i erminal cascs
are nac legalise,™ The Code dinstection criminedle juse holds a very few dispositions
refating 1o the admissibilicy ot evidence™ so char die gathesing and the production of
evidence is usually described as free’ in Belgian crummal law. Iy prineiple, every plece of
evidence is supposed to be admissible and valid as far a5 it results from ravonal thawghe-
tulness and was collecred in a regular way.™ Arocle 342 of the Gode d'nstrudiion crimimefle
conteming the procedure 1o be followed by the jury before the Cowr d'assises Liys down
thar the jury hes o decide following its “fmtimare comdction”. This artcle is nsually
interpreted in o broad way, and is considered as the foundacen of the Tegil cule permarning
the free colleerion of the evidénce in criminal cases, as well a3 before. ribunals and couees
with no fury. This has become a general prineiple in eriminal law. In the cise of regula
gathezing the evidence, the judge has 1o decide an the guiltingss of the defendant, who can
only be condemned if the judge (or the jury) become irronately copinesd of the defend-
ant’s guilr."

The choice of the means of proof is therefore seen as free', even if the judie remains
umabile to appreciue the probonve value of cach piece of evidence provided.

In Frange,  The French legal system instinnes the freedom of the prool in eriminal cases.
Article 427 of the French Code de procédure penale™ lays down thae; *Hors G cis o b ol
e dispose awtrement, los infractions pesvent dtre dablies par tont sode de prevee e le
juge décide d'aprrds son intinw: convection’, This can be translired a5 follows: ‘Except for
partscular tegal disposmons, offences can be demonstrared by evers means of proof and the
judge decides according o his mtmate conviction. Every mcans of proof is thus i
principle permitted as far as it is gachered, according to specific mles and in revpect af the
general principles of the Law. In this svstem, based on the intimate convietion of the judpe,
the jilge has to act according to his conscience and to esnmare, on the basis of the pieces
of evidence broughr o him, whether an offence exists or noc

fr ltaly. The basic operation amd outline of the Tralian ceiminal pustice is determined
primiarily by the Code of Crminal Pracedire engered in 19304 This Code has becn
amended several times, ane nijor amendment was passed in 1955, Police services are in
charge of prelimnary mvestigations of alleged offences and detection of their PErperratoes,
including the callection and holding of evidence, The police are obliged to repore o the
udicial anchoritics all offences involving ex officio prosecodon which comes to thelr
arTEnzion.

The ltalian procedure code devores 4 whole baok ro the issues of peonl. Armicles 187193
hald general dispasitions laying down general peinciples of the evidence, amicles 194343
heshil the regilations of the means of proof and articles 244271 hold rles relating o the
means of seeking pieces of evidence, According to article 189 CFP, the judne may use every
pieze of evidence brought to him, even if ane or more picces of evidence were not loteseen
by the law, as far he constders this evidence as relevant 1o establish facts o to verify them,

Judictal proceedings begin with a preliminary judicinl investigation. In the case of
flagrant affences—ofences admired by the suspect or demonstrated by clear evidence—the
investigarion is conducred by o magistrate of the public prosecutor’s office ftrzione
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samymare’l, In all other cases, che investipation is carried our by an investigating fudgs
(ftraezione formale') I is the poblic prosecuter who decides which of the two provedures
i to be followed, b 4 suspect may request thae the investigaring judpe underakes the
prelizninary enquire. I the sospect is in custody, the invu:ig.{tiun must ke carned aut by
the investigating judge if, after 40 days, the public prosecutor has not asked for dischurpe
or trial As in France, the lalian eriminal procedure code |lars down the prnciple of the
fresdom of the proof in criminal casés: Any pisce of evidence i in principle admissible, as
far as i is nor (llegal miself and fulfils two conditions, Firsr, it has to make the fics
cestain and second, it cannor result in damage o the moral liberty of the prosecured person
{articke 189, 1, of the Codice del rito penalel. As [or the system of “intime comiction du
pepe’ that domioares Belgian and Fremch legal sysiems, the lmlian judee dssesses the
relevanee of the evidence that is browght co him. He must nevertheless morivale his decision
cancerming the relevance he gave 1w cach means of proaf fricle 192, 1, of Codice del rign
peslel. Moreover, he may not decide about the existence of a3 fact by way of pieces of
evidence, unless these are serious, accurate and cotrnboratmg (article 192, 2, of the Codize
el rirn femals),

However, this "liberry” docs not mean that dhe evidence is in any ease valid, Views diffes
indeed on the desitability of admieting evidence thar las been ohtined ilegally {lor
esample by i orime, torr or breach of contract or in conmravention of stanutory or other
provisions governing the powers and duties of the pelice i investigating crlmes) ar
mmproperly (for example by trickery, deception, hribes, chrears or inducements}, At one
extreme, the view is taken that evidence that is relevant and otherwise admissible should
not be excluded because of the means by which it was obrained: 1o exclude, it would, in
same cases, resule inanfustce including the acgoimal of the gutlty pasey. If this dpision is
favoured, all evidence thar is negessary o enable justice ta be done should be admicted. At
the other exteeme, however, ane can think thar illegally or improperly chiamned evidence
should alwiys be excluded; to admit it might encourage the alraining of evidence by sueh
means. Following this opinion, all such evidence shoutd be exchuded, even if it sametimes
results in jnfustice.™

Laws of evidence répresent in many couniries 1 compromise berwéen those rw sxtreme
vicws. Problems may accur when procedural provisions pravide specific regulatinns for che
procf. of judicil acs, or proof of leal documents.

in Belgmim.  Even if the gathering and the production of picces of evidence is wsually
sezn s ‘free’ o criminal cuses, the Belgian Supreme Courr (Conr de caszation) decided
many years ago that ireegular pieces of evidence had 1o be roled oo Accarding o
dezisians of the Belgian Supreme Court, 4 picce of evidence becomes irrepulir wehen o wis
gmhered in a way thar is expeessly unlawiul, or i 3 way that is sor in sccordance with
substantial rules of esiminal Tiws or geaetal principles of the liw and, more specifically,
with due respect to the righes of the defence®

Now-albservation of legal requiremenzs reliting i the admisibaliry of the evtdence. The
Belman indge is forced ro base his decision on pieces of evidence pachered in 2 licit and
rezolar way by the pursuing party. fnvalid pieces uf evidence shonld be considered s thase
gained a5 o result of an fnfrinpement {sech as violaton of the professinng] secrecy, s 2
eesult of a theft. an illegal phane rapping, metager, malicious wounding, ctc. Trvealid pleces
of evidence can never fead to a verdics. Furthermoare. if the means of proaf becomes strictly
regulated (such as a sesrch or 2 corparsl exploraton) only: liwfully pahered preces of
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evideice are seen 45 valid 1o justify a prosecution, For example, informiacion gathered s o
-result of illegal inrerception of welecommunicanons (or e-mails] can never be uzed by the
judge to motivate g prosecution,

With regard 1w eleceronic evidence, the Belgian Parliament ddopted on 28 Novemhbes
2000 4 spenfic law relanint to compuser crime called *Lon reletion 2 la crominalitg myforma-
sague” (eyber etime Aet).™ This law concains two types of rules. The fest cype [subsentive
criminal law) edicts mew incriminanons that may occur only in the eyvber world feompurer
forgery, computer fraud, internal and external hacking and compures sibwtage) and adapes
cxisting ntfed o the peculinrities of this environment, The second tvpe (procedural law)
incroduces new. dispositions of procedural law and edices the methods that may be used by
the public authurity for the prosecution and the enquiry of computer relied criininal 2ases,

As Far o8 procedural low ds concerned, these disposicions: give the pursuing pany {the
prosecution, ie f& Ministére public or le Procurcur die Rod] new and impoctane prerogatives
fior the gathering of elecrronic evidence, Maore specihically, the law allows the prosecution
to seize data stored on corporal dara curriers [y way of copying them and Blecking their
accesel, to-seek nerworks {in respece of the dispositions reladng o the house search) sven
if the servers that svore the dara are locared abroad, 1o require the participation of expers
t solve technical problems and o allow, 3 cermain extent, wirctapping, ™

Violation of the gemeral principles of e, In the lase few years, case law bas inerenss
mgly pur forward dispositions of the European Convention on Human Rights and the
principle of the respect due ta the rights of the defence to justfy the dismissal of some
pizees of evidence.” A piece of evidence obuinad in 2 way thar ls-not m accordance with
general principles of the law relating to the judicial criminal procedure, has to be declared
illegal, even if the way used 1o collect the proof is nor unlawtul i eself. 1f the methods of
investigarton o the conditons of coflecting preces of evidence wers waauthorzed, this
evidence is vitiited so that io cannoe be accepted as peonl and any judicial decision based
am it sheld be declared fnvalid.

I Framee, The likerty of proof in criminal cases has scme limitatons. Ficst, the
gathenng of pieces of evidences cannor srtempt to undermine fundamental human values,
Second, preces of evidence must be obrained in s lawful wav. Third, ao violition of the
general principles of law can occur in that progess,

Respecs of furdomental values.  The prosccution of offemess cannot amempr 1o under-
mine fundamental human valees, In char wayp, che moral and physical segnry of the
person may oot be affected. For inscarice, Freneh jurisdictions condemn disloyal peocessis
wsed] to pather evidence.™ French courts declared thereby thar starements of the sccused
gained asz a result of violence must be constders] madmissible as evidence.™

Lawrful character of the Hd{.ﬁc‘rrrr.;; of sridince. Diespite the prnnciple of the Iil-""ﬁl-'r uf
proat in crmminal cases, pieces of evidence presented o e judge must have been gathered
in i bawiul way. 16 no, they have 1o be niled out of court. The process of obralning picces
of evidence must thus not hove iself led to any infractions, Moreover, the legal condinions
foreseen for every particular means of proof must have been sericely abserved,

The electronic environment brings specific ditficalties for the gathering of picces of
evidence. To dipe with the increase in new problems, the French legislator quite eirly on
(5 January 1938] adopred the Lo Godfrain relatior d L fraude informaliqed™ (the
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Computer Fraud Act), which defines speafic offences oo prevent jny attempts to frandu-
lestl aciss/aher aubamated dote systems thar are now part of the criminal code {see o
articles 323:1, 373-2 and 3333 of the French semmingl eode introducing respecuvely,
fraudulent access ino auromined data systems, mtentional infringement tm sucl 5 system
anel intentional infrimgement ro dara stoved on it).7 Ie also ereared twa new services with
particilar competences and technical means o order 1o fight agaunst cyberesime.™ Mean-
while, no particular procedural toals for the pathering of an-ling evidence have been
crezted.

Haweyer, evolutdon of information technologies have made the creaton of specific
procedural instruments unavoidable. Therefiore, the French Parliament elihorated a et
de tor de la Société de Pinformasion’ [Infonsition Sociery bifl), aiming 1o provide police
services and prosecurion auchorities with procedural instruments 1o coprwith cybestrimes,
Unformunately, the bill was declared sull and void, and | ok a further 10 years for the
three tain themes of the bill 1o be ceutilized in the Lo sor fo séenrind sucetidienne (the Daily
Security Act) adopted on 15 November 20017

Beside new mstruments, such as the possibility of hearing o wirness or a prosecurcd
parry by way of videoconferencing [article 32 of the Loi sur lr séonrite quutidiesne], law
enforcement agencies now have the ability (as resule of three amendments o the arricle)
tor consult previous Tntemet taffic data.™ Despire the general principle of the erAsInE
reafiic datn by Internet service providess, relecommunicarion irperators iy indesd be
forced, in specific cases and as resule of court orders, o sive rraffic dats information lar
a pedod of at least one year, Furthermore, police services are now allowed 1o decods
dara collecred during judicial or security intercepticns or duririg search or serznres article
0 amed 31 of the Lod sor o sécurité guotidienne, inteoducing new drticles 230.1 1o
230-3 ro the code of ariminal procedure, new arvcle 11-1 1o the Lof a®9 1646 dis 10 Juilie
1991, refative awe secret des corrospondances dmises par W voie des téldcommumications
and a3 new article 434151 10 the French criminal code],™ We should however it
out thit the French law does not provide any dispositions relatiop o online search or
seizire of data.™ This means thay sewores in the field of evber ceime remain arrached to
the rules of sefzire in the corporal environment and thar law enfofcoment dpencics
are only empowered 10 seize corporsl ohjects [supports for dat), such as compuiers,
SEEVeErs, £l

As far as judicial and security inferceprions are cuncerned, these were alrendy foreseen
by the Lor 98-t die 10 guiller 1991, relative au secrer des correspondances dmises par o
e ey tldrammrimications (Secree of Telecommunication Cormespondences Acr), Jidicial
interieptions can be decided in case of infringements thar are liahle o ar lesst two yeara
of imprsonment famcle 100, French criminal code], Security dnterceptions whicl intend o
calleer informarias that conld be of interest for the Marional Security (amicles 3-19 of e
Lai -3 dee 10 juiller 1991} need o wrineet and morvared suthorization of the Prime
Minister, taken on o worten and motivated proposition of both Ministers of Defence and
Hisme Affairs.™

Vindatren oof the gesteral principles of the L. As in Belgium, evidence gathered in i
wity that is not in accordance with the general principles of the Taw relating o the judicial
eriminal procedure, must he declared inadmissilile, even of the way vsed o reach the proat
is'not unlawful in itself. For example, pieces of evidence thar were nor submined for
cross-examination of the partees or char were not correctly communicared cannot be weed
a5 4 basis for o) prosecurion,
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fr Jealy.  The Tralian Liw system instientes [irticle 159, 1, of the Codies del mio femals)
the liberry of proof in criminal cases, meaning that any cvidence that wis not expressly
declored unlawtul by the law can be wsed in crminal cases. However, this liberry remaing
binsndad by some lmistons, scoording to the tvpe of proof concerned. The Tealinn law
system distinguishes rwo kinds of proof: those thar are specilically provided by the law, and
those that are not.

For the legally foressen piecss of evidence (provided by the lalian law), the judae
must verify chat they conform with legal tequirements. 1o that way, for instanee, the
mterception and tapmng of relecommunications may not be used for any type of
infringement foe it must conform with conditions stared by the Legge 23 dicermbre 1993,
. 54T, recente modificaziont ed mtegrazions alle norme del codice penale o dl procediera
it tewmd df cringinadind informasica™ This law concerns the 'inn:n:l_-l:lnun of relecommunica-
tone and wiretapping {arncle 266 C.PP.]. Furhermore, picsss of evidence gathered in
breich of ather legal fterdictions cannoe be swsed {arricle 191 of the Codice del rita
penale).,

The law can expressly: exclode same pieces of evidence. When 1 piece of evidence i
sconsidered as superlluous or obviously irrelevant, the judge is not allowed o use 0 and this
plecs of svidence hus ro be ruled out of the cane (armicle 190 of the Codice dof it pemale),
As the ltalian law system does not accept the peincipler Smale caprum, bene retemtan’, the
judge has to order the dismissal of inadmassible picces of cvidence, Article 191 of the
crimimal code lays down thar proof gacheeed in 4 way that is not in accordance with legal
intersdictions cannot be referred o, either for the tmial, or for any decision concerming
indicrment. The judge may not use any resulis gained coera legem. All partics ar the trial
miay a8k ar any nme for the dismissal of pieces of evidence gatkered fn an anlawful way,
This means thar ivis nor necessary o disqualify inodmissible evidence ar the very beginming
of the trial; there 1= no moir agreement,

Relgamee—In . these sysiems based on the intmase conviction, the judee wsscsses
sceording 1o his conseience whether the offence sxists or non He las the full liberre oo
appretiate the relevance of the gathered svidence.™ He assesses the relevance of clements
an which he used 1o base his decision, provided thar these elements had Bees frst submizced

for ermss-examination by the pareies,™

L15.L Common fow countey (UK—Fnglond),  Burden of proof—The CONICMpUry
English criminal process is accusaroriul eather than inguisitorial. The case against un
acesed s investigated, prepared and directed through the cowres by g party, usually a
public afficial representing the Crown, amd nor by the judges or magistrates as inoan
inijuisitoninl systemi. [n English law, the presomprion of innocence is considered a5 2
fundamental element. In principle, the burden of prootf rests encirely with the prosecurion.,
However, this principle has some exceprions, The burden of proof reses with the defendant
if-a special legal rext expressely foresess i, when 4 text creates n geseral EXTEPLInN
concermpg the Summary weial, and in cases of meneal disorder,

ﬂndnrr's.fr'bin';!y----lrl England, there is no criminal procedure codel® Procedural miles are
therefore deduced from decisions deliversd by the Courts of Appeal and the House of
Lords, as well ds of stamutes, particularly the Police and Criminal Evidence Aet (PACE,
19841, However, although the English Parliament hos adopted for the last 20 yeurs severnl
texts in the feld of criminal and civil proceduces with she incencion of improving legislacian

Legal Adnrissibility of Electranic Evidenee FhE;

ine somie spheres that have been dealr with madequately by corrent case law,® the English
legal sysiem: remains mainly Ieised on casé v and more specificully on the law of the
precedenc: the courts remuin bownd by decisions taken by upper level cours, If the law has
ot solved o question yet, It is in the previous case faw where the judge mist find the
solution of the conflict. The law system is then characterized by an oral and adversarial
procedure. Rules relating to the evidense are thus seatrered in 2 range of lgal sexs coming
from the lue XV cenmun™ a5 well as-in a huge jurisprodence. This makes the law of
evidence difficulr to describe.

Muoreover, the Enropean Convention for the protection of Human Righes mnd Fonds-
tmental Freedoms®™ does not have any direct effecy on the English internal law sysiem. The
resilt is thar it 1= impoisible o use EU liw a5 3 sottee of the law of the evidence in English
law: the courts always interpret English law in 2 way that conforms with the canvention,
bust i case of contlict, English rules will always prevail,

The main guidelines of English rules selaving ro the ndmissibility of evidence in criminal
cases moy nevertheless be presented as follows. In principle, all selovant evidence s
admissible in English law subjecr ta exceptions. Evidenée musr be auffciently relévant o be
admiiesible, but sufficiently relevinr evidence is only admssible in co far us ir s no
excluded by any rule of the low of evidence.® For the decisions relaoing 1o remanded
custody and to pumshment, all means of proaf are sdmissible and may be used ws far as
applicable. This also includes pieces af evidence pained - in-violation of the law: In this
second pare of the trial [the determination of  the putishment), all cvidence is indeed
admissible,

Tr establish yuiilt of an aceused, some means of proof are not admissible, amon which
ie hearsay evidence (see ahove) a5 well ay thir founded on previous convictions or on the
personalicy of the accused. Usder the adversary svstem of tridd, the court iself cannat
undertake a search for relevant evidence bur muse reach s decision solely un the basis of
fuch evidence a5 is presented by the partics. The reason 1o exclude the hearsay evidence is
chear: the person with the information is expected tesrify and is oot there at the hearing.
It is'then impossible for him s declare under apch and submie o cross-cxamimation, which
is ane of the man prineiples of the English procedural system.

In Belgian, French and lalinn liw syscems (sce above), in order o condemn someone i
15 required thar their culpabilice 15 demonstraced by the way ol proof (picces of evidence),
mainly-brought by the prosecution, In these French inspiredd systems, this legal abligaton
does not disappear when culpability is acknowledpged by e accused. I culpabilicy s
acknowledged, their declaration will only be considered as just one mare piece of evidence.
Even in this cise, the judge still remains free ro decide on their innoacence b cnlpabiliny ™
The English law system 15, on this paint, rather different, In England, like in other common
law countries, the fact that the accused ‘pleads guiley’ i considered o declsive: the
prosecuninn is released from supplying evidence and the courr has ro conidemn the accused
even if ft is not ultimarely convinced abeur theis culpability. Tn the case of 2 *guilty plea’,
the liberry of the proof regulares the admissibilicy of e evidetee and, i theory, all
evidence is admissible. This procedirsl paruculurity must not be undermined, [n England,
the Lepal rules related v the admissibilite of mudicial evidence are much strnger than in
European continental law systerms. As o vast majority of cises pass theoigh the conrs by
way of a ‘guilty plea’, this exacring evidence law is fortunarely mot called upan in these
cases,

However, when the strict rules of evidence apply, they forlid the wse of a ser af
cavegones of madmissible svidence. Among these, the testimony of an incapable witness i
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congidered as madmissible and hearsny evidence 5 also strictly forbidden. The noton of
*hewrsay covers @ rathier large aréa and i nehades aml isserriong from third parties, ag well
as written assertions Of non-witnesses, Informal weitten docuiments 35 well as scatements
made by the police are then considered az hearsay cvidences, Former deitements of
witnesses appearing before the court, excepr thoss i conmmadiction with thesr aeal resti-
mony belore the judpe, are in the same way suppressed, There are revertheless Targe
exceprions to the principle of the exclusion of the hearsay evidence™ The most important
w5 probably the one created by the Criminal Evidesce Ace (1963), muking records relatiig
to teade or butiness admissible as evidence,” In-case of violared rales of the evidence, this
does nor prevent the acousanon feom producing the lingious proof; bee the cowrr retaing the
diserenpnary aldlity 1o accepe st or o refuse it Unlike the French rules of evidence
taccording va which non-admissible evidence must be declared null and void, thus nullify-
ing the subsequent procedure—see ubove), English eules sever render void inadmissible
evidence even though similae mechanisms exase,™

I this way, when the law exceptionally refers 10 the starement of 1 witness COUCETTng
the quakiy of evidence, cours in some cases may decide o deny it for pon-obserrnce of
lemal requirements, Furthermore, amicle 76 of the Police and Criminal Evidence Aer holds
thae confession of the pceused 15 nor admissible as far as the prosecution s unable ta
demonserare char this was noe ohegined by way of oppression, or as a conseguence of a
betuviour making thi confession of the aocused [ess credible. Ariéle 78 of the Police and
Crnminal Evidence Acr encitles the coure o exelude any unfair evidence pur forward by the
prosecution: ‘Tn any proceedings the court may refuse w allow evidence oo which the
prosceution proposes to rely ro be given il it appears so the court thar, having regand o all
the cireumstances in whicl the gvidence was obrained, the admission of the svidence would
have such an adverse affeir on the fairmess of the proceedings thar the court aught not o
admit i7"

Article 78 momly applics to confessions obtamed by the police in violarion of the rules
of the Police and Craninal Evidence Act and the codes for the conducr of cross-examina-
tions. Case law, stll developing, indicates that the court must exclude confessions obtained
in 2 way thae fils to sespect the substanoal rules, in parricular a failuce to respect the rules
an the writing of declarations by the police that undermines-its rehabilicy, and o failire o
pespect the eipht v the wdvice of 2 lawyer having allowed the polics o persuade 4 silent
mspect o speak.™

Cases on these matters appear to resule in 2 parrern according o which evidence may
readily be excluded where the police ace in bad faith and In so doing prejudice the righrs
of the suspece ar his ability 1o have a fair mial™ Where the police act in good faich, but
wrongly, the conrr will desesmune whether procecdings are theeeby rendered unfair, The
power 1o exclude evidence is nos mrended ro punish the palice for 2 failure to observe the
rules. In parcular, a failure 1o eecoed an interview ond to show the recoed o the suspect
15 regarded a5 a grave breach because it prevents the court feom verifying what actuatly
occurred ™ The decision of a trial judge whether 1o exclude evidence on the ground of
unfairness is discretionary and appelloze cours will nor readily interfere with his cxercise
of discrerion.®

In case of fasts discovered on the basis of inadmissible evidence with regard 1o areicl: 7,
the situaton is expressly provided for in the PACE. The fourth paragraph holds thar ‘the
fact that a confession 15 whally or parly excludéd in pursnance of this secrion 4hill not
affecr the admissibility i evidence of any facrs discovered as a resaly of the confession; or
where the confession is relevant as showing that the accused speaks, writes or eXpresses
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himself in 4 particalar way, of so moch of the confession as is pecessary o show thae bie
does s, Mawever; "evidence thar o Faer to which this subsection applies was discovered as
a result of a starement made by an accused perspn shall not be sdmissible unless evidence
of how it was discovered is given by him or an his bbue I,

As for clues discoverad by ather irregular meany, such a4 3 non-autherized searely for
example, the courts refes some to amicle 78 The jurisprudence affiems thar this areicle can
be ised 1o suppress any indication discovered by the police as a result of an illegal aer oe
a behaviour excesding its powers: ™

In spite of rthese affirmations, however, English courts seem very linle dispased o
suppress any evidence forsuch motves, Thae Enplish jurispruilence i willing co adeis such
evidence represents an important change of atritude, because for 4 lomg time English coares
appeared o show né interest in the way thar evidence had. besn pathered, ™

U law enforcement agencies aer in violation of the PACE, it s thearetically possible 1o
promuince 4 disciplinary sanetion, Unlike the French syatem, English crminal covres are
ot empowered 1o impase disciplinary. sanctions on police apents. These sancoions may
only be imposed by the chiel of the regional police ar by a special caurt. Irregular search,
seizure ar arrest could nevercheless lead, theoreseally ac lease, o0 civil 1wal. For very
obvious eexsons, however, the victim wha is condemned because of these irregulap nnwnsl,
so diseovered, s pengrally budly placed 1o institue procecdings,

Ihe etess-examination of the acoused ts sertled in detail by the Police and Criminal
Evidence Act (PACE) while che recording of telephonic commumicanions w5 organzed in q
wery strict manner in the hiterceprion of Communications Act (L9850, Unnl 1990 and the
Compurer Misuse Act (1990), specific compurer relired crime did nor exist in the UK Except
under the provisions of the Dot Protection Act (1984) and therefore the prosecution of
infringements invalving computers had o be based on the offences aviilihle under the
existing bedy of law. The Act has simplificd the position and eriminalized the fallowing
dctions:

* unnuthorized access o computer material (61

* emtuthorized dccess with the ent to commur or facilitae the commission of further
uffences [£2);

s unauthorized modification of compiter marerial (537,

Ta prove thar an offence has been committed, the fullawing paines must be demonstrared:

= the compurer performed a funcoon 351 consequence of citlice accies being atrempried
or actual access x| and 3

o the access was yoauthorized (5. 1 aml 2y

* the person artempung access knew that it was utauehorzed . 1 and 2

= the access was o preliminaey to committing or [acilitacing & serious offence (s, 2
= the modification to computer marerial wan or would have been crused (s 3k

¢ the modification was anauchorieed (5. 3); .

the peron arempring the modification knew it was imantharized (5. 3) and
the intentice of the modificarion was o impair the commputer's opraton (5. 3).

It is no casy twrter to establish these poins wnd, despite this faw, thi Sent to which
dneuments generated from information stored by eleceronic means mighc be admissible as
evidence remains subjected to varions interpretations i the English courms.
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elevance—Comman law always agrees with the principle of tee free appreciation of the
evidenies Tt never wsed the theory of the: lepal proot, The courr acknowledaes fresly the
relevance of the evidence Tsee above),

Thers ace nevertheless some excepriing 1o this rule, such as amicle 13 af the Perjury Act
1911, which chums thae a witmesss restimony s not sufficient for a condempation for
perjury. Since the rule forbidding prosecution on the basis of 2 child’s deposition withour
kit dath (rhae was nor corroborared) was abolished in 1988, it is no losger imporanc
i aocase where corroboration s ohligatory,

In principle, 4 crnunal court muss condemn che defendane only when the evidence
concerning the affence has been proven beyond regennafile dowht,

Far the defendant befare the magistrates” cowt, the possibility exises, [h._‘um;ic;;il:,- at
least, so ensure thar this level of praof has really been renched. In the case of prosecurion
at the magistrares” courr, the defendant can request the rensons behind the verdict
aceording 1o a so-called “case scare’ provediice. 17 the defendant suggests that the proaf of
his infringement was not sufficiently established, the conrs s abliged to specily the proof
o which ir founded irs verdicr. The defendant who is convicied by a jury hefore the Crown
Courr, however, dods it have this appormunity. At the end of the learing, the fudge is
obliged o give 1o the jury an aral sommary of the proof pathered in order ro convinee i
members abaur the guilt of the accused. He alsa has ta forbad the jusy 1o pay any ateenton
to-any fact thar was net considered as admissible evidence, amd to warn it apains the proof
that was not accepted hecause of lack of cormoboration, IF these récommendations are
mcorrect, the socused may lodge an appeal againse the verdict. However, if the recommen-
danens were presented correctly, there i no versfication whether the jury understond them,
or even it it did understand dhem, nothing prevents the jure from underesnmaring them, A
inry cannot be sneerropgated on the motves of it guile verdicn, On the contrary, anvane char
attempis to discover the matives from them risks beitg pursued for Infringement 1o the
aricle & of the Contempt of Courr Acr 1981,

116, Eecrrontc evidence in ALMUODR. Parties in cyberspace are seill seeking o fragile
balance of power. Amidsc 4 growing number of conilicts; certain actors--mostly propo-
nemis of serwork self-regulution—wishing 1w achicve an effectve solution while avoiding
traditienal complex legal proceedings, advecate aliermacive dispute resolution secvices,™

Alternative Dispiite Resolucion (ADR) may be defined as new cost-effective and nme
saving way of sertling dispures oue of conr {the ADR is thus @ negotiation process willing
to led 1o an agreement berween opposite pardes™) while ODR (samerimes called s-ADR)
is generally the elecreonic form of AL The ADR is an “alternative’ o the judicial dispure
resolution, and thersfore usoally o Sure procedures. A very broad range of dispure.
ridated services @5 offered. A quick survey of pertinent licerature reveals thar the term
ADR: {or QDR when offered anline) is wsed for mechanisms as different as dispute
prevention, nmbodsman programmes, condics management, assisted nepotiation, early
noutral evaluation and AssTIsment, |1l=l'-l|:|tmnrwnnlm:rnn, lﬂCIJi.‘It:u::-n-.“er‘;sTiDrlr wirhi-
rration, expers-determination, enc, A first distinezion i then drwn berween, on the one
hand, actual dispute resolution, which covers procedures intesuding direaly o resalve
conflices and, on the ather hand, services thar conld rather be considered as sarellite
funcrians, seeking o prevenr dispites or ta facilitate or jmprove their resalution, withour
actually resolving them.™ These last mechanisms are oue of the seape of the CTOSE
project, o that legal issues relanng o the evidence before these ‘services’ will noe be

examined here.
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Among dispure-related services willing to-solve confliers. 2 main distinction has o he
made berween twn major trpes: medistion and arbitravon,

Mediation i a form of assisted negotiation where 5 third fieutral party, che mediator,
helps the dispuranis come to an agresment o resolve their contlice, While the mediator,
faving no dectsion-making power, never impnses i solution, the degree of his Interventon
G vary significantly, rangieg glabally fram ‘pure’ medintion, where the mediaoor incer-
venes as fictle as possible, to *mcle’ mediadion, where the oecurral triey 10 Force an
agreement an the parties,"™ As mediation seeks mech more o satisfy cach parry's interesrs
eather than 1o adjudicare fair and legidimate rights, che procedure s governed by few rules:
substantive state law applics only insofar a5 some types of agreements are prahibited, and
ne tule of evidence controls the provess.™ The mediaie may thus in principle receive afl
kinds uf evidence and nppreciate freely their relevance.

While the gist of mediation s 10 take the parries o 4 camman ground of mutually
acceptable soluzions, the conception of justice in arbieration is much mare straigheforward,
It relies vn the determination of who i nght and whe s wrong: arbiccinon adjudicares
tights amd therefore kas different requisizes for the qualiny of its justice. It is rhe ADR fapm
that applies kel rules with the highes densiey and, therefore, is the mechanism providing
the most formal fustice. As it is the prvare exquivalent of » coure and s swards are bituding
like judgements, arberration is submitred o cotmparatively strier rules for it to Bave i
destred effects. Arbitration nysse be compliant with fundamenal procedural riles, arttong
which the spportunity for the parnes ro be heard, According ro the English High Cour,
this includes the mghr for the parties - present their case thy granting them sufficiene time
ter prepare their aguments], the existence of praper and proporionate metns for the
receipt of evidence and 9 sumenacy natuee of the proceedings (and in parricular o linsicsd
availubility: of hearings).'™ In any cvent, the jucischicrion of an arhitral eribunal muse be
biused onan agreement, 1 court arder ar 3 st o treaty. Avcording to arbirranon based
0N an agreement; & court order or 3 statuce, rules refuting o the evidenee will e
determined by rules held in the agreement, the law or the conventinn of arbitraton itself,
It is cherefire impossible to list an exhanstive collection of males of evidence in the case of
arbiranon. Witheur prejudica of pardcular dispasiztins, us the arbitration takes foemal
Justice as its model, rules of evidence will mose generally seguare with legal ones and chis
i the reason [or referring 1o chaprer one concerning the admissihilicy of the eleciennic
evidence hefare arbiteal perisdiction,

3. Conclusians

As demonstrated above, rules govermimg the gdmssbilice of evidence are eather crmpli-
caced and largely vary fram one country to anathes. Tt is therelore difficulr o present them
filly, This paper has onlv aimed 2t inrodducing the core principles of admssshilicy of
electronic evidence. .

The canclusion thar may nevessheless be deawn s thae there is o definice secd o ensure
thar for amy collection of computerized dara the rules gaverning the obtuining of the
evidence are followed precisly. Consequences of iMegally obrained proof can vary from
CI5E 10 case,

It is:therelfore hiphly recommended 1l people lnvalved in the handhing of electeanic
evidence are aware of and kepe constantly updated on these specific procedures, This 15
partleularly important with regard o jurisdiction iy cross-border crime ciases. ldeally, the
dugy of disclosurs shonld be the same. The Cemmission i therefore preparing a proposal
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for a Council framewerek decision on munial recognition of pre-tral orders 1o abtain
evidenee (including thar for cybererime investization) thar will cover search and ssivure
wrdets and production orders,
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