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INTRODUCTION

The Information Sociery that we know—sot to mention the one we have been
promised—aboutids with content from smages, sofiware and informational dat 1o
sound, musie, and films. Whether this content or the underlying digital “phjects”
are copynghied or not, their orgm, authenticity and reliability s ofien uncertain
due precisely lo their abundanee. A need for identity, hence identification. has
appearcd o the Information Highway, This need, already apparent in the use of
digital sigmures—which aim to cemify a - co-contracting party’s identity. or
relinbility—also extends to other types of - digital content fike images, audiovisual
sequences, music, and toxls,

The technologies for identifving and labeling comtent have been prezent for
several years. Watermarking, identifiers, and fingerprinting are the names Eived o
these technoloies, which have multiple functions and modes, Collectively, they
are called “rights munagement information”™ by the World Intellectun] Property
rganizution (WIPO), the fime legislative parent of this new development in
copynght

The WIBO Treatics of 1996 contain provisions prohibiting the alteration or
r:mlmlal of Copynight Maragemen: Information (CMI) once affixed fo works or
opies thereof,”  Dther states have followed; the United States enacted the Digital
Millennium Copynight Act of 1998 (DMCA),” which inserts into the Copymight Act
§ 1202 dealing with CMI, and in 2001 the Furopean Union enacted 4 directive
whose one purpose s o implement the WIP) Treaties in the acyiils
canmungutaire. The Buropean Directive on the Harmonization of Cerain Asperts
-:_ur'Cupyri@: anil Reluted Rights in the Information Society [hereinafter “European
Ullrcc'ti.!m"];' desigred 1o respond fo digital threas and questions, includes the kv
principles of this new protection to be transposed by the member states in Article 7.

Despite all this legislation, the legnl protection of CMI has not received much
consideration thus far.” It could be inferred from this seeming lack of interest that
these provislons are considered to be benign, innocuous copvright additions. 1t is
true that the very principle of protection for the identification of the author and

I, Sdme courtries use the wording opyrghl Mamagement Inflannation,™ insead. of “Highte
Manngement Difarmativn” which is uwed by WIF to indese that {3 mvnbves not only copyright, It
also relnied pbts emjoyed by performers and producers: | will Bierginatler ahbrrevinns bath lernis na M
o RMI respectiveby.

L World Insellectanl Propesy {fganmtion Copynght Trésty, Dee, 30, 1996, art 12, 15 LM
a3, dwnlably @ Bopifwewowiplorpieatedinieaindeatml - snd owiileble ar
batepe e copy gt goviwipadtedary | bimil [heneinaficr WOT)

A Puirl Moo 05304, | 12 Siat 2863 (Oct. 28, | 998) (codified as amended a1 17 1] 8.0 2
1205 (20007). ' - it

4 Directive M0129EC of he Earopean Prebinmerd ancl of e Coninel} of 22 My 200 on the
barmmstzin of cortabn sspects of copyright and relatesd nights in the informeation soctety, 2000 O (L
147} 0 fhoretmafter Eupean Directive] )

4 Nirwocr & 2 noeable cucepbion: he has written extensively on the sopie. See Dovid Nimme,
Huzben o thee Digited Miflergsm Copyrophd Aoy, 46 L COPYRIGNT S0y, 401 (1999, Bvid Nimimer,
Ane Der Newes Fnlt, 93 Nwo L L REY. 105 (1998)) 1 MELVILLE B, NiMMIB & Davin Niuurs
NIMMEN O COPYIIGETT § L2044 (20011 I
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work is not ngw. Examples can be found in moml nghs or in somé notiono
provisions dealing with art forgery, This Aricle dismantles thes fagade of apparent
harmlessnesy by highlighting some flaws, conundroms, hidden Tewares, and
departares from traditional copyright rules found in the new legal protection of
CMIL T will primarily focus on the recently adopled Buropean Dircetive, while
referring to the DMCA when relevant ®

Section [ will defide the notion of “copwright management information”™ and
explain the technical tools and devices currently used to ddentify, authenticate and
imprint the copynghted works. Section |1 will sddress the legal profection of CMI
found in the European Dircetive.” A related issue discussed by some sehalars is the
relationship between such identification schemes and o monl right of attribotion.
Senme argue that the fegal protection pohieves a partnl recogmition of o moral nght
of authors,* 3 matter of particular imporanes o the US copyright regmme that does
not mchude any tormal moral rights” Section [ anpues that of the CMI protection
creales osort of power o attribute the works to 18 nightful owners, it does so by a
peculiar logie, closer tiv the interests of the producers, publishers and distrbutors of
works than to the flehyy generally recognized as befonging 1o the anist and o the
protection of her personafity and reputation.  This could fead 1o s weakeming of
mord rehts s we know it Europe and a shift 1o an imperfect substinne,

I. COPYRIGHT MANAGEMENT INFORMATION:
DEFINITION AND OBJECTIVES
CMI is wsually understiond ae any piece of information that either helps identify
the work or the right holder, or manages nights, Ome recital of the Ewropean

. The CMI provisons in the Faropesn Directive do not differ moch: from theer commterparns m the
DWEDA. AL lenst, the relionobe and key efements of the protoeiiom are gimidar. | will upiderstone thoir
hifTercrooys o seeded,

T I b owonbehile o remember that o Foropean Dhrective: does et have firecs legal force @
member staes. It constinzies andy some hamc provisiom thal tho member siates are obliged o
imurporale into theer faws. Therefome, e proviamons appesntig o the diseclvie of 2001 s explatel
betiw, will not be of dircet spplecation in the member sates. The latier are onky chliged 1w mcarparin
it ithekr regudniory frnmework the principhes of the dissctive when needed. They wre free o do 50 in
any wiy the js ned imeompatible with the objectives and prnciples of the adopted directive. As &
consequence, the matinnal yegkdatory bameworks that will emerge from the Implomentation process
muight be slighily differenl than the provisions of amicle T ndifrssed hers, Besides, only tbo Aelds where
harmonizstim is nedded b ensure s smooth funchionme of the miemal market are opet for dimectives ol
the European level. This expixica wiy the T3 provishons liad down m the directive & noi inchade my
rumiedies, which are iniditionnlly considerod matters fin member suees' anheriny.  Having sunk that,
given ihe weknicadity af the CM] provieipns, one could expecy that the mienber siatcs will simply
incorfrorite the exocr texp of amcle 7

H  Jane O flinabuing, HMave Aorad fipko Cime o (aioll Age nothe Unied Stofes?, 19
CARDORG ARTS & BN LSO GH0LY Jine U, Ginsharg & Joa A, Hoompenen, Pared Discartion. dre
There Maral Rtighr [n Cylwrspace™, in 3 [NTERNATIONAL INTTLEECTUAL PROFENTY Law & PoUicy
17-F (Hugh C. Hamgen ed, 19963 Sew alvd COFYRIGHT DN CYBERSPACE, ALALSTUDY Davs: W34

165-253 (Marcel Dellebeke e, 1997) ( genieral discassion os the fght of autbeniscin

9 Sawe for a partial integrity right granted u viznd works by the Visual Ars Rights Act of 1240

Pab. L Mo, 101- 650, 10 VI, 104 Siat. $128 (19M0) (codified in part fn 17 US.C8§ 100, 1064, 107,
LE3, 200, &8, 412 %00, S04 | 90430, Bur this right es e 0 s visual werks onl does not sxtenid

o figital works, See Gimsburg, mipea sate B8 10-11
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Directive clearly addresses the purpose of CMIL

Techoological development will facititate the dismbuton of works, notshly on
etk and this will entiil the need For righthaelders to identify better the wark or
other subject-matter, the author or any other sightholder, and 10 proside informanon
abost the terms and condditions of use of the work or ather dubject-tmatter i order to
rencher casior the manzgement of nghts attached o them.  Rightholders should be
eptouraged o uve markings indicating, in addition 1o the mformation referred o
above, mer ghia thelr suthoreation when pusting works or other subject-matter on
petworks 0

Many techniques can play a role m the identificanon and marking of works. A
useful distinetion can be drmawn between pieces. of information dentifving the
digital objeet (Le., the so-clled “identifiers”) and the fechtigues that enable the
sttachment of that information o the content.  The principal techmigues are
enerypiion or stegenography,  This distinction hns tmportan] consequences in
regard to the protection granted by the provisions covering CMI

A. THE IDENTIFIERS FROM | HE ANALDG WORLD
Ty THE DEGITAL ENVIRONMENT

DHgital identification systems, in the form of codes inserted into & work or
accompanying its cireulition, are currently being developed'! by the Intermational
Confederation of Authors and Composers Societies (CISAC) and by associations of
editors, and prodvcers.  The CISAC system, or Common Information System
(C15),7 aims to identify the distingt constitnent pans of copyrightable works
(through varions codes spplied at variows sages of the creative process, from
creation to fixation and the munufactere of the commercial product), the parties
fnvolved (the rghtholders, suthors, producers, editors, or performers), and the
contracts signed between the parties concerning the works . The International
Association of Publishers has also developed an wentification scheme called the
Lrigital Object Tdentifier (201, The main function of these identification systems
i% to facilite the search for rightholders in ditaboses referred to by the digital
cades appearing on the work, The CI5 idennifiers are similar to [SBN numbers,
the well-known onalog identification system for numbering books, They are
compesed of a string of pumbers, reférring (o0 8 centrl dofabase where full
information aboat the wark, the publication, the publisher, the author, and the date
of publication can be found.

10, Furopean Directives supri bote 4, recital 55,

Il Sew Daniel Grervala, E-Commerce and leseilectunl Progesty: Lock-It Up ar Licoaw?, e 6
INTERMATIONAL INTRLLECTUAL PROFmrty Law & Paiicy 37 (Hugh © Hensen ed, 20013, for a
detniled overview of ietification systems ourreally developed.

12 See hitpwww cisscorg (the Inderational Confedersilon of Authess® Sccieties (CTSAC)
w=haibe),

13 Ko hatp:Cwww ol ang (the DL assceintion websue).

14, Oiber Wlentifiers oxi in the snalog workd, 0., the ISAN (reviews and peniocels), the ISMN
| i sbocts), and the ISR (sudiovisuals s soind recoedings)
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Given the ease of integradng o smgle sirng of numbers e & digiond object,
theye identifiers are o key prece in the electronic distribution of works, One of their
mom odvantages 15 permonency.  Since they refer 10 o centmal datnbase, any
migdification related w the publication, the publizher, or the work cin be éasily
pdded to the dotabase without modifving the identification attached to the
circulating digital products.

(mher identification regimes have been put in place by apeciiic associations or
used in specific distribution  chains. Some technolmgical  measures need
interoperability with digital signals embedded in the works. Such signals, which
hove w be properly read by plavers or recornders, could alse be gualitied as
identifiers ar CMI,

B. Tne IMGITal TECHNIQUES AFFIXING [DENTIFIERS TO WORKS

The key difference between diginl and analog identifiers lies m the ease of
embedding any digital information in digital content.  The information can be
permuanently, invisibly and mdefibly attached to o digital copy, A single hypezlink
citn refer to o buge amount of dats about the work and the artist, The possibilities
are anlimited and they depend only on the rechmigue used o affis the infarmation
T the work

Watermarking, which "tattoos” the work, currently offers the most secutity. i
difTers from the mitoo you can get on vour amm or betly because the watermarks are
generally mvisible and inpudible.  This mvisible mseription 1s ereated (hrough
stepanopraphy, which is the ant and science of eommunicaung in & way which
concenls the very existence of commumcation.  The use of mvisthle ink is an
example of stepanography from the analog world, Inoa digosl environmend,
wntermarking modifies certuin so-called “useless™* bits of o picture or 2 sound,
The digital eode cmbedded in this way can be extracted and deciphered with an
appropnate progrom. This mark can alse coensist of an appended senal oumber.
Thus, each image s stamped and dated by the suthor so that she may trece the
souree of non-anthorized copies of the fmuge through a file containmg both these
serial numbers and identities of the users with Hoenses for the stamped pictures.

In aome cases, @ fur more vistble walermark can be useful. With this fechmgue,
o “tattoo” is cleardy placed on the neprescniution of the work in a mmaner rather
similar to the printing of “"SPECIMEN" on fake banknotes or other official
documents.  This: practice, also called “fingerprinung.” 13 widely wsed by photo
agencics, who place their nome or logo on o copy of o photo for promotional
purpoeses, and then delivers the picture without the marking onee payment has been
made; In this case watermarking ploys a protective rode agamst duplication becawse
this clearly visible mark decreases the vilue of what is freely aecessible on the

15 Thess hits sre usebess i the serse thal imiges ane sounds contaln a lamge number of bits, the
suppression or modification of which woild have ne perceprible conssquence for the viswer of listener.
Foe (atance, |n the cose’ of an padie recording, the Fine of digital code that iakes up the merking i3
tnwerned] it the bitswith frequencies mowlible for the s o
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networks. " The watermark can be either fragile or strong. In the first cise, any
mpdification or manipulation of the work modifies the watermark. ond evidence of
the alteration of the work will be found in the alteration of the mark.  Strong
watermarkmg  does ot provide such evidence; It only attaches indelible
information 1o the work.

Mgitnl signatures and encryption are other affixing technigues. A liyperlink or
an in-line link can also malee & sign or sepd appear in relition to the work and refer
the viewer to anather website where more information cun be found.

IL THE LEGAL PROTECTION OF COPYRIGHT MANAGEMENT
INFORMATION

AL COPYRIGHT MANAGEMENT INFORMATION IN THE WIPO TREATIES

Asx digital identification systems and other technologies that enable the mirking
and protection of works have started 1o develop, rightholders have feared that these
technological tools might themselves be emcked by other technologhes  or
machines, or that they might be easily modified or removed, A concem about
maodification or removal was expressed in the WIPO Treaties of 1996, which
instituted 4 double protection for technical messures. On one hund, the treaties
provide protection for “effective technological meastires that are used by authors in
comnection with the exercise of their rights under this Treaty or the Berne
Convention and that restnes acts, m respeer with their works, which are not
authorized by the authors concerned or pernmitted by faw, ™ On the ather hind,
they provide protection for the “Rights Management Information.” In the latter
case, Article 12(1) of the Copyright Treaty provides that;

Contracting parties shall provide adegunte and effective legal remedies agninst sny

person knewingly performing any of the following scis knowing, or with fespect o

clvll remedies hoving reasonable grounds to know, that @ will induce, enahle,

Em:'limc or canceal an nfringement of any right covered by thig Treaty or the Berme

REHECTHTE

(11 1o remove or abler any elecironic rdghts monagement meoemation withgst autharity;

(i) to dismbute, import for distribution, hrosdeads or communicate o the puhblic,

16, The Vatican Libgary uses cuch o techninue develped by [BM a0 thas the reproduction of the
precious mamascnpss of the Vatiean can be brawsed on the intemet. Bud the barring of the itage by the
Waticsn  soal  does  prohibit = yol  froin  reproducmg or  peintley  the  image. New
hetpefware resenseh. e com ol il 02 min e bl

17 WO, rupya pooe 2, art. EL Misch has been written on the anti-cireumyvention privisions, Foe
4 comparisun of these provissoms e Europe, Unated Staces, Austrabio and Jopan, see Séverieme Dasyllier
& Alnin Seowel, Lo prodectan pale des spstdarer techmiguer. Amaline de ln direceive 20002 tiir-le
arott s s ume perspective camiparatide, PROFRIETES INTELLECTURLLES, 2001, 8°1, 10
Jaeques de Werra, The Liga! Svrtem of Teckamlsphead Protection Mearures Under phe WP Treaties,
:‘n m1m1 , M Bt Unbon Divectives and Qther Nagiomal Lawes (dapaw, Awserating, 130 8 100A

7 ) ) )
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without antherity, works or copies of works knowing  thnt elecirinic  rights
munagemsent informition has been remaved oF dlséred without suthority,

CM1 15 detined in Article 12 of the WIPO Treaties as;

[V formation which sdentilies the work, the author of the work, the gwner oFany right
in the work, or informution about the ferms and conditions of use of the work, und any
numbers or codes that represend such information, when oy of these llems of
mformation is attacked 0 4 copy of & work or appesrs In connection with the
conmumumication of a work fo the public,”

e Agreed Statement concerming the WIFO Copyright Treaty firther sintes that
the provision does oot create an-obligaton o embed such informatien in the
works, ™ nor does it impose formalities that woukd impede the enjovment of rights.
To do so would be contrary to the longstanding principle of nol reguiring
formalitics 1o preserve copyright protection,

B. TAE COPYRIGHT MANAGEMENT INFORMATION
1% THE EUROPEAN DNRECTIVE

1. Scope of the Protection

Article 7 of the Directive states:

Member Smbes- shall provide for adequate legal protection agamst sy persun
knorwimngly performing without awthority. amy of the following acts:

{1} the removal or wltermtion of any electrome nghts-management indformation;

(B3 e Estribution, smporation for distnibution, broadeasting, communleation of
rmuking svailable w the public of works or other subjegt-matter protecied under this
Directive or usder Chapter 1 of Directive 969EC from which electronie rights-
munsgement nformaton has been removed or aliesed withow authorty, i such
pertom knows, or has réasonable grounds o know, that by o dolng he @ inbucing,

1B WCT, mgera mole 2, an. 12(1), For a similar provigion with sespect o BME il ddentifics
performances und owissr of related righta, see WIPD Perfy ey end Phonogmms Treaty, Dec. 20,
1o ami. 19, avapilalile o g haewndd copyrighn govwipadresty L idiml

19, WCT, rupreapie 2, =1, |2

20, Same schalars have constnacd the CML provision of the WIPO Trenties & un obfigation for
e Stases g redjsibie Al ase of CML See Divid Nitianer, 4 Tisde of Two Trearies—Daedine: Gemmie—
Digcember 1996, 23 COLUM-VTA TL & ARTE 1, 09 (1997), Nimmer fepeta his mferpretation in siber
urtichke, while denyimg the exisience of sich un chiigntion in o foctnote of ane snlcke, Seo Dwvid
Mimmar, A Do Newen IWelr, supro nole 5, a2 199, See abio lalion Law 12402000 jroquirmg ns a
conidition S criminal remedics i cass of copyright infringemenl, that software and mudtinedis works
be marked by u senl deliversd by the collecting soceery SEAE)L  Seée Alessandno Salvators, fF dirit
A autnre o faterress glicwme mote, CIHERSPAZIO E DNRITTG 99 (2901 ) {providing. mare information aboiit
ihias Talian senl), Few anlpo Ennm Pike & Himona Lovagnini, fanfior STEA Stickers: A Barrier To Troe,
A ELPR. 453 (2000)
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enunhngt, [acilivting or concedling an fmnpement of any copyight o any rights
relmeid o copyrght as Frwmi:djiy law, ur of the sui generis right provided for in
Chaper I of [erective g

RMI is defingd as!

[Ajny wiormanon peovided by rghtholdess which wenlifies the work o other
subjeot-matter referred W in this Directve or covered by e sy prmeris nght provided
for a0 Chapter |11 of Directive 906/97EC, the muhor or any other nahtholder, or
information phout the terms end conditions of wse of the wark or ulhér subject-matier,
and imy numbers of codes that represest such information, =

Any element identifying 1} the wark, the performanee or the database protected
by & sl generis right, 2) the suthor or ony rghl owner, or 3) the righis ar
copdiions of wse, is covered by the definition.  Information about the ohject,
subject, and ¢ontent of the copyright protection is thus subject 10 the Directive's
protection. The definition here is not limited 1o certain ientified elements as in the
DMCA, whick specifically enumerates the catégories of informativn considered as
CML* Therefore, the European definition of RM1 i mare open.

The terms and conditions of use of the work include copyright notices attched
fo copies of the work, any notioe ml'dtmmg the user about her rights, and
autharizations for or restrictions on nse.”* The result is that clcotronic, mouse-click
or click-wrap heenses, which luve become an ewsential pan of the distribution of
some works on the internet, also comprise “terms and conditions of use.”
Conseguently, tampenng with, deletmg, or modifying an electronic license would
be g CMI infringemend, @4 would the creativn of a pirate edition or the distrbution
of copies of software whose proper license has been removed,

Any code or pumbers representing the information are said to qualify for the
CMI protection. This refers to numbening identifiers such as the ISBN, D01 or C15
svstems, David Mimuner doubta that this * cu:lc and mumber”™ notion, ulso appearing
in the DMCA, suffices 10 cover watermsarks = Some wilterminrking seals sre not a
direet identification of the work or of the nmght holder, nor do they always consist of
4 code or pumber. Very often, watermarks are only logos, signs, or, in 4 mare
abstract wiy, n mere alleration of the computér code representing the wark,
Reading the wutermarks usually requires o dedicated software or computer
applicition. 1o thal case, the protection of the watermark by CMI provisions is
certninly nat straightforward. The European definition reveals only whether the

1. Eumpean Disecuve, mpeg note £, an. 7

e B

13, Thow calegonies are the litle of the work, it awhir, ds zopynght owner, includng the
infprmanon st forh on 8 oetee of copyright, 1he name of & perfrmer whass perfomuance 8 ixed in o
wark ther than an sudiovisaal work, the rame of o writer, perfitiner, or dircctor who s credited in il
sudiovisisal worlk, termis and condittoms for use of the work, ||ir.|1r|.ﬁ-u|g Airtthery of symbwele redermmg to
such informanien or Hoaks s susd intirmstion, and any other information et the Copynght Office might
decide to include. See Metuille B, Nimmee & David Nimimer, ngorernote 5, see. 120004

24 For matanse, 4 message e o g restrcting ihe uange tlghts of o software 10 an edocational

PAIrprasa.
A5 Dl Nimmer, Premfer of the Digiael Milfemmm Capuerpid Ao, sigea nise 5, it 463
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prece of informonon sderfifies the work, which could sugpest that s direct means of
identification is needed, The DMCA covers “|'tr|._'.' other idemifying mformation™
ahout the nuthor, the work or the terms of wse. In my apiion, 4 sound construction
af the CMI definition should nclude any nformation that enables, directly o
indirectly, spd by reasonable means, the identification of the work, ils copyright
ownicr, ar the terms of use.™

Mevertheless, some walenmarks do ool contam -sny dentufang  miormation.
Such is the case where the watermark consists of date whose elteration will only
serve to prowe an alteratiom of the image. 1Li8 simply an evidentiary function. This
might afso be the case where the watermark cmbeds an imperceptible signal i the
digital content mtended to communicate information about the marked object. One
example 15 the SDMT protection. scheme developed for digitl mimic where the
signal has to be recopnizod by the SDMI-compliant player before it will play the
music. ¥ The wording “ternes and conditions o wse the work™ could, however, be
constried 10 such a wiy that it woukld cover signals '.'.hm.: purpose 15 to make the
tierms of use known to o machine and not to @ buman ™ The implementation of the
directive in the memberstates should remove any confision.

Another flaw in the European definition is the lack of protection for hyperlinks
iy mny elevant information.  The DMCA refers to links (o relevant informistion,
which include “embedded pointers and hypeiinks,™

2, The Relation of the Information to the Waerk

Arhwle 7, i fine, statey thin the protection sholl apply when any of these ilems
of information are 1) associated with & copy of 8 work or 2) appear m connection
with the commumieatton 1o the public of a work: Thiswill be the case wheno the
ISBN number s embedded or invidibly watermarked in the digital code of the
wurk, when a copynghl notice appears at the bottom of the Image, or when the
downloading of the work follows the dispiay of the electronic license to be choked
thruigh.

In Kelly v, Arerbi Seft, the count held that o violation of the S, CMI
provision had occurred becaose the plaintiff had not embedded the informuation in
the images themselves.™  Arriba Soft provided a scarch engine that wos able o
search images on the mtemet and display the results as “thumbmail” size images,

Té Thus coustruction cowld be Lulfmu.rd.!ry the French version of the derocnve than scoies thay the
usfireativa “psrmed of dakmarifier” (et e the worke

27, Eew The Secure Digital Music Dnianbve) ar Bieps\aroos sdmi o,

28 Bemley |, Ofive, Aot Cirousrvention and Compertghr Moaggeseny Qagoemanon Anafvar of
New Chogter 12 o the Copeeimhi Ao, | M 1L @ Tecw I [20060) (applying e CMI provigion w
Negw Enpern, Lid v deeelinde. Jee, 57T F24 1510 (8ih Ol 1002), whiere the: court finmd. that (he
defendant was mor guilty of a m[!_\m_ght vialanon for copying (ke secuniny code that comtained
tnfbrmatian shous the stibus of [ wisk ).

9. Melville B, Niméner & Chovid Nisnetser, supeo note 5, §524-1128

My Eelly v, Armiba Sodi, 7T F, Supp, 2d 3156 (O Cal 19900 This cane hay been  parimm]ly,
reversed an appeal i Kelly v Amba Salt, Com., 280 F 34 834 (b Cir. 2007} a5 10 the considertion of
Tt war redateed b (e cbispilay off Bl inmzes. O3 was nol ainsidermt onappeal
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Kelly wis i photographer wha held copyright in some of the images tha the
crawler reproduced. He claimed that such i practice was an infringement of §
1202(03(1) of the Copynight Act since the reproduction of the images i o reduced
size did not include the author's name and other mformation thar appeared on the
origimal website where the imiges were found. The court held that inchuding the
CMI elsewhere on the plaintifs website, and not directly in the images, was not
sufficient to invoke the protection of § 1202(bK1).  Yet, the DMCA does ot
require a direct relationship between the works and the related information. Under
§ 1202, the information has to be “conveyed in connection with copies. or
phouorecords of a work or performinces or displays of & work.”  Displaving the
CMI on the web page where the work appears should have met the “in connection
with" standard '

This requirement could raise more difficultios where certain types of CMI are
concerned.  Watermarking is particularly wilnerable,  Indeed, the ides behind
protecting the RM! is to pritect the mformative dali itself, not the technique used
to-embed the information in the work. This makes CMI protection very different
from protection of technologicsl measures where the protective echinique itself is
also protected.  Circumventing the technological lovk or protection scheme is
unlawful, but circurmvernting of the marking technique {s not, The only significan)
agh is the removal or modification of the (dentifying information that the
cireumvention has emabled. The differeace is subtle but not without consequences.
fine such consequence is that, contrary 1o the common opinion, watermarking will
probubly not be protected as such ander the CMI pravisions:

Oue recent example could help explain this unexpected outcome. A1 the end of
2000, the music indusiry launched o contest aimed at defepting its new. protection
system, the Secure Bigital Music Initiative (SDM1 ). Any person wha manged 1o
bypass the different features comprising the SDM! would win a substantiol amoeunt
of money. In less tham two weeks, o Princofon University team led by an
mlcmm'nnaL expent in cryptography, Professor Felien, crocked 5 of the 6
protections.™  After having transmitted the ouicome of theer rescarch o the music
industry, Professor Felten team’s discarded the uward, preferring 1o keep ther
imellecnul property sights. A few months later, Professor Felten intended to
present the Maws of the SDM] system, which be found during the SDMI chillenge,
At well-known security ind compuler seience conference,  The music industry
sent 3 letter dhredtening to sue both him and the orgunizers of the conference under
the provisions of the DMCA. Professor Felten complied and withdrew his paper. ™
Eventually, with the fmincial support of the Electronie Frontier Foundation, he
sought = declaratory judgment stating thit e could not be liable under the Act

3 Jane O Givsburg, Copyrtih Ue sund Excree on e furermes, 24 Cormmi-VIA S & AT A,
1920 200008,

31 Stmultaneously, ihe- st proteetion wes cracked by o Belgian siwlesi i crplograpty.
Actually fear owl of the six prodeclion solermes were hased o the wibermariing tehnie, ¥

35, Mure infirmiation shus the SOMI challenge el the: Professor Fellen's ease, i available sl
bittpeiwranw.cs, prinesson. edw'sipsdmifig html, See slio Pameln Sumselsis, Anifoireumvention Siles
Thredd o Sciervoe, 93 SCINCE 2008, 2031 (2001
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cither for submitting his paper 10 the conference or for any eventual pnbiication of
wny research resdlting from or relating to the SDMI challenge  His principle
argument was that the threat of logation under the DMCA put an undie restnint
on hi$ frecdom of speech. The diswict court of New Jersey dismissed the case on
Movember 28, 2001, for lack of any injury or controversy.™

Tt is diffienlt 1o predict what the music industry’s grounds would have been in 4
sait against the sclentist for publishing his findings or giving a speech at a
conference,  Scetion 1201 (protection of rechoological measures) and § 1202
(protection of CMI) would likely hive been the foundation for any action, e
many important questions would certuinly have been raised.

One could only imagine whit the success of o clam for § 1202 mnfnngement
would haye been, and this Amicle will limit its examination of the matter to this
question.  In the SDMI challenge, the winning team did not delete or remove any
picce ol information attacked 1o 4 copynghted woerk. They only tried o defeat the
protection scheme that affixes such information (o digital music. To do so. they
were provided with samples of music 0 which wotermarks had been applied.
Ultimuately, however, whit they defeated was the technigue, and as a resull, the
SDMI mark was pltered or removed from the samples, The question 15 whether
defeating the technique for cmbedding the information in the works would be
considered an infringement of CMI provisions either in the European Directive or
under the DMCA.  In some cases where watermarking is involved, requinmg o
connection between the information and the content might cause problems™
particubarly where walermarking does not imprint any eode, number or identifiahle
infrmation in the work

Watermurking would not be protected by amicle & of the copyright dircctive,
which protecis the technological mepsurss, because this technique only embeds
some picce of imformation m the digital content and does not protoct the sccess
control -seheme.™®  In the Furopcan Dircctive, technological messures will be
protecied apanst cireumvention scthvities (s aim W prevent or restrict acts not
authorized by the rightholder. Watermarking does not, by itself, restrict anytbing.
It simply affizes the information o the works and provides evidence of
alterations.””  The odd conclusion would be that watermarking™ is ot ftelf
protected by the Buropean [irective, but the outcome of 3 marking technique when
it includes identifying pieces of information 15,

34 Pelten v. RIAA, cuse na, 00 OV 2669, (TN Moy, 28, 2001), bearmg wranscripl avapiable
Inttpcifwrwwr i org Legnllcases Feldten_v_ REAAWTIIew.  The court beld that the cheeal reawlting from the
beteer semt by the SIMI sxsociation al b tine of the conderence was svemiizally dimvowsil several times
ol that this misic indessry Tind confirmed that it will 5ot sue Professor Felien for any pabliction,

1%, Pavid Nommer (Melvifle B. Nimmer & David Nimoer, sy noe 3) schieves the same
comctusion by taking annther path. He doubts thit 8 walertiak could be conyitlered me 8 tode or mmher
representsng the miarmation idemtiying the aahpe, he woak or the s for uee

36, This is oot the cage in the 500 whore the protection schesie st only includes idenlifying
information jp the o, ot alio serves an on access comtral mechandsin

17, Melville B Nimmer & David Nimaner, spgen note 5, §1250-118

3% By watermarking, 1 refer tothe fechnigue of embedding the mivrmatiom m (e work. not the

watcarmi of this process which is alao called watermark.
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3. The Protection of the Digital Information

RMI has to be in a digital form 10 be protected under the Directive, That result
is reached not from the definition, but from the lst of prohibited activitics, which
states that the protection covers only the “clectronic™ RMI. This requirement stems
from the WIPO Treaties. Thus, non-electronic mformation is nol protected, and
tearing ofT the title page or the copyright natice of a book, or broedeasting # movie
hut omitting the eredits would not be infringements of article 7 of the Europesn
Dhirective, By contrast, the DMCA does not distinguish between electromic o non-
electronic CMI. Such broad protections will certainly mise some difficulties when
they are applied.™

4. Prohibited Activities

The Directive lays down o twolold protection for RMIL It prohibiis 1) the
removal or alteration of any electronic RMI, and 2) the distribution, importation for
distribution, broadeasting, commimication, or muking available (o the public works
from which electrome nights-management information has been removed or altered
withoul authority. Distributing, providing o the publie, or trafficking in devices
that enabie or facilitate tampering with CMI are not prohibited, contrary to the
provisions related o the technological measures of protection as provided n the
aricle 6 of the EU Directive. One might regret that this text does not prevent
manuficturing and distibution of technical devices, the main abject of which
would be to circumvent protections, Indeed, it is mportant that the jechnical
gystens that enahle the affixing of informution relative o the management of rights
such as watermarking may not be undone by easily available chlnter-systems.

The troudulent attachment of false information relative o nghs I‘A:mmgﬂﬂmt is
noi prohibited by the EU Directive either, but the DMCA includes a prohibition
against fabse CM1* Although authors cin be harmed in this way, they will have to
turn o ather begal tools like moral rights infngement”” or computer crime offenses
(e.g., computer forgery or froud),

The CMI provisions wre infringed only when cermin standards of intent and
knowledge mel. Three conditions must: be satisfied:

(1) the person st knowiely perform the prohshited dcts;

(2] the persnn e 1o do i withew withoring and

9. The mchimron of nom-glecironic CML i the DMCA sl leul 1o some iange cascy, i
Nimmier hos detsonstrated. . Soe Dovid Nimemer, Pussiler af the S0, aupr et 5, of 418 Foe
bnstare, the yusviian & in wheiher the prowection of non-electronic i the DMCA covers shrimkwrmag
lierses affined w-safiwaze might be raissi

. ITUEC §IT02 (a),

41, An mivngement of the moml rght of stinboncn may be foand, bul culy i the il
miirmation refiers to the suthor, wha is the anly obiect of the Mol protoction.  Fales uitrmstion st
the whoric, the proiducer ar the berma of wee will nis (i pratection unider the moral night

2003]  CoryRIGHT MANAGEMENT INFORMATION AND MOoRAL RIGHTS ELLY

3] the person must Gk or o reatonsie prounds fo b, thet by so dolng je u
inchuting, ernbling, facilitaning or coneealing sn infrinpement of any copyright or ay
rights related to copryrigh,

This knowledige requirement is an additional difference from wivi is found in
the anii-cireumyention provisions. Circemvention of technplogical measures of
protection does not hove b induce or facilitate a copyright infringement in order 10
be considered unlawinl. This hos been underlined in a recent U5, decision,’” and o
similar ootcome should result from the relevint provisions of the Fumpean
directive™  Rather than o stund-ulone provision, the legal protection of RMI s
more like an aggravated form of copyright infmingement.

This knowledge requiremient may mse some complex dsues, and as Jane
Ginsburg ' has stressed, “illustrates the rolative weakness of [the| protection of
copyright management mformation,™  Kelly v Arriba Soff 35 certanly a first
illustmtion.™  In that case, the court did not find an infringement of the CMI
provisions because there was no mient to remove the CMI and no knowledge that o
copyright infringement would result™ The research engine did not intentionally
remove the copyright information and therefore cermuinly did not have any
reasonable basis for knowing that a copyright infringement could be facilitated. On
the contrary, beciuse the search cngines displayed the images with a hyperiink to
the oviginal web site, the court found that the intent requirement could not be met
As a peneral matier, it wonld be difficult to prove that éven though the CMI had
béen removed or altered, it was done with the intenl 1o an oventual copyright
mirmgemenL

Mevertheless, this conditon could also help modemte some  excessive
upplication of the protection. In the case of the SDMI challenge mentioned above,
although Professor Fetten tampered with CMI, he did not do so with the mtention
of inducing subsequent infringements. Condequenthy, ifhe had bees sued for CMI
infringement, ke would certaimly have been found not guilty.

II. THE STRANGE MARRIAGE RETWEEN COPYRIGHT
MANAGEMENT INFORMATION AND MORAL RIGHTS

Intormation wdentifving 1) the work, 2) any other owner of a copyright, or 3) 2
related mght in the work, (eg., the prodscer, the performers; the broadeasier, a8
infermation referring to “terms and conditions of use™ is w0 be considered “nights
munagement information” onder the Furopesn Directive.  The DMCA covers

42, Universal City Stuidioa, ne, v, Reamerdes. 111 . Supp. 24 204, 332 (5055 2000) (holding

that the defesdonts were not pued fir: copyright infring t, tnrd for mfring of anti-cirmpmvention
prenvinions to which far yee doss not spplyi,
43, Séverine Dasollicr, Techunological M amd Exeeptinns i the. Heromein Dirsctive of

2000 A Empty Provase, INT'L REV. Inous, Prore. £ CoryRaNT L. (foiheoming 2033

M. Glingurg, swpra noie 31, 6t 15

45 0T F Suppe 2d 1106 (G0, Col. 4990 For o critigne of this décivion, siv (iinsborg, mpno
mde 11, at 18

46, M.
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similar fypes of information even though its approach is contrry 10 the Buropesn
provisions 1o enumerate an exhsustive Hst of informution to be protected *  The
CMI is thus mere than the mere identification of the author, its funiction goes
heyond simply conveying the moral right of attnbution,™ as we know it in most
European countries, in the digital eavironment.

This leads sorse 6o argue that through the protection of CMIL copyright liw
grants & new nght of suthenticarion, a digital counterpart of the moral right* or o
right of attribution, akin 1o the continental moral right, in countries, such as the
_Unitcd States, where such o right did not herelofore exist  This Section will
mvestigate both this so-called right of suthentication, or right of attribution, and
whether the provisions related to the UM ereate or profect such a right. [n
conclusion, | will cast doubt on the emergence of this dght and underline the risks
it would have for the moral rights of authors.

In mn carly article written with Jon Baumgarten, Jane Ginsburg found evidence
of the emergence of a new right of attibution or suthentication in several
provisions of the US. Copyright Act™ First, § 1002 (¢), enacted hy the Digital
Audio recording Devices and Media Act, requests that any person who transmits
informiition relating to the copyright status of the sound recording do so accurately.
Second, § 115(e)(30G), requires that a digital phonorecord delivery leensed undsr
the compulsory license that this section oreanizes miust be aecompanied by the
mformation encoded in the sound recording.  Beyond those two distinet provisions
relaied 10 specifie types of work, § 1202 of the Copyright Act covers any ype of
work and & whole range of information refated thereto, and thus offers o better
argument for Cinsburg's position:  “Proposed Chapter XIT thus seems to privvide
fairly comprehensive covemge of attribution rights, ot least where the copyright
owner elects W supply copyright management imformation.” She names this right
“lex authenticis™ to “give this right a patina of prestige.™ !

47, See stharies citod mpwa noie 20

43 The mord vight generally has three prongs! 1) The nght of tirbation, which is the sxelsive
righit thal crables the aushor 1 cliim e suthermbip of her crativn and this ohifge third parties t
solmmucale i undes beroapme. This right entitles an auibor to regurre her pame bt mentioncd in
relation 1o her work o nol o be menione] (anonymats o presdonyios works),  The righl ol
attribution is often m=fsrmed 10 us the rght of patemity, spesially i France. | prefer b ise "the nght of
uimilmition” oe “the right of suthorship™ which are gender-newml toms. 7} The ripht of mbcgrity that
entitles the authar to oppose 1o any altzrmtion of ber work, or At lesst, under the minimal smidard af
mra] rights under the Beme Convention, o sy dlsiontion of her work i prefisdices her fonoe ar
reputition. 3} The right of divalgation that gvea the right 10 the author o decsde whatkior, when, and
hinw Ber wark abenshl be made available 10t public, That mght is very close to the 118 rpht of first
publication.

A9, : Dietr, swpra noté 4. at 165 (wondering whether the new identification Eyslmna do not shift the
debate from maml oghts of the suthom w2 gquosmonsl right of the producer), Chirbury &
Bapmparten, supro sobe % Ginsurg, sy oote 5 Eoc Schilschier, The fmieffacnud FProperty
Memasragnen by Cyberipave: Wy Capprighr Law Cinld Be Unimporsens on the dnternes, 12 BEREFLEY
TECH. LU 15, 32 (1997) (considers the protection of CMT 08 an: “impartant step ioward (ke recognitica
aof the might of piribuiion™),

50, Ginsburg & Baumgnnen, e pobg §; st 6,

Sk Jd e T AL the time of her writing the DMOCA was not vet adupled s fane Giandbgip
developed ber arpmment on the grownds of the then pending Bill :
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Recently, Ginsburg has reitersited hier paipt: “The DMCA miy contain the seeds
of & more gencral attbution nght: with sufficient ngenuity and effor, these seeds
might be made 1o germimate, The seeds may. be found in the section 1202 provision
an ‘Copyright Management Information’. ™2 Further on, she writess “Inclusion of
the author's name in protected copyright management mformation suggests that the
copyright law Fnally affords authors of all works, not just “works of visual an,” a
righl to recognition of their authorial status.”  But she has o conclude, as 1 will do
here, that “unfortunstely, ss we shall sge, the simatien is:a litle more
complicated "

In my view, the complications result from the confusion of the rght of
attribution with the right of authentication. 1 will distinguish between the wo
“rhis” in this Article. The right of attribution is the moral right, as recognized in
France, Germany, and Belgium, thit ctitles the suthor (o claim authorship in the
work. The nght of authentication would be the nght to ensure that the digital
docyument corresponds 1o-the work created by the author and has not been falsely
pitributed or distorted since its creation; however, such 4 right does not exiit in
copyright thus far. T will demonstrate that the fght of attibution is only one of the
technical festures of the CMI and that s recognition or preservation can be
{hreatened by o morket-driven development of CMIL In addition, | will show that,
by contrast, the right of authentication, without being 4 right, promiles some
codnomic interests that are foreign o the mtionale of the moral rights.

The arpument for the recogmition of & nght of atirbution 15 based prmarily on
the CM] provisions. As with discussions about the anti-circumvention provisions,
this tends 0 overleok the conseguences of the technology's nommative effect. The
CMI or technological measures have normative value by themselves and by
reinforcing that value, the low makes them even more coercive ornomuttive. They
constram or put in ploce some practices whose effect should not be neglecied,  For

that reason, | owill first consider the right of attnbution and the mght of
authentication as implemented  digitally. by the CMI before mming W o
consideration of the reality of those rights in the legal protection of CMI,

AL 15 THE RIGHAT OF AUTHORSHIP OR ATTRIBUTION EFFECTIVELY
IMPLEMENTED BY THE COPYRIGHT MANAGEMENT INFORMATION TECHNIQUEST

The new techniques increase the practical possibilities for having the aothor's
identity incxtricably bound to her works as they circulste.  Duoe o the
multiplication of copies of works in the Information Socicty, the concem for
identifving comtents and authors is entical.  Through digitl idestification, the
author's name may be appended o any digital copy ol the work and thus,
sccompany any copy of @ on- or off-lme, or appesr 0 podotobase o whick an
idemtification symbal will refer. The suthors” and performers” nght of authaorship is
consequently benefited by the development of the sysiem enabling marking and

51 (Ginstnorg supesnobe ¥ a0 11
51 ol ;i3
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digital [dentification of works,

This right is gencrally thought 1o imply that the name of the author should
appear on any reproduction or on ay copy of the work, It moy be termed the
“right of signature™ This solution prevails 0 many civil law countries,
particulardy in France,™ in the Netherlands,™ and in Spain.” Some countries also
recognize o certain nght of authorship for antists-performers. This is the e in
Belgium, which grants performers both the right 1o append their name and the night
tor prohibit an inexact attribution.™ Yt this right of autharship is more limited thun
the moral right the authors enjoy because it docs not permit the ariist to use this
right m a negative way (1=, in request her performance not be communicated undear
hier nmne. )

Altheugh the development of watermurking and ather technigues muy confera
greater efficiency on the nght of authorship, it is necessary o remember that some
techniques do not allow the antschment of the name dircetly, The suthor's
identification may appear in the digitl code a5 4 wilermark on the digeal
representation of the work, or in a stundardized digital identifier that refees Lo o
'_:lalnha.r.: containing all the relevant data about the work and i1s author.  An
identilying logo, comprising a hyperiink to o dusbage with more - exicnsive
mformation may siso appear on the work or sccompany amy commumnication or
reprodustion of it. The database woold contin more extensive information thout
the work, such as the identity and adidress of the author or Aghtholder, the dae of
creation of the work, and the conditions under which the work mav be uied. In
each of these cases, the name of the author docs not fiself appear on the copy of the
work, but can be dediced from a code number or dutabase query, '

Is the right of autharship being respected in this kst case given that the author s
ientified anly indireetly? The purpose of the manl right of autharship should be
reasonably sutisfied by linking fo 4 dalabase on the condition that the author can be
Identilied without charge, delay, or risk of confusion. The techniques for linking 1o
the database may themselves be subject to technical difficulties. The hyperiink o
the digital code pointing to the database might be dead or eroneons.  Thus. one
must be careful when choosing identification technigues. Technulogies that sppend
the author’s or performer’s name 10 the representation of the work in such 2 way
l!m!r. _:i! eould not be dissociated from the work would always be proferabie. This
opimton is akon 1o Andre Lucas’s, who states hat, “in order that the nght of
authiorship not be emiplied of its substance, the nume of the author must be
associited with the work itself in the closest possible manner. To systemntically

54, Hemand Vingolte, Repier On The Mored Righes F.n'mrumﬁ i J
THE MORAL RITET 0F TInk AU, 347 (ALAL ;993].8 o el b Cenmpiag,
5. French law explicitly secuines that the name of the awihor appear on /
CPL dmt 132-11, al};, ANDHE Liscas & HJ. LUCAY, TRATTF DE LA “mﬁwﬂuﬁrrﬂ:_lg;:;n:‘
ARTIETTE, 326-377 [ 1954)
56, Duech Law on Copyright, art.251), aa modified by the lsw of Digly ek, 1ORD, omuilalile af
hatg: eden, wipi. L
51 Spaniah Law on Copyrght, ar 64, 1%,
S8 Belgion Copyright Law, art. 34, al 3 {Jume 30, §054),
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sen it 10 1 file accossible at the user’s explicn demand would not be sound ™ For
exampie, if the author is w0 be wdentfied by the work's digital envelope, the
fechnology should ensore thar onee the conditions of deeess o the work have been
satisfied and the envelope falls waay, the suthor's name will remain associated with
the work:

Waermmrking  and  digial identification do not, boweves, aim solély
guarmnteeing respect for the nght of authomship over electronic networks. Hewvond
the sdentification of the digital product by its author, the content itsell is identified,
certified, and protected.  Moregver, the identity of the producer often accompanics
the sithar’s name, und msome cised replaces L Appending the producer’s name
or feplacing e suthor’s. which could become common practice in the Informaion
Sogiety; mises new questions nbout how to apply the presumption of ownership
thint appears in many countries’ liws,

Such presumption results from article 15 of the Beme Convention, which
provides that:

{En orider that the st of o litemry of preistic wark protected by this Convention

shull, in the absence of proof of e contrary, be regasded a5 such, and consequentiy

b entithed to instiute infringement proceedings in the couniries of the Cinion, i shall

biz sulTioient for his name o sppear oo the wark in the ususl manner,

This. provision concems copyrighl notices (e.g., the © symbol followed by the
author’s name, or the signature, paraph, initials, logo o stEmp normally used by the
author.  The existence of such o reference or symbol constitutés mnly one element
of proof, and here it is:o mamer of idestifving the nightholder, who does not
necessanly have to he the orginol suthor, but can be 8 producer or another
cxploiter 1o whom the author assipned her rghts™ As a resull, when the name of
the producer appears on the work, she does not have 1o prove her npghits, and the
burden of the proof is borme by the person disputing its validing. By way of this
presumption, French and Belgian casefaw has granted  suthorship o legal entities
in order (o stop infringement™  One of the conditions of this caselaw is thun the
“genune author does not dispute the clum.®' In digital identification matters, the
mention of the prodocer’s name is o frequent component of CML Does this mean
that the producer could benefit feom this' presumpnion of aothorship thanks to the
attachment of o code or other digital process?

The WIPC has concluded that it should not At the beginning of the discussions

S0 Anded Licas, DHOIT D7 AUTELT ET NUMERQUE 157 (1999} |authisr's trunsdation |,

g, Beme Convention for the Protecton of Lilerry ool Ariatio Wocks, Sepd, &, 1836 (Paeas Tead
1971, 03 nenended Ot 2, FITE) 828 LINT 8 221, ar hopyiaww cachobeaw conyberne lini [ hersinafier
Heme Copvention ], are. §5. Thes presumpion is foaod i mech lepnision

61 Bl see ANDRE LUCAS & 1L LUCAS, supeo nolg 55, ai 151

B2, Considersig 8 ligal persion s Uhe st “amhor™ o & wock steongly dopasts from prenciples of
autbor's rights conyaimie, suwch Fronee asd Helgion See Jean Louis Goumsl, Prsympron of owseekip
o s ecxpicitanion righy in fevorr of Npal encities: The Courtof Cansation Wedmuning wx Case Law, 173
REVIE PNTERNATICHALE B DECIT DT AUTECE [RLDL A, |65 | 130,

A1, Cosd Te ey, Mar M, 1903 BLBA, Oujober 1993, 2000 (Framce | Cass 1o afv, Jul 1,

| P, L D, ey, 190731 5 {Franee),
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abeul the development of o digital identification system, the WIPO declared:

Mo lepal effict would be attached o the oxistence of meos-cuistetos of i
wdentification mmber for o work or 4 phenogram (which means, among other things,
that o legad presiamprion whatsoever would be sttached 1o the Bumbenng sysiem,
however, the doa on basis of which the mermnationsl wdenfification mumbers are
anribited and the publication of these datn may have 1 ceruin probative vahie), ™

Thus, a digital identfier could not, by itself, ereate o presumption of authorship,

Even =o, this conclusion must be qualificd by o reference 10 the Beme
Convention. One must consider whether a digial code can be considered
equivalent 1o the “mention of the name™ or a "svmbol” The interpretation of these
matiors showld be broad and teleological. This purpose of ths presumption is to
identify o rightholder, so that she may bring o elaim for copyright infringement,
The Beme Convenlion speaks of the ddentification of the name “in the psisl
manner”  From this perspective, inasmuch as the digital identification systems
could become, through sheer foree of fiabit, the usual method for identifying the
warks, the digital codes could implement the presumption of ewnership,

In many cases, the mention of the producer’s identity instead of the author's
either in the waternnirking process, or i the dighal wentificr accompanying the
wark, should not give rse to the presumption. The digital identifier will often refer
te a database in which the staus of each intervening pany can be clearly
differentiuted whether author, artist-performer, prodducer, or any other rightholder.
This approach would compensate for the weakness af the sralog copyrizht notices
which could in practice ouly “support” the méntion of ane or two dghtholders,

Morcover, most copynght laws specify that the person who will be presumed to
be the author of the work must sppeir as seef on the work,  Because it must be
possible to insert the number of bits required for the indertion of such & digital code
it browder norms of technical standardization, the digital identification systems
currently  being  developed wre beimng negotiated in conjunction with  the
stundardizition organizations. Cencrally, because the space available in the code
layer devised for digital content is very limited, only the name of the producer
appenrs, Therefore, the mention of the producer’s identification number in the
digits reserved for this effect may be under no dircumstance be confused with the
identification of the author becanse the producer appears here as the producer, and
nint as the duthor. As a result, the Berne Convention mentions the indication of the
wuthor's name “in the usunl manner”  The scope of application of these
presumpiions should adapt to the future identification customs of the Information
Sectety—whether by watermarking or other techniques. IF the identification of the
author co-exists wath that of the producer (either within the database or within the
code or identification mark) only the author should be oble 10 benefit from the

presumplion.

64 WIPO, Adveory, Meeting Relative o the Crealiom of 0 Escultstive System of Internazionl
Sumbeering for Ceriain Coogorses of Litesssy and - Artfatie Works and for Phanograms, January 10,
1964, Memaradum, ced in Frodere Pollaud-Duliie, French Repart dn ihe Authonticiry of the
Autharefp and the ek, in ALATSTUDY DAYS 1990, rupra note 8, of 306, Emphasis sidel
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On the other hand, some dentification. systems such as walermarking do niot
systematically sefer to u database. The name of the producer of the work conld
then gppear without the suhor's name, 1o this comiex, it s possible that the
caselaw wouold yet find some foundation 1o allow the producers to act against
infringers. This eventuality would only anse if the author was not identified or did
nuat elaim her muthorship

Mevertheless, there is a risk that cenoin technical svitems for identification and
marking that do not refer 1o the onginal awthor could impose # de fidto ownership
on the gconomic exploiters of the works, This possibility illustrates the extent o
which technical svstems of identification and authentication protect the exploiter’s
need for ideotification and securily more than the suthor's moral right of
authersiup, This technical protection cannot lead to the establishment of & general
practice of naming the producer, which would in fact supplant the author's moral
Aght. Soch o practice-—which some wouid like 1o qualify a5 o moml Aght for
producers™ —perhaps looks like a0 morml right of authorship but is not, and should
not be, recognized as o moril right in the copyright i, Similarly, the producer
should voly betiefit ffom the presumption of copyright ownership within the vory
precise limits already established in caselaw for the analog environment.

Maos! probahly, th right of the suthor asd the economic exploiter proteécted by
the watermarking technique lies halfway belween the rght of authorship amd &
quasi-right of attribution of the waork that would go bevond the sphere of moral
rights, Mevertheless, one must not see digital idenfification by watermarking as a
micans of supplanting the author’s nght of authorship, which must remain whole
and be exercised without prejudice.

B. DOES A RIGHT OF AUTHENTICITY EMERGE FROM THE COFYRIGHT
MANAGEMENT INFORMATION TECHNIQUES?

One of e acknowledged objectives of watermarking is 16 certify  the
authenticity of works by identifying both the author mnd source and preventing the
possibility of modifying the worky,  Doing this relies on fhe use of digital
signatures to idennfy the work, a3 soted by the Clinton Administranon’s White
Paper, which stated:

Mathemuatical algonthn can also be wsed o croate digital *signstures” that wnoeffoct
piace o el oo o digitally represented work, Cienerating o dimital sipnomee is referrd
ok “sigming” the work. The digital signoture serves o o means for authentiemting the
wark, botly as o the identity of the mlormotion that authenticated or simed it and as o
the contetits of the file that encodes the information that consiituies e work. Thils by
using dipnl sagoature, one will be shie o0 identify from whom g particulir file
arigiated v well as venfy that the contenits of that file have not been altered from ihe
comtents a5 originatly dintribued

65 See Jon Houmpamen's discussion in Gmspong & Baumgarten, mpws ote 5, 004
66 Warking Crroup an Entellectual Proparty Riphts, LS. DEp't OF COMMERCE, [NTILLECTUAL
PROPERTY AND THE NaTIRN AL INFORMATION INFRASTRUCTURE 1E7 (11495),
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This gusrasiee of swthenticity, although o may be fmpodont in regard o
explonation, is not dicectly involved in the exercise of the author’s nights, but
rather, operates indirestly through the application of the nght of iftegrity, The
development of the intemnet, however, has ralsed o discussion about authentication
broader than that of copyright, but which is also pssociated with the exercize of the
authors” moral tights. In that sense; the Follow-up of the European Green Paper
indicated that: “As a guarintee of origin and authenticity, the moml right also
serves the consumer’s interests, [or whom it is already often difficult, in the
traditional environment, (o cheek whether they indeed received the requested
product (and not 4 different product, or even a hcked produce) ™

O course, the debate about the authentication of the work mvolves the author's
mterests, the protection of the explodters’ commercial infercsts, and the st of the
users.  Laws related 1o art forgery address the concern sbout authentivity™ and
purpori i prevent the proliferation of falsely attributed paintings, which would
harm the artist’s influence and repatation snd would have 3 negative impact on a
eountry’s art market. By itself this concern has nothing to do with copynght even
though it relates fo the distribution and exploitation of copyrighted cultural
products,

Husi like other products, cultural goods and products need 1o be promoted and
offered o the public as poods that can- casily be fdentificd with un author or the
artist-performer (for we know that for some waorks, it is the author or the performer
wha “sells™ the work) and s documents originating from o determmed souree or
certified “original” (for example, this gusmntee could be imporsant fir press
photographs, ) In the comext of the Information Soctety this concem is remforced
by the disappearince of physical mediz, the case of mamipulation, and the
abundance of digital content that make the authenticity of waorks eves more
uncertiin. One should see this a4 a concern for egonomic mierests which, althongh
they shonld probably be protecied, cannot be considered as wtributes of the
author's moml right

Ihese economic interests in guarmntecing a work's nuthenticity and of centifvini
it, constitute the body of the protection provided by technical systems  like
watermarking. And the American White Paper reflects this by considering the need
for uuthenticity above oll o8 on economic question.  Here, however, we are nat
dealing with the application of a nght by technology—although it is strange to
think thar the general use of these new centification mothods could conseemte o
new prerogative o be enjoyed by authors and exploiters of the works in fact,
pethaps with more effectiveness than i1’ it were consecrated by law,

This: so-called “right” of suthentication should thus be understood 1o exist
halfway between the interests of identification and nteprity of digital content and
thase of the work's exploiters™  That is not the same thing ss an actual right of

07, Coemmmenicaion of the Cormission, Volkow-un of the Oreen Paper, The Cimyright anid
Related Reghis in the tnformoton Soclcey, COMI9E) 568 finul, 27 (19061,

0% Denase Guadel, dwitor 's Right oyl Art Fongery, |51 RLILA, 103 (1992)

49, Jon Bawngarien confirms this in the paper in which be, wiih Jane Gissboris anries for rlghe

e — L e
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muthentication.

C. Do THE RIGHTS OF AUTHENTICATION AND ATTRIBUTION RESULT FROM THE
PrOVISIONS 08 COPYRIGHT MANAGEMENT INFORMATION?

CMI is now protected under most copynght regimes. As we have seen, removal
or alteration al CMI is prohibited.  Since the CMI maght mclude the name of the
author, Jane Ginsburg and olhers see 4 recognition of 4 fight of the author w be
ramed doe fo the prohibition of its removal,

Yet, making it an offense to delete or alter somwe mformation aifixed 1 & copy of
a wark is-not the same is a requirernent that the information must be aifived i the
first plece. Meither § 1202 of the US. Copyright Act nor article 7 of the Européan
Copyright Directive require attachment of the information 1o copies of the works,
The lega! proteéetion of the suthor's name, os included n the OMI, resuls from the
protection of o practice of identification that might (or might not) develop in the
digital age. Should the right of the aothor become direcily associnted with the
digital distribution of her work, we may conghude that the moral nght of authorship
ts mdlirectly protecied vin the prohibition of the removal and distribution of copies
from which her name has been removed. But as we have seen, the practice of
digial identification foouses more on the economic mterests of the producer and
other economic exploiters of the work (ie., interesty in authenticiting the content
and tracing it o its legitimote licensing source) than on the personality right of the
suthor. Therefore, to use CGiinsburg®s wonds, moral nghts have cerminly not “come
af (digital) age,” either in poictice, or in law.

Giinsburg herself sees the flaws in the recognition of & moml rght by the CMI1
provisions.. She stresses that beeause “section 1202 concems. only copyright
management information whose removal or alteration facilitates or conceals
copyright infringement,”™ the attribution “right' so_created is ot a nght whose
enforcernent is sulonomous- s g complete snd self-sapporting  moml right
normially is—but is mther, dependent an the econpmic nghts wmiringement that will
follow from the omission of the author's nome,  Ginsburg adds that “removal or
alieration of copyright management information identifying the author of the waork
would vielate the WIPOD porm, but since it s not copyright infringement even
willfuslly lo miscredit the suthor, there would be no violation of section 1202 unless

of nwkenbcity:
That difTess @ Hube from the trodinonal nght, ool menely m who owrs it bt in s purpase. The
traditivnal author's moral nght s directed ot ihe suthor’s individaal sense of honor nd
reputalion ., . Bl the def Jaltiemnieid, ar e e gethiviticis, g whatever we end ap calling
ity s really direeded not s maich 0 the mbenest of e suthor—or, mdeed, of the pobisher—= it
the inderess off the public i meeiving mobfic, aoihemticated, vobil, and sevwrsde  seiwntific,
rechrieal, medical, hstosical, or what have you, informiafion
He then conclades (By & stromy intesest-driven logic) thal the avwner of sch a right should necessarzly be
the publiber, Such o comclumnn mukes the sssertsm of this fight of auticolicaten under the umbeelia
ol maml rghts at bonad dubionin. Sew Gimaburg & Bnamygarten, supes nole 8, ol 4
M, Cinsdwarg, kg nobe §, 60013
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it could be shown ihal miscrediting authorship induces mfringement™'  That
would make of the nght of auribuion an ill-defined, and at best limited, right for
the suthor

IV, CONCLUSION

Une article on the DMCA by David Mimmer is titled, “Puzzics of the Digiml
Millennium Copyright Act™™ At first sight, | thought that be was referming to the
well-known anti-circumvention. provisions of this 1998 amendment to the 1.5
Copyright Act.  One could certainly qualify the intricate and controversial
proection of technological measures as a puzzle; o commdrum, or on enigme. Yel,
the article purports 1o [ift the vedl on another puzele of the IMCA, that of CMI
provisions, which lend to be easily overlooked and considered unproblematic. The
recent adoption of the European Directive on copyriht and relared rights in the
Information Society, and the provisions on BMI it contains, mede me retumn to
MNimmer's article.  After some thought, T agreed with himt CMI is indeed an odd
object in copyright law and its legal protection is full of puzzles. Those purzles are
the same i the European Directive and in the Copyright Act of the United States.
Although watcrmarking is the maim technique intended to be protiecied under the
EMI provisions, it does not seem to be covered; the elements of knowiedge and to
infringe upon a copyright severely decreases the eficiency of the protection,

Fusthermare. onz of the main motivations hebimd the CMI provisions, ut Jeast in
the political declirutions sccompanying the directive (ie, fhe pretection and
enhangement of the moral right in the digital age) seems to e 3 promise that has
not been kept. Sinee the beginning of their development, watermarking, and digital
identifiers have been promoied as tools for protecting the author’s meral rights
We have, however, seen that on one hand the identification technologies permit or
even induce an wdentification of the producers and other cconomie exploiters of the
work, and on the other hand, that watermarking guarantees the authenticity of the
work. which 4s move in the nature of an cconomic inferest than a safesuard of the
mioral imterests in the integrity of the copyrighted work.

Adolf Dictz has already questioned whether watermarking and ather technical
systems of identification would shift the debate aver protection of authors' meral
rights towards the establishment and the guarantee of an almost moral right for the
prisducers and other economic exploners of the works.™ | do not think o First,
though CMI profects the legitimate interesss of the producers, it does not ereate o
new right m the copynight wrsenal. Second, the gotrantee of these interests may
under no circumstances be pssociated with moml rights, whose cxistence and
exercise’ are inextricably bound 1o the author and her persopality. This would
impdy that the discassions relative to CMIT are not a sabstitute for a real debate over
interests hath moral and econormic of the author, Technology should not develap o

. &
72, David Nimmer, Pufes af the Digiald Millenmiom Coperight Aet, mapea note 5.
73, Diete, sigrer ote 49, ot 168
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the detriment of the authors' moral nghts.  Under these conditions, digital
identification and watermorking could provide both & solution and a new
elfectiveness t the rights of authdship and integrity, and the satisfzotion of more
economic interests linked o the cxploiation and distribution of e works

As moral rights ure an exclusive matter for suthors; | shonld leave the foor to
one of them, When his film Sreathles wis broadeast in Frinee, Jemn-Lue Godard
=id:

| would prefer tu this awful logo of M# [a French TV channel] not s either on

thee top of the image or smewhers else. As | read the Officinl Joumal, i is prafibifed

by the copynght law.  Mevertheless, | undersmnd the concon of M6 ol to be

forgotten by s sudience. S | propose o put insens, which wodtld be casy 1o make in

video, with the words “ame s15”, That would add o ouch of mystery to that movie

which is nol o remake of o US B movie, as [ thowglr ut firs, but 2 nes asdnpiation of

Abice in Wonderland ™

With his mischievous remirk, Goilird stresses the power of the author 1 control
any identification of his weork o any information transmitted or displayed with i,
The filmmaker did not want the lago of the TV channel to appear in the broadeast
ot Breathless, but allowed i to be replaved with similar information that was under
his exclusive control.  The copyright law should ensure thut pothors, and not
producers or distributors, have the same tvpe of contral in the matter of CMIL

T4 Lemer from fean [ue Codard fa o French suthars’ rights sogisny, f AL Bersals (6d,), Jean-Lic
Choadand por Jean-Toe Codant, Wol. 2 1 9H- 1098, Cidifets du Ciméma, |5 | 1998) {mithe's tmiialaima)
Gondard) plevt wilk e woed “aime olx™ (love s ) tBat sound like the logo of the TY chansel M.



