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DATA PROTECTION IN HEALTH TELEMATICS
PRoOJECTS : COMPLIANCE WITH THE EUROPEAN
DIRECTIVE ON THE PROTECTION OF PERSONAL DATA
Sophie LOUVEAUX and Yves POULLET

Centre de Recherches Informatique et Droit, Facultés universitaires
Notre-Dame de Ja Paix de Namur

Résumé

Linroduction de 1o télématque dans le secteur de la santé va moditier
séricusement le cadre des relations entre les professionnels de la santé et leurs patients.
faccroissement du nombre d’acteurs et Pintroduction de réseaux va étendre la relation
intime entre le médecin et son patient au-dela des murs de son cabinel, de Pinstitution, de
fu vile et méme du pays. Des régles approprides doivent dés lors étre mises en place alin
de garantir i toute personne la protection de ses données a caraéigre personnel.

A travers cet article, les auteurs ont tené d’examiner dans quelle mesure la
directive curopdéenne 95/46/CE relative a la protection des personnes physiques a P’égard
du raitement des données A caraciére personnel ¢t @ la libre circulation de ces données est
applicable aux réscaux télématiques en matiere de santé, quelles sont les difficuliés
rencontrées lorsque 1 on tente d’appliguer les principes directeurs de la directive a ce type
do réseaux (détermination d'un responsable du traitement, délermination de la Nhinalué
poursuivie, exigence de qualité des données, reconnaissance et mise en oeuvre effective
des droits de Ja personne concernée & I'égard de ses propres données,...).

INTRODUCTION

I. The use of telematics in the healthcare sector will modify the
existing pattern of relationships between healthcare professionals and their
patients. Traditionally any personal intormation was collected from the
pattent himself and registered on a paper-based support. Any exchange of
personal data between healthcare professionals was therefore limited by
practical constraints and very often did not go'beyond the institutional
framework (hospital, clinic,...). The rules governing professional secrecy
were constdered adequate in order 10 exercise control over, the exchanges
of personal medical information. '

Telematics introduces the use of networks increasing the number of
actors involved 1n the exchanges of information and thereby extends the
initial bilateral relationship between a heaithcare professional and his
patient. The rufes governing -professional secrecy will no longer be
considered as sufficient in order to guarantee the patient’s right to privacy
and confidentiality of his medical data. Adequates rules governing the
exchanges of information must be enacted so as to ensure that the medical
data is only transmitted 0 authorised users for specific and legitimate
purposes and not further used by these users for other secondary
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purposes. Measures must be taken in order 10 define and control the flows
of mformation : Who may receive the data ? For which reasons ? And
under what conditions (drawing up of adequate security measures,
transparency of the exchanges with regard to the data subject,...) ?

2. A number of dilferent international and national legal instruments

will apply in order 1o afford data protection in telematics. Notably one

can mention :

— O.CD. Guidelines governing the protection of privacy and
vansborder Mows of personal data: 23 September 1980);

—  Council of Euwrope  Convention n°108 for the protection  of
individuals with regard to automatic processing of personal data, 28
January 1981,

—  Council of Europe Recommendation N°(81)1 for automated medical
data banks, 23 January 1981 (currently under review : Council of
Europe dratt recommendation on the protection of medical data,
working group 12);

However recommendations have no legally binding force.

— European Union directive 95/46/EC on the protection of individuals
with regard 10 the processing of personal data and on the free
movement of such data (referred to as the EU directive from here
onwards) adopted on 24th October 1995 (O.J., n° L 281/31,
23.11.1995),

— National legislation related o the protection of personul duta.

At the present time most of the Member States (except Greece) have
adopted data protection legislation. Member States with existing national
data protection will need to modify it in order to comply with the EU
directive. Member States without data protection legislation will need 1o
adopt legislation in conformity with the directive. We will therefore
examine the EU directive on the protection of individuals with regard to
the processing of personal data and on the free movement of such data in
order 1o examine whether the principles laid down in the directive
provide adequate protection of personal data in the use of health
telematics. :

3. In order to remove the obstacles to the free flow of personal data

on data protection grounds caused by the divergence between the existing

national legisfation, the European directive aims at co-ordinating the laws
of the difterent Member States so as 10 ensure an « equivalent » level of
protection throughout the European Union30. Member States will no
longer be able 1o restrict nor prohibit the free movement of data between

0 Prommbule ¥ o ihe direcuve.
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them on grounds relating to the protection of rights and freedoms of
individuals, in particular the right to privacys!(2).

Because we cannot examine all the different national data protection
legislation, we consider the EU directive as a common dénominator. The
main purpose of these reflections is to underline some of the issues raised
when applying the requirements of the directive 10 a health telematics
project.

I. DOES THE DIRECTIVE APPLY TO HEALTH
TELEMATICS OPERATIONS ?

4. First and foremost one must enquire as to whether the directive
applies to a health telematics project. According to article 3.1., the
«directive shall apply to the processing of personal data wholly or partly
by automatic means, and 1o the processing otherwise than by automatic
means of personal data which form part of a filing system or are intended
10 torm part of a filing system». '

I.1. Processing of personal data

5. The processing of personal data is defined by the directive as :
«uny operation or set of operations which 1s performed upon personal
data, whether or not by automatic means, such as the collection,
recording, organisation, storage. adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, blocking, erasure or
destruction » (article 2b). ;

To the extent that the use of telematics in the healthcare sector
wvolves the collecting, transmitting, processing and storing of personal
data, the directive will apply.

6. Processing of personal data may 1ake place at different moments, by
different users and for different purposes. One will need to identify when
one can consider that personal data is being « processed ». Processing
can imply one operation in itself or sets of operations. We believe that in
order to ditferentiate between the different processing, one must look at
the purpose of the operations. The change of purpose (or finality) in the
processing of the data implies a new processing. The existence of
processing of personal data is identified by its purpose. This criteria
enables us to adequately apply the principles laid down by the directive

A Article Fol the direcnve.
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(such as legitimate purpose, conformity of data,...) as showed by the
following exumples : In a central network containing computerised
medical records (a hospital X for e.g.), the hospital processes the data so
as to make it available to the different users of the service (processing of
personal data in order 0 provide services o the users). A general
pracutioner located in hospital X may in his turn consult a record so as 1o
aftord adequate care 1o the patient concerned. He may, 1f authorised to do
so. introduce new data 50 as to update the record following the patient’s
visit (processing of the data so us to atford continuity of care). The
medical data in a record may be further processed by a specialist in his
private surgery when he is consulted a few weeks later by the same patient
for further medical weatment (processing of the data by the specialist in
order to atford care).

7. A patient data card (chipeard containing data relating to a patient) is
a data bank in itselt and can therefore be considered as a processing of
personal data according to the directive. The card can also be considered
at the heart of different processing of personal data by different actors
who cither retrieve information from the card or introduce new data into
the card. Hence the data card must be envisaged not only as a processing
in itself. but also at the centre of different processings operated by the
different actors involved in a patient data card system (physician who
consults the card 1o retrieve his patient’s medical record in order 1o
afford adequate care and who may (if authorised to do so) introduce data
into the record so as 10 update the record following the patient’s visit;
social security institutions who may consult the card for patient
reimbursement; chemists who may consult the card so as to provide the
adequate medication; ).

1.2. Personal data

3. Personul data is described in the directive as «any information
refating to an identified or identifiable natural person » (Article 2a).

« Information » can be written data, but also images, sounds elc. in so
much as they relate to an identified or identifiable person.

« Identified or identifiable natural person » " The data may relate to an
identified person or to an identifiable person. It is noticeable that a data
relative 10 dead person can be still considered as a nominative data. The
Freneh faw dated July 1, 1994 about medical research asserts that a person
can refuse the use of his data after his deaths?. To determine whether a
person is identifiable all the means likely reasonably (o be used to identity
the said person must be taken into account. Coded data can be defined as

: Article 204 Jorn T Y SIR L0002 quller 1995, po 9SSy,
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personal data it one has the means to decode it. The identification of an
individual may sometimes result in an aggregate of data : data when taken
on its own may not always enable the identification of the patient, but does
so when combined with other data (for example : an image may not
enable identification of an individual but will do so if combined with the
patient’s illness, localisation ete.).

9. Two types of data can be identified in the use of telematic services :

— « patient related data » : any data, whether medical or not, which
concerns an identified or identifiable patient. Data concerning an
individual’s health is considered as a special category of data by the
directive and  appropriate safeguards are enacted so as 10 ensure a
maximal protections3.

—  «user related data» : any data relating to the user of a health
telematics service.

For security or liability issues, the ‘use of telematics in the
healthcare sector can imply that the user identifies himself before using
the service. Thus personal data concerning the said user is introduced into
the network by the user himself.

The use of telemauces can also create a set of data concerning the
user. For example, every ime an identified og identifiable general
practitioner exchanges medical information over a hetwork, he reveals
data concerning limself which can be used by the service or nc“lwork‘
provider not only so as to claim payment for the service used but also, for
example, to monitor the users activities or create user personal profiles.

II. DETERMINATION OF THE « CONTROLLER »

10. « The controller is the natural or legal person, public authority,
agency or any other body which alone or jointly with others determines

the purposes and means of the processing of personal data »33. ;

It is important to determine who is the controller because he is
responsible for fulfilling the obligations laid down in the directive and
ensuring that the data subjects’ (in this case the patients’) rights are
respected. The determination of the controller also determines the
national law applicable to the project.

Indeed, article 4 of the directive states that each Member State shail
apply the national provisions it adopts pursuant to this directive to the
processing of personal data where the processing is carried out in the

51 Sceenifra alicke 8.
s Article 2d ol the direcuve,
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context ol the activities of an establishment of the controller on the
territory of the Member State: where the same controller is established on

the territory of several Member States, he will have to ensure that each of

the estabhishments respect the national law of each of these States. (By
« establishment » the directive means the effective and real exercise of
activity through stable arrungements’s. A controller not established on the
territory  of the Community, will need to respect the Member State’s
nattonal law if he makes use, for the purposes of processing personal data,
of equipment, automated or otherwise, situated on the territory ol that
Member State. This will not however be the case if he only uses the
cquipment for purposes o transit through  the territory  of the
Community. This is to avoid that a controller circumvents the application
ol national law by locating himselt outside the Community tercitory. In
this event, he will need to designate a representative located in the
territory of that Member State.

Il The tdea of one unique controller responsible for the processing of
the data ts commendable because it facilitates the respect of the principles
faid down in the directive by one unique person and it enables the dwa
subject to exercise his rights effecuvely. However, because the use of
telematics in the healthcare sector very often implies a decenualisation of
the different operations applied on the personal data, it is not always casy
1o determine who is the controller amongst the different actors involved
in a project. Matters are further complicated when providers of the
network services are mtroduced (providing teJecommunication services,
providing EDI facilities...).

12, The use of telemancs in the healthcare sector involves a certain
number of actors :

the relematics service provider : The person (legal or natural) or
institution who offers the welematic services to the different users.
For example provides telemedecine services, provides information
services for citizens and healthcare workers, centralises multimedia
medical records so ax 1o enable them to be communicated and
combined. .

the service nsers © The persons (legal or nawrat) or institutions who
make use of the service provided (hospitals, insurance companies,
soctal-security institutions, clintcal labs, general practitioners, nurses,
therapists, healthcare authorities and managers...);

the nerwork provider @ Entity which provides the communication
infrastructure  (telecommunication network, ISDN...) necessary to
enable the flow of the information between the different users or

Preambule 19 o1 the direcuive.
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between the users and the service providers. The lclemalics service
provider and the network provider may be the same entity; .

_—  the trusted third parties . Additional services (certification services
or evidence related services ...) may also‘ be provided by trusted
third  parties, the latter being managed .by the healthcare
professionals or not. . » -

13. It is probably correct o say that there can be various

« controllers » involved in a telematics project

— the telematics service provider s the controller of the 'global
network. He defines the purposes (facilitate« the communication
between healthcare protessionals, provide on-line informalion.“)A m.)d
meuns (whether these be technical or managerial) of the project in its
entirely;

—_ in as much as the users of the project make use of personal data
provided for by the network and process 1t ‘for .lhen OWN purposes
they can be considered as controllers of this processing. For
example, it general practitioner integrates the data provided on a
petwork in order to update his own medical records; _ ‘
the network  providers (lelecommunication network providers 1n
\clcmcdcéinc and new telematics services, for example) or lhc trusted
third parties will usually not have access 1o the data relating 1o ll}e
patient. Funthermore and principally, they do not de{ﬁne the purposes
of the project. They merely provide the means for processing or
transporting the data. 1t would be absurd to define them as
controllers because they do not effectively process the persong] data
in itself but only as part of a message which they are transporting or
processing. They can be considered as a « processor », that 1s to say
a natural or legal person, public authority, agency or any other body"
another than the data subject, the controller, the processor and the’
persons who process personal data on behalf of the controller.

In certain cases the network providers may process user—rglz\xcd
data, for example to control the identification of the user or to bl_ll the
service rendered to the network user (if the payment of the service 1s not
centralised by the global network service provider). In lhis" respect, they
will be considered as « controllers » of these spccifi% functions.
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III. RESPECT THE PRINCIPLES LAID DOWN IN THE
DIRECTIVE :

{111, The legitimate purpose principle : The data must be
collected for legitimate purposes and not further processed in
a way incompatible with the purposes for wihich they were
collected (articles 6 and 7)

14, This principle is the cornerstone of the protection atforded to the
data subject by the directive. Very often i is not the data in itself which
represents a risk for the individual but the use one makes of this data.

The processing of medical data in a healthcare telematics
programime can serve various purposes : patient care delivery (i.e. serve
as a4 communication tool, support dragnostic work, assess and manage risk
for individual patients...): billing and relmbursement (i.e. process bills for
services, submit insurance claims, ...); scientific or research purposes...
15, I covered by this general principle, the personal data may only be
collected and processed for a legitimate purpose.  The legitimate grounds
for which personal data can be processed are laid down in article 7 of the
directive © personal data may only be processed either if the data subject
has given his unambiguous consent, or if the processing is necessary for
performance of a contract; or if the processing is necessary to comply
with a legal obligation 1o which the controller is subject; or if the
processing is necessary in order to protect vital interests of data subject;
or it the processing is necessary for the performance of a task carried out
in the public interest or in the exercise of otficial authority vested in the
controller or in a third party to whom the data are disclosed; or finally if
the processing is necessary for the purposes of the legitimate interests
pursued by the controller or by a third party or parties to whom the data
are disclosed. except where such interests are overridden by the interests
or fundamental rights and freedoms of the data subject.

Therefore, only processing based on one of these criteria may be
considered as « legitimate » in the eyes of the directive (the scope left to
the national supervisory authorities, for example, to determine the
legtimacy of the purpose once these criteria have been respected is not
clear).

{6, According 1o article 6.1.b., personal data « must not be further
processed in a way incompatible with the purposes for which they were
collected ». Once the data has been collected secondary uses of data are
factlitated  in telematics projects because  of  the  possibility  of
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interconnecting  different medical telematic systems iﬁcregsing lh'e-
possibility of producing a very complete profile of any patient. It is
important that the data collected for a specific and legmmale purpose is
not reused in a different context considered as «incompatible ».
Individuals must have a means of preventing information, from being
obtained from them for one purpose from being used or being made
available for other purposes. If in some cases the ilgcgmpalibility of the
purposes are evident (e.g. data collected when telemonttoring a person at
home must not be used in order 1o control a persons’ personal activities),
in other cases the intervention of a national supervisory authorityse will
be required to assess the « compatibility » of the secondary use with the
purpose for which the data was initially collected.

Article 6.1.b. specifically states that « further processing  for
historical, statistical or, scientific purposes shall not bc:,’ considered' as
incompatible providing that the Member States provnde'appropnale
safcguards ». The transmission to and processing of meanul da(z{ by
research  laboratories is therefore not considered as mcompanpk.
Adequate safeguards could include the encryption of the data whilst being
transmitted through the network.

[11.2. The prohibition underlying the processing ‘of sensitive
data (article 8)

17.  The processing of sensitive data i3 prohibited according 1o article
8.1 of the directive. Some exemptions to this prohibition are however
stated in this same article of the directive.

Data concerning an individual's health is considered by the directive
as sensitive data. Therefore any healthcare telematics project wh_ich
processes personal medical data must find grounds in aflicle 8 enabling
them 1o process the data. )

What are the grounds which could lift the prohibition of processing
of sensitive personal data 7

111.2.1. Data subject’s consent

Article 8.2.a - Unless Member States decide that the data subject’s
consent cannot Tift the prohibition to process sensitive data, the controlier
will need 10" obtain the explicit consent of the data subject prior to the
processing of their data.

See wicle 28 ot directine.
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18, The health telematics project controller will therefore need to

obtain the data subject’s consent in order 10 process his personal medical
data.

. The EU directive defines data subject’s consent as : «any freely
g_l\‘c‘nnspccil'ic informed indication of his wishes by which the data subject
signifies his agreement to personal data relating to him being processed »
tarticle 2.d). 7 ‘

. A.spccll"ic consent means consent for one well defined project or

u[_)phculn'm. The data subject will not need 1o give his consent cach time
his Llillll-IS processed, for every operation (for example, use of a blood
sample for different tests). However one must avoid the use of blanket
consent tor generic finalities which are so vague that they do not enable
an c?tccli\'e control of the uses of the data. The consent will need to be
th;nn@d for cach new purpose, which is not compatible with the purpose
for which the consent was originally given. The data subject’s consc‘nl
may be obtuined by the patient entering a personal code or handing ()V;:l' a
chiprard enabling the professional to access his duta.
o Informed consent means that the patient has been adequately
imformed of the technologies used, of the controller, of the purposes of
the prqgcssing ete. 57, [t must be reconciled with the limited right of uc-ccss
and of mformation as stated in antiele 13538 '

Thc.consem must be freely given. This implies that no pressure put
on lhcApuucnl. and that he will not be discriminated against if he does not
give his consent. In health-related projects there is always an L;ndcrlying
fear that if the data subject does not give his consent he will not be entitled
to the care he deserves.

BL.‘CZ'IUSC the use of telematics introduces concept of networks and
the covering of wide distances between the healthcare  professionals
pm\wdmg the services and the patients, the problem of how to obtain the
data subJ‘ccjl's consent may arise. The controller may not always be in the
best position Lo obtain the data subject’s consemt @ for example the
telematics service provider may not be in direct contact with the patient.

b vl s ’
111.2.2.  Medical or health-related purposes and persons covered by
professional seerecy or an equivalent obligation

Article 8.3, states that the prohibition to process sensitive data shall
not upp_ly where the processing of the data is required for purposés of
preventive medicine, medical diagnosis, the provision of care or treatment
or the management ol healthcare services, and where those data are
See afra nzht of information. ! A
58 See Inmtamons worght of informanon and right of access.
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processed by a health professional subject under national law or rules
establishied by national competent bodies 1o the obligation of professional
seerecy or by another person also subject to an eguivalent obligation of
secrecy.

9. This provision could justify the processing of medical data n
projects serving health related purposes (exchanging information between
praciiioners, e use of technical nstruments, of knowledge based
decision  syslems, image  processing...) between users covered by
professional scerecy (or an cquivalent obligation). This exemption is
based on the idea that a balance must be struck between the legitimate
pight of the data subject control the uses of his data by giving his
express consent and the needs of the healthcare system to able to process
medical data without the burden of abtaining the data subject’s consent. In
most of the Member States the provision of medical care is subject to the
data subjects consent (which may be implicit by the fact that the patient
goes 10 see healthcare professional for cure). Thus one could say that the
subjects consent o the treatment in itself implies the consent o the
processing ol personal data surrounding the provision of the care. As tong
as the persons processing the data are covered by professional secrecy or
an equivalent obligation, the duta will be able 1o be processed, regardless
of the data subject’s consent. This exemption, in our view, is limited to
processing of  personal Jdata in a health-related context (hospitals,
clinics,. ). The processing of personal medieal data by a physician for
insurance claims or employment purposes therefore falls outside the scope
of this provision. ’

20.  The conditions and scope of  persons covered by professional
secrecy and the conditions in which they may reveal information amongst
themselves for the purposes of a patient’s treaiment will need to be
adequately defined. This is especially valid in the healthcare sector where
the use of telematics extends the exchange of medical information and data
between healtheare professionals beyond the scope of the medical team or
institution. The exact scope of this exception will therefore very much
depend on national legislative or professional rules governing professional

seerecy.

111.2.3. To protect the vital interests of the data subject

Article 8.2.¢ ¢ Processing of sensitive data is allowed if necessary
1o protect the vital interests of the data subject or of another person where
the data subject is physically or legally incapable of giving his consent.,
21, This provision enables the processing of sensitive data even if the
data subject is physically or mentally incapable of giving his consent.



126 CAHIERS DU C.R.I.D. — n° 13

Distance however is not, in our opinion, a sufficiently good reason to

Justify the use of this provision.

. Th; proccssing of medical data in vital emergency situations (when
4 patent s i an « in exirenis » situation and is not in a position to give
his consent, for example) could be permitted under this provision. One
will_ however need 1o determine what are the « vital interests of the data
subject or of another person » and ensure that the p.rocessing was indeed
necessary o defend this interest. This provision could justify the
processing of personal data in order 1o save a patient’s life. Only that data
necessary Lo protect the vital interests may be processeds?.

111.2.4. Further exemptions provided for by the Member States

Article 8.4 :© Member States may « subject to the provision of
sultable safeguards, for reasons of substantial public interest, lay down
c,\'c.mplions in addition 1o those laid down in paragraph 2 cither by
national law or by decision of the supervisory authority ».

22, Some projects may therefore be based on these measures adopted by
the Member States, for instance in the context of scientific research on
certain medical discases or in application of social security provisions.

H1.3. Data quality (article 6)

. Certain data quality requirements are laid down in the directive. It
15 up to the controfler 1o ensure that these are respected.

HI1.3.1.
C6.1.a)

23, « Lawlul » processing implies that the principles laid down in
chapter 1L of the directive are respected (principles relating to data
q.uulily, information to be given 1o data subject, respect of data subject’s
rights, confidentiality and security, and notification to the national public
authorties).

Personal data must be «processed fairly and lawfully» (article

S« Fllil' » processing requires transparency. The patients personal
mIQrm;mon must not be processed for any hidden or occult purposes. The
patient concerned will be made aware of the uses of data relating to him
cither when the data is collected or when first recorded or first disclosed
(see mfm’nmli(?n to be given to the data subject). Any change of purpose
n the processing of the data which is not compatible with the initial
purpose must be revealed.

< . . . .
Sevthe “contormity principle”.

DATA PROTECTION IN HEALTH TELEMATICS PROJECTS 127

o
111.3.2.  Personal data must be «collected for specified, explicit and
legitimate purposes» (article 6.1.b) :

24, The legitimate grounds for which the processing of medical data is
permitted were examined above. These purposes must be clearly defined
and stated. 1t is only if the aims aré clearly announced that the competent
authorities and the data subject will be able to effectively control the uses
of the data and the respect of the principles laid down in the directive.

11.3.3. The pérsonal data must be «adequate, relevant and not excessive
in relation to the purposes for which they are collected and/or further
processed» (article 6.1.c.) !

25. One must always ask oneself, 'what is the purpose of the
processing 7 s the data collected and recorded relevant and necessary
for this purpose 7 The users should vnly have access to the data strictly
necessary for the purposes of their processing. This provision may
require the implementation of special security measures such as « user-
specific menus » 1o control access to functions and thereby limit user'_
access only to particular parts of the patient record that the user
legitimately needs to carry out his job. For example, an.administrator
may have the ability to view only accounting and demographic data but
may have no access to medical data. The users may only exchange
between themselves what is strictly necessary for their function.

For example, in 4 emergency situation telemaucs applicaton, only
the data considered as vital will be able to be accessed. This criterion will
therefore be needed to determine ‘the minimal, necessary data in an
emergency situation.

111.3.4. The data must be «accurate and where necessary kept up to date»
(article 6.1.d)

26, It s not always easy to define data relating to a person’s health as
«accurate ». If one can describe objective facts (images, clinical
results,...) as accurate, it is difficult 1o describe subjective information
such as a general practitioner’s subjective appreciation as « accurate ».

Computerisation very often implies standardisation of information
so as Lo facilitate the gathering, exchanging and transmitiing of data. If the
network acquires an mternational  dimension, the content of patient
medical records will need w be standardised, this may imply that a
nomenclature of medical data 1s established. Accurate data implies the use
of the correct term of the nomenclature. ’

Accurate data also implies « complete » data. Computerisation on
an international scale may imply the definition of minimum data sets to be



128 CAHIERS DU CR.LD. —n° 13

r_cqun’cd i each medical record. The completeness of u patient’s record
Im_ »suhscqucnl users will theretore depend in part, on agreements about
untform data clements.

Multimedia clinical records, for example, will need 1o be updated
regularly @it is not easy 10 decide who will be responsible for updating
ic records. Compliance could result in the fact that each and every uscér
ts held responsible for updating the data he has access 1o, »

HE3.5. «livery reasonuble step must be taken to ensure that data which
are fnaccurate or incomplete, having regard to the purposes for which they
wWere -, ‘cle ‘Kie ’ . "y

ere collected  or which they are further processed, are erased or
rectilied» (article 6.1.d)

27, Itis up 1o each controller o ensure that the principles concerning
the d.;ll;l quality are respected concerning his processing of the data and
that miceurate or incomplete data ure erased or rectified. Because the
lclclTllllIC.\' service provider is not ulways in the best position to cnsure the
L]L{;lllly of the data, he may choose to ensure that the data js controlled in
this respect by each user each time he consults the information.

Dy . ot
IT1.3.6.  Personal  data may only be «kept in a form which

. 6. 0 : : permits
identification of data subjects for no longer than

( . is necessary for the
purposes for which the data are collected or for which they are further
processed» (article 6.1.¢)

28, The data storage should be regularly reviewed so as to ensure that
ouly the necessary data for the purposes of the service offered is
cnnscrvcn.l. Thus the global telematics service provider may only store
dillfl rcluun.g to patients for as long as this duta is necessary to atford the
patient  with  adequate medical (remtment. The network  provider
(l;lccommuniczuions network  provider, for example) should not, in
principle, keep the data which has been transmitted through the nel\,\‘/ork
;lnq concerning an individual patient (except it he has been appointed with
evidence related service and in 5o far as it is required for this specific
purpose). The telecommunications  service provider may however
conserve data relating 10 the user of the service for billing purposes
{unless the billing of the services is centralised by the telematics scrv}cc
provider). B

1.4, The data subjects’ rights

The EU directive creates rights for the data subject. The controller

tor his representative) will need (o ensure that these rights are provided
tor.
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111.4.1. Right to be informed (articles 10 and 11) and specific limitations
of this right carticle 13)

29.  According to article, 10 of the directive, when the data is collected
lrom the data subject he will need to be informed at least with the
following mformation, except when he already has it : .

— the identity of the controller or of his representative;

- the purposes of the processing for which the data are intended;

— and any further information such as : the recipients or categories of
recipients of the data; whether replies to questions are obligatory or
voluntary, as well as the possible consequences of a failure to reply;
the existence of a right of access w0 and right to rectify the data’
concerning him insofar as such further information is necessary,
having regard 1o the specific circumstances in which the data are
collected, to guarantee fatr processing in respect of the data subject.

Article T further specifies that when the data has not been obtained

from the data subject {e.g. transmission of medical data from a general
practiioner 10 a clinical lab for analysis via a communications network),
the data subject will need 1o be informed of the information stated above,
at least when the data is recorded or, in the event that the data is disclosed
to a third party, at the time of the disclosure.
30, The data subject has a right to be informed. If the processing of the
sensitive data 1s based on the data subject’s consent, adequate infornmation
of the subject iy a fundamental element of this consent. Appropriate
measures will therefore need to be taken to ensure that the data subject 1s
properly informed. Intial information of the data subject will need to be
sufficiently wide so as to ensure that the subject 15 aware of the uses of the
data relating o him. However, one will need 1o avoid the use of generic
definitions which do not permit the effective surveillance as to the uses of
the data by the controller.

When the data has not been collected from the data subject it is very

often the case that the person processing the data has no direct contact
with the individual. How will he be able t0 ensure the adequate
information is ctfectively given ? It could be a good idea to designate a
person held responsible for informing the data subject. Information could
be given in brochures, on posters...
31, The EU direcuve provides that the Member States may adopt
legislative measures 1o restrict the scope of the right to be informed, for
example if such a restriction consttules a measure  necessary to
safeguard @ « the  protection of the data subject or the rights and
freedoms of others »00,

o0 Article 13y of the direcne
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A A Member State may therefore Jjudge that the data subjects need not
be ‘n?lormcd of the identification of the recipients or categories of
feciprents to whom the data is disclosed (a cancer research laborator » for
e.g.) 1l this could be detrimental 1o his health. Y

l.ll..-l.Z. The data subject’s right of access to data (article 12.a) and
limitations of this right (article 13.p)

3.2. Under article 12 of the directive, the data subjects are given « the
f‘lghl to obtain from the controller, without constraint al reasonable
|mcr.vzx|.\ and without delay or excessive expense, confirmation as 1o data
relating to him are being processed and information at least as to lh(e
purposes of the processing, the categories of data concerned and the
recipients or categories of recipients to whom the data are disclosed;
commumicaton in an intelligible torm of the data undergoing pr()cessint:
fmd mtormation available as o their source; knowledge of the logiz
tnvolved in any automatic processing of data concerning him at least in
the case of automated decisions ». ‘

The conuroller of the telematics network  will therefore need 1o
ensure that this right of uccess to the data contained in  telematics
applications can be elfectively exercised. He may need 1o set up lcchnica‘l
means whereby this right can be put into effect (on-line access to the data
by the patient, setting up of a « bureau » 10 whom the data subject can
address himself for access to his data...). He may need to delegalc this
f)l)l?gu[iOll 1o the users of the network if he is not in direct contact with lhé
individual concerned (one could imagine for example that in the case of
C(?mpulcriscd medical records centralised by a service provider, the access
of the patient o his record is afforded by the pulienl"s “CI)CI”;II
practitioner) | T
33, Member States may limit this right if this restriction is « necessary
to protect the rights and freedoms of the data subject-or of others »: -Thc
directive specifies that, for example, the right of access to medical data
may only be obtained through a health professional. This oprovi>ion
cnables rhel right of access 10 be reconcited with the concept of medical
secrecy cxl.s[ing i.n some of the Member States, restricting the patient’s
access o his medical record when this access could prove detrimental lgw
his condition. This restriction is not however to be found in ever
l\/].cmbcr State. In projects ranging over several Member States, the exlcn):
of lhc»ucccss to the personal duta transmitted on a network lna;/ therefore
vary from country to country.

. Furlhermorc one may question the competence of the healthcare
prot‘cssmnul to « filter » the data which he affords 1o the patient : May
he.in the interests of the patient, limit the information which he gi.ves to
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the patient and regarding his medical condition ? Access to one’s personal
data can reveal information about another person. This is the case of
certain - genetic  information  for example, which reveals medical
information about persons belonging to the same genetic line. In order to
protect the rights of another person, one could also envisage a limitation
of the right of access. A balance will need to be struck between the data
subjects right of access and the right to privacy of the other person.

111.4.3.  The data subject’s right of rectification (article 12.b) and
limitations to this right (articdde 13.p)

34, The right ot access is set up so that the data subject can challenge
the accuracy of the data and the lawfulness of the processing. The data
subject 1y afforded with a right of rectificanon, erasure or blocking of
data in particular because of the inaccurate or incomplete nature of the
data. ‘ :

Under aricle 13.g of the directive, Member States are allowed 1o
restrict this right if these restrictions are deemed necessary so as to
safeguard the data subject. This provision could prove useful. It 1s
sometimes, difficult to speak of «accurate medical data» (see above).
Furthermore, the blocking of certain data may prove detrimental to the
person’s health if the tact can later be useful tor a medical treatment.

ITE4.4. The data subject’s right to object (article 14.a)

35 Member States shall grant the data subject with the right « to object
at any time on compelling legitimate grounds relating to his particular
situation 10 the processing of data relating 10 him, save where otherwise
provided for by national legislation. Where there is a justified objection,
the processing instigated by the controller may no longer involve those
data ». ,

The right to object applies to certain data and not to the processing
in itself. The subject will therefore be able to block the use of certain data
but will not be able 10 oppose the processing in itself. He will, however,
need  base his right on compelling legitimate grounds. In projects with a
health related purpose, it is uniikely that he will be able to exercise his
right 1 so far as 1t could’lead 10 detrimental effetts for him.

111.4.5. Automated individual decisions (article 15.1)

36.  « Member States shall grant the right 1o every person not to be
subject to a decision which produces legal effects concerning him or
srgnificantly affects him and which is based solely on automated
processing of data intended to evaluate certain personal aspects relating to
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him, such as his performance at work, creditworthiness, reliability
conduct, etc. » . 7

rl1ns provision aims at preventing that decisions are taken solely on
!hc busn.\"ot an automatic processing of data. It aims at rcinlﬂruducing the
interventton of an individual in order to assess the situation and adopt an
udcqu;nlc decision. [t could apply in the use of software tools for automatic
processing of multimedia data sets, images. clinical graphs and drawings
ete.in telematic projects in view of tking a decision concerning a
paticnt’s medical treatment Tor example.

[111.5. The controllers’ obligations

.5 1. Obligation to inform the data subject (articles 10 and 11)

?7 The controller must provide the data subject with a certain amount
of information so as to ensure a maximum of transparency in the
px'ucessil\g of his data. This obligation corresponds to the data subject’s
right to be mformed.

111.5.2. Notification of the processing (articte 18)

38. The controller or his representative” must notify the supervisory
authority before carrying out any wholly or partly automatic processing
operation or set of such operations mended to serve a single purpose or
several related purposes.

T.hc »()bjccl of this provision is to ensure disclosure of the purpose
and main features of any processing operation for the purpose of ensuring
that the operation or set of operations respect the national measures.

[11.5.3. Security of processing (article 17)

3‘). Article 17 of the directive states that « the controller must
implement appropriate techmcal and organisational measures to protect
personal data against accidental or unlawful destruction or accidental loss
alteration. unauthorised disclosure or access, in particular  where lhc,
processing involves the transmission of data over a network, and against
all other unlawful forms of processing. Having regard to the state :f the
art ;md(lhc cost of thewr mmplementation, such measures shall ensure a
level ol security appropriate to the risks represented by the processing
and the nature of the data to be protected ».

The introduction of networks increases the risks involved in the
processing of the data. The risks incurred are notably the threat of access
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10 the data by unauthorised persons and the unauthorised use of the data
by authorised users. .
For example, computerisation implies standardisation of medical
information in both content and format. *Conten] standardisation. for
example, enables  secondary users 1o anticipate the nature of the
information and its uses.
40, Furthermore compyterisation and networks implies the possibility
ol Tinkageso'(12). 1t will be casier 1o break intd an electronically data
bank and retrieve unlimited information. The use of a unique patient
identificr. for example, has the advantage of assigning the patient with an
identifier from birth 1o death, 1o ensure appropriate, accurate information
exchange among the approved parties, prevent fraud in reimbursement
and ensure accurate  linkage of information between different users.
However it also increases the risks involved due to the power of the
identifier to act as a key to uncovering and linking a vast amount of
information in order to create a very complete personal profile.

It must be recognised however that even though the use of
telematics increases the risks for a patient’s privacy and the confidentiality
of the information, computer-based systems may be even more secure
than paper-bised systems. Telematics may serve as an instrument in order
10 protect the data (see luter - use of an access card, introduction of a PIN
code, ete. in order to control access 10 data; authentication, electronic
signature,  audit trails  ete.  in order to, control circulation  of -
information...).

41, The nature of the data being of a particularly sensitive nature, and
the risks in health telematics project being acute, the controllers of " a
health telematics project will need to afford a high level of protection.
However the health sector is specific in that information must be able to
arculate freely and guickly amongst authorised users. A patient’s life may
depend on a certain person being able 10 access the necessary data in a
number of minutes. It is recommended therefore to maintain a balanced
approach between security and privacy so as to avoid handicapping the
development of systems through the abuse of security requirements.

The sccurity measures adopted can be of technical or of an
organisational nature. They can be afforded at different levels @ access
controls through the use of PIN codes, user identification, or access
cards: anthentication of the data; protection during the transmission of the
data by encryption of the duta, coding of the data, audit trails...

»

ol Ry “linbagey” we mean the possibility ol nterconnecting difterent computer systems crabliny
thew fo mteract electively
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The directive mentions some of the organisational measures to be
tuken. For example, it stipulates that the’ «Member States shall provide
that the controller must, where processing is carried out on his behalt,
¢hoose a processor providing sufficient guarantees in respect of the
technical security measures and organisational measures governing the
processing to be carried out, and must ensure compliance with those
measures». The controller  will therefore need 0 determine  the
community of authorised users.

IV. TRANSBORDER DATA FLOWS

{V.1. Data flows within the EU

41 The directive aims at ensuring an equivalent level of protection
throughout the Union. Therefore in respect of article 1, Member States
will no longer be able to prohibit the free flow of personal data between
them for reasons related 1o data protection. European  Union-wide
telematics programs will therefore be facilitated, even though, despite
harmomsation ol the national legislation, differences will continue to
subsist. This is due to the « margin for manoeuvre » which the directive
affords to the Member States. These differences could raise some practical
problems. For example, the Member States may grant the data subjects
with different levels of access to their personal data.

IV.2. Data flows outside the EU (articles 25 and SJollowing)

42. telematics project which intends to transfer personal information to
a third country may only do so it the third country In question ensures an
«adequate level of protection ».  Special rules for evaluating the
« adequate » level of the protection are developed in the directive. We
will refrain from going into these.

By way of derogation, article 26 provides that save where otherwise
provided by domestic law governing particular cases, Member States shall
provide that a ranster or a set of transters of personul data 10 a third
country which does not ensure an adequate level of protection may take
place notably if the data subject has given his unambiguous consent or if
the transfer is necessary for the performance of a contract between the
data subject and the controller. A contractual obligation resulting from
the use of telematics in the healthcure sector, may therefore Justify the
transler of personal data to third countries lacking an adequate protection
in the eyes of the directive.

3
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V. Congs OF CONDUCT (ARTICLE 27)

43, The EU directive encourages the drawing up of codes of conduct
intended o contribute o the proper implementation of the national
provisions adopted by the Member States pursuaht to the directive. In
view ol some of the specific issues raised by the use of technologies in the
health ciue sector, sector-based codes of conduct could provide a more
llexible and adequite approach.

One must not undermine the role of professional associations in the
setting up ol computerised networks i the healthcare sector @ in
providing information about the flows of information between healthcare
professionals, in slundurdising medical data, in authorising the users, in
the determination of the access to the data and determination ot the
operations permitted by euch type of heatthcare professional.

CONCLUSION

44, The EU dircetive on the protection of individuals with regard to the
processing of personal data and on the free movement of such data goes
beyond the protection afforded by the traditional secrecy in a certain
number ol ways.

The directive permits the exchange of personal medical data

between o wider group ol authorised users. providing they respect the
finality principle. It therefore extends the possibilities of sharing medical
data beyond the institutional framework of the healthcare professional to
other institutions or to research laboratories. for example. The principles
laid down in the directive enables effective control over who is entitled to
process the data and on what grounds. to whom may he transmit the data,
how long may he conserve the data, ... ' :
45. A justified apprehension regarding the use of telematics in the
healtheare sector is the tack of transparency in the network. This is due in
part to the multiple aciors involved in the network and the different roles
they play jo the processing of the information. The directive implies a
greater responsibility on the part of the difterent actors involved in a
welematics application project, 1 so far as they are constdered as
« controllers » and are theretore hable to the respect of a number of
rights and obligations.

The objection to the luck of transparency of a telematics project is
also reduced by the rights which the directive creates in regard to the data
subject (right to be informed. right of access....). These rights enable the
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data subject 1o maintain control over the use and transmission of his
personal data.
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