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Data processing 1Is blossoming within medical practlice.
Programmes are belng created, research projects are belng set
up, notably wlthin the framework of FEuropean |Institutlions.
Project CHIC (Community Health Informatlion Classiflcation and
Codlng), part of the European programme AIM (Advanced
Informat!cs In Mediclne), (8 designed to serve the goa! of
providing a basic level of compatlbillity In Information systems

for ambutatory care.
It has proposed two collectlive-types of data (1)

- the minimum basic data set (MBDS) designed to communicate to
a doctor Aqulckly, effectively and In a standardlzed form, the
bagsic Information relstive Yo a contact with another physiclan

- the patlent related data set (PRDS) Intended to Integrate In
a single record the minitmum of data concerning a patient

necessary to appreciate the all-round state of health of the
patlent or Indispensible In the event of a doctor transferring
the care of one of his patients to a colleague. It Includes the

personal detalls of the patlent, an overview of hls general
heaith characteristica and a review of his medical hlstory and
current problems.
4

Ffaced with thmsse proposals, It Is valuable to verify to
what degree the leglsiations of varlous natlons, In particular
Belgium, permit, asancourage, or |Imlt the right to collect or
transmit such tinformation whether personally or anonymously.
Such is the object of this study.

1. OBLIGATIONS TO ACTION

1.1. The oblligation to keep a medical record

The keeping of a medical record Is not a legal obligation,
but the code of medical ethlic¢cs enjolns a doctor, as a matter of
principle, to keep a flle on each patlent (2).

A "licensed”™ general practitloner must keep up to date
records of all hig patlents (3).
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1.2.2. Cases where the transmisslon of Informatlion to third

parties is permltted

a) Testlifyling

A doctor called to testify In a court of law may speak,
however, the law does not obllige him to. On the contrary, hils
ethlcal code forblds I1t.

SIimlilarly, those who have 8ccess to soclal data of a
personal nature by way of thelr employment Iin the Soclal
Securlty system, may test!fy In a court of law or |In other
proceedlings reguiated by law (8).

b) Epldemiological survelljance

A superior Board has been charged with the coordlination of
the fight agalnst AIDS (9). It is attached to the Instlitute of
Hyglene and Epidemlology and monltors the epldemlc I n
collaboration wlith medical record pllot-centres and sentinel
doctors.

1.2.3. Cases where the transmisslon of personal Information is

A doctor Is required to communicate certain types of
personal data in a serles of cases (mposed by law or In
pursuance of a law :

a) Quality of treatment, notably the continulty of
treatment
communlicatlions between doctors In the Interest of
treating the patient
the relationship between preventive and curative
pAarsonnal
b) Protectlon of the rights of the patient
contacts with the health Insurance system
contacts with a medlical inspector empowered to examine
the patlent’'s case with regard to hls or her rights
¢) Rights of society
registration of blrths
reglstratlion of deaths
certiflicate of collocatlon
accountling of financlal outlays and control of eventual
abuses
d) Publlc health
declaratlion of epldemics
sanltary Inspectlon of convalescent homes
o) Fptdemiologlcal research
gathering of health statistics
statlistical information about hospitals
congenltal anomalles
causes of death

3

Hospltais are aqually oblliged to keep up to date records of
all patients (4).

When a patient leaves hospltal, his medical flle must be
classified and retalned In the archives, preferably centrally.
Such filles must be permanently accessible to any doctor treating
the patlent.

Nowhere Is precisely stated Just what such a medical file
should contaln, except that the hospital flle must include ~“all
the eisments necessary to ensure dlagnosl|s, adequate treatment

and the ablllity to follow the development of the lllness™ (5).
According to the oplnion of the Councl | of the Order of
Physiclians, the record constltutes nelther an "Inventory” of a
doctor’s actlvities nor a “full accounting™ of his services.
Such purely negative parameters evidently leave a lot of
latitude to the practitioner, thus guaranteeing his liberty, but
ares of little use In helping to create an Instrument of Quallty,

g'!ving satisfactory service In relation to the needs deflined.

. In order to asslist young doctors In their first steps In
thls respect, the Centre for General Practice at the University
of Louvaln has concelved a model medical record (handwritten at

:;;s point) which has been reviewed In a report on medlica! files

1.2, Rights and oblligations relative to the transmission of
Information

In certain cases, the depositor of medlical iInformatlion may
or must transmit It, |n spite of the general principle of
professlional secrecy (which wll| be treated In sectlion 2). In
this respect, one must distingulsh between the obligatlion to
communicate Information to the patlent (see 1.2.1.), cases where
the transmigsion of data Is tolerated or requlred by law, or 1In
the event of particular Imperatives such as : the quality of

t:eatment, the protectlon of the rights of patlents the right
o soclety, publlic health or requirement f ]
Fhow 1 adge. s 0 epidemiologlcal

1.2.1. Transmlission of information to the patient

The code of medica! ethlics requires the revealing of a
prognnslis to the patlent (7). However, there Is an exception
made for prognoses of a grave (the doctor must declide) of fatal
nature (the doctor (g enjoined to prudence).
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According to the code of medical ethlcs, the family doctor
must, at the request of the patlent, transmit to the doctor
asslgned to glve an expert oplnion, such Informatlion as wil
assure the rlghts of the patlent (16). Clearly, the agreement
of the patlient ls essential, and |ts absence prohibits any form
of transmisslion upon the sole demand of an Insurance Institutlion
(for example, ife insurance).

In princlple, Information gathered by the Inspect!ng
doctors of the INAMI (National Institute of Health and
Invallidity tnsurance) in the course of admlnistrative procedure
Is subject to the oath of professional secrecy. This applles to
all the clvil servants of the medlical control! service, as they
are sworn offictals. However, |t must be remarked that, where
enquiries have been made, Information has sometimes been found
to circulate among non-medical personnel!, for example I'n
administrat!ive and judiclary departments, desplte a rullng that
the passling of medlical Informatlion may not entall the movement
of documents necegssgary to the exercise of the mission of controtl
(17). One has reason to fear violatlons of secrecy In such
cases, dmaplte certain legal guarantees designed to prevent the
same (18).

¢) Right of soclety

In certaln cases, soclety takes protectlve measures for the
persons concerned and for third parties., Thus, iIn the case of
the confinement of the mentally (1), for which a certificate Is
requlred, largely to diminlish the chance of abuse. As regards
the obligation to produce certificates of blrth or death, such
a measure of general order enforces the right of each Indlividual
to a share In society and assures hls protectlion and the respect
of his clvil ritghts.

In the area of heaith Insurance regulatlions, the control of
the services and of the sums pald out of public funds entails a
right ta asuyrvey the actlivities of practitlioners, notably in the
mAatter of repayment of sums not owed. In this matter, certaln
practictionars, (e.g. radiologists and blologlsts) must keep the
prescriptions addressed to them and submit them on demand to the
entitled authority, for example the medlical control service
pertaining to the health insurance.

5

These matters are treated more extensively In sectlon
1 2.4, ; where such transfered data |s to be held In a central
raglster, It will be further handled In section 5.1.
1.2.4. Rules concerning the transmisslon of personal Information

a) Transmisslon to assure the contlinulty of treatment

The necesslty of assuring continulty and quality of
treatment frequently obliges doctors from varlous wmedical
dlscipiines to share information. We refer here to the rules
and |imltations, resgserving for section 2.1. those relative to
the oblligation to professional secrecy with regard to third
partles.

Every doctor (s requlred, upon the patlent requesting or
agreelng to It to communlicate to another practitlioner
designated by the patlent, all necessary and useful informatlon
concernling him of a medical or pharmaceutical nature. This
arrangemant applles to all practiclans in the curative sector
(doctors, dentlists, pharmaclsts) (10).

Accordling to the code of medlica! ethlics, a doctor decldes
when and how much data he should pass on, taking into account
his oath of secrecy (11). The nature of Information Is declded
by the nature of the treatment or examination to be carrled out,
or by the patlent's sltuation ; thus, when a patlent transfers
hls confldence to another doctor, the complete file may be
transfered. This |Is diminished in the case of hospitals, where
a minlaterial clrcular requires theam to malntaln a record which
must remain at the dlspositlon of the medical staff agalnst the
possibillty of a readmisslon (12). In the area of home care,
only such data as Is strictly necessary to ensure the contlnulty
of treatment should be communicated to nurses (13).

A ruling may foresee an obllgation to transmit results from
a preaventive practitioner to a curative one designated by the
patlent and, assumling the agreement of the person concerned, to
another preventive practlitjoner (other than a doc tor In
occupational health care) (14),

b) Transmisslion for the purpose of protecting the financlal
rights of the patlient

In order to proceed wlith the payment of care or the
reimbursement of costs accumulated by the patlent, a certaln

amount of informatlion must be communicated to the health
tnsurance iInstltutions iInvolved : certiflcates of treatment and
pregcriptions must bear the patlent’'s full name and the code of
the service suppltled (dlagnosis, treatment, medicatlon, s )
(15).

In certain cases, a speclal authorlzation mentloning the
diagnosis 1s requlred from the consultant doctor of the health
ingurance system with a view to ensuring the repayment of
certaln treatments or securling the right to certaln iIndemnities
such as invalldlity compensation.
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Accordling to R. GROSEMANS, the dispositions of articie 458
of the penal code apply indistinctliy to any person invested with
a confidentlal functlon constituted by law, traditlion, or
morality (28).

Without belng directly clted, nurses are also touched
by article 458 of the penal code, In the case of soclal workers
they are equaliy held to professlional secrecy because, accordlng
to R. GROSEMANS, "it would be dishonest and thoughtless to
betray the confldence of the patient or hls family through the
alritng of secrets conflided to a soclal worker™ (27). In our
opinlon, they are equally the deposlitories of "secrets confided
to them™ and therefore punishable should they revea! them to the
detriment of the patient. One must of course take into account
that the accomplishment of thelr misslon demands at certaln
moments the sharing of certaln secrets In order to assist in
resolving the problems upon whlch they have been consulted ;
thelr gltuation is therefore ambiguous. It becomes even more so
when one conslders that some of their functions permit them
access to Information, not In the form of "confidences”™ Imparted
by the patient, but In the way of |Inqulirles which they are
obltliged to make Iin order to establlsh the patlent’'s rights to
certaln social advantages. Usage permits therefore the
communication of Information necessary to the establlshment of
the patient’s rlights or |Its rejection Iin the event of the
gsltuation not conforming with current requirements or laws, I'n
any other context, the rule must be the respect of professlional
secrecy.

Professional secrecy bears not only on the conflidences of the
patlent, but also applles to everything the doctor has seen,

noted, Isarned, verifled, acclidently discovered durlng or as a
result of examinatlions or Invest lgations, whether while
exerciging or as arising from the exerclisling of his professlon
(28, Common usege tends to extend this definition, which was

developed within the framework of the medical professlion, to atl
health profesasions,

2.1.3. The shared gsecret

Ag to other professlions, (for example secretarles, ...) who
may have sccess to certaln Informatlon relating to the patlient,
It s unanimous!ly understood today that hospital directors and
administrative staff (Including technlcal) are subject to
article 458 although not expressly clted In the penal code, by
reason of the fact that they are obilged to collaborate with
those who are (29).

Moreover, the code of medical ethics obilges a doctor to
assure the respect of hls oath by hils collaborators (30) ; such
Is the princlplie of the “"shared secret™ (31).

d) Transmissions for reasons of public health

In cases where the doctor dlagnoses a venereal dlisease, he
must address a report to the hyglene Inspector, mentioning the

nature of the disease, the commune In which the patlent !lIves,
as well as the name and address of the person considered as the
source of the infectlon (19). He may not, however, identlify the

patlient who has consulted him.

Reporting to the health authorities may aiso be made
obligatory with a view to preventing the propagation of certaln

epidemic diseases (quarantine Illnesses, those subject to
International declaratlon or certain other transmissible
Itlnesses) (20).

Those responsible for the Inspectlon of convalescent homes
may verlfy that each resident possesses a certificate attestling
that he I8 carrylng no contaglious disease (21).

@) Health statlistics

The admisglon of patlents to a hosplital must allow the

breakdown of the patiants according to the commune In which they
live (22).

In the case of the registration of births, It must be
mentloned whether the child was stiliborn, |lifeless at the time
of registration or alive (23).

2. OBLIGATIONS YO SECRECY

2.1. General princlples

2.1.1 Respect of prilvacy

The European Conventlon on Human Rights and Fundamenta!
Libertles recognizes a right to the respect of privacy (24).,

2.1.2. Professional secrecy

"Doctors, surgeons, health officlais, midwlives and all
othear persons who by profession or estate are the depositories
of secrets conflded to them®™ ... and who reveal such are
punlishabie (25). Two exceptions are foreseen testifyling In a
court of law and the communication of Information Imposed by a
taw (cf sectlon 1.2.),
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penaltles, the sums lnvolved, the destinatlon of such fines, as
well as the lapses they are Intended to sanction (35) : only
penalties foreseen by the rules of work may be applled (36},

Such clauses are relatively rare in hospltals ; the private
sector hardly knows of codifications, analogous to those planned
for discipiinary systems appllicabie to employees in the publiic
sector. In order to be appllcable, rules of this type must
first be negotlated with representatives of the workers. They
might foresee, for example, that lapses of duty whlich, for the
employee, are speclfled in hls contract and whlch are not of
sufficlent gravity to justify an Immediate dlsmlissal without
compensation, should be punished In the followlng manner

- a8 formal summons,
- a fina between ...., and .....
- an excluslon of one or more days wlthout pay or compensation,

To summarlze, working people involved In the organizatlion
of health care are held to secrecy and may, |In the case of a
violatton, te sanctionaed In one of the following ways

-~ their own »othlcal code, sanctloned, In such <cases, by a
professlional Order

- the terms of the employment contract, governed by the law on
work contracts, which Imposes the oblligation to discretion and
the non-fulfliment of which may lead to disclplinary actlon or
even Iimmediate dismissal without compensatlion In the event of
grlevious fault ;

- should the occasion arise, the rules of work (which must
fulfil certaln formalities) may provide for various sanctions
agalnst workers who violate the rvule of secrecy.

2.2. Particular cases

a) Ag regards hospltals, one may well ask who Is finally
responsible, thanks to a relatlvely new and confusing code of
hogplital taw which from now on differs from medical law,. One
may suppose that there l's currently a deplacement of
responsiblliities to those new authorlties envisaged by the code
of hospital law, notably the head doctor (37)

Thus, the Minlistry of Publilc Health expects the head doctor
to be responslble for any necessary measures to be taken in
organizat tonal restructuring in order to guarantee the
confidentiallty of medical files and archives (38).Speclal
precautions are planned to guarantee dlgcretion In the use of
electronically processed flles (cf section 3.3.)

B
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Specific regulations have besen prescribed by the Order of
Physicians in that whlich concerns the protection of the
confidential character of electronic data (cf section 3.3.).
The concept of “shared secret” only applles to transmisslions of
medlecal Information to other quallfied people who are themselves
held to secrecy and only with a medlcal motlve and wlthin the
limits of the organization of treatment (32).

The shared secret, !lke the professional secret, I3 a
notlon establ ished In favour of the patlent. Recent
controversles about information relative to seroposlttivity and
A10S have shown that the sharing of secrets cannot be allowed
As A means to protect personnel ; thus, In certaln laboratorles,
It Is the custom that only the doctor attending to the dossler
knows the resuft of an AIDS test.

2.1.4. The obtligation to discretion

In the terms of the law of employment contracts, a worker
Is obliged to abstaln, whether durlng the duration of his
contract or after Its expiry, from divulgling ... the secret of
any matter of a personal or confidential character which has
been made known to him In the exercigsing of his profession (33).

2.1.5. Sanctions for violations of secrecy

The professlonal secret by which doctors are bound is
regulated by a code of medical ethlics (34, Thlis code has no
force of taw : however the bodies responsgsible for Its

anforcement (the provincial Counclis of the Professional Order)
are legally authorltzed to apply disciptinary sanctlons, which
may be more heavy than those the offender would Incur In a penal

case ; they may go so far as to bar the offender from practlising
his professlion,

Other than doctors and pharmacists, other heaifth care

professionals are not subject to the authority of a professional
Order .

It I's up to the doctor to see that the secrecy to which he
is legally bound is observed.

Divulgence of a secret may be a sufficlent motive to bresk
a contract of employment on grounds of grlevious fault.

Refore arriving at such extremlitlies, provislons for
sanctions agalnst health care personnel or other anclilary
professions for violatlons qf secrecy or Indlscretlon may
already bs mads part of the worklng relationship, for example in
the contract of employment or working regulations (see
particularly section 3.3.3.). Thug, a law from 1965% Introducing
working regulatlions, contalns arrangements relative to
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Belglum |s not tegally bound by these accords, but she has

nonetheless sligned the Convention of the Councl! of Europe of
?8.1.1981 for the protectlion of the indlvidual with regard to
the automated processing of personal data. She has not yet
ratifled this, neither does she yet dispose of a natlonal law on

this matter.

Nevartheiess, the Recommendat lon of the MIinlsterilal
Committer of the Council of Furope relative to medical data
banks (44), although devold of normative force, Is& of particular
Interest within the framework of the present study (45) ; we
shall refer to It In our conclusions.

b) Under the | aw of 15 January, 1990, respect for
professional secrecy Is restressed : those who In the nature of
their function particlipate Iin the collection, treatment or

communlcation of social data of a personal character or have
knowledge of the same , are requlred to respect thelr
confldaentiality (48).

This law accentuates above a!l the structural protection of
data, contrary to certain foreign legislatlon, German or Danigh
for exampl!e, which concern themselves more with enunciating the
material norms of security (47).

¢) A consuitat!ive commigssion on privacy has been created
within the framework of the law organizing a Natlonal Reglster
of individual entitles (48).

d) In a more particular domain, the Order of Physliciansg
conglders that the meditcal record of a company doctor may not
be stored In the central computer of a large company, because
professional secrmcy cannot be sufficiently guaranteed (49).

3.3. Pracautions aimed at guaranteelng the confidentiallty of
data

LR R T e e A R R

3.3.1. Designatlion of a responsible person

In hospitals, the doctor responsible for electronic data
files must enjoy the full confidence of the Provinclal Order of
Physiclans. The doctor responsible ts the guarantor of the
confidentiallity of the data (50).

Socla! Security Institutions must designate & doctor under
whose survelllance and responslibl!lity the processling, exchange
and commuynication of personal medical data may take place. The
ldentity of this doctor must be communicated to the authorlities
in charge of the information system {(51),.

1

b) Officlats charged with the Inspection of convalescent
homes may have access to a flle Indicating the directives of the
"preferred” physliclan and thelr executlon ; there Is no access
to actual! medical records (39).

¢) The faw relative to the Soclal Security Clearing Bank
(which organlzes the means of communicating certaln soclal data
between the dlverse Social Security Instlitutlons) submits all
per<onnel to an oath of professlonal secrecy who, by reason of
thelr functlon, particlpate In the collectlon, treatment or
communication of soclal data of a personal character, or have
knowledge of It (40).

3. AUTOMATED MEDICAL DATA BANKS 5 THEIR AUTHORIZATION, LIMITS

AND PRECAUTIONS

3.1, Authorization

According to a draft bill, medical data of a personal
character are to be distingulshed from purely administrative
health care data. The former may be processed under certaln
conditions. The latter may, even without the speciflic wrlitten

consent of the patient, be electronlically processed by a doctor
so long as the access s confined to himself, hls substlitute,
his successor or thelir medlical team (41).

This option Is Implicitely recognized by International
accord (42) while speclfylng certaln IImitations with regard to
sensttive data.

The 1imitgs of thlg freedom or dispositions to the contrary
are mentionad below and notably tn sectlon 3.3.8.

3.2. Limitations

A series of rules and recommendations endeavours to protect
the prlivacy of the Indlvidual In the face of the potentlal
dangers Involved in data processing.

a) At the International level, several accords have been
enacted for the protectlon of privacy 1 wlithin the Councl! of
Europe and within the framework of the O.E.C.D. (43).

'
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- or the card !s reserved solely to a group of practitioners who
know one another and can therefore be safely I|dentifled ; its
use as an emergency card or syntheslis flle or otherwise, 1is
thereby restricted to the members of the group

- or the card constitutes a synthesis flle accessible with the

authorizatton of the patlent (psssword) ; here again, |t loses
Its velue In an emergency {f the patlent s unconscious ;
furthermore the risk of pressure belng put on the patlent cannot
be excluded, particularly in the case of applying for

employment;
- or, the statute of expertise should be rendered Incompatible

with that of treatment, whilch seems Illusory and hardty
rational.

In the event of the use of the card expanding (all the more
so If it becomes oblligatory), It would be doubtless opportune to

include in the code of medica! ethlcs a new rule prohlblting
doctors to access the card while working In the framework of a

mlssion tn counsel, expertise, control or other officlal
function. .

c) Medlical files In hosplitals

As regards minimum basic data sets, any user of electronlic
madical files must be Identlfied and controllied ; a list of
personsg (doctors) authorlzed to have access to files must be
established and kept up to date (58).

3.3.3 Obligation to dlscretion

According to the Order of Physiclans, personnei workling in
the information unit of a hospital must come under the dlirect
auvthority of the doctor in charge of data processing and be
subjaect to article 458 of the Penal Code (whlch punlishes all
*ransgressions of professional secrecy) (59).

The quastion is to know whether article 458 may be applled

to them, inasmuch as the confldence reposed in them is not the
act of the patients, but of doctors who are themselives
depositories of the secret ; on the other hand, It |Is possible

to interpret the notion “conflded to them™ as Includlng that
confldence reposed |n them by the depositories of the secret,
obligling them to shared secrecy. It Is currently admlitted that
collaborators of persons bound to secrecy are themselves equally
bound (cf sectlon 1.2.3.).
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It is Important to guarantee the Independence of weach
administrator of a soclal security data bank. According to D.
Piaters, in a commentary on the Belglan draft bill, thls
indepandence ts Insufficlently guaranteed, compared wlth the
regulations for “intern Datenschutzbeauftragte” current in

Germany (52).

3.3.2. Limited access

a) Medlcal data in the Social Securlty network

According to the law, Iindividual entities who may record,
consult, modify, process or destroy personal medlical datsa are
des Ignated by name. The content and extent of their
authorlzatlion of access are defined and recorded In a reglster
which must be kept regularly up-to-date (53).

Access to medical data kept In automated soclal data banks
shou!d be subject to the use of Indlividual codes of access and
competence. The bearers of such codes may not divulge them to
anyona (54).

The communication of Information to third partlies may only
takes place At the inslistence of the Central Clearing Bank and
according to strict regulation (cf sectlion 3.3.4.) ; meanwhile,

walving this general principle, transmlission may be made
directly to those whom the persons concerned have expressly
suthorized : the latter must take place in wrlting and may

stipuiate a maximum duration of validlity (55).

b) Emergency card

With regard to medical emergency cards (regulated by the
Flemish Community), the introduction or modiflcatlon of
information covered by medica! secrecy may not be made, except
through use of a card reserved for the patlient’s family doctor
In comblination wlth the patlient’'s own secret code (56).

According to the Order of Physlicians, It 1Is difficult to
egstablish an exhaustive tist of doctors permitted to share
medical secrets, slnce a certaln number of them occasionally
serve as experts, whlich disquallifies them from sharing medical
secrets (57).

This objectlon belng well-grounded, It results that

- either the medical dsta card may never be obligatory ;

- or it may only contaln typologlical data (for Instance, biood
group) without mentlon of pathology, losing thereby a
considerable part of l1ts usefulness In an emergency ;
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3.3.5. Consent and/or notification of the patient

The Council of Europe considers that the patlent should be
kept informed of data gathered concerning him and of the
purposes It serves (66).

In Relglum, Iinforming patlents of computerlzation of thelr
medical fjle, Its use and the purposes of any research Is not
obllgatory except In the case of speclfic legislatlon.

The Belgtan draft blll on privacy stipulates that as soon

as access to personal medical data ceases to be reserved to
those health care professionals specifled by the text (cf
section 3.1.), the pergson concerned must Indlcate his consent In
writing before appearling In personal data programmes relative to
his state of health, to medlcal examinatlons, medical care, or
treatments for alcohol or other toxic dependence (67).

Moreover, In that which concerns the standardized medical
emergency card, partlicular problems are posed by reason of its
portability and the possiblllity of access In varlious health care
localitinsg, The Flemish Community prescribes that the bearer
should be in agreement If the card Is to contaln hls identity,
his identity card number, factors that cou!d endanger his Ilife
and Information necessary for effectlve treatment in case of
emergency, such as mortal rlsks (68), The Natlona! Council of
the Order of Physliclians conslders that this rullng does not
offer sufficient guarantees (69). According to the Council, the

patient should have a perfect right to require the recording
doctor to omit certaln matters from an emergency card and they
mention specifically alcohollsm, AIDS, 9chizophrenia and drug
addiction, In France, on the other hand, certaln sensitlive data
are eaxcluded from the emergency card, falling the written
authorization of the bearer.

3.3.8. Natura of Information

A) Sensitive data

Certain data are consldered as more "senslitive™ (71) as,
for example, a person’s ldeologlical or political ortentatlion.

Internatlional accords enjoin prudence In this matter. Thus, In
that which concerns the use of personal data for Social Security
purposes, the Councl! of Europe proposes that data concerning

racial group, polltical opinlons, religious convictions (72},
sexual hablts and health should not be authorized for collectlon
or treatment as l!ong as the Internal regulatory taws do not
Inctude the appropriate guarantees (73). We can deduce from
thts, that a system of lega! guarantees must surround the
processing of data.
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Furthermore, as we have noticed, the general law on
employment contracts Imposes a general rule of dlscretion. 1t
would be highly deslirable to repeat that obligatlion |in the
wording of the employment contract and furthermore to require a
aigned engagemant to respect the professional secret ({sanctioned
by article 458 of the Penal Code) and engaging the slgnatory to
Assume the obligations and responsibilities that may devolve
upon him through the application of these rules. Workers must
furthermore commit themseives not to communicate, whether within
the duratlon of thelir contract or afterwards, any Informatlion,
dosument or electronically processed data whlich has not formally
veen made publlic. A similar Inltlative was !ntroduced elsewhere
with regard to student trainees. of the Law Faculty of the Free
University of Brussels,

1.3.4, LImits to the possibillties of data transmlission

In the area of Social Security, the law of 15 January 1990
provides that any communication of personal data of which a
Soctal Securtty institution or the Centrail Clearing Bank (which
records the nature of avaliable information and Its locatlon) Is
the source muyst formerly have received an authorizatlion In
princlple from the watchdog committee which verlifles whether the
requirements fixed by law, by Internal regulatlion and by the
management committes of the Central Bank, retative to the

transmlission of data, have been fulfilled (B80). The watchdog
committee keeps an up to date Inventory, which is accessible to
those interested (61). According to D. PIETERS, commenting the
draft blill, the Central Bank |s thus charged with permanent
control, and can go as far as to prohiblt a transfer If it Is
shown to be iilegal or not to fulfll the necessary guarantees

(62) determlined by the King.

Sanctlons are foreseen in the case of persons who request
and obtaln personal data for which they have no need within the
framewnrk of Soclal Securlty work (83).

According to D. PIETERS, commenting on the draft biltl, the
determinant legal criterlon for authorizing transmlisston of
personal soclal data is that of “need”. Certaln forelgn
tegiaiatlions are more strict in this matter and demand a certain
"equivalence™ or proportionality between IJimitations on that
which 1s consldered private and the "needs” of administration.
It s In this sense that D. PIETERS pleaded for the use of the
word "necessity” to replace the word "need” and was astonlshed
that there was no control of the "advisabllity” of the transfer
(64) (65).



3.3.7. Keeping Information up to date ; rights of interested

Internstional accords foresee the right of the Indlividual
to have access to personal social data concerning him (75).
However, the specific character of medical data Is recognized
and it seems to be admitted that countries could restrict the
right to obtaln or rectify medical data deemed as necessary to
scientific or statlstical research (78).

The quallty of data |s Important In this area and the
Convention of the Council of Europe speclifies that such must be
exact and kept up to date (77). This responsibility devolves
upon dlverse health care practitlioners, the “preferred”
physictan and the programmer dlrecting the cataloguing of data.

In Balgium, the law of 15 January 1990 demands that Soclal
Security Instlitutions communicate to all beneficlaries, or their
legal representatlves, their personal soclal data, establishing
thelr rightae (78). The law furthermore obliges them to correct
any inexact dats and to erase such data as may be superfluous or
obtained illicltly or In an irregular manner (79). The Clearing
Rank contracts to communicate all correctlons or effacements to
al!l Soci1al Security institutions concerned (80).

3.3.8. Time Iimitations

According to the Council of Europe, data may not be
conserved beyond the legitimate finalities of treatment. Does
thig rafer to the entire 1ife of the patient? And beyond this,
does epidemiologlical research justify the conservation of
anonymouys data?

Personal data may not be conserved by a soclal service
institutlion for ltonger than is justified by the task at hand or
the Interest of the person concerned (81). 1t further
congservatlion Is useful to sclentific, historlc or statistlical
research, such data should |If possible be rendesred anonymous
(82).
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The Beiglan draft bil} for the protection of privacy takes
up this distinction by envisaging only restricted processing of
such data, even If the informatlon s considered wuseful to
medical treatment,

In this sengse, even the membership of a partlicular health
insurance, reflecting as It does Iln Belgium a certsitn
ldealeglcal character, could be consldered as sensitive and
Subject to precautlonary measures In the framework of Social
Securlity data processing to assure that such Information does
not appear in the Central Clearing Bank. The same Idea 18 taken
up in a more general way wlthin the draft bill as the protectlon
of prlvacy proposed by Minlister Wathelet.

In the medical domain, other data is sensitlve lnasmuch as
It constltutes, In its entirety, iInformation capable of belng
used for the purpose of exerting Influence upon slick people.
One may cite, for example, the Iinformation that the Nattonal

Counci) of the Order of Physlclans proposes to omlt from the
emergency card (cf sectlon 3.3.5.), such as alcoholisgm, drug
dependence, mental Illnesses, seropositivity In AIDS testing.

In our opinion, these could be Included, even in a personallzed
record, on the condltlion that such be held only at the practice
of the "preferred” physlician or faml|ly doctor.

b) Information that endangers anonymlty

Precautions are often necessary to ensure the anonymity of

information gathered together in Jarger quantities. The
question arises notably with regard data that can be indlrectly
personalized within the framework of natlonal reglsters or
Aanonymous data bases (cf gsections 5 - 7) 1+ we are concerned here
with 1nformation that Is theoretically anonymous, but which, In

conjunction with other data, nonetheless rlisks Identification
with an indlvidual.

¥le mentlon, In thls regard, 8 recent controversy over death

reglstrations, which are obligatory (cf sectlon 5.3.). In the
mattar of the death of young <children, the sclentiflc
Assoclation of obstetriclans has suggested that information
giving datalls of the maternity clinic be added, In order to
permit them to compare thelr resulfts with regional averages.
Nevertheless, the National Council of the Order of Physlictans
considarg that anonymlty could not be guaranteed and has
therefore given a negative opinlon on deontological ¢@rounds

(74).
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Thisg precaution would be obligatory for any system

transmitting via network or modem. On the other hand,
transmlssion via courrler or a data carrylng medlum (floppy-
disk or epr om) need not, In our opinion, ental | such

precautlons, since the rlisks Involved are not greater than In
the case of paper correspondence {indeed, they may be lesgs,
since a supplementary technical barrier exlsts).

4.,2. Examples of authorization for personal data

The transfer of a medlical record from one company doctor
to another, when a worker changes filiale or department withln
the same firm, may take place by computer, as Ilong as the
company doctor takes the necessary precautions for the
proctection of professional secrecy (85).

If the worker s engaged by another firm, the transfar of
hls flle may take place with hls approval and with respect for
professional secrecy (B86). NothlIing has been specified with
regard to an eventual transfer from one computer to another.

5. EXAMPLES OF CENTRALIZED INFORMATION REGISTERS COMPOSED

NOMINATIVELY

5.1. Local registers of dliseases subject to compulsory
declaration

Fvery mayor must keep a register contatning the
declaratlions he recelvesg of transmisgsible diseases (87).

5.2. Register of congenita!l abnormallities

Approved centres for the tracling of diseases and congenital
metabolic abnormalities must establish a nomlnatlive 1{ist of
Infants concerned

- - the 11st must be accessible to doctors designated by the
MIinister of Public Health ;

- a nominative review of abnormalities must be sent to a doctor
attached to the superlor Council for human genetics (88).

2.3.9. Code of conduct

There exists no legislation imposing upon those responsible
for data banks the duty of drawing up a code of conduct or of
submlitting themsel!ves to the approval of a higher authority. I'n
this, Balgiuym differs from certaln forelgn countries, for
example Denmark (offical ratificatlon of codes of conduct) or
Holland (publicatton of such codes and notifictlon of the
special Chamber). Nevertheless, according to D. PIETERS,
commenting the draft relative to Soclal Security data banks,
articles 22 and 23 seem to already announce the elaboration of
such codes of conduct as are appropriate to each Institutlion and
adapted to their particular needs and rlsks (83). These codes
may praovide for discipllinary measures.

4. TRANSMISSION OF [INFORMATION BY TELECOMMUNICATION

4.1. General princlple + protection of privacy

According to the Belglan draft under discussion, It should
be forbldden to parsons directing computer programmes containing
mediral data (state of health, medlica! examinations, medical
care, treatments for drug dependence), to communicate data of a
personal nature to a third party without the specific written
consent of the patient, except to another doctor and "in case of
emergency” (84).

tn our opinion, this 1last precaution Is without doubt
extreme 1f it 1mposes a supplementary condltlon of urgency on

Any transmigssion ; if 1t were interpreted as the right *to
transmit to any third party “in case of emergency”, It must be
avaluated according to the nature of the emergency. 'n that

which concerng collecttions of processed data, may one not
recommend the following

- the transmission of personal medical deta to third parties Is

prohibited, except to the ~"“preferred” physliclan, the famlly
doctor, and to the practlitloner’'s team charged with the care of
the patient, within the necessary lImits of the treatment and

Its follow-up

before transmitting data from one termlnal to another, the
practitioner In charge of the case must ask for the written
consent of the patient, whlch document should contaln the
name{s) of higs famlly doctor and it necessary, of the
"preferred” doctor designated by the patlent.
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~ the National Reglster number be recorded In cryptic form ;

- by Information recorded In long hand, a distinct number should
be used and the converslon table between this number and that of
the Natlonal Register shoul!d also be In cryptic form ;

- the Natlonal Register number shall never bs communicated to
those providing or transmitting the data ;

-~ only those workling at the Cancer Reglister may use the national
number In the framework of thelr work and accordling to thelr
compsetence ; such persons must be deslignated !n wrilting ;

- data from, and the number of, the Natlonal Register may only
be used for means of identification ;

- the Nationas! Reglister number may not be used by the Cancer
Reglster In I1ts relation with third parties.

6. EXAMPLES OF DATA BASES FOR THE PURPOSES OF ADMINISTRATION

6.1. Care at the hospltal : minitmum basic data sets

Durling a test perlod, hospitals must communlicate, by
magnetic medlum, gmneral datas relative to the Institution, data
on care provlided, and data concerning the patlent (year of
birth, sex, date of admlisslon, date of discharge, principte
dlagnnstic code ICD-9CM, compllications) (91). ’

Iin order to preserve the anonymlty of Information in the
event of Integratlon, only the year and not the date of birth

are mentioned and a number specific to the patient is given
wlithin esach hospital, so that, according to a clrcular from the
Ministry of Publtc Health, onty the doctor on the case and the
ward nuyrse know the name of the patient (92), This gssurance ig

probab!y premature, gsince it is nowhere requlired that the doctor
and nurse expressiy cited are expected to personally sea to the
distribution of patient numbers ; taking into sccount the work
toad of nursing staff, one may imagine that sgsuch a task would
frequently be given to co-workers.

The question I|s to know which information could enable a
patlent to be |Identifled. tn this framework, the Natlonal
Council of the Order of Physiclans consliders |t permissible to
supply the IdentiIflcatlon number of the hosplta! and department,
the sex and year of blrth of the patlent, the length of his stay

and the nature of entry and discharge, diagnostics and
particular treatments or techniques ; on the other hand, the
Councli! disapproves any numeratlion other than sequential or
aleatory, and refuses therefore any adminlistrative number, of
hospltallzatlon or of Natlonal Register, ag well as

tdentiflcation data, such as name, forename, date and pl'ace of
birth, place of resldence, date of entry and discharge from
hospltal or the dates of operations, treatments or technical
measures (93).
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5.3. Declaration and reglstration of deaths

Reports of death made out by the Reglistrar, give the name,
forename, address, place and date of birth, name and forename of
spouse, and civil status (89). Doctors are required to dec'lars
the cause of death. In cases of Infant deaths, he must record
the blrth weight, duration of pregnancy, eventual defects as
we | | as certaln family characterlstics ' professlion,
natlonallty, civil status and birth dates of the parents, time
span between the last two births and number of other children.

A speclal administrative register Iists stiil births and
those dead at the time of registration, indicating the
dlistinctlion (90).

5.4. National AIDS Register

Within the framework of the flight againgst AIDS, a form has

been develioped to indicate known AIDS cases. The forms contaln
nominative identificatlion data and are sent to the super lor
Council for coordination:  of the campalgn agalnst AIDS. The
presldent of the Council|l must detatch the part of the form
contalning nominative data. At the headquarters the data must
be separated. Identification data and medical data are recorded
on separate floppy-disks. The identtificatlon data Includes date
of birth, sex, civil status, nationality, ethnlc origlin, address
and profession as well as the probable means by which the
disease was transmitted. In the absence of a supplementary
basls In law, personalized data concerning ethnlc origlin might
pose problems |If the draft blill for the protectlion of privacy

currently under discussion were to be approved.

5.5. National Cancer Register

Each nationa! health insurance federation ldentiIfies thosge

of Its affillates presumed to have cancer and records confirmed
cases on computer. At this stage the patlents are pearfectly
Ident!iflable, The sum of data |s then communicated to the
national level, The natlonal Cancer

Reglister thus created has obtalned authorlzation to access the
nationa! populatlion reglister, thus using the natlona! number to
avold double entries and Iin order to correct any patlent data
which may be inexact. The consultative commission for the

protection of privacy has authorlzed such access on conditlon
that ,
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7. THE CASE Of DATA BASES FOR EPIDEM!IOLOGICAL PURPOSES

7.1. General principles

A doctor may make use of his medical flies for his own
sclentific research, on the condltlon that he does not allow any
names or personal detalls, that might permit the identiflcation
of a patient by others, to appear in his pubiications (97}, He
may also communlicate his findings to sclentific Institutlons,
but only In anonymous form (98).

A doctor Is obllged to provide the informatlion he possesses
In the event of being required to assist In the production of
publ!ic health statlistics, measures being taken to assure the
anonymity of such findlngs (99).

The storage of medical data In a central computer for the
purposes of epidemiologlcal research, may not take place except
with such data as Is strictly necessary for the study, shorn of
all elements permitting any kind of tdentiflcatton (100).

The correspondance between anonymous minimum basic data
sets and the Identity of patients are held by the doctor In
charge of programming in the form, for exampl!e, of a sequential
ex!lt number and a number chosen by hazard (101).

The attribution of numbers to patlents shoul!d be reallsed
by a system of codlficatlon which hinders doubte entries without
In any way permitting the patient In question to be identlif|ed
by name (102).

7.2. The network of sentine! doctors

L R R L L L L L L L ]

A certarn number of doctors, about 150, particlipate monthiy
Iin an eplidemiological enqulry on specific health problems. The
forms used respect the anonymity of the patient, Identificatlon
being only possibie by the doctor concerned. The forms require
8 certaln amount of personal! Information describlng the patient
1+ sage, sex, type of cohabttatlion or househoid <tructure and
certain information specliflic to the problem under survey, for

example, lavel of autonomy, concentration and speech defects,
Incontinence, rigsk factors such as smoklng, sexual partners and
partlcular features of sex Illife,
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6.2. Minimal summary of nursing care

Hogpitals are asked to communicate a minimal serles of
medical and administrative nursing data to the Minlstry of
Publitc Health (94).

Such data Includes intimate data about the patlent, such as

the level of dependence and the abltity to manage the gQgenersl
actlvitlies ot dally |ife (feeding, hygiene, moblllty, ...},
Incontlinence, psychological defects, hablts, as well as self-
care such as intilmate hygiene or the abillty to control

emotional c¢crlses.

The remarksg concerning risks relative to the Identiflicatlion
of the patient and the precautlons to be taken are the same as
for sectlon 6.1.

6.3. Monitoring of the length of stay

In order to monitor the length of stay (whose payment
varies with time for long term Ilinesses), hospitals had to
dellver, for each trimester of 1987, the patient’'s Indlvidual
number, sex, age group, personal sgituation (wlth or without
partner, cohabitant or not, with or without house care), as well
as the diagnostlic code (ICD 9-CM) (95).

6.4. The Social Securlty Central Clearling Bank

This bank, called into being by the (aw of 15 January 1990,
has, among others, the mission to collect from Soclal Securlty
ingtltutlons information useful to the understanding, conception

and management of Social Securlty. Thigs collection may only
make use of data whlich has been depersonallzed. The
establishment of representative samples, destined for the same
ends, wlll also be authorized under conditlons that have yet to

be defined (96).

The production of such anonymous Informatlon often first
requires that data concerning the same person, dlspersed through

different Social Securlty Instltutlons, be comblinad ; [t ts the
task of the Centra! Clearing Bank to depersonalize the data it
has requested from varlous institutlons once It has been

reassembled.
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CONCLUSIONS

In our country as (in others, draft bills and laws are
practically dumb on the subject of computerlzed medlical files,
Even though some within the professlion argue for the defense of
the privacy of the patlient by utterly opposing any
computerlzatlion of the medical sector, such a position appears
to us anachronistic at a time when the computer Is leaving the
restricted circfte of professionals to become a too! of an ever
wldenling sectlon of the general public.

Beyond that, computerization of medical! data enables the
attalrment of numerous objectlives 1 improvement in the quality
of care ; the development of epldemiological knowledge, based on
actions founded In the domaln of publlc health policy ; better
management of heaftth care systems wlth a view to more effective
administrative and fiscal policy (for exampte, in the area of
Soclal Security relmbursements).

Nonetheless, the fears of abuse or piracy of data oblige
the provislon of 8 number of gusrantees whether regulatory,

penail or deontological. The aim of such measures I3 to preserve
the right to prlivacy of the patient, but, beyond that, to
effectively asserve respect for his Ilbertles, such 88 the
)iberty to attaln Dbank credit or employment, whlch could be
endangered by the dlivuligence or |11egittimate handling of medical
data.

Our Intention In this conclusion s to examine the
guarantees which should be set up in the field of medical data
flow. To this end we shall make use of two conceptual tools,
representing two types of data deflined within the framework of
Eurnpean research programs » the minimum basic data set (MB8DS)
and the patient related data set (PRDS) . The former, a
summary nf a contact batwean a patient and a practitionar, i=
designed to standardize data transmlisslion ; the J|atter, to

standardize the personal proflie of the patient (1N3),

These data sets may be the object of various forms of
processling

- flrstly, restrlicted to a medlical team ;

- secondl!y, a wider shared use spread throughout an Informatlion
network, or accessed through the medium of a shared service
center

- thirdly, tn the framework of medical research or mansgement of
the health system ; In such cases, data banks are usually
anonymised (except In the case of certaln speclflic research}.
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7.3. Network of mlicroblological faboratoriaes
Continuous monitoring of Infectious dlseases s assured
thanks to the participating laboratories, which reglster each
month 8 certain number of findings : micro-organisms concerned
and, In each case, the age and sex of the patlent, the type of
samp!e, the dlagnostic method used, detalls about the patient,
(for example profession), |f such could be of use to the

advancement of knowledge about the disease.
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have the right to verify the wexactitude of persona

characteristics, (e.g. age, sex, household structure, ...) not,
however, medical, soclal or psychological data. These must be
communicated to him on demand by a doctor, but correcttons he
may demand wl!l not be considered obligatory

It they are contrary to the medical, psychologlical and social

sltuation as observed.

B. The enlargement of organlzatlonal!, ethical and legal
guarantess relative to professlional secrecy

The first guarantees with which we are concerned are those
of a technical and organlzational nature dlrectly touching the
aelectronic data systems used by health-care professlionals 1 the
systems should be protected In the tight of guidellnes already
current in nhospitails : Baccess restricted and modulated (certain
parts accessible only to certain professions), Indlvidual codes
of access and competence, !lstgs of authorizatlons-to-access kept
up to date and sent to a centrail body, "signing™ of such
consultations and management of such access with a view to
eventual verlfication. Securltty standards could be developed
for use with data banks and programmes in the medical sector.
The <conformlity to such standards could be verifled and
conforming systems awarded a label of quality.

Beyond these first guarantees, certaln others could be
found within the code of ethics. The code of medical ethics,
which already impnses upon doctors the oblligation to see that
medlcAal secrecy I|Is respected by thelr asslistants, shoutld match
this “oblligation of result’'to an ‘obligatlion of means’ by
requiring their co-workers to sign a document binding them to
respect shared secrecy.

It would be wuseful If clauses relative to respect for
professional and/or shared secrecy were Introduced ciearly Into
all employment contracts, as well as business contracts (binding
tndependent contractors and anclillary service companies).

Hospltals should enter Inte negotiatlions with their
employees’ representatives, in order to introduce into the rules
of employment, graded penaltles that would serve as a firm
reminder of the obligatlion to professlonal secracy, without
belng driven to dismissal a3 the only recourse.

Meanwhilte, problems exist, as much In hospltal as In
ambulatory care. The prospect of computerlzed data calls for
supplementary precauvtions, on account of the vuinerability of
such flles and the dangers of abuse |In case of robbery.
Congequentiy, the following recommendation might be envisaged on
the jevel of legal guarantees : article 458 of the Penal!l Code
sanctlonlng respect for professlional secrecy should be more
clearly extended not only to any person who by status or
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The foltowing reflexions revolve around these three types
of processing.

I COLLECTIVE SETS OF PERSONALIZED DATA WITHIN A MEDICAL TEAM

Three questions must be dealt with

- the legltimacy of Information processing by a physician 1in
attendance ;

- the enlargement of organlzational, ethical and | ega |
guarantees retative to professional secrecy ;
- precautlonsg, including the permlission of the patlent, In the

event of transmisslon between physicians on the same case.

A The legltimacy of informatlon processing by an attandant
physlictan

The doctor who keeps a medical file Is free to choose a
medium, even wlthout the consent of hls patient, on condition
that access ls restricted to himself., his replacement, htis
guccessor and their medlical teams.

In that which concerns the nature of the data, a doctor |Is
free to Indicate in his personal flles, any data he judges to be
useful to treatment or epldemiologlical analysis, even If guch

could be considered sensitlve. Thus, where certaln soclo-
economic data (such as profession, hablitat, race) could have an
Influence on health, |t would seem useful to us that their

Inclusion be authorlzed.

The permisslion of the patlent shou!d not have to be
estabilshed in writing In the case of flles opened and processesd
by hls own doctor ; for sensitive data, such as alcoholism,
drug-dependence, schlzophrenla, because these are Important
medical aspects when taking on a patient, It should be possible
to include them in a doctor’'s fille.

In that which concerns the veriflicatlon of content., a right

accorded the patient Iin draft bllils on privacy, a problem arisms
with regard to medical! data, Inasmuch as a doctor Includes In
hlis flles, hypotheses, Interpretations, personal notes which he
does not necessarily wish to opan to the patlent It is
furthermore true that, In the case of grave I!llnesses, the
communication of a dlsturbling truth, If Injudiclously handled,
can cause more harm than good to the sufferer. We recall the
prudence of the Code of medical ethlics in that which concerns
the revealling of grave dlagnosas. It is therefore appropriate
to apply a partlicutar rullng here : the patlent will
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In any hypothesls, two security rules should be proposed

-~ It the telecommunlicat|on of Information Is authorlzed, It
should be surrounded by guarantees based on those already in use
In hogpitals, such as : designation of a doctor {in charge In
clinical laboratorles, establishment of securlty procedures.
Transmlission by mall of floppy-disks or EPROM should be
authorizabte, glven also certain conditlions such as : right to
access fimited solely to doctors, obligaton for health care

practitlioners to "sign™ the contents of the message ;
- data Introduced or corrected by a health care professlonal
other than the "“preferred” doctor should be "signed” and dated.

11 CENTRALIZED INFORMATION SYSTEMS SHARED BY VARIOUS MED!CAL

For groups of doctors working together or maklng use of
shared service c¢entre charged with data processing, Aas well as
for a hosplital or a group of clinlce making use of the same dats

base, specific rules, other than the precautions described
above, should be devised tn prevent fraudulent use or abuse.
One may wvsefully be Ingpired by the recommendation of the
Council of Europe, signed by the European Ministers, and

relative to data banks, notably the nominatlion of a doctor
responsible for computerized data.

To this recommendation, of which the object Is specific,
one must add, accordling to the very principle of the
recommendation of the Council of Europe, the obligatlion
rula (or several distinct
systems) concernlng

of a
rules where a data bank contalns sub-

- the purpose (e.g. clinlcal, epidemlologlical and
administrative),

- the cateagortes of informatlon recorded ;

- the types of persons authorlzed to access, record or modlfy
the data ;

- the condlitions under which
a third party

- the procedures relative to requests to use the data
purposes other than those for whlch they were gathsred ;

- the condltlons under which, should the case arlse, the data
bank may be Intarconnected wlith other data banke.

information may be communicated to

for
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protession is a deposltory of secrets confided to him, but also

to all those who by status or profession are susceptlbleT;:
have, or might be led to have, knowledge of such secra:s. "
obligation to professional secrecy would also Dbe orma Yy

- - r
extendad to cover the Indiract case of shared secret’, mise
particularly applicable to medical secretaries and programme ;
not only those attached to a medical team but algo those Zf
exterior contractors responslible for set-up or maintenance
medical data systems.

C. Precautlons to be taken in the case of transmlisslon between
health care practitloners

One may distlingulsh transmisslon to the "preferred”™ oOr
tamily physician from that which may take place towards or
between other practitioners (e.Q. consultants dealing
temporarlly wlith the case, or practloners agsuring the
contlnuity of treatment).

All medica! data should be transmitted to the “preferred
or tamily doctor, who thereby becomes the ggQLLAl__ijgg_gL
Informatlon on the patient. A Qgeneral obllgation exlsta here
:ﬁd ngw“gg“\runsmlt to the physliclan designated by the patient,
any Informaton useful to the following up of treatment. We n?Yﬂ
that the gsame |s not true of other countrles. Thus,-Oanlsh ’f
restricts madical information destined for the preferred
physician.

ln that which concerns the nature of data destlnad_fTT
other heaith care professionals, the rules of usage apply at
Informatlion, medlcal or pharmacological, useful and necessary to

the case” ; to the degree that soclal or psychologlical data are
usefu! to treatment, one may assume, with reference to the
spirit of this rule, that they are trangsferable. The doctor

transmitting must judge the pert!nence of this orvthat data to
the treatment prescrlbed or intended before communicating them.
A computer trace of such a transmission should be kept.

Should there be a wrltten consent before datas ls
transmitted to a "preferred” physictan or from him to hls team?

- Certainly not for MBODS, which are analogous to examlination
protocols sent to the doctor or communicatlons desligned to

coordinate the care of a home treatment team.

- The questlon s vallid wlth reterence to PRDS, Inasmuch as @

patient might wish to start his flie at zero, without all the
embarrassing detalls of hls past history, whether domesgtic or
professional, baing transferred ; here written agreement would

be preferable.
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11 DATA BANKS !N MEDICAL RESEARCH SITUATIONS

Medical research may take place on the basls of anonymlty,
medical information of a nominative origin being duly rendered
anonymous this ls so In the case of epldemlologlcal or
statistica! research desligned to determine a population at risk.
On the other hand, such research may necessitate the researcher
keeplng track of a partlicular patient, whlich may Involve the
processing of nomlnative and even highly sensitive data.

Let us dlistingulsh the two cases :

- the former leads us, following the Councll of Europe’s
recommendatlion R(B89)4 on the collectlon of epldemiological data
from ingtitutlons of primary health care, to essentlally
legltimize the transmission of anonymous data 1f coupled with a
certaln number of guarantees to assure genuine anonymity (104);

- the latter may be resolved by clting certain principles
from another Counclil of Europe recommendation n® R{(83)10
relative to the “protection of personal data wused for the
purposes of sclentific and statistica! research”™,

A. The use of anonymous medlcal data by research centres

The recommendation clted above Insists on the importance of
establishing epidemiologlcal data banks to serve the needs of
research as wel!l as public health policy.

1t ingsists on the necessity of primary heaith care
lngtitutions coltecting certain data wupon sSuch fsctors as
"morbidity” and mortality levels, but equally soclio-economic
condltions, professions, behavioural and psychologlcal factors,
fotlowing a Furopean standard ; certain minimal cot!tltective sets
of data should sven be systematically collected In the form of
health profiles.

This data, personalized only at the Jocal level, should
then be sent to the national statistic centres. Encryptlion keys
should be ysed to guarantee the anonymlty of data thus
trangmtitted.

We note, In this respect, that a 3ystem Intended to
guarantee anonymity In epldemiological enquirles hag been
developed In France (105). Data is rendered anonymous at the
source. Practltlioners create thelr own anonymous patlent numbers
using a non-reversible mathematical formula. It Is Impossible
to trace the Identlty from the number, even to sommone
possessing the formula and large computational power,

The same recommendation establishes

- In that which concerns the means_of cogollection, the rule
already inscribed In the conventlon of the Council of Europe
requlring

- collection of data by falr and Iegal means ;

- collection of adequate and pertinent data wlith regard to
the declared purposes ;

- the exactltude (verlifled wlithlin the limits of the
possible) of such data, and the necessity of keeping flles
up to date according to need.

- In that which concerns the structure of flies, these must bs
concelved in such a manner as to enable differentiated accessg to
medlical or administrative data, and among the medical data,

saparate access to emergency data, ali such access being
regtrlcted to authorlzed persons. It s qQulite evident that such
obligations must be Imposed on the designers of programmes for
use In the medical sector, and that a normallzatlon or

authorlzatinn of conforming systems be foreseen.

- In that which concerns access to data, accordling to article 5

of the recommendatlion mentloned above, It must be restricted
solely to doctors, In princlilple only to doctors actlvely caring
for the patlent (continuity of treatment) and the famitly or
"preferred” physictan. In this regard the princliptes already
described In gsectlon | apropos transmission between doctors
apply.

Access may be extended, In conformity with natlonal law or
custom, to include paramedical personnel ; nonethaless, these

would only have access to such data as might be pertinent to the
performance of a partlicular task (article 5.3), and could not
make use of this access capablilty for purposes othar than thoga
authorized.

Finally, the princliple of non-communication of medlical
Information to persons other than those occupled |n medical and
health care is reaffirmed, that Is to say, wlthout making an

exhaustive 1lst, forensic pathologists, consulting physicians of
employers or lInsurance companies, except In cases permitted by
law, In any such posslible event, a trace should be kept of the

communication,
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- that of the patient’'s right of access to data concerning him,
We note, however, that this right could be |Imited, notably It
the data has been duly rendered anonymous (cf polint A) or mads
the objact of such protective security measures as ara adaquate
to protect the confidentliallty of the data gathered ;

- that of rendering angonymous any_resulits in ths event of
publlication or completion of the project.
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tiowever, the gystem has its I!imitations ; although the
Indlvidual codes are hardly reversible, even by thelr
developers, nonetheless, anyone possessling the programmed
algorithm may, If he chooses, retrace speciflc data to certaln
Indlviduals concerning whom he already possesses the necessary
personal data. The possible leval of such |Improper wuse I8
therefore very |Imited. To further diminlsh 1t one might

envisage a perlodic modlification of the algorlthm.

Meanwhl le, the regrouping of data for each patlient and the
elimination of “doubles”™ may take place In two ways

- the concentratlion of Informatlon on a patient at his doctor’ s,
who in turn sends It to a system centre In anonymous form ; this
Is the PRDS concept, which only becomes viable when the system
Is suffliciently widespread ;

- the attributing of a unique number to the patlient by a sort of
"Clearling Bank™, which In turn communicates this numbaer to
various Interested practitioners, before centrallzing the data;
however, this method would be at once axpensive and hardly
viable.

In cases where general profiles of patients or of morbidity
rates should he established, on a reglonal or even natlional
level, or where representative samples should be drawn for
sclentific purposes, a similar structure to the Clearling Bank
culd be devaloped.

B The use of nominatlive data by research centres

A number of medlics! research projects require the use of

nomlnative data even though the recommendation n® R(B83)10
calls for resmarchers to use "within the limlts of the poscible
anonymous data”. For such cases, the recommendation ctted

establishes the followlng princlples .

- that of consent of the person concerned. For the patient, (1t
is not just a matter of being Iinformed of the natures of the
project, Its objectives and the name of the research Insgtitute
Invoived, but equally of belng free to glve or dec!line to glve
the data requested wlthout needing to justify the reasons for
such & refusal and, finally, of belng able to withdraw consent
at any time in the process ;

-~ that of the |imlitatlion of the processing solely to the
research purposes specitfied, to the excluslion of any other
appllcation. Thus the data collected for one particutar

research project, could not be used for another, or used as a
basls for deductlons relative to the person concerned, “axcept
within the framework of the project or with the express consent
of the person concerned”™
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