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Chapter 7.
Privacy

[.l,'li'liﬂllll.ﬂlj_: anel 'II'II:"illl'tPF'I:IJIII]' SEIVICES TAISE SPer tal I'I!'il!lli'lll.'-'- wilh regand o the
|}r|'|.rr1'l,'inr| ol data concerming andieidoads. This chapter 35 himited 1o he
consulermien o hese !|M‘|'i:lj ;1I1,||I||‘.II:IS. Uive locus will he upenin the following

MELLH

I the particuka ||:|r|.|_;|'|5. preael Ly telebanking and [1'|£‘ﬁ]:|(|'|||rit|.ﬂ AETVIOEE]
2 ihe p;ql!il-t mnvelved in these trpnsactions and (beir intereses; and
A ahe regubarions adoped in chis area and their evaloation.

T Paviicolar dangers posed by these transaetions

Agrart fre the dasgers commion o the use of aoy wlematie service, telelunking
arncd teleshoprprieg seevices preseot certain speciic angers, For astaner, the wse aff
amy telematie service allows pne o know (e precise times when the aser s ot
T, e, Telebankiog and eleshopping services allow additional inferences
which may be cavse o coneern sucl as consuieer habats and, in the case of
Iefebanking services, the wotal amountaned the compasition ol the uzer's porelalio
anef the way inowhich 10 managed, Knowledge of the locaton of automane
terminals and point-at-sale terminals allows the monitoong of the movenents of
COHSHIETA,

The Amevicin CUT AL (Selected BT Bawes: Privacy, Security and Lonity,
THEL, p. 29) notes:

“With tnereased vse of EFET there will be a large number of poines at whach
vraselitional noras ol ey coulil e invaded. More EFT terminals will be oo
line, making electronic surveillance o more credible possihility, Single staie-
trerd pe e ting ol all Sieeeds o leeancial feansac tions will heeome camimuong mane
s will e dpgregated and thos easier to access, AL the same time, there conld
b broler and sseiliee disseminatnon of inoccieaes dwta. Faer i customes

correctiom ol data s Gecilicated, 0wl e more diflicole Tor coreections wecaich
H

upe with apd replisce Tolty mlormaton”

These particobvr dbargers ace casily explaoned i light of (A the kinds of darn
connected with the performance of telebanking and celeshopping sevvices, el
(1) thesr ]||'.||:'r'.'l- aof PrOcessng or stange,
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AL Kinns oF DATA

The various kinds of data may be distinguished aceording to whether they were
provided prior to the delivery of the card or even the personal identification
number which gives the user aveess (o the service or whether they were generated
by the wse af the service,

Certnin data on individuals are requested at the tme when the personal
identification number (PIN) is delivered. This iype of pumber b5 wsually
necesary in connection with eeleshopping anil welebanking services whicl require
prior personal identification. Generally, this information i provided in the
questinnnaire which & completed befare the signature of (ke subserilier’s
contracl

This data on imdividuals, which is gathered av the tme the personal
identilications code @5 requested, identifies e account and conceros the
profession, wire, rovme and othee characteristics of the subsceiber, The collection,
processing and storage afl this information are covered by generil provisions on
privacy and raise few problems, In comtrast, the dara generated by the wse ol the
sepvice are more varied amd give rise o certvin problems.

A distinetion may be drawn between data genemmted by the aee ol the serviee
amed thata groeeated by the performance of the transaction.

I'his first category of data may be divided meo the ollowing suli-catepaories:

— it linked to the transmission of the meseage, that 15, mlormation
necessary bo permit the communieation of the message: this data poses few
prrestaleamns,

— qluta linked 1o the management of the aervice soch as the account number,
the prrvonal identification number, e,
data linked 1o the gontent of the message and the transacton perfomed

It shiuld e poted thit these data concern primarily the user; however, in the
case of cortain services, the dath may concern el parties {eg. the idennification
of the beneliciary of the payment in the case of electronic Tund trensfees and,
particulbarly, paint ctsl=nale sorvices),

ve second category of daia principally coneemns [acts related 1o billing in the
case ol tefeshopping services. These facts do net pertain o thind pacties, Ll only
to the users themselves

B. PLaces oF pROCESSING OR STORACGE

The repoet on r_.ri\'nvr}' drawn up in conjanction with 1he e Flectrgmic Press'
(report made for the TLG. KT ot puldished) emphasized that the clonnels
wsed by the service for the transmission of dacn on fodividuals are characierized
by a lock of transparency. From a theoretical standpaint, this lack of transpa-
veniy 5 due 1o the larpe number of participants invelved inoa teleshopping or
elebanking transaction, In addition to the parties fovolved in the basic
transaction, there may bie l'.I'H'I'I[.I:‘IIIiF." concerned with the technieal aspects of the

i B
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service, a clearing house, amd the beneliciary's bank. In the case of point-of-sale
transactions, processing or siormge of information may he et formed by branches
ar integrated imoa centre shared by the varions brenchies or even different
COMpanies,

Fimally, the infu eation obiained from the user or g:nrrnlrd v the use ofthc
eppvice may b stored i various locations, These ey hwe horrowed from
international networks by psing those portions of the neiwork which are
tempararily idle (changes may be caused Ty rate fluctoaiions or by problems of
overlonding experienced by certain pares of the neowork ).

7.2, The parties (o these transactons and their interests

srmance of a transaction invalves 4 parties having different interests:

The per
1. the supplice of the service (the bak joohe case of ielebanking or the seller

in the ease of weleshopping)
2 qhe user of the service (the holder of 1he persanal identification number)
S in the case of POXS, the store schere the elebanking terminal is installed;
4. e thited party bencfictary wha, at times, iy lie inwalved ina telebanking

Irnaaciinm.

For the sake of camplereness, it ahould alen be noted thar ceriain government
agencies involved in the application of tix Taws as wrll as courts concerned with
civil or crimina] cases may have an interest in gaining access (o the information
penerated by the wie of thee seevices,

A, SUPPLIERS OF THE SERVICE

The supplice of the service has three major reasons for wanting to store
infemation on costomers. Fiest, he needs the most complete :Lt'i:nunting system
F:m1i1r||r_ that is, one which reeords eacl traespction, Sucli a syatem is necessary to
ciwsire the completion of the transaction (e, payment, delivery of products).
The recond of the transaction gives the supplier evidence of the transaction
intiated by the wser, evidence which also Tulfils the statutory accounting
redpuieemeints of each country, It should be poted that the strictness of this
evidentiary requirement may vary according to the puepose it 35 designed to
fullil. For the purpose of recording the transachion for the user, 1he record should
lie s (nm]]lq:[r s rm_::il_l]r:_ Cn the other hand, the infirmction recorded for
aceounting or 1ax purpescs does not need to be so complete. Finally, information
on csstomers which i generated by the wse ol lr]rs!:u]lpin“ el tclcbanking
services gives e supplier of the seevice an exeellent knowledge of his clientele —
their identity, location and peelerences in the case of imlividoals and the
supplics’s market in the case of hanks, which may be particularly important when
their are a number of retailers wsing point-alsale terminals, This information is
wieful for the purposes of macketing as well as for the evaluation of the credit of
users and retailers {see of their market, Muctuations in demand, erc.)
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B, Uses oF TIHE SERVICGE
I Advantges

For the user, the processiog sl storage ol daca geneeated by the use ol the seevice
entadls cevain alvantoges, From o technical standpaoing, the continnity of the
service i ensured since the vser may take up the communication where it was [efy
ol the event that the commmmication i intereaptec. Alse, the Bact thian the user
receives a copy of the information stored by the supplier belps him manage his
huddges a5 well as o document the teanmactions for the purposes of 1ax
oline]. Finally, the user b abile to

declarationn (eg. monthly purchases af g
regpare the seller te prodluce evidence concermng the trmsaction in the event of

hitigntion

Ihe treament and storage ol data also entals certam disadvantages for the user;

Thesmers o

shitndn credit may e impaired il certain indormation is

kept on dile ron lopg (eg. information showang that the user has repeatedly
erverthrnwn his aceount b Also, the usee's eredin rating may e downgeaded
il the ratimg system awtomatically excludes consumers who bave certam
Dlabiis e miake ceriain kioels ol prurchazes, Figally, the wser mas be
bhlacklisted and, thos, prevented rom using the service a all

The anonymity of the nser may also be threntened, which oy cause
roncern i ke case of someone who makes an anoovmeous Charitalle
costtribution theough an electronic payment svalem,

dom of expression (.
sibscription to a particular publication) or the freedom of movement (e
momiering of the ueer's movemeneal.

— Fowlivacdis] freedomes may be allected such as the fre

(. SELLER

Aperr Troms vhe Buer thar aoceedin eard 15 eften viewed as guamntecing pavment,
the installatien of 4 point-of-uale terminal by the seller scrves several [MIETH IS
First, it Tacilicanes he management of the =ellec’s accounting records, Second, it
prowvides the seller with valuable marketing information such asthe preferences of
cach customer. Finally, ot provides evideoee of the trransaction in the event of

fithgatinm

D). DBeNertciamries

IFor e
that the automatic procesang ol data connected with telebanking services

reasans, the third party beochoary may be concerned with ensuring
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does met alliw the supplier ol the services to obtain information on him such as
the soaree of his incorse, This concern is shared by the numerous third parties

inevitslly invaly ed inm the dFansaciion

[5. (ioversMENTAL AUTHORITIES

o comnection with the enforcement of tax laws, it is likely that the authorities
sy e intercsted in gaining access 1o mmformation generated by the use of
telematic serviees, i|.'|||:|-.'|||;l.||', i st fie as it would allow them to monitor the
transsactions carcicd owl by both retailers and consumers. In this conncction, it
ahailil be poted that this was the reasin that in 1984 French law added the
rlecteonic pavment card o the list ol means of payment which the retail store

musl accopl,

I, CourTs

For thie couts, the information generated by the use of telematic services may
serve o purpisest (1] 00 may prove 1he existence of a transaction which is
chiallengend; and (2] 00 may prove that o person was at a specific place at a specific
fime, idormation which may be important in a criminal procceding.

7.3, Repulations in the field

Adistinetion may be deawn betwren principles derived from general legislation
oit privacy snd privacy in banking on ihe one hand, and specific regulations
arlepted o the ficlid of ielebanking aed ieleshopping on the other.

AL DPriMcirLes DERIVED FROM CENERAL LEGISLATION ON PRIVACY

e convention adapted by the Council of Europe the 28th of January 1981
comstitnies i comman standard for 1he various member countries. The adoption
af sucl aostandard at o pan-Eumpean level, adoption recommended by the
Fasrapean Community, and itz incorporation in the national legislation of each
member conntry (thie is nod always the case for Belgium, Italy, Portugal and the
Methierlands) allows the advancement ol o common market in teleshopping and
r-"'Ir'Il.|1||cl-'.'._' wervices where :|I1'.|I'L |':|l.|.‘1| iy .-.cy is protcctcd.

| e Follevwinnr commments may bee node with respect to the application of such a
standdard o these services: .

~ Al puinciple of sefeoency o Ypuiposes limitation” laid down in this
resolution amil incorporated in mational legislation, particularly that of
Wese Liermany anmd Denmurk, veguires the supplicr of teleshopping and
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telebanking scrvices o clearly jdentily the purpose for shich the infor-
mation is gathesed, the kind of infarmation reqoiced for the completion of
eich type ol teansaction and the length of tine the data most be kepton Ale
{r.g. the preservadtion nl elata .'lri_l onel (he time when the ascount is r_rprucn:'l.
an expmple provaded by Framee's Mational Credit Cooncil, Happort sor les
aspects Juridhigues des nouveans moyens de paiement, July F9HG),

1t wonlsd seem that such a Dexible amd gradual application of the principle of
relevaney is preferable oo the o prior cegulatinn of databanks based on (he kind of
data which s processcd ar toop system which regquires prior avtherzation, The
adoption of the principle of relevincy allows a secioral approach which forees
inatitugions to clearky mlentify the nal pocpose e which they need the data on
mdividuals:

The re llltlirlﬁ andd storage of data ||r||1'|‘rni|1g inelivicuaals proerted by
teleshopping services are activities which may be juatilied as scoving the following
Jrurprses

i the perforrmanee sl in pacticalie, the Billieg Toe telematic services;
b the need for preserving data in the case of claims by the user;
oo the perfurmance af market stodies.

With cegand to the himinions F:I:lrrll on the wae of the data, (he |1Iir|.| iple.of
relevancy allows:

a, i limitation 1o e pliced on the righis of the supplier o the service with
vegand 1o the collection of preliminary information praae fo the supply of
e servier (Fog . prier the tlelivery ol an acoess codle).

b the idemtification of the kind of data which is processed. Lo this connection,
it shoitld be moted that groups engaged in making sales through telematic
services may Do repuiredd o justily the need o preseeve each kind of dam
[which vares accordmy to the type of service olfered ), the period for which
ihie daga is stored and the employees who have acces 1o the diin,

Likewise, according to the American OTTA report (cited nigra, p. 2):

‘in payment systeme, privacy 15 violated when data are, withoot (he sulygects
cangend, miele available toand waed by hace not o party to the ermsaction, for
purpercs other than those necessary to accomplish the transacton. These other
prpises el range frome organized  market compoaigns (o gosernment
surveillance to blackmail, 10 a person has neither explicitly nor implicitly
congented (oo disvclosare and use of information for a given purpose, personal
privacy s considered o have been violated even i the some informagion was
willingly proncided by that peeson, rither o another pacty or o the same party
for a different purpose,’

- West German and Daoish legaslarions distnguish hetween enterpiises
which wse data an the context of their swn acnvities aned thoss which
process data for athiers; i the ease of the later, there i stricter regulation of
the companies which provide techoical services, clearing hooses and
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commercin] carriers participating in the tramaction without being parties
to il

— Pt should e noted that, following the establishment of the CMIL, Freneh
law prohibits any decision which imvolves an eeluation of fuman behaiour
solely based on ‘the sutomatic processing of information producing a
deseription of the profile or personality of the sabject.” This provision
applies to credit establishments as well as to busineises using the informalion
generated Ly the nae ol the seevice in oeder toidentify their clientele.

- The principle of adequate “meats of secwrty’ covers the entire data
communication network including the acees cand, In particular, since this
involves a cord with memaory capacity, the supplier of the service must take
every possible precaution to ensure that only antharized persons may have
access to the information stored in the card’s memory. With regard (o dala
eransimission, the dse of certain securily conles may e required in the case of
SO [FANSACTiEns

Tn Iiglu of the fact that this feld invalves an imporiant public interest, legal
restrictions mmst be based on divect or mdirect regulation (ageeement, heence].
This latter approach, which is more flexible and takes greater account of the
evolution ol teehnology, is taken vp in the Tamework of a propoed dralt
concerning the allicial approval of dam processing services olfered by the
providers of telemutic seevices which is based on secunty systems developre by
them.

B. Tue prRINGIMFLE OF SECRECY DANKING

This peineiple is recognized in both civil law systems and common B systems.
In the common low jurisdictions, theee is the well-known rale Iaid down by the
court in Towrmier 0. Netional Provincal end Lnsen ok of fnpland ([1026] 1R
4611

‘It s an implicd term ol a contraet between a Bank and cestomer that the Bank
will not discloae to thind pemons, without the consent of the customer's
aceoiint, or any of his transactions with the Bank, or any information refating
tar the cuvtomer acquired through the keeping of his account, unless the Bank is
campelled e do so by avdes of s coury, or the clioumstances grve rise b oo public
duty of disclosure, or the protection of the bank’s vwn inierests requires it

Liv eivil law, apart froom the i|||F1Eir'i1 coet e aal ::ahli;;au'm: (INEGH, 4 March
473}, professional or banking secrecy is also projecied by cominal sanctions,
Thix secrecy concerns confidential disclmures such ag the amoune lield in the
account and specilic transactions, bt it does not cover more geseral information
such as that pertaining 1o the customes's solveney. 1t is oot elear whether this
abligation covers disclosures made o other bankers who are bownd by the same
oliligation of professional seerecy,
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Finally, there wre derogaions from the obligation of seereey i all the civil law
jurasthie lierss:

I The ke may nol invoke the l:||'|1'i:!'=:!l'i|||1 ol |l||;:|fr'“-i||r|i|| BOCTECY 10 avoid
testilyimg i civil o criminal proceeding.

2. bworbe event that the assers in the custmer’s accoont are the subject ofan
attachment procesding, the banker may oot invoke the ebligation of
prafessivnnl secrecy inoan effort 1o protect hose asaets

A I a cowrt needs to evaluate the hinancial sitaation of o deldor mooeder 1
pule on the individual clains ol cerditors, the oligation of professional
secrecy may nol he invoked by the banker

4. The right o informeation of the tax authorities has priority over e
nhligation of professional secrecy.

L SPECIFIG REGULATIONS

The specifie ||'|ngrr= powerd by I1'|1:|:l:||1l|.11'|:|_: and teleshapping transaciions (er
et hawe created o need for speeific regulations The conrent amd implicatiom
ol theae regolilons are exantined Lielow,

1 Conlent

= The sumplefeed standaveds aedopid by the French CNTE coneermeng the management af
bk neceunts and eredad contracis, 10 slouled Be netee e the GNIL wis
nhliged so mesdify its original position that the dara showld be sulject o a
rule ol nioudiselogsare. o e, it wis Tond necesary toallow banks o
disrrtbiate winomg (hemselvas Blacklists concerming nss, thell or exeesive
withdrawals while, an the same time, the prineiple that data may only be
kept on vecoed for o given period was refinedl frther.

— Arnighe T af ihe Bildschimiexiiaatrertrag applicahle 1o teleshopping and
telebanking services was examined i the reportaleeady quoted and entiiled
*Electronie Information Services and Privacy”. This article limius ihe use of
dati as well an (e period of time during which it may be prescrverd

Avticle B3 ol the Siamtsverirag provides that the Bundespost (which lunetions
av both o transporter and suppliee of the service) moy oely process data necessary
for the hilling for communication seevices, that s, 1a whebl concerns the
thuration, the type and the amount involved in the rramaction. This anicle also
provitles that datn necessary for billing purprmes may mot be wsed for ereating
stanistical profiles of chicsts by the Bundespost and Bimis the period for which the
ara may be preserved to that necessary for e collection of payment, Parageaph
G{2) ol the sume anticle also probibis the creation of 2 satstical profile by
stippliers ol the service without the congent ol the vser, Enterpriscs responsible for
the perfurmance of the service are bound by these same obligations of secrecy
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The approach adopted by the Bilidelirmstestvertmag offers several insights
concerning teleshopping:

~ i this field, it i imporeant that all of the suppliers of the service in Europe
operate in o similar Bshion, ; _
these common practices shoold be based on flexible norms L‘i'}'rlr\p!‘(l in
collabnrarion with the users and applicd under the supervision of the
institutions created by lepislarion on priviagyg
werrn shoud be informed of these practices regardless ol whether they enter
into comiteaces with the suppliers of the services (some services are not based
s sneh contracts) as well as when they acquire the means ol aceess fo these
pervices (g the acguisition of a terminal). Users should be _suppl:rrl with
wlarmation, Tree of charge, concerning the suppliess ohligation to protect
their privacy. ; _
Miese standards should specify the kinids of uses which are authorzed, Tn
this conneetion, it is interesting to note how [egislaton on privacy has
pvalved. Farlier legislation Teused on so-called sensitive’ data, More
recent Jegilation, such as the ildsclnrmiesivertimg, regulites the varinus
eategnrics of users, thus allowing restrictions 1o le |11.'|cr_r|. on the e afdaca
generated by wsers in the context of mail-order shopping.

The 7978 Danish Avt on Payment Cards i atso noteworthy. Certain articles apply
the general prmciples developed in the area of ]rri.v:l.r}' .[r.;::iﬂ!:nirm_ !_'.r'rllnlrl
information must be given o writing to the firms and individuals at the time
when wnapplication i made for 8 payvmen card including persnnal f_lnm which
the eand holder muost diselose. This Taew alse cegubates the uee and disclosare of
such presonad data as well as the various transactions which may be performed
r"ill.-'I”'!r. this Jawe sew forth the procedioces o he Tollowed that a card is lost or
spolen and 35 used by nnauthorized person

Articles 24 28 al. are even mare inporant:

(1], Only iformation an eand hslders pecesary T the sarrying oot of
poyment transactions and information on instanees where a payment cared has
disappeared or heen revoked due to misuse may be regitereed

(2] Information on card holders may only be wsed and, disclosed when
nrecessary for the coveying out of payment transactions, corrections or Irigal
enforeement, or when authorized by fegislatlon, Information on misise may
atily Tie dhisclosed 1o the extent necessary o avonl furider misuse

{3} .I11E1|1||.'|.|'mn an payment creciors may pnly he wsed aned disclosed when
wecessary for the carrying out of paymen| transaciions, corrections aml legal
enforeement. Tnformation miay otherwise only be disclosed 1o the extent
authorized by other legislivion,

a5, Duformation on he use ol payment systems by medivieals anl hisinesses is
filed for five years wherenpon b isdestroved, However, information om misuse
shall be destroyed two years alter the registration at the latest

26, Having obiained the apinion of the Data Surveillance HBoard, the Mimsier
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of Indusiey shall make regulations directing that information relative o
persnns domiciled in this country may only be registered and proceased i this
country,”

The Righi to Firarcind Prisacy det was adopied in the United Siates in 1978 in
respistiae b the recommendations of the Privacy Protection Study Commission. b
sets [orth the cireastances in which the authorities may gain access (o
information on individuals or closely-held corporations (less than 5 persons), The
authorities may only ebiain such information on the basis ol

— the written consent of the customer;
—  aswmmon isued by aocourt or adminisirative body; or
- search warranl.

This Act alsn codifies the principle of seerecy i hanking discussed above.

The draft of the .5, BT Privacy Act, which was analyzed ina receng £¥TA
report, cuntains certain distinetive features. 10 introduces the notion of an *EFT
Service Provider', thot is ‘Any person who provides seevices including data
procesing, telecommunications and couner services, intemded 1o accomplish o
failitate, during the period between imtiation and completion of a tranafer, and
clectronie fund transfer, bt only in regard 1o the opeeations of the peesoi i thie
actual provision of services imtended 1o accomplish or faclitate an electronic fuml
transler” This notion thun covers all parties mvolved in a frassaction including
the retil ptore where the terminal is installed. 1t includes all pesons who
phiysically 11.;|.r|il_'1'|1.1|r i an clectronic fund trnsfer,

The EFT Privacy Act protects phivsical amed Tegal persons. [t peohibis any
disclmure of information concerming the existence, tine, place, content, and 1he
eflect o significance of an EFT, whether to & private individual or a public
authurity, exerpt in certain well-defined circumstances,

Ti shioulil be noted that the 1978 EFL Acr already required thal the customer
sl be Tully infarmed a5 w0 the policy of the Anancial mstitoion at the time
when the contrhet allowing the use af the EFT avstem i signed. However, the
1978 At it no) gro so G as o reruane the bink to fevead the precise nature of the
information disclosed or to allow these discloswres 0 be challenged,

2, Levsons

This briel survey of specific regulations reveals certain principles:

= {he necessity of defirmmg in advance e kinds of uaes oowhicl information
concerning individuals may be potin connection with the use of the service
aned the peried for which such infermation may be kept on file as well as the
exclusion of cortain uses (e, the transfer of Rles 1o third partics, see, art, ol
the Bililschirmiextstnamvertray aned the Danish legisiation).

- the recognition of an extended rght 1o information for the comsumer of
felebanking and (eleshopping services, particalarly when the application
for the card is made and when the card is first used.
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the tecognition of o specific status for third parties im_.'nh-lr::i in the
transaciion w0 that they are bound Dy the same secreey nh]mnhnru as the
suppliers of the services themselves (e.g. the various |m111:cs involved in the
payiment system, e draft EFT Privacy Act anel discussion on the norms
proposed by the CNIL) o

the opportunity which exists in this i1|']1|. i rl!:|'l'.l].rl nosel of comimon
standdareds in order to prevent divergent national legislation,



