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ON PRIVACY AND PERSONAL DATA PROTECTION
AS REGARDS RE-USE OF PUBLIC SECTOR
INFORMATION (PSI)’

by
CRISTINA DOS SANTOS & AL.”

PSI Directive contains some references to the Data Protection Directive, confirm-
ing that fundamental rights of privacy and data protection should be respected in
cases re-use of personal data would be allowed. However, these references are vague
and not enough to aveid poor harmonization of the PSI Directive throughout Mem-
ber States and inconsistent usage between public bodies. This documnent suggests
that the review of PSI Directive should introduce more references to data protection
obligations and rights. First, the Eurcpean Commission should review it in the
light of the EDPS’ Opinion of April 2012 and, secondly, the Article 29 Working
Party is the right arena to discuss such questions, as it deals with ensuring uni-
form interpretation of the data protection issues between authorities of the different
Member States.

KEYWORDS
PSI, Data Protection, Privacy, Re-use of personal data, Transparency, Reform of
the Data Protection legal framework

1. PRELIMINARY QUESTIONS

The public sector collects, produces, reproduces and disseminates a wide
range of information in many areas of activity, such as social, economic, ge-
ographical, weather, tourist, business, patent and educational information
(Recital 4 of Directive 2003/98/EC', hereinafter ‘PSI Directive’). A great
amount of these information can be considered as ‘personal data’ following
*  Policy recommendation

“  Cristina.dossantos@hundp.ac.be
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the provisions of Article 2 {a) of Directive 95/46/EC” (hereinafter ‘Data Pro-
tectior Directive’), which states that the term 'personal data' “shall mean any
information relating to an identified or identifiable natural person {'data subject’);
an identiflable person is one who can be identified, divectly or indirectly, in particu-
lar by reference to an identification number or fo one or more factors specific fo his
physical, physiological, mental, economic, cultural or social identity”. This implies
that when personal data is to be re-used, provisions of both legislations
have to be applied.

PSI Directive makes reference to the data protection rules in the follow-
ing Articles: Recital (21), Article 1 {4) and Article 2 (5). Following these pro-
visions, and taking into account that the Data Protection Directive already
provides the legal framework for the processing of personal data, our first
conclusion was that there is no real need to review these articles of the PSI
Directive, as it already guarantees the respect of data protection principles
by making clear references to the Data Protection Directive. However, we
were invited to give assistance to the European Commission within the
process of future revision of PSI Directive within the European Thematic
Network on Legal Aspects of Public Sector Information (hereinafter
‘LAPSI'Y that created different working groups®.

Indeed, in practice, we noted that some Member States have transposed
the PSE Directive as regards the data protection aspects either by imposing
the total “anonymization” of personal data before allowing the re-use of
data (e.g. PSI Belgian Law®) or by obtaining a previous “formal consent”
from data subjects. Some other Member States have imposed a mix of both
solutions, as well as a third solutior: a legal text must allow the re-use of
personal data owned by a public body (e.g. in France and in Slovenia).
Where these solutions are not introduced, another possibility is also the
obligation to obtain prior authorization from the National Data Protection

! See Directive 2003/98/EC of the European Parfiament and of the Council of 17 November
2003 on the re-use of public sector information, Official Journal of the European Union L 345,
31/12/2003, P. 90-96.

*  See Directive 95/46/2C of the Eyropean Pacliament and of the Council of 24 October 1995 on

¢ protection of individuals with regard to the ﬁmcessin of personal data and on the free
movement of such data, Qfficial Journal L 281, Z3/11/1595 F. 0031 — 0050. We should stress
that the Data Protection Directive is currently also under the process of revision.

See goals, members, cutputs and any relevant information about LAPSI project on its offi-

cial website: httpy//www.lapsi-projectew/

YA Wnrldng_GrouF 2 about "Priva% Aspects of PSI between Private and Public Law” was
created during Ist LAPSI Thematic ar of 7th and 8th October 2010 in Leuven, This pa-
Eer is a synthésis of the Policy Recommendation n°¢ issued by WG2 members at the end of

APSI project (for a complete’ versicn, please consult: H = icy)-

*  See Article 4 of the Belgian Law of 7 March 2007 on re-use of PSI (Lof du 7 mars 2007 trans-
posant lu directive 2003/98/CE du Parlement européen et du Conseil du 17 novembre 2003 concer-
nant la réutilisation des informations du secteur public, M.B. 19.04.2007).
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Authority (hereinafter ‘DPAs"). Such different approaches have hampered
the development of possible markets for information and have created a
heterogeneity in Member States' practices, which also brings greater legal
uncertainty for possible “transborders re-users” of personal data. These dis-
parities could be avoided by further references to data protection obliga-
tions and rights within the provisions of the new PSI Directive.

2. INTEREST INVOLVED

2.1. OBJECT: MARKET AND DEMOCRACY

Although the PSI Directive clearly aims to increase the potential of the Eu-
ropean internal market and to favour the development of the European
“content industry”®, as well as to extend the “right to knowledge” as a basic
principle of democracy’, we have to take into account the right to data pro-
tection and respect of privacy, since they are fundamental human rights
that arise from different European legal instruments® and from the extensive
case-law of the European Court of Human Rights (ECHR)® and the Euro-
pean Court of Justice (EJC)*. Therefore, it is important to respect the data
protection rules when personal data are processed, even for the purpose of
developing the market for the re-use of PSI. As the former wording™ of PSI
Directive did not even impose the re-use of PSI as an obligation to Member
States and public bodies, within that legal framework the re-use of PSI
could not even be considered as a “right” by itself. As a result, it was not
easy to make a clear “balancing test”™ between both "rights” in order to
achieve a satisfactory proportionality balance of interests in the application
of both Directives when personal data were at stake. On the contrary,
Recital (21) of the PSI Directive corroborated the fact that we had to respect
data protection legisiation entirely in cases of re-use.

¢ See Article 13 (2) and Recitals (1), (5} and (25) of PSI Directive.

7 See Redital (16) of PSI Directive.

?  See European Convention for the Protection of Human Rights and Fundamental Freedoms

8) (ECHR); Charter of Fundamental Rights of the moﬁean Urnjon {Articles 7 & B);-
onventon for the Protection of Individuals with regard to
sonal Data {Convention n®108) of the Coundil of Europe; etc

? See the European Court of Human Rights' case law conceming the protection of personal
data on: http://hub.coe.int/en/data-protection/.

® See relevant case law on: http://fra.europa.cu/en/theme/data-protection-privacy

I See Recital (9) and Article 3 of PSI Directive.

2 The word “balance” suggests a balance between two rights of equal value while one is deal-
ing here with a fundamtental right (privacy) and a kind of policy (re-use of PSI) that has not
even been granted the status of an individual right (which would In any case not be as
strong as a fundamental right).

utomatic Processing of Per-
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However, the new version of the Eurcpean Commission’s proposal for
amending the PSI Directive introduces the princple of a “re-use of PSI
right”*, which would create further confusions for the application of both
legislations. It will certainly be useful to have further case law of the Euro-
pean Courts in order to understand how to manage both issues whether the
European Parliament and the Council accept this new version of the PSI Di-
rective™.

2.2. SUBJECTS: PSI PRODUCERS, HOLDERS, USERS AND RE-
USERS

Omn the one hand, the position of PSI producers and/or holders has to be
taken. into account, Public bodies and institiztions collect vast amounts of
personal data (e.g. citizens’ identity data, marital status, health data, social
data, etc.) and produce, reproduce and disseminate it in order to fulfil their
public tasks in public interest. From the Data Protection Directive's stand-
point, public sector bodies must be considered as “first controllers”™ of per-
sonal data. Therefore, they are obliged to comply with all the provisions of
this Directive and ensure all data subjects” rights. On the other hand, from
the perspective of users or potential re-users of public sector information,
which often comprise personal data, successful re-use can imply ganing in-
formation related to specific individuals, most notably in cases where i is
crucial to learn more about public officials’ activities. Re-use of personal
data, as well as all other information, is therefore 2 key to increase the value
of democratic participation of citizens, civil sodety associations and non-
profit organizations. Obstacles to free access to and re-use of all personal
data (not only personal data relating to citizens but also those concerning
civil servants/public offidals} could very well hamper the “market” for re-
use of PSI. Again, the frontier between access to information (which falls
under Freedom of Information’s regimes of each Member State) and use or
re-use of P51 is extremely tight and complicated to define®. This is linked to

¥ See Buro Commission, Praposal for o Directive of the European Parligment and of the Coun-
S/ B ot of pkie e e e S o

* See also the EDPS' Opinion quoted below.

¥ Eollowing the provisions of Article 2 (d) of Data Protection Directive, a ‘controller” is the
“natural o7 legal person, public authority, agency or any other body which alone or jointly with oth-
ers determines the purposes and means of tite processing of personal data”.

% A‘data subject is a natural person who can be identified or is jdentifiable by any informa-
tion re[glﬁggtatg.h}imfher (see Article 2 {a) of Data Protection Directive that defites what 2
personal data’ is).

i ﬁge”a]so LAPSI Policy Recommendations N6 on “Rights of Access to Fublic Sector Informa-

on”,
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the fact that the definition of re-use is not limited only to cormercial use of
PSI but encompasses also non-commercial re-use.

3. INTERESTS PROTECTED UNDER THE CURRENT LEGAL
FRAMEWORK

The former wording of the PSI Directve suggested that the respect of data
protection rules is important when developing a market for the re-use of PSI
containing personal data. The new proposal for amending the PSI Directive
does not change this matter of fact. Indeed, in their quality of data con-
trollers, public bodies still have to respect all the obligations and principles
imposed by the Data Protection Directive that is stll in force, which are:
lawfulness of personal data processing (personal data must be processed
fairly and lawfully); proportionality prindple (personal data processing
must be adequate, relevant and not excessive for the purposes for which
they are collected); purpose limitation principle (personal data must be col-
lected only for specified, explicit and legitimate purposes and not further
processed in a way incompatible with those purposes); data quality (data
must be accurate and kept up to date when necessary)™®; time of conserva-
tion (or retention period) that permits identfication of data subjects for no
longer than it is necessary for the purposes for which the data were col-
lected (Axt. 6 (1)). These provisions seriously limit the possibility of re-using
public sector information containing personal data. Indeed, re-users in turn
also become data controllers (for the new data processing™ linked to the re-
uge) inn case the re-use of personal data would be allowed, and should be
subject to all obligations and rights of the data protection legislation.

Article 7 of Data Protection Directive also provides limited criteria for le-
gitimate personal data processing. Public bodies (PSI holders} and potential
re-users also have to comply with them in their role of controllers, such as:
obtaining an unambiguous consent of data subjects; or proving the neces-
sity of the processing for the performance of a contract to which the data
subject is party or in order to take steps at the request of the data subject
prior to entering into a contract; or proving the necessity for compliance

*  As provided by Article 6 (2) of Data Protection Directive.
® Followin%the definition given by Article 2 (b) of Data Protection Directive a 'processing of
ersonal data’ or ‘processing’ shall mean “aymy operation or set ff:ggemtzons which is performed
on personal data, whether oF not by aufomatic means, such as coliection, recording, organization,
storage, adaptation or, alteration, rebrieval, consultation, use, disclosire by transmission, disseming-
hion or otherwise making available, alignment or combination, blocking, erasure or destruction”.
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W1th alegal obligation to which the controller is subject™; or proving th

Cf'-.‘SSIty to protect the vital interest of the data subject; or provin thge e
:51ty of the Processing for the Performance of a task carried outif: the nezis-
Interest™ or in the exercise of official authority vested in the controllef :ri:

thfe Purposes of the legitimate interests® pursued by the controlier or by the
third party or parties to whom the data are disclosed, except where such in-

. There are also special categories of data, processing of which is, in pri
ciple, prohibited by Article 8 of the Data Protection Directive sucI': a5'pnen-
so:.izal data revealing racial or ethnic origin, political opim‘on; reli 'o. ror
Philosophica] beliefs, tfrade-union membership, or data concem’in hg;all‘:l'sl N
sex lfe (the so-called “sensitive data”). The Processing of such dita is onf;

ISI Duectl"#e ShOLIId Hla.ke nore IEfEIenCES to Obhgatlons mlposed. b;’ Data

20 .

This is the main eriter; that just N

by the public bodies, whict Ll SS0Hes the main personal data ToCessi ;

of the Pt 28, which fall within a soecific an] pr it E operations dane
u g de::. lic Law - in some Mem ber Stater| (e.g- in Civil E;ﬁ‘;‘;’;s’mm*ie A trative Law

A0 1t i3 the balance o legs 5
g A ) epitimaty "
S el i e G e S
o ; rod i i ’ ,
dhuch would again mean that the harmonizzﬁ?on is ﬁcﬁﬁ@iﬁ?'@?ﬁ-b’éﬁ? rl?:trxssemhtfrf’

b
See former version of WG2 Poli
Toject etywili i olicy Recommendation anuary : http: .
gel'{’-mz) on: htm:dzmexﬁp&f}gSQAPﬂ.SPI{m'gOthyﬂﬂpre:“lo.mmendagons andzggmz)}!olefn'e};eré{ézvé“é#gma:

This le cund .
somal o, & und could be used b?rb%gﬁeghal re-users when deah’ntg W&iﬂ'l Processing of per-
e datz
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4.1 ARTICLE 7 (ON TRANSPARENCY):
The current version of Article 7 in PSI Directive recommends that “any ap-

plicable conditions (...) shall be pre-established and published”, a new one should
suggest the establishment of a clear and (when possible) specific “privacy
policy” or “information document” by PSI holders.

4.2, ARTICLE 8 {ABOUT LICENCES):
Cuzrent version. of Article 8 of PSI Directive states that “public sector bodies

(...} may impose conditions, where appropriate through a licence, dealing with rele-
vant issugs {...)", a new one should remind the respect of privacy principles
and obligations in a spedific clause when a licence is established by a public
body (e.g. about lawfulness of data processing, proportionality and purpose
principles, time of conservation, necessity to inform about the data con-
troiler, the recipients of the data, efc),

4.3. OTHER POSSIBLE CHANGES:
Further references (e.g. new paragraphs) should be introduced in PSI Direc-

tive, such as: the obligation of information of data subjects (when their per-
sonal data are requested for the re-use); to the main data protection princ-
pies; the levels of anonymization required (or not) when re-use of personal
data would be allowed, and the purposes for re-use that are allowed (and
under what conditions). Moreover, a clear determination of the responsibil-
ity of each “actor” (data controller and data processor in each personal data
processing) should also be made by new version of PSI Directive. Finally, if
anew re-use of “P5I authority” would be created (as it seems to be the case
in the current proposal of review), an additional reference should be made
{e.g. by the introduction of a new article) as regards the existence of DPAs
and/or other national “supervisory authorities” that already monitor data
protection and privacy issues and/or the implementation of other rules (e.g.
competition authorities, access authorities, etc), and their existence should
at least be taken into account. Moreover, the new proposal should include a
spedfic clause that deals with the “collaboration”/cooperation between
those authorities when different issues are at stake (e.g. access and re-use,
re-use and competition, re-use and privacy, etc).
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5. LEGAL PROBLEMS:

5.1. RULES EXIST BUT ARE UNCLEAR: THEREIS A NEED TO

CLARIFY THEM

As it was stressed before, PSI Directive makes clear reference to the Data
Protection legisiation. However, addressing problems that arise from the re-
use of PSI containing personal data has been a great opportunity not so
snuch for modifying the PSI Directive on specific points, but mainly to gen-
erate a global debate on the issues related to the “tension” between the use
of information held by public bodies and the respect for personal data. The
outcome of such a debate could be introduced into the general approach of
the PSL Directive. Furthermore, §or some members of our working grovp,
there still are different points that deserve more attention by the PsI Direc-

tive reviewers.
For some of us, a stronger effort should be made fo establish the differ-

ences (which are clear from a theoretical perspective but increasingly comn-
fused in practise) between: access to public information®, access to personal
data®, and access to PSI for re-use purposesz". As re-use of PSI does not al-

ways have commercial aims, this characteristic considerably increases some

of the already mentioned aeonfusions” between the different types of “ac-

cess” to information held by public bodies.
For others, another issue that arises from some national laws transposing

PSI Directive in this field is that fhere are also problems in defining what

“anonymization” is and how far it should go. And what is the “common

meaning” of this word (if there is one). This is certainly a chailenge, as
sometimes some information could be “formally anonymised” (and there-
fore Data Protection Directive does not need to be applied”), but it could
not be enough to avoid further identification of individuals (e.g. some kinds
of geographic information combined with other data could allow specific
identification of people). Anonymization is a more technical problem and 2

—
% This is provided by the national Freedom of Information (FOI) Acts.
3 This should fall under the %ovisions of the datz protection legislation (data protection na-
fonal laws transpesing the Data Protection Directive).
* This is provided by the national laws transposing the PSI Directive,
tection lfegislation when P51 contains personal data.
¥ In fact, Recital EZS] of Data Protection Directive states that: “Whereas the princinles of protec-
tion must apply fo any information concerning an identifted or xdent-tfab!e person; whereas, & deter-
ming whether & person s idznhgable, account should be taken o{fi! the means likely reasomably o be
wsed either by the controller or ganny other person to identify & said persort; whereas the principles
of protectioni shall rigt apply to data ! enderéd anomymous i such 2 Way ‘that the datg subject [> £
oger identifble; whereas codes of conduct withit the meaning of Atticle 27, may be a useful in-
striiment for providing cguidance as to the waﬁ i which data My be rendered anonymous and re-
tained tn & form i whick identyfication of the data subject is n0 Ionger possible”.

referring to Data Pro-
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f}mcuonal 'concept. A legislator cannot strictly state what anonymization i
(ina te.c}w.mc':al sens'e) and how it should be realized, but should require itpzcl):
;{speaj& kind of it), for instance, for specific categories of personal data®.
e could suggest the way of anonymization as the “default rule” for
sonal ::Iata collected by public bodies in order to facilitate processing of Pecrl’:
date‘x (.mcluding the re-use), but not as a necessary conditior for ':li_‘0 .
(as it is done by some Member States PSI legisiation), as it goes be r:ut;e
rules that the data protection. legislation imposes®. It should also bzon 'de
ered:hat Article 29 Working Party™ (hereinafter “Art. 29 WP’} has c;:;iﬁlec;
ga;: C;jzz:mz;mon must bel 3u::cunpletely irreversible for the Data Protection
pectve -ongex appl;_r’ . Nevertheless, we are not sure that this solu-
-s o .d be introduced in the PSI Directive rather than in the Data P
tection Directive and/or in the national legislations on data i o
e e protecton and
Finally, from our main viewpoint, Art. 29 WP is the “right arena” to di
@s sx.xch questions, as it deals with ensuring uniform interpretation :;f &f X
Directive between the national data protection authorities (DPAs) of diff -
e.nt Member States. In fact, this is a question of application of data ter_
Hon principles to practice, which is still fairly new. Therefore, Art I;r‘)ov;e;
cc.mld 'a.llow a discussion grouped around this theme, Ieadir:g to.harm
nized interpretations of what are the data protection requirements i tl? X
context of re-use. It should also be the moment to adapt and updatesAu;t 2;
';Y;P’sdworlqng pépers_ (WP) on re-use of PSI that had already been ;;ro-
ced, and espedially its opinion o the re-use of public sector informati
and the protection of personal data® delivered in 2003. This workin -
has already stressed some key points that European Comissiongsiljasfdr
take into account™, which should be updated before by Art. 29 WP ’
Furthermore, Eurcpean Commission should ask Art. 29 WP :co ive it
more clear guidance about some crucial points as stressed therefore .

ton in some cases {e.g. for the re-

» .
For instance, the Italian legislation prescribes anonymi
i, Put without any reference to a generic

gg}?g é‘%ﬁﬁa fiata for legal informaton purposes

Indeed, the processing of i i

%;‘ieg i‘%%?; {‘3‘5‘2‘} é%%‘%%sfj ?tlzgﬁ;ﬂi ey égégggf e B o

R T AT R i R e SR

gﬁ;ﬁgﬁgﬁﬁ%ﬂﬁ 0%{715715:%7': ;/22%08 om deta protection issues related % searcheunes,

E:Z:ﬁh':& g}r‘ ;:gr:;:fo :g al—a?rbdq?ﬁg%gfﬁ? %tgg :c-lom;tg)(r{%urﬁfs %ﬁe;rg;ﬂgggn and the
plete version of our Policy Recormnmendation, as mentioned before,
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5.1.1. THE RESPECT OF THE PURPOSE PRINCIPLE WHEN RE-
USE OF PERSONAL DATA IS ALLOWED:

In principle, re-users are not obliged to justify why they require the data,
but in the case of re-use of personal data and in oxder to be compliant with
the Data Protection Directive this is an essential requirement to fulfil. This
mentioning of the purpose of the intended re-use is necessary to assess the
character compatible or not of this purpose with regard to the inital pur-
pose of collection of the data. Generic re-use is not a compatible purpose,
but the re-users should declare the specific re-use purpose™, in order to per-
mit the controller (e.g. the public administration) to allow that specific re-
use. One should distinguish when access to personal datz is possible, when
it is allowed for further use (as for journalistic or historical reasons, for in-
stance), and when it could be allowed for possible re-use (and then the pur-
pose principle applies for the new data processing).

5.1.2. THE RESPECT OF THE PRINCIPLE OF PROPORTION-
ALITY WHEN RE-USE OF PERSONAL DATA IS ALLOWED:

Prior information of the PSI holder (“first data controller”) to data subjects
about the purpose of data processing in case of the re-use is also an essential
requirement in order to know whether the principle of proportionality is re-
spected (such respect could be controlled either by the first
collector/“owner” of the data - the public authority, or by the DFAs - when
the notification of the re-use processing is done®, or even by the data subject
himself, for instance}. As mentioned before, this principle imposes that per-
sonal data processing “must be adequate, relevant and not excessive for the
purposes for which they are collected and/or further processed” (Article 6
{c) of Data Protection Directive).

# Piret, when they make the request of re-use before the PSI holder/g;ﬂ;lic'adminisgaﬁon .

body, but also when the data have not been directly pbtained from datz subjects: the “new”
dahta co&troller (the re-usgr) shoulg: also provide u}g?maz%g& dj:o_ th?vglgtzissub]ecﬁb g:cee?

“ i nformation proves impessiole or, invo, i  if~
_vgrte:;" if r)?c’é??z?é?%’# oisﬁ;su;ef& expressl,; laid dutgn by law” (see Article 11 of Data Protection
irective).

% Following the provisions of Article 18 of Data Protection Dizective, there is an obligatien to
notify the supervisory autherity (DPA) “before carrying out tmgf wholly or partly autormatic pro-
cessing operation or sef of such operations intended to serve q smgj;‘purpase or several related pur-
poses”. Sfxch notfication must content s;fec:.fxc details nclu between others, “the pur-
pose or purposes of the processing” (Article 19 (1) (b} of Data Protection Directive).

2012] C. Dos Santos: On Privacy and Personal Data Protection 347

5.1.3. THE RESPECT OF THE OBLIGATION OF DATA
SUBJECTS’ INFORMATION: SHOULD IT BE “INDIVIDUAL”
OR COULD IT BE ONLY “GENERAL"?

This obligation could be respected by the public body by providing a clear
“privacy policy” in its website, which could give the information of the pos-
sibility of re-use of the data processed. This information could be, if appro-
priate in a Member State, implemented as a complementary measure of the
previous “assessment” done by each DPA, for instance. However, the “sec- -
ond” data controller (the re-user) should in turn put in place its own system
of information of data subjects’ rights for the new data processing of the re-

use®.

5.1.4. OBTAINING THE FORMAL CONSENT OF DATA
SUBJECTS (WHEN RE-USE OF PERSONAL DATA IS ALLOWED
BY PUBLIC BODIES) AND CURRENT TECHNICAL
POSSIBILITIES OF “PRIVACY BY DESIGN” WITHIN FUBLIC
SECTOR DATABASES AND REGISTRIES:

Could it be possible to provide a kind of “opt-in”” system by the way of the
public body website, for instance, or by obtaining this consent (preferably in
writing) at the moment of the first collection of the data (when possible)?
However, we have to warn that probably not all natioral legislations would
allow public sector to transmit personal data to re-users on the basis of per-
sonal consent®™. Public sector databases and registries could also include a
kind of technical system that would help public bodies to anonymize per-
sonal data after the storing time of their first processing in order to automat-
ically allow re-use of these data after this anonymization. This solution
should meet the national legislations that already fmpose total anonymiza-
tion of identities (e.g. Belgium), but the questions still remain whether it is
technically feasible and would it allow a kind of “interoperability” between
systems, These two examples of privacy by design could be completed or
changed by other tools following the “sensitivity” of the personal data con-
cerned. Art. 29 WP should first make such an assessment at pan-European

% Asitis imposed by the provisions of Article 11 of Data Protectien Directive.

¥ Some LAFPSI partners doubt that an ”Qg{:—-putf’ sﬁem (which is cpposite to prier consent —
opt-in) could be considered as a possibility in this case: opt-out could only be possible if
there is a legal basis for process_m%l(re‘usmg}. in the first place and then’ the individual
would have the possibility to forbid the procesding of its personal data.

® Slovenia did not have such a case, but it is questionable if this would be allowed, because
processing of personal data on the basis of personal consent in public sector is very .
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level and then, possibly, each DPA should make “case-by-case” assessments
in order to meet all national legal specificities.

5.1.5. THE RESPECT OF THE QUALITY OF DATA:

As mentioned before, the system of licences provided by Article 8 of PSIDi-
rective could be a good tool to reinforce data protection by PSI holders and
further re-users, as well as to help them to clearly define responsibilities of
the data controllers. One should also take into account that at the national
Jevel some Member States set out other supervisory authorities in the field
of access to public documents {like the CADA in France) and/or for re-use
of PSI (as the authority of “appeal” of re-use of PSI practices, like in Bel-
gium), therefore both authorities should collaborate in order to avoid dis-
parities of solutions and opinions®. In other Member States, as in Slovenia,
the PSI Directive has been implemented in the Access to Information Act,
where there is only one “supervisory authority” competent for both access
and re-use complaints (and for personal data protection as well).

5.2. RULES EXAST BUT ARE NOT FUNCTIONING: NEED TO

CHANGE RULES
Our main objective, within the LAPSI WG2 network, was to rightly deter-
mine the requirements that are imposed by data protection and privacy

rules on the re-use of PSI and to identify possible problems that such re-

quirements could cause. On the one hand, data protection rules should rot
be used as a “mere excuse” by public bodies to excessively restrict the re-
use of PSI (when it iraplies personzl data), when there is a legal basis for
processing of personal data. On the other hand, we have to take into ac-
count situations where data protection provisions are necessary and wel-
come to protect individuals’ rights in the wide information content market.
In this project, our aim was to address the impact data protection rules may
have on the re-use of PSI and identify possible problems (like excessive
blocking solution in Belgiwm, for instance) and large differences in interpre-
tation of these requirements by authorities in different Member States. All

¥ Or maybe the “access superviso authority” should refer the case to, the “data protection
authority/DPA” when “sonal data are at stake, to avoid discrepances of decisionsfopin-
ions. In France, for instance, in the case of re-use of personal data of g‘ubhc registries, the
CADA Authority (authority on access of public dociments) referred the case 10 the CNIL
(French DPA). See CNIL's Recommendation: “Deliberation no2010-260 du 9 décembre 2010
portant recommengdation relative alx conditions, de réutilisation des données 2 caractere personnel
conterues dans des documents d'archives publigues” (available on: http://www.cnilfr/fen-
savo:.x-plus/deliberaﬁonsfdeiiberanonjdehbﬂs ).
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this led us to propose that finding a solution at European level to reduce
these differences is crucial for the development of the re-use market.

Changing PSI Directive provisions regarding data protection issues is
not the only solution: initially, European Commission should rather ad-
dress the problem of “bad transposition” of PSI Directive by Member States
as regards re-use of personal data information provisions. Then, PSI Direc-
tive reviewers should also consider the role of National Data Protecton Au-
thorities at national level, which could play an important role of advisors
and/or regulators when there is a need to re-use personal data.

6. RULES ARE CHANGING: IN WHAT WAY?

One crucial point that we have already stressed is that the Data Protection
Directive and PSI Directive are under review process since the end of 2011,
and it would be important to associate both revisions in this feld. Unfortu-
nately, it seems that it is a0t the case, as we can see on last versions issued
by European Commission that still circulate for review:

6.1. THE OPEN DATA STRATEGY FOR EUROPE:

On 12 December 2011 the European Comumission has issued a proposal to
coview the PSI Directive® within its ‘Open Data Strategy for Europe’™ Pol-
icy. The new version of the PS Directive proposes changes about the subject
matter and the scope of the Directive®, about a new “general principle” in
the sense that a “right of re-use” of PSI has been created (under certain con-
ditions), etc. However, no improvements on data protection issues have
been proposed and articles on that matter have not been changed, improved
or clarified at all

6.2. THE REFORM OF DATA PROTECTION LEGAL
FRAMEWORK:

On 25 Jarmary 2012, the European Commission launched a proposal for a
#General Data Protection Regulation” in order to replace the Data Protec-
tion Directive in force since 1595. This paper does not want to do a specific

European Comumission, Progasal for a Directive of the Europearn Parliament and of the Council
Amending Directive 2003/38/EC o re-use of public sector informatior, op. cit..

“ European Commission, Communicaticn to the Eurcmean Parliament, the Council, the Curopean
Econgmic and Social Committe and the Commitiee olf ¢ Regions, Open data: an engine Sfor inntova-
e S omas an e o propasal Co%s}s%i?zlc E: Public Sector Informati

or er analysis roposal see: urgpean ector Information
Plat?on;reﬁp Topic Ry orfDNo. 209.[2 ?(3): The amtendment ¢ the PS?%?rccﬁr}:: w?:ere are we heading?,
‘ P g
published on April 2012
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analysis of the entire proposal, but aims to begin a discussion on issues re-
lated to the re-use of PSL Then, despite the fact that the European legal
framework on data protection would become more binding for the Member
States®”, such proposal still does not tackle the “re-use of PSI” issue. In fact,
new definitions and principles have been introduced or specified (such as
the data minimisation principle“s, the transparency principle“, the prindple
of accountability”, etc), further conditions have been established (for con-
sen¢ to be valid as a legal ground for lawful processing, or the controllex’s
information obligations towards the data subject), and new «actors» have
been created (such as the data protection officers®/DPOs, the new ‘Euro-
pean Data Protection Board’ which would replace the Art. 29 WP, etc).
However, the process of revision is ongoing and it is unclear which further
changes could be introduced by the new General Data Protection Regula-
tion or another legal instrument™.

6.3. THE EDPS OPINION ON THE OPEN-DATA PACKAGE:

Finally, on 18 April 2012, the European Data Protection Supervisor (EDPS3)
issued a new Opinion on the “Open-Data Package” including the Proposal
amending the PSI Directive®. This opinion has quoted the work done by the
LAPSI WG2 in the previous version of our policy recommendation and has
raised further issues that this Recommendation did not take Into account
due to the fact that the process of developing this Recommendation has be-
gun in 2010. Therefore, we recommend that the European Commission, in a

¥ European Co

mmission,, Progosuﬁ ;cr a R;gulat:'on of the Eurapean Parliament and of the Council
on thi protection of individuals with regar to the }‘P

processing o

2012/0011 (COD).

“ Tnstead of several national laws to Tanspose the Data Protection Directive, there should be
only one Regulation with the same provisions for all, which would avoid disparities
between legal Tameworks on one hand, but wouid increase “tensions” between ember
States as their national specificities would not be taken into account, on the cther.

% Gee new Article 5 of the Data Protection. Regulation.

“ E.% new Article 11 which introduces the obligation on controllers to provide “transparent
and eusily aceessible and N erstandabic information”, inspized In particwlar by the Madrid Res-
alution on international standards on the rotection of personal data and privacy (adg ted
by tl];e Irzutt]%xér)laﬂonal Contarence of Data Protection and Privacy Commissioners on 2 0=
vember §

¥ New article 22 takes agcount of the debate on a “principle of accountabilify” and deseribes in
detail the obhélqtion of rgespons_ibih%gf the controfler to complfy, with this Regulation and to
demonstrate this compliarice, inciuding by wair of adoption of internal policies and mecha-
qisms for ensuring such compliance (see page 0 of the Data Protection Regulation).

# Ges new Aricle 35 of the Data Protection Regulation.

¥ See new Article 64.

® To follow the ﬁg‘new, please consult: http:,’/eceuropa.eu/‘fusucefdata—protection.t’review,’ac-

tions/index_en.

% EDPS, Opinion on the 'Cpen-Data Packagc' of the European Commrission inc@udi%a Prog_asal forz
Divective amending Directive 2003/98/EC on re-use o{ Ipubhc sector imformation, (250, & Communi-
cation on Open Uata and Commission Decision 2011/833/EU on the reuse of Commrission docit-

ments, 18 Apri 2012.

ﬂgrsunal data and on i‘rec move-
ment %such data (General Data Protection Reguiation), Brussels, 25.1.2012, COM(2012) 11 final,

2012] C. Dos Santos: On Privacy and Personal Data Protection 351

new version of the proposal for amending PSI Directive, should refer more
to the EDPS opinion as it tackles different problems raised by the new ver-
sion of the Directive. In particular, the Commission should take into ac-
c.ounf that the new “right of re-use” principle would increase data protec-
tion issues even more. Hereafter, we outline the EDPS recommendations
that should be, in the opinion of LAPSI WG2, especially taken into account
by the European Commission and the reviewers of the PSI Directive.

6.3.1. THE APPLICABILITY OF THE PRINCIPLE OF RE-USE OF
PERSONAL DATA SHOULD BE CLARIFIED AND MADE
SUBJECT TO ADDITIONAL CONDITIONS:

The EDPS recommends, among others, that the new Article 1(2)(¢) should
be amended and that the notion of ‘protection of privacy and personal data’
should be specifically mentioned among the examples of possible grounds
for exclusions from access regimes {point 36, p. 7). The EDPS also recom-
mends that the Proposal should specify that before a public sector body
makes personal data available for the re-use, it should carry out an assess-
ment (also called «data protection impact assessment») to decide whether
the personal data involved can be made available for re-use (Point 40).

6.3.2. ON THE PARTTALLY ANONYMIZED AND/OR
AGGREGATE DATA:

The EDPS stresses that they may also include personal data, therefore ade-
quate levels of anonymization should be ensured, unless the previous data
protection impact assessment has established that the personal data may be
made available (Points 43 to 46). Moreover, the EDPS styessed that an excep-
ton for costs of anonymization should be taken into account in the article
on charges (Points 61 to 63)™.

6.3.3. ON LICENSING :

The EDPS refers to our idea and siresses that a data protection cause
should be included in the license terms, when available, and that the re-user
should demonstrate how the risks are addressed and that (binding) pur-
poses for re-use should be clearly mentioned in such a license (Points 49 to
56). EDPS also refers to the Art. 29 WP as the right actor to obtain further

2 E
This issue has been Tess : N
‘petition Law fssues of?hlgorggge o ;sd[“b‘y the LAPSI Policy recommendation n®1 on “YThe Com-
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guidance on anonymization and licensing (Points 66 and 67) and regrets
that « he has not been consulted on the draft Decision before its adoption » by the
European. Commission. We warmly recommend to the European Cormmis-
sion to consider this EDPS Opinion as well as our policy paper before
adopting a new revised version of the PSI Directive, in order to improve the
respect of the data protection principles in the re-use of PSI market.

In conclusion, we should stress that it is important to put in relation the
revision of PSI Directive and of Data Protection Directive at the European
Commission level by both “reviewers”, before any new version of these di-
rectives. We warmly recommend to the Commission to consider this advice,
even more in the light of the recommendations issued by the EDPS. At Jeast,
making more references to data protection rules in other articles of the PSI
Directive cowld ciearly remind which actors and/or rights are concerned by
interaction of both directives. Art. 29 WP should also be sought before any
new proposal to revise PSI Directive.



