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war not over

_OH z Septe;‘ﬂber 2003, ﬂzl:e us Praclise, can tlnim_’r.l'm'r spr.ll
Federal District Court of Eastern | SalcLasan L) b?’“”“l‘*s?_

FTh I o an oainion practise .md.mhmges-]nrel ectual
Vlrglﬂlal release e P property rights on their websites,
according to which pop-up In this regard, Gator setteld its
messages were a burden for dispute with the Interactive
internet users, but not illegal’. With ;LGE’I“II“H”E g ”‘L%“‘;‘l’“ﬂ?hff
this 19-page opinion, the rights of | £ =5 200TE sase tucersl

: ’ ; Tudge Claude Hilton ardered Gator

POR-UE admakl?rS’_SUCh as the _ in his preliminary injunction of 12
Gator Corporation® and WhenU? uly 2002 o stop delivering
seem o be recognised. .. at least unrequested’ pop-up e 1
for the moment. Considering the graupof publithers Nevertheles,
£ latory framework for bath parties reached a confidenitial

Uﬂ}peaﬂ_ regul Iy : : f settlement in February 2003, Tn the
commercial GDP"ﬂTﬂUWCEtIDF—FE, the mure recent U-Llaul nternational
use of software for marketing or
profiling punposes is subject to the
legal requirements imposed by

v WhenlJ case, Federal Judge GB.
Lee of the 178, District Court in
varicus European Directives.

Alexandria, Virginia, stated in his
opinion of 5 Seprember 2003 that
The Gator and WhenU cases
In the lasl two vears, the so-called

the unsolicited pop-up messages
omline behavioural marketing

did net violate 17-Haul's
practises of Galor and Whenl!

trademarks or copyrighted
materials such as its website,
Accaording to Lee, the pop-up
windows did nol violate TT-Haul's
have been challenged several times,
Even though both companies do
not use identical lechnology, in
el for tree soflware both Gator
and Whent7 install adware
sollware on the uzers lerminal
equipment’. This software cnables
hath companies to collect
information on the user's online
hehaviour and send them
persomalised ads., In the end, both
cornpanies claim that these
directed ads gencrale more
ellective chicl-theough rates and
that they serve the consumer’s
interest. T, 0., somebody wants to
ke an onlineg reservation for a
flight from London to New York
with British Afrweays, o pop-up
window will appear an his
EOTPULED SCIECT PIOPOSING
cheaper flight offered by a direct
vorpetitar,
| brom the foregoing it is evident
that the use of adware sollware
triggers sowmne legal questions.
M the first place, companies
affected by this price comparative
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trademarle or copyright, because
they appear as separale windmws,
Furthermore, Lee emphasised that
by accepting the Whenl software
lermes and conditions, the user had
given his comsent fo receive
compagalive ads. For this reason
there wias no detour in the user's
search,
[ Inthe second place, the use of

adveare software, that may be
qualified as spyware, raises some
privacy concerns, Althoush Gator
and WhenlT claim they adhere to
high privacy protecting standards
and do not conmpromise one's
privacy’, its use is subjecl Lo some
tegal constraints, Considering the
definition of personal data, as
comtained in the European
Dhrective 95,16/ EC, trathic data, TP
addressas, ete. are considered as
information refating to an
identified or identifable natural
person’. For this reason, those data
are covered by Burnpean data
protection legislation.

Althougl damms in relation o

POP-Up message: battle won,

intellectual property rights and
unfair business practices. may have
a different outcome in Lurope,
considering the more stringent
repulalory framewaork in the Geld
of comparative advertising, (li
tocus here will be on the Furopean
legal framework in relation to the
pratection of the user’s privacy in
online networks,

Legality of cnline behavioural
marketing

Lo ussess the Jegalily of online
brehavioural markeling in Europe,

| particular attention musl be paid

Lo Dhrective 2000258/ C on privacy
and electromic communicalions’.
In the first place, this Divective sets
forth some constraints for the use
of coakies and spyware, Tn relation
hereta, it must be undersenred that
the collection and processing of
one’s omling behaviour is subject to
e gemeral principles of Divective
G3/4G6/EC concerning Lhe
protection of personal data®, In the
second place, ane must also
consider whether the, by article
13.1, imposed opt-in regime is
applicable W pop-up messages.

The legal constraints on the
use of spyware

As Gator annaunces on its
homepage, it is the leader in online
behavioural marketing und its free
sollware allows GATN pap-up

[ addsl0 being displayed based upon

the interests of the computer user
as rellected by their web surfing
behaviorll.

Such a stalement seema to
indicate that Galor’s adware also
contains some technology that
allows 3t to monitor and make @
digital profile of the user
concerned, eg., by making an
amalysis of the visited TTRL, traflic
data, browser settings, TP add ress,
Btc.

In this regard, relerence must he

made te:articls 5.3 of Directive

2002/58/FC concerning Lhe

B R P o= 2 TR T b T Pl 1 N gl o
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confidentiality of electromic ...2lectronic
cormmunications. mails should
This article states that *Member ggnsidered
States shall ensure that the use of any meésage
electronic cormmu il lions that is stored
networks to store information or in a netwark
by gain access (o information orin the .
stored inthe terminal equipment ;gf:ﬁiﬁ;t s
ol a subscriber or user is anly equipment
allowred on condition that the and is
subscriber or nser comcerned 1s collected by

provided with clear and the recipient

comprehensive information in
accordance with Direclive
03/46/ L0, inler alia about the
purposes of the processing, and is
oifered the right to refuse such
processing by the data controller.
Although this article does not
refer explicitly to spyware ar
hidden identifies, ez, stored oma
canlde, it relates to any
information stored in the user’s
terminal equipment which is
considered as part of the private
sphere of the user and therelore
requires adequate protection.
Bvevertheless, such an explicit
reference is contained in recital
recital 24 and 25 of Directive
AWZFRAFEC. Tt s stated that “so-
called spyware, web bugs, hidden
identifiers and other similar
devices can enter the user’s
terminal without their knenwledge
in order to gain access fa
information, to stare hidden
infurmation or 1o trace the
activities of the nser and may
serioushy intrude upan the privacy
of these users, The use of such
devices should be allowed only for
legitimate purposcs®, with the
lenowledge of the users concerned.
Hawever, such devices, [or
inslance cookies, can be a
legitimate and useful tool, for
example, in anakysing the
effectivenass of website design and
advertising, and in verifying the
identity of mwsers engaged in on-line
transactions. Where such devices,
are intended for a lepitmale
purpuse, their use should be

aepomrrers i 30 poiny septerbae 2005

allowed om condition that users are
provided with clear and predse
information in accordance with
Directive 95446/ 1C about (e
purposes Lo ensure that users are
made aware of nformation being
placed on the terminal equipment
they are using, Llsers should hawve
the cpportuninr to refuse to have a
cookie or similar device stored on
their terminal equipment.”

Far these reasoms, spyware such
as WhenlI's SaveMNow software",
may only be used provided that 2
user has received clear and
comprehensive information and is
olfered the right 1o refuse such

| processing activity, The methods

[or giving infarmation, far offering
a right to refuse, ez, browser
settings, or for requesting consent™
should be made as user-friendly as
Prossible,

| Are pop-up messages subject

to the opt-in regime?
Althoush G.B. Lee ruled that pop-
up windows did nol infringe any
intellectual propecty tight or could
not be considerad as an unfair
husiness practise, he recognised
that pop-up windows or other
torms of commerdal
communications can be annoving
and intrusive. Mewertheloss, he
concluded that “compuler uscrs
must endure pop-up advertising
along with her ugly brother
cirseliciied Tudk e-mail, sparm, as
burden of using the nternel”

The connecticon with article 13 of
Diracrive 2002/58/FC on
unsoficited communications can
be made.

Article 13,1 states thal the use of
automated calling systerns willioul
hurman intervention, Le., aulomalic
calling machines, facsimile
machines or electronic mail for the
purposes of divect marketing may
only be allowed in respect of
subscribers who have given their
PrioT consenl,

Even though article 13.2 [oresees

1n an excepilon, commercial
commurications” may only be
senl to the addressee provided that
e bias agreed to its reception
(-1

In refation hereto two questions
ran be raised,

Tn the first place, can pop-up
windows be considered as
electronic mail in the meaning of
article 13,1 of Directive
2002/ 58/BCE

In the second place, i pop-up

| mmessages are considered as
cleclronic mail, under whar
circumstances will the requirement
aof prior consent he met? Although
Dhiractive 2002/ 38/ FC does not
contain any specific definition of
“ronzent”, its article 2 explicit
reference is made to the definitions
given hy Directive 95/46/EC, By
virtue of artdcle 20k} of the later
Directive, the data subjects
consent’ shall mean any [recly
piven specific and informed
indication of his wishes by which
the data subject signifies his
agresment to personal data relating
t him heing processed. This seems
to indicate that when a user is
dowmloading the adware or other
| software, he must be given
information on the installation of
spyware and the legilimate
purposes, Moreaver and as
indicated belore, the clear and
precise information must be given
in accordance with Directive
95/46/F42, In particular, article 19
of this Directive imposes an
othligation o the controller” Lo give
the computer user, ie., a data
subject, amongst others
mformation on its identity, the
purposes of the data collecting and
processing, the persans to who the
data will be disclosed and the
| existence of the right of access o
and the right to rectify the data
comcerning him.
Nevertheless, the more inportant
| Grst question remains oper, 1o
I relation to this question, one can
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make reference to the answer given
by the Buropean Commission {o

the European parliamentary |
questivn B-3392/02 concerning ‘
unsclivited advertising”.

According to the Futopean
Comimission, the definition of
electronic mail "omly covers
messages hat can be stored in
terminal equipment until they are ‘
collected by the addressee.

Messages that depend on the
addressee being on-line and that
disappear when this is nol the case,
are not covered by the definition of
electronic mail”. Therefore, popup ‘
windows are not conaidered as
electromic madl and the prior
consent of the subscriber 1o receive
such messages 1s not required,

Such an interpretation merits
vonsideration for several reasans,

Lua the first place, it must he
underlined that pop-up windows
dn not necessarity disappear when
terminal equipment is no longer
cumnectad Lo a networlk,

In the second place, one has to
keep in mind the technology
neutral character of the new
regulatory framework for
eleclronic communications”, In
this regard, one should focus on
the effect that such moessages have,
i.e., 1o what extent can receivers he
annaved or is there an intrusion of
their privacy. In relation hereto,
reference can be made to recital 40
of Directive 2002/58/FC, Fallowing |
this recilal, it could be detended ‘
that amwy form of usolicitad
comnmercial commumicatinns ll
s relatively easy and clicap to send
and impose a burden or cost on
the recipient should be subject to
the apl-in repime.

T the third place, artile 2(h) of
[¥irective 2002/ 38/EC states that
electronic mail is anv text, WL,
sound or image message sent over
a public communications netwark
which can e stared in the
network or in the recipient’s
terminal equipment until it is
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cellected by the recipient.

Ti1 other words, as electronic
mails should be considered any
message that 3 1) stored inoa
network or i the recipient’s
terminal equipment and i) is
coflected by the recipient,

As tor the [est requirement, a
pop-up window is not only slored
in the network, e.z., on the hiip
server of the pop-up window
sender, but is also stored in the
terminal equipment of the

| recipient. In absence af uny

reference in this regard, all storages
on the terininal equipment must
b comsidercd, even when anly for
a few milliseconds. Before a pop-
up window can be displayed on
OIS ComMputer screen, it needs Lo
b stored an the RAM memory of
the viden card, Le., a part of the
recipient’s terminal equipment.

As 1o the second requirement,
ame could argue that the recipient,
collects a pop-up message merely
by comnecting his terminal
cquipment with the server
concerned, Tndeed, one will Tas
dilliculty arginbg that a hatmail
address is not cansidered as an
electronic mail address. However,
unlile the more traditional
mboxes, using the POR IMAP or
SMTPF protocol, a hotinail “inhox”
must be considered as & privale
HTTP web page. From a technical
point of view, there is nor mucdy
difference between the fimctioning
of a pop-window and the display
of one’s “inbox” on

wiwhotmail.com, One of the only

differences is that access o the
latrer page is subject to giving the
carresponding personal login and
password, ollen stored oo a cookie
or stmilar device.

Bome final remarks

Although is seems (that When1T has

wion this battle, the war s not over,
Tn the [icst place, Whenl! is still

[acing lawesuils rom other

companies such as Wells Fargo, 1-

B00-Ciomtacts and Overstocl.corm,
In the second place, although
Whenl] commended Lee's decision

a3 a victory for consumer choice,

and although consumers have
soine interest in comparative
advertising, the question is what
{privacy] price do they want to pay
tor it,

Ewout Keuloers
Thibaul Verhiest
el elearaole net

| thipzulrvartbiestE s net

1, e vas UsoUrs.Qoy
. v gstorcom
e iz oo
£, As delined by articia 2 () of Directive
H&E SEC
- At net
fi AN TEML O DrvETy R
T Amce 2 0 of Dinctive SRA5EC o0
[l processing of persong daa.
Conearting ihe notion of identiiatls
w5 8e2 rechal 26 of he same

vz ZO02AARC0 of Ihe Eurcpean
Farfamert snc of e Council af 12 uly
2002,

8. Cirectve 354870 of e Burepean
Pariamean: and of the Council of 24

| Canber 1955 an the peolsation of

individuss with reans o the processing
of parscoal deta and on e lrze

| mevemen: of sach dats,

0. GAIM stands for Satcr Ackssrbzng
g Informaton Metwork,

1100 the Whenld wabsina sirilar
viarrration is g,

12, Inthis regand r*fcr""m A I-—,- (Rl
10 chizoales | of Cirest 16|
conceming the gsnes
lerefilngss of the aroessing of pesons
cals,

AL e e enuLcon o sl

1 For & definition of coasent eos artcls
Zihy of Direcjve 95A8/000, infra,
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