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Cryptography in Belgian Law

MIREILLE ANTOINE
Centre de Recherches Informatique et Droit, Namur-Cellule Imerfocultaire de Technology
Assessment, Namur

1. Iatroduction

Together with the advances in telecommunications development, a necessity
has emerged to effectively increase the security of the information transmitted.
This tends towards two goals: either enabling the authentication of messages
or ensuring their confidentiality.

The authentication of documents allows one to be certain that a document
has genuinely been sent by an authorized person (source authentication) and
that it has not been illegally tampered with en route (content authentication).
Data confidentiality assures that the significance of information is not grasped
other than by authorized persons (any unauthorized persons being denied
access to the information transmitted).! i

One effective way to ensure the security of information transmitted through
a network involves cryptography: an “electronic bug” incorporated in the
transmission terminal transforms the “clear” text into a coded message which
is in turn deciphered and reconstituted into its original form thanks to a similar
device integrated into the recipient’s receiving terminal.?

Although this security technique offers various advantages, it may nonethe-
less pose problems for tapping operations carried out within the framework of
the 1994 Belgian privacy law (30th of June) relating to freedom trom tapping,
unauthorized appraisal or recording of private telecommunications.

We must examine this law more closely to better understand the legal
problems posed by cryptography in Belgium (1). Our reading should be
complemented by a reading of Articles 202 and 203 of the law of the 21st
of December 1994 (“portant des dispositions sociales et diverses”) amending
the law of the 21st of March 1991 bearing on the reform of certain state
enterprises (2).
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2. The Privacy Law of the 3Uth o Junne 1994 Ielative (o Frecdom From
Tapping, Unauthorized Apprehension of lifurmation v Recording
of Private Telecommunications

The aim of this law is 1o enshring the prineiple of the protection of prvacy fram
audio surveitlance while, nonetlicless, wuthorizing the same when justificd by
the necessities of the fight again=t 1

The law’s field of application 15 clewrty defined. [ applics as mucl w com-
munications as to telecommunic i, iese llier constating ol “uny s
mission, broadcast or reception «f sl signals, wriiings, apes, sounds or
data of any nature, via wire, radic, opticul signals ur any other eleciiomagiet-
ic systems” (Article 68,4° of the aliwsve et baw ol thie 21t of Maicch
1991). Furthenmore these comumtcntions wind telecomumimications msl be
“private?” Considered as such are any ot mended o Be heand by evieryone.

The ability to- carry out taps st bie consiilered as
general principle that such intervenitine e abidden The cases o whicl
such a practice is justified and 1l proceduee 1 be spplicl are both sinely
defined by law.?

It should be noted that such tipging, appraisal ur recording ol commun
cations or telecommunications st take place durtiny remsmission, and st
any communications or telecomumiciiions it are the obyect of surveillioce
measures must be recorded, transcribod i, i necessary, s feted

In order to prevent the law on Eipring from bevomng devoid of scnse, it is
indispensable that, in parallel, the degrei of elecommumcaiions repulutaen
be adapted. This is the object of 1li Liw 1l 2 1st of December 19494,

=i il organized crime,

Hh exCepiione L i

3. The 21st December 1994 Luw Boaving on Saciul snd Variows (ther

Provisions

The law of the 21st December [0 Faiin wil social and vamows othet
provisions comes as an amendicnl fo the T fgwe (2 1s0 ol Sundd un
state enterprise reform, inserting twor new provisions, the fisd reliting to
the technical means at the disposil of network opemtors when allowing
application of the tapping law {Anticle U basd, the second oo the type o
terminals licenced for use (Article U3, clusse |

drticle 70 Bis

The 1991 law {21st of March) on reform of certain state owned companies
gives weight to the principle (Title 11, Chapter I1, “Dispositions générales™)
that all kinds of telecommunications activities, other than public ones, are
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tihienzntly free of control wod diat s principle nay only be derogated if
[rabhic safery o e defense of e realin demand i1 { Article 70). It is in this
comext thaet ihe new Amcle 70 bis has been inserted, ||.1vesting the King with
the sk of fxing by decree, slier deliberstion in the Council of Ministers,
the means by which Belgacan, the nutional 1elecon operator, and purveyors
of destgnated non-reserved services are o pennil, depending on the needs of
e cus, e iappang lvw of 30th fune 19499 10 be appled,

Vs sddaptation is fneluded in the snnes ol Article 90 quater, §2 of the code
of crimimtl procedure (ntroduced by the low on Lipring), which envisages
the possibality for the examining magisteite of calling for a technical tender
g b el foe network operatars prior 1o oa wpping suiveillance operation.

Uipordtors ars thevelore obiliged o make sine that surveillance and tapping
arc technwally possible vn their infrastruciures, conipment and services. ln
any citse the following is requined:

Betermination of the technical means ot necessarily must be set up if
such u goal 15 o be realized. Mo royal decree has been adopted as yet.
Remaining within fnancial Wmis acceptable o network operators. In-
deed, under the ollipation o ersure hal comminnications can be tapped,
dupending on thew provinee, the Ansncie] cost falls to the Operators.
s ds pturally vt the case when their sssisiance is solicited within the
Pravmewinrk of e Lpping low,? The quesiion ol wrification has yet 1o be
resalved in s case

3.2 Article 93 15 Chiuye

Pl fiest chause ol Aricle Y3, gucing i Claptes V1, “Terminal equipment”
envisages o aew possibility for the Minisier, based on a suggestion from
the Belgian lnsthuie of Postand Telecommunications, 1o withdraw licensing
O prodaben conneetiong W s polabie ebectmmsniciations infrastructure to any
termtoid eoquipment o which it has been demonstrmie) that the equipment in
fuestion tenders the wechineal means wospply the 30 Jyne 1994 tapping law
ineflective, The hypothesis here envisioned is, ol cinise, that of equipment
enabling the encrypion of wansoessions i code

Artcle 53, 1% o 4° enumernies o seoes of situstions in which the licence
for o termimad could be sevoked, such as when: the zquipment no longer
corvespends twehmically o e which was licenced (1), the use for which
it was approved no longer corresponds to 1ts current use (3°), it no longer
conforms to the currently required technical norms (2°) or is the source of
damage to the infrastructure in question or of danger to Belgacom personnel
(4°).

Was it strictly necessary to add to this list the hypothesis under which the
terminal equipment in question hinders the application of the tapping law
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(5°)? We rather think not, inasmuch as the technical specifications underlying
the licencing of a telecommunications terminal are determined by ministerial
decree (Article 94, §2). It would have been sufficient, at the level of this
ministerial decree, merely to delineate the technical norms deemed necessary
in order to render the application of the phone tapping law effective. Within
such a hypothesis, the revoking of a licence couid take place on the basis
of 2°. By introducing measure 5°, the legislator has established an arbitrary
provision, since no such technical norm justifying the loss of a licence has
yet been fixed.

It is sufficient to remind ourselves on this account that the Convention to
safeguard human rights and fundamental liberties lays down, in Article 8 §1,
the principle under which “every person has the right to the respect of privacy:
in their private and family life, their home and correspondence,” a principle
to which exceptions can only be permitied under the conditions set out in §2.3

It we refer to the jurisprudence of the European Court of Human Right it is
clear that the law “must define the extent and the rules of procedure for such
a power with sufficient clarity — taking into account the legitimacy of the aim
pursued — to provide the individual with adequate protection against arbitrary
treatment.”® '

4. Lines of Reflection on Which to Base Amendments to Articles 70 Bis
and 95

Although the aim envisaged by Articles 70 bis and 95 is (o guarantee effective
application of the acoustic surveillance or tapping law” and not to prohibit
or restrict the commercialization and use of apparatus designed to ensure the
cqnﬁdenliality of communications,? there is no doubt that enforcement of the
current legislation is not only going to come up against the jurisprudence of
the European Court of Human Rights, but also hangs a question mark over
the latest developments in information security technology.

Effective cryptography regulation, that respects democratic values, cannot
be conceived without taking the following aspects into consideration.

4. Initiatives at the Level of International Organizations

Work is currently being carried out by organizations at the international level,
whethgr within the O.E.C.D., the 1.C.C. or the E.U., primarily bearing on
the different recommendations adopted at the European level, as well as the
Green Paper and the proposal for a Green Paper respectively relative to the
protection of encrypted services in the internal Market and the security of
information systems.
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4.2. Harmonization of Cryptography Regulations

The Green Book on cryptographic services protection underlines the necessity
of a Community level initiative 1o ensure the judicial protection of such
services against illicit radio reception by specifically excluding from the
covert services, “encrypted services designed to ensure the integrity and
confidentiality of transmitted messages, viz financial and telecommunications
services. .. .

At this time when we are witnessing the convergence of telecommunica-
tions and audiovisual technology, regulatory harmonization for cryptography
becomes crucial. We cannot run the risk of adopting contradictory regulations
for radiophonic diffusion and telecommunications.'® One step has certainly
been taken recently by the European Commission, which, aware of the neces-
sity of harmonizing regulations relative to both sectors, has announced the
intention of having a study carried outinto those questions raised by “the adap-
tation of the E.U. regulatory framework in the field of telecommunications to
the expanding multimedia environment.” The adoption of cryptography reg-
ulations common to both sectors must be a priority. We must note, however,
that the adaptation of such measures to Belgian legislation cannot be made
painlessly, due to the clash between the different competent authorities.

4.3. Harmonization of the Various National Legislations

The necessity of harmonizing regulations relative to cryptography is equally
felt at the national level in the legislations of the different member States
of the E.U. due to the international dimension of communications (and the
transborder data flow thus engendered), radio transmissions and multi-media
services. Disparilies between national iegislations will inevitably lead to the
emergence of “'a paradise for computer criminals.”! ‘

4.4. Cryptography as u Legal Method for the Safeguarding of Data

Article 17 of the European Directive on the protection of individual persons
with regard to the processing of their personal data and the free flow of data
imposes that an appropriate level of security must surround the processing of
data (notably when such processing involves the transmission of data into or
within a network). Four parameters condition the choice of security measures
employed: the state of the art, the cos, the risks presented by the process
itself and the nature of the data to be protecied. These same parameters are
10 be found listed under Article 16, §3, clause 2 of the Belgian law of the
8th of December 1992 relating to the protection of privacy with regard to the
processing of data of a personal nature.
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Furthermore, the law accords the King the right, on the advice of the Com-
mission for the protection of privacy, to decree those norms deemed appropri-
ate in that which concerns a cyber security for all or certain categories of data
processing (clause 3). Cryptography might become the required security mea-
sure for the processing of certain data within the above cited parameters . . .
and thereby imposed on third party countries (Article 25 of the Directive).

4.5. Criteria for Adopting Technical Measures Rendering Tapping
Surveillunce Possible

Finally the vital question must be asked to which, it seems, no state has as
yet provided a satisfactory answer, a question of paramount importance 10 the
development of information superhighways: how do we reconcile citizen’s
rights with state prerogatives?'?

Three determinant criteria must guide the choice of a solution that permits
the surveillance of encrypted communications within the framework of a
tapping procedure:

e security: no imeasure permitting tapping may lead to a weakening of
security. Control of security measures must consequently rest in the
hands of those who adopted them;

e cost: the solution adopted may not involve a disproportionate charge
to those individuals or legal entities who use cryptography for their
data security;

o flexibility: it is as true of telecommunications security as it is of that
designed 1o guarantee the protection of personal data: there is no
method capable of ensuring complete information security. Data secu-
rity measures must grant an adequate level of protection according to
the nature of the communications one wishes to protect (see point 4.4).
Consequently, no solution should seek to impose a single standard of
security on all communications.

4.6. A Short Commentary on Recently Proposed Amendments

Two draft bitls have recently been laid before the Belgian Senate,'® both of
which suggest the abrogation of the two provisions commented above.

The second has the merit of offering an alternative. While recognizing
that to prohibit the use of cryptography would be disproportionate to the
aim of ensuring necessary tapping access, it recognizes also the need to find
a solution to the tapping question, setting aside directly the “key escrow”
technique. With regard to the criteria enumerated above, this solution is
difficult to defend because, on the one hand, it weakens security because it
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involves a “plundering of keys,” and, on the other hand, it demands a level of
investment disproportionate to the aim pursued.

The idea suggested in the draft bill is the following: within the course of
fegal proceedings, the examining magistrate may “call upon assistance in
the decryption of a message from any person considered capable of giving
such assistance, if serious grounds exist to consider the matter in which the
message has been taken in evidence as constituting an infraction as envisaged
under the law { . . .) and if other means of investigation are deemed insu thcient
10 a full exposure of the truth” {Article 91 bis).

In order to make the examining magisirate’s task easier and to avoid any
mishap, it would be advisable to designate a “person responsible” ™ for cryp-
lography, one of whose functions would be that of privileged interlocutor in
the event of a tapping operation. This solution presents two guarantees: the
first is that security would not be shared with a third party (as is the case with
the “key escrow” system), and the second is that the ¢xamining magistrate
would immediately know who o turn to.

Without entering into details, this technique nonctheless presents some
imperfections which call for improvement.

5. Conclusion

Thanks fo the privacy law relating to freedom from tapping, unauthorized
apprehension of information or recording of private telecommunications,
citizen’s privacy has been granted effective legal protection. However, the
law authorizes, as an exception in a restricted number of cases, tapping
operations, so long as these ate necessary 10 effectively combat terrorisn and
organized crime.

Nonetheless, the use of certain techaiques, such as cryptography, may
render such tapping operations difficult, if not impossible. Recently the idea
has surfaced in Belgium, as in many other countries, to regulate the use of
crypiography. Urgency is often a poor counsellor, as an evaluation of Belgian
legislation on the subject has amply demonstrated. However, the political
world is apparently aware of this, if the two draft bills recently introduced
before the Belgian Senate can be taken as an indicator.

Whatever happens, a democratic solution that reconciles the various inter-
ests involved cannot be conceived without taking into account the guidelines
which emerge from the various studies carried out by the international orga-
nizations (0.E.C.D., L.C.C., E.U.) on the one hand, and, on the other, the three
parameters of cost, security and flexibility.

The objective consists in finding the precarious equilibrium between the
respect of privacy and the necessity of combatting serious organized crime.
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