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Another part of this thesis will be to experiment one risk management methodology and one 
threat modelling methodology for the same use case in order to confirm what we discovered 
with the analysis of the different tools.  

To compare those tools, we will define search criteria. They will allow us to do a first 
comparison between the risk management methodology and threat modelling and try to see if 
their results are complementary or redundant.  

Roadmap of this thesis 
This thesis contains seven chapters. First, we have the introduction to the subject. Then we have 
the second chapter which will define the study concepts, the description and the analysis of the 
concept we will use. Later in chapter three, different risk management methodologies will be 
selected, analysed and evaluated with predefined criteria. In chapter four, we will do the same 
but with threat modelling methodologies. In chapter five, an experimentation of one risk 
management methodology and one threat modelling technique will be done on the same use 
case. In chapter six we will compare the risk management and the threat modelling approaches 
with all the criteria and points we analysed in chapter three, four and the experimentation in 
chapter five. Finally, we will finish this thesis by the conclusions in chapter seven. 
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Figure 1: Risk management activities 

 

1. Identify: this is the most important step of the risk assessment. During this step the 
vulnerabilities and their origin are identified. 

2. Assess: this step will allow to assess the probability and the impact if the event occurs. 
Based on this assessment the risk will be sorted by cost for example and then prioritised. 
This step helps to decide which risk needs to have a mitigation plan. 

3. Risk planning: it is in this step that the mitigation plans for the risks will be decided. 
4. Implementation: the strategies are implemented. 
5. Monitoring: follow the project if a change can raise new risks. 
6. Control: if a change is made, a control is performed to see whether a risk assessment is 

necessary or not. 
 

Approaches for security risk assessment 
As we can see in figure 1 the risk assessment is a crucial part of the risk management. In this 
step the risks are identified and analysed to assess their probability and the lost they can cause. 
It will help the project manager and the board if necessary, to take actions about the threats. To 
assess those risks is not always easy and for that it exists many methodologies and approaches.  

 
Qualitative approach 
The qualitative approach consists in a series of interviews and meetings. It will result in a list 
of descriptions and recommendations for each risk. The advantages of this approach are: 
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1. Much easier to implement. 
2. Faster. 
3. Does not need a lot of input to be conducted. 

On the other side, the disadvantages are: 

1. The results are approximate. 
2. We do not have concrete numbers. 

This approach is perfect for projects or organisations with limited resources or with tight 
schedule.[18] 

 
Quantitative approach 
The quantitative approach will be much more accurate by associating numbers to the probability 
and to the damages/benefit results. The disadvantages of this approach are: 

1. In order to have an accurate value we need a lot of inputs from the project and the 
context.  

2. To implement this approach, it is expensive and time consuming. 
3. Specialists are most of the time needed 

 

Strategies for the threat 
The threat are the events that will result if they happened into a negative effect. 

Avoid 
This strategy consists into taking the necessary measures to completely avoid the risk. For 
example, the menace is: it is impossible to prove that a sub-contractor is GDPR compliant. The 
response could be breaking the contract with the contractor and implement an in-house solution. 

Transfer 
This strategy consists into giving the responsibility and accountability to a third party. For 
example, by taking an insurance. 

Diminish 
This strategy consists into acting to diminish the probability or the consequences of the event. 
For example, by creating first a mock-up to show the client and to confirm that the requirements 
were correctly understood. 

 
Strategies for the opportunities 
The opportunities are the events that will result if they happened into a positive effect. 

Exploit 
This strategy will try to reduce the factors that could avoid these events to happen. For example, 
another client could need a similar solution. So, the solution could be more generic to satisfy 
several clients. 
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sometime for security reason. With the software-centric approach it is possible to focus on the 
software itself, his different components and detect where the software itself can be attacked. 
To be able to do that it is very important to have a deep understanding of the application model. 
And since we are in the development phase, every stakeholders of the project need to understand 
it. So, a good communication plan is critical. Once everyone is up to date in the understanding 
of the model, we will have a security improvement in the different components of the software. 
The software-centric approach of threat modelling will allow the developers to participate to 
the threat modelling and to have a better business understanding which will make them more 
efficient. Also, the detected threat will be known and shared to everyone.[9][10]  

Asset-centric 
With this approach the focus and the main interest are on the infrastructure of the application 
or what the company owns. Like in the risk management we call that asset. So, this approach 
will be used when a good needs to be protected, for example data subject personal data that 
have been collected with a legal purpose. As opposed to the software-centric approach here 
there is a need to know the context in which the software will be deployed. If there are processes 
that allow to access the asset, they must be communicated and understood.[9] 

Today we have a lot of tools that allow to increase the security on the assets. For example, the 
Open Web Application Security Project (OWASP) provides a list of existing attacks and the 
action plan that could be put in place to mitigate them for the web application. They defined 
this as an awareness document that regroups the most critical security risks. To create this 
document, they took advantage of the experience from security experts who shared their 
expertise. 

Attacker-centric 
Another way to see the system vulnerabilities is of course from an attacker point of view. For 
that, all the access points of the application need to be identified. When we looked at attacker-
centric models we can see that they list all the threats and present them as attack trees. Each 
tree represents an attack on system. We have the goals as roots, and the leaves represent the 
ways to achieve that goal, this is recursive, each root sub node is a sub goal etc. We can also 
have OR nodes to represent the different possibilities or AND nodes if all the steps are required 
to reach the goal. You can see the example of one tree representation in figure 2.[9][10] 
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Figure 2: Example of an attack tree. Reproduced from ThreadModel-AttackTree[14] 

 
When the tree is built, we can associate attributes to each node and give a value for each of 
them. These values will allow us to evaluate the security of the goal. The figure 3 shows an 
example of the attributes and their values.[14] 
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Comparison criteria 

To compare these methodologies, we will use the following criteria: 

 
 
Time for implementation scale 
The following scale will be used in order to express the appreciation of the time needed 

 

Level of scale Scale description 

Fast Not many steps, straight to the point.   

Normal Requires organisation. 

Long Long process that requires a lot of analysis and implementation time 

 

Necessary skills (complexity) 
The following scale will be used in order to express the experience needed to implement the 
methodology due to its complexity 

 

Level of scale Scale description 

None Anyone can do it 

Normal A previous experience in risk assessment or project management is needed 

Advanced A strong experience in risk management is needed 

 

comparison criteria Definitions 

Time for implementation 
By reading the documentation, an appreciation is given on the time 
needed to implement the solution. This is deduced by the number 
of steps required by the methodology and their level of details.  

Necessary skills 
(complexity) 

By analysing the methodology, an appreciation is given on the 
complexity of this one. If the complexity is high, a more 
experienced profile will be needed to use the methodology. 

Results readability This criterion will determine if the produced result is easily 
understandable and usable. 

Scope This criterion will assess if all the risks are considered for the 
studied solution. 



19 
 

Result readability scale 
 

The following scale will be used in order to assess the result of the implementation, if it easily 
usable or not. 

Profile Profile description 

Easy Results are user friendly and understandable by all. 

comprehensible The results require attentive reading to be understand 

complex The data are there but not easy to understand. 

 

Scope scale 
 

The following scale will be used in order to assess the scope covered by the methodology. 

Profile Profile description 

Low Many risks or threats are not covered. 

Complete The results are correct 

Detailed The results are extensive and consider all the aspects.  
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Steps 

Output Contributors Target 
users 

Complementary 
methodology, 
technique 

Context 
and scope 

-case study 
-stakeholders 
necessary for the 
different steps. 
-list of different 
process and 
good of the 
study 
-The references 
with the 
flexibility 

-management 
-expert 
 

management Data flow diagram 

Sources -list of coupled 
sources/goal 
-table of 
assessment 

-management 
-expert 
 

management  

Strategic 
scenario 

-list of threat in 
the context of 
the studied 
object. 
-list of 
strategical 
scenarios 
-relevant 
security 
measures 

-Operational 
manager 
-Functional 
architect 
-CISO 
 

-Architect 
-CISO 

Elevation of 
privileged 

Operational 
scenario 

-list of the 
operational 
scenarios 

-The CISO 
-The information 
system director 
-A security expert 

-Architect 
-CISO 

T-MAP 

Mitigation 
plan 

-the mitigation 
plan 
-the residual 
risks 
-the plan to 
enhance the 
overall security 
-the plan to 
follow the risks 

-management 
-CISO 
-operational 
manager 

management 
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Figure 6: FAIR risk management system[21] 

In order to have a proper risk management system, there is obviously a need for loop to repeat 
the cycle. (figure 7). The loop is represented by feedbacks coming from the different roles, 
capabilities and elements. Like we saw previously, the FAIR framework believes in a quantified 
approach, so it is necessary to add matrix to these feedbacks that will help the decision groups 
to correctly assess.  

 
Figure 7: complete FAIR risk management system 
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Figure 13 

 

- Stage 3 To evaluate LM  
 

o 8) To estimate Probable Loss Magnitude (PLM): This will allow the management to 
determine whether or not the responses are sufficient to cover the losses.  
 

 
Figure 14 

o 9) To estimate SLM : this is the Secondary Lost of Magnitude, it is the same output 
than the previous point but for the secondary loss. 
 

- Stage 4 To derive and articulate risk  
 
o 10) To derive and articulate primary and secondary risk: Here we create a matrix loss 

magnitude/loss event frequency that will give the risk. 
o 11) To derive and articulate overall risk reflexion: and finally, we create a 

risk/secondary risk matrix to have an overall risk view. 
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Block Outputs Contributors Target users Complementary 

methodology, 
technique 

Decisions -policy 
document 
-process 
definition 
-technology 
authorised 

-management -company  

Execution -feedback on his 
capabilities 

-execution roles -management 

 

 

Risks -feedback on the 
risks 

-operational 
roles 

-management  

Scenario 
building 
 

- affected 
affected, by who 
or what, the 
threat type and 
the effect on the 
asset. 

Any members of 
the organisation 

-management -use an attack 
tree 
-CIA 
framework 

FAIR factors 
 

None Any members of 
the organisation 

-management -DFD 
-stride 
-LINDDUN 
(depends the on 
context of the 
scenario) 

Expert 
estimation and 
PERT 
 

-raw estimation 
and data  

-Any members 
of the 
organisation 
-expert 

-management  

Monte Carlo 
engine 
 

-report with all 
the risk 
quantitative 
analysis  

-compilation by 
a tool 

-management  
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Criteria 
Time to implement: Long 

 Justifications 

- The book of knowledge is long and not easy to read / understand 
- The missing tools or template make the workshop long to implement 
- All the hierarchy must be involved 

Level of skill: Advance 

 Justifications 

- The book of knowledge is long and not easy to read / understand 
- A certification is required to be able to correctly implement it 

Readability: comprehensible 

 Justifications 

- The modelling produced by the tool help to have a nice overview 
- The quantitative approach makes it more concrete 

Scope: Detailed  

Justifications 

- This methodology allows to go deep in the details. 
- Focus on the assets of the organisation 
- Take into account the context 
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 EBIOS FAIR OCTAVE FRAP 

 
Quantitative approach 

 
X 

 
X 

 
X 

 

 
Qualitative approach 

    
X 

 
Requires management 

 
X 

 
X 

 
X 

 
X 

 
Small company <50 

 
 

 
X 

 
 

 
X 

 
Big company >50 

 
X 

 
X 

 
X 

 
X 
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STRIDE 

Origins 
This framework has been developed by Microsoft. The word STRIDE represents the six threats 
categories: 

Spoofing: When attackers try to fake the identity of someone else.  

Tampering: When attackers try to intercept and alter the communications. 

Repudiation: When attackers succeed in preventing the discovery of the link 
between their actions and their identity. 

Information disclosure: When attackers intercept data.  

Denial of service: When attackers successfully interrupt a service.  

Elevation of privilege: When attackers succeed in gaining access right that they are 
not supposed to have. 

Purpose 
The reason Microsoft decided to use this threat modelling technique is quite simple. They 
wanted something cheaper, faster, and easier to use to detect and mitigate the risks. Like wat 
we saw in the previous chapter on the analysis of the risk management methodologies, is that 
they can be time and money consuming, they are done most of the time at the organisation level 
for the management and their results are sometimes not even considered. With the threat 
modelling Microsoft wanted to bring a tool more accessible by the project team that could be 
easily used and that will allow to have sufficiently detailed results. 

Process 
The Microsoft threat methodology is composed of four steps (see figure 20). The workflow can 
be relaunched when it is needed, for example, if an output is added to the system information 
or by adding a new way of interacting with the system. 

 
Figure 20: SRIDE workflow [35] 




















































































































































