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ONLINE PLATFORMS AND SERVICES
exandre de Streel, Aleksandra Kuczerawy and Michele Ledger

pduction Online platforms span a wide range of activities, from online
‘ places, to search engines, social media, platforms for the collaborative
nomy and app stores. According to the Commission, the main characteristics of
Jayers are that they have the ability to create and shape new markets, they
= in multisided markets, they benefit from network effects and they play a key
le in the digital value creation.! Online platforms do not fall under the framework
ecific sector specific legislation. Many of the online platforms provide
ation society services” which implies that they are covered by the relatively
uch rules of the Electronic Commerce Directive, while also benefiting from
ountry of origin and liability exemption.? However, when the online platforms
de specific types of information society services (such as communications
ces, video and content sharing, intermediation or search engines), they are
{ to additional obligations. Moreover, just like any other service provider, they
need to comply with horizontal legislation such as personal data protection,
sumer protection or competition law.

A.  DirrerentT CATEGORIES OF ONLINE SERVICES

fferent shades of information society services Online platforms have
Joped many types of business models but often they provide “information
v services” which are defined very broadly under EU law. This broad category
nay be sub-divided into narrower categories of information society services which
bject to specific obligations, linked to the characteristics and the risks raised
h sub-category.

1. Online services in general
(a) Information society services
Information society services They are defined by the Regulatory Transparency

ective® as “any service normally provided for remuneration, at a distance, by
tronic means and at the individual request of a recipient”. The key elements in

‘Communications of the Commission of 25 May 2016 on online platforms and the Digital Single
Market Opportunities and Challenges for Burope, COM(2016)288, p.3.

 Directive 2000/31 of the European Parliament and of the Council of 8 June 2000 on certain legal
aspects of information society services, in particular electronic commerce, in the Internal Market
~ [2010] OJ L178/1.

' Directive 2015/1535 of the Buropean Parliament and of the Council of 9 September 2015 laying
f-d‘“‘f’“ a pracedure for the provision of information in the field of technical regulations and of rules
‘on information society services [2015] OJ L241/1. The Directive scts up a procedure whereby
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the definition are (i) the service must be provided for remuneration; (it} ata'd il Because they are not provided via electronic processing/inventory
(iif) by electronic means; and (iv) at the individual request of the recipient S
service.

ividual request of the recipient of services The service must be  3-007
Normally provided for remuneration Remuneration is a standard cond rough the transmission of data on individual request, meaning that point
services under EU law.* The remuneration does not have to come directly fro; it transmissions such as television and radio broadecasting services are
recipient of the service and covers non—monetary means of payment sug ed by this definition. Video-on-demand services are provided on individual
personal or non-personal data.s 'the recipient of the service and are therefore also information society

At a distance This means that the service must be p10v1dcd without the:p,
being simultancously present.® Many types of online services are therefore cor (b) Collaborative economy platforms
such as search engines, news and weather services, social media platform
educational services, enline shopping and booking services. However, the ¢ quahﬁcatlon of collaborative economy platforms The quahﬁcanon ofa  3-008
tion of an electronic catalogue in a shop with the customer present in the'sh rative economy platform as a plowciel of information society services and/or
not a service p10v1ded at a distance. Likewise, the reservation of a plane ticke ider of the underlying service (such as transport for Ubel. or hosting for
travel agency in the physical presence of the customer by means of a netwa has triggf:red an intense legal and pohtlcal debate.10 Accorchpg to the Com-
computers does not satisfy this condition.” the qualification should be established on case-by-case basis and deg_)ends

: business model of the p]atfcnm in particular the level of control and influ-
By electronic means The service must be sent initially and received at its deg platfmm has on the provision of the underlying service.!! If the level of
tion by means of electronic equipment used for the processing (including dig “influence is important, the platiorm should be qualified as the provider
compression) and storage of data, and be entirely transmitted, convcyed ) ndeilying service. Conversely, if the platform merely assists in providing
received by wire, by radio, by optical means or by other electromqgnenc st ndeilying service, for instance in matching demand and supply, the platform
Examples of services covered are online entertainment services offered o ly an information society provider.
internet, music streaming services, video on demand, betting and gaming, electr : o )
mail, discussion forums, file transfer and online validation services. However. vy f-'Justicgleber Thl-S lmt? of reasoning was fol‘lpwed ‘py the Cowrt of  3-069
telephony services and other services provided via voice telephony are there ! fien deciding the qualification of UberPOP, the initial unlicensed peer-to-

: service of Uber which connects through an app a person wanting a ride

n-professional driver using his or her own car. The Court of Justice
Member States must notify to the European Comnission afl draft technical regulations on prd seerved that this is a mixed service, with an element that is provided by electronic

and information society services before they ate adepted in national Jaw. Since these meastire d a “material” element.!? The Court of Justice also noted that the service
lead to frade barriers, Member States must ensure that they act in a transparent manner, by '

the Commission and the other Member States the possibility to react. The notification irig yond the provision ?f an 1pformat10n soqlety service because the plzgtform
three-month standstill period to atlow the Member States and/or the Commission to react; If ered a transport service which was accessible through the app. In particular,
is no reaction, the member state can adopt the measure after the three-month standstili periot t took into account the fact that Uber provided drivers with an app which
expired. If the Commission or a Member State issues a comment, the Member State does niofn not used, the transport service would not have taken place, and that Uber

to reply formally but it must take the comments into account as far as possible. It can adopt “ ‘o : » . : . : :
technical regulation after the three-month standstill period has expired. Where the Commissi decisive influence” (Uber set the fare, controlled the quality of the

a Member State sends a detailed opinion {if it considers that the jechnical regulation creates obstd 0T sel minimum safety standards) over the conditions !.mder which t'he
to the freedom to provide information society services (or the free movement of goods) the as provided. The service in question was therefore qualified as a service
state must take into account the detailed opinion and reply 1o it by explaining what it intends eld of transpo;t with the consequence that it could not benefit from the

The standstill period is extended to four months in the case of information society services and
X o o rablele ime of the Electronic Commerce Directive or of the Services Direc-
lows for a dialogue to take place between the Member States and the Commission, with the p g the Ele n

sibility for the Commission (o request the postponement of the adoption of the draft. Artic Whmh excludes transport ser vices from its scope.?

defines the notion of information society service and Annex | of the Regulatory Transparency Di

tive contains an indicative list of services that are not covered by the definition. Guidanee is a bnk - Following this ruling, a case-by-case analysis therefore needs to be car-  3-010
given by the Commission on the interpretation of the definition of information society services:
Vademecum published on Directive 98/48/EC (the previous regulatory transparency directive wh :
contained the same definition). - tegulatory Transparency Directive art.1,1.(b)¢i) and Annex 1.

In particular, art.57 TFEU on the free movement of services and EECC art.2(4} for elecuomc legulatory Transparency Directive art.1.1.(b){iii) and Annex 1.

munications services, analysed in para.2-007 of this book. latzoponlos, The Collaborative Economy and EU Law (Oxford/Portland, Hart, 2018).

The case law of the Court of Justice, under art.57 TFEU, considers that there is a zcmuneraaon Wl munication from the Commission of 2 June 2016, A European agenda for the collaborative
the service provider is paid by a third party and not by the service recipient: Defiége (C-51/967 ioiny, COM(2016)356, p.b.

C-181/97) BL:C:2000: 199, paras 56 and 57 and Sotiris Papasavvas v Fileleftheros Dimosta Etal saciacion Profesional Elite Tuxi v Uber Systems Spain (C-434/15) EU:C:2017:981; Uber France
(C-291/13) EU:C:2014:2209, para.30. 20/16) EL:C:2018:221.

Regutatory Transparency Directive art.1. L(b)(n). ctive 2006/123 of the European Parliament and of the Council of 12 Decentber 2006 on services
Regulatory Transparency Directive Annex 1. his mremal market (“Services Directive™) [2006] OJ L376/36.
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ried out to determine if a given platform provides an information socie 4in. orone of the main purposes, is to store and give the public access to
or another type of service such as a transport or an accommodation servi jount of copyright-protected works or other protected subject matter
case of Airbnb, the Advocate General proposed in an opinion in Apnl 2019 i “users, for which the platform organises and promotes the content
provides an information society service because the material service (1h aking purposes.” The online platforms providing this type of service are

term accommodation market) existed before Airbnb was launched and jonal obligations foreseen in the new Copyright in Digital Single
hosts can offer rooms through other channels than the service provided by.. in particular regarding liability in case of copyright violation.?
Further, Airbnb does not does not control significant aspects of the accom '
tion service such as tariffs, the calendar of vacancies and house rules, !+ T
that the more the platform controls the underlying material service (e.g. tr; ess 1o a scalable and elastic pool of shareable computing
accommodation etc.), the more likely it will be that the service offered .‘?a‘?les acc | ovidi th"lt £ service are subiect to ad.
platform will not be qualified as an information society service but as the ke online platforms providing this type of se " j

ing service. : igations foreseen in the Network Infor mation Security Directive, in

garding security requirements and incident notification.?

iting service A cloud computing service is an information society

2. Speciﬁc categories of online services . o . , , .
‘ch engines An online search engine is an information society service

Communications OTTs  An Over-the-Top (“OTT") commumcatmns ser rs to input queries in order to perform searches of, in principle, all
under EU law terminology, number- mdependent interpersonal communi all websites in a particular language, on the basis of a query on any
service, is a service that enables direct interpersonal and interactive exch. o form of a keyword, voice request, phrase or other input, and returns
information via electronic communications networks between a finite o . format in which information related to the requested content can be

persons (whewby the persons initiating or participating in the comimu
determine its recipient) and which does not connect with publicly assigned n
ing resources.!* Lxamples are WhatsApp, Skype or Gmail. The online’ P! , in particular regarding transparency® and in the Network
providing this type of services are subject to additional obligations foresee s orms, 7 P o g icular regarding security requirements and
European Electronic Communications Code, in particular 1egaldmg on Sccurity Directive, in particular regarding yred

ability and consumer protection. s _ olification.?

nline platforms providing this type of service are subject to ad-
bligations toreseen in the Regulation on fair treatment of business users

Video sharing platforms A video- ghanng platform service is a service wk rniediation services  An ox?line intermediation service is an mfm'ma—
principle purpose (or a dissociable section thereof), or an essential func . ervice that (i) allows business users to offer goods or services to
the provision of programmes and/or of user-generated videos to the genéralpul with a view to (ii) facilitating the initiating of direct transactions
for which the platform does not have editorial responsibility but dete siness users and consumers regardless of whether the transaction is
organisation of the content (including by automated means or algorit luded offline or online and which (iii) provide services to business us-
particular by displaying, tagging and sequencing).!” In practice, thi n contractual relationships between the platform and the business user.?
audiovisual sharing platforms of all sizes and also potentially social . online e-commerce market places, including collaborative ones
platforms, if the sharing of audiovisual content constitutes an essential ne s users are active), app stores and online social media services. Tt is
ity of the service and is not merely ancillary to or does not constitute a o hether the (ransactions between business users and consumers involve
of the activities of that social media service. According to the revised Audt payment or whether they are partially concluded offline. However,

Media Services Directive, those types of online platforms are subject to add g P j . e e eg TicAr
obligations.'® In particular, they r);ged to put in ?Jlace measares d) profe cer online intermediation services WLthout Ehe'piesence of business users
from harmful content and all citizens from incitement to hatred, violefice éss-to-business online intermediation services not offered to consum-
rorism, while also abiding by certain obligations regarding Audlows '
Services Directive commercial communications.

019/790 of the Buropean Parliament and of the Council of 17 April 2019 on copyright
g ed Tights in the Digital Single Market and amending Directives 96/9 and 2001/29 [2019]
Oniine content-sharing service An online content-sharing service is (“Copyright DSM Directive™ art.2(6), .
: gations are teviewed in in para.3-086 and Chapter VI of this book. )
2016/11486 of 1he European Parliament and of the Council of 6 July 2016 concerning
" Airbnb Ireland (C-350/18), Opinion of Advocate General Szpunar, EU:C:2019:336. 2 high common Zevel of security of network and information systems across the Union
15 Directive 2018/1972 of the Eurepean Parliament and of the Council of 11 December 2 Information Security Directive”) [2016] OT L194/1 art 4{19).

ing the European Electronic Communications Code [2018] OF L321/36 (“EECC”) art 2(3) bligations are reviewed in paras 6-28 and 6-29 of this book.

18 Those obligations are reviewed in Chapter I of this book. nformation Security Directive art.4(18).

17 Directive 2010/13/EU of the Buropean Parliament and of the Council of 10 Maac : bligations are reviewed in para.3-048. _
coordination of certain provisions laid down by law, regulation or administrative action i gations are la\flﬂwﬂd in paras 6- 2?3 and 6-29 of this book. . )
States concerning the provision of audiovisual media services (“Audiovisual Medla Servw lon°2019/1150 of the European Parliament and of the Council of 20 June 29‘19 on promot-
tive”) [2010} OF L95/1, as amended by Directive 2018/1808 art.1(1aa). and transparency for business users of online intermediation services (“Regulation on

¥ AVMS Directive art.28b, analysed in para.3-085 and paras.4-140 to 4-145 of this bou er_l_t of business users of enline platforms™) [2016] OJ 186/57 art.2(2).
[128]
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ity of an information society service proyider cannot bﬁ
ation, or any requirement having an eqqlvalent qftect;-
t specifically targeted at information society services are

ers are not covered by this definition.?” The online platforms providing thi cess to the activ
service are subject to additional obligations foreseen in (he Regulation on faig o-a prior authorls
ment of business users of onfine platforms, in particular regarding transparency ation schemes no
dispute resolution .28 :

Online market place An online marketplace is an information society se al market Pﬁ““iple Hach Member Statc t[:;u;t gnslllnifs tg;f.&gf?fgi%;;;
that atlows consumers and/or traders to conclude online sales or service cofit, services provided by a service PI.OWdel eStt? -1SSt i 1(;1 uestion. In turn, the
with traders either on the online marketplace's website or on a trader’s website ¢ national provisions apphcablé }‘? the N_Ie\[;.; d:([i cailiot 1‘(!:st1‘ict the incorr,ling
uses computing services provided by the online marketplace.? The online platfoy Meinber States 1n _wh-_:ch the sei.\fﬁ]ﬁ 1s ch)lrg lex sot of conditions and excep-
providing this type of service are subject to additional obligations foreseen’i he. DII’GC[}.VG .m]tmdui:‘ess ?) ; iotelF{i:rst [l)t only applies (o “the coordinate d
Network Information Security Directive, in particular regarding security réq when thle p1}nc;g Ezﬂjrrllf;r ce Di1:ectiv;3. On top of that, some areas are
ments and incident notification. E h tticllguggil ?rré)m the scope of the Directive, other areas are in scope of the
: put are not covered by the internal market clause of the Directive and

B.  Aursorisarion aNp Free Movement : ;5 possibie For Member States to derogate from the principle on a case-by-
Introduction The authorisation regime of online platforms and the extent : '
which they can benefit from internal market principles depends on the leg sated field A special feature of the Electronic Cominetce Directive is that
gualification of the services they provide, This section covers the frameworkt al market clause only applies to its coordinated ﬁelq Wth_h 15 dcﬁned' n
specifically applies when platforms provide information society services, and me detail in the Directive. It concerns requirements w“h which ?he service
the underlying other service such as a transport or a hosting service, which: ot nieeds to comply for the taking up of the activity of an lr_‘folzmatlon society
obey radically different rules, The key principle contained in the Electronic “diich as requirements concerning qualificacions, authorisation or _notlﬁcav
merce Directive is that the providers of information society services (i) establish o pursuit of the activity of an information society service, rgqulremei}ts
in the territory of a Member State; (ii) can in principle access the market freely a sning the behaviour of the service provider, requirements }'qgardmg the qual-
the Member State where the platform is established; and (iil) must only compli; sntent of the service including those applicable to advertising and contracts,

the national provisions that apply in that Member State; (iv) which fall withint ements concerning the liability of the service prgvidt;rﬁ“ In these areas,
coordinated field of the Elecironic Commerce Directive. In turn, the platfor ore the platform needs only to comply with the leglsllation of thfe Me{nber
not face any restriction to the provision of an information society service ¢ of astablishment and other Member States could not IMpose their natlo.n.al
from another Member State but a specific derogation procedure exists w he coordinated field however does not cover requirements such as: require-
enables Member States to block incoming services which pose a threat to th splicable to goods as such; requirements applicable to the c}ehvary og ='goods,
national legal order. : egjuirements applicable to services not provided by electronic means.”

Establishment in a Member State For these principles to apply, the onli ietivities excluded from the scope of the E{ectran.ic Commerce Direc-
platform needs to be established in a Member State by taking into account the ca ' Thie main excluded areas and activities are taxation, data protection, competi-
law of the Court of Justice, meaning that it is where the platform actually purs and gambling activities which involve wagering a stakf: wu‘}ﬁl monetary
an economic activity through a fixed establishment for an indefinite period. n games of chance, inclu ding lotteries and betting transactions.

websites, this is not the place where the technology supporting the website is locg ‘ ]
or the place at which the service is accessible, but the place where the sefvi nternal market principle does not apply to certain areds These areas ate
provider pursues its economic activity. If the provider has several pla fied in an Annex to the Directive. In practice, the main areas of rglevance are
establishment, for each service, the place of establishment should be determiing rs covered by intellectnal property rights, consumer protectmgr; and the
in cases where it is difficult to determine from which of several places of establis om of the parties to choose the law applicable to their contracts. In these
ment a given service is provided, then the place where the provider has their cen “therefore the internal market clause does not apply.

of activities for a particular service will prevail.?! : o " |
: ial:derogation procedure  This procedure was built into the Directive to al-
“Free market access” The market access conditions of information soc
service providers are contained in the Electronic Commerce Directive. Accor

Tectronic Commerce Directive art.4, )
lecironic Commerce Directive art.4(2). Conunission First Report of 21 November 2003 on the ap

lication of Electronic Commerce Drective, COM(2003)762, p.9.
ctronic Commerce Directive art.2.h 1.
lectronic Commerce Directive art.2.h ii.
lectronic Commierce Directive art. 1(5}.
tonic Commerce Directive Annex.

7 Regulation on fair treatment of business users of online platforms recital 1.
% Those obligations are reviewed in paras 3-040 to 3-047,

¥ Network Information Security Directive art.4(17).

3 Those obligations are reviewed in paras 6-028 to 6-029 of this book.

31 Blectronic Comunerce Directive art.2.c and recital [9.
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low Member States to delogate on a case-by-case basis to the internal marke rovider.*? Information society services pr oviders must, according to the
and to restrict a specific incoming service from another Member State; wi ie: Commerce Directive, make available, in particular, their name,
Justified. The grounds which justify the triggering of the procedure arc wid ‘hic address, details enabling rapid contact, relevant entries in trade or
public policy ground in particular, the prevention, mvest;gatlon detecti gisters, and VAT number (where relevant). If the activity is subject to a

plosecutlon of a criminal offence, the protection of minors, the fight agains othorisation scheme, elements to identify the competent supervisory
incitement to hatred; the protection of public health; public security and the p ity should be made available.® Member States should also make sure that

tll?lgl 01; consumexil mcliudmg m\gzstms 1"(;I“he }l)neasmes taken by the ?/Iember S ormation is made available through national poinis of single contact to
of destination under this procedure need to be necessary in view of one of under the Services Directive.

reasons, they must be taken against a specific information society service and;
be proportionate. A procedure needs to be followed before taking the mea
in question, which involves asking the Member State where the service provi
established to take the measure (but has failed to do so) and notifying the Cor

Dnecnve The Services Directive adds other information requirements.
fance, service pr oviders in scope* also need to provide information on their

sion and the Member State of establishment of the intention to take the meas; .ohditions of use, the existence of clauses on the law applicable o ih(}
An urgent procedure is also foreseen whereby the Member State of destinat and/or on the competent court, and on the main features of the service, 1
not obliged to contact and notify the Member State of origin or the Commiss arent from the context.*s The information can be made ¢ 'walle}bl? ina ntjln?t?el
However, the procedure has not been used very frequently.®© according to the provider’s preference: either at the supplier’s own initia-

‘rust be easily accessible by the recipient at the place where the service

C.  Osuigarions oF ONLINE PLATFORMS Cn . In any event, it needs to be communicated in a clear and unambigu-

! anner either before the contract is concluded or if there is no contract, before

Introduction The obligations of online platforms are multiple and span aw vice is provided.* Some information also needs to be made available if the
range of areas that are covered in both horizontal and sector specifi {ents of services request it. This mainly concerns the price of the services,

legislation.*! This section covers the general obligations of platforms derived - or not out of court dispute settlement is possible and the application of

the fact that they provide information society services and which are aimed 4
ing that they operate in a transparent manner in the market in general. The seck
also covers the obligations that the platforms providing intermediation service
search engines have towards their business users, which ensure that they act fa
and transparently towards the many businesses that rely heavily on online platfor
to offer their goods and services, Some online platforms are considered as h

such market power that this could lead them to behave unilaterally and theref
unfairly towards both business users and consumers or end users in general; Tl
regulatory rules therefore frame the behaviour of online platforms ex ante s
complement measures that could be imposed ex post by application of co p
tion law remedies,

fb} Non-discrimination

crimination under the Services Directive According to the Services
ve, recipients of services (i.e. consumers and businesses 9f Fhe services tlhat
scope of the Directive) cannot be made subject to discriminatory require-
ased on nationality or place of residence and the Member Staies must ensure
is respected. However, it is possible to have differences in the conditions
ess where these difterences are directly justified by objectwe criteria, For
- nce, different tariffs and conditions could apply to the provision of a service,
1. General obligations applicable to online platforms providin s justified because of additionat costs due to the distance involved or d1flfer-
information society services - __'ket conditions, such as hlgher or lower demand influenced by seasonality,

nt vacation periods or pricing by competitors,”
(@) Transparency iscrimination under the Geo-Blocking Regulation A speciﬁc Regula-
Transparency-Electronic Commerce Dirvective The obhgatlons on t:an o address unjustified geo-blocking was adopted be;,ausft; the provision fé‘;t‘:ﬁil“
ency of online platforms derive from the Electronic Commerce Directive an ination of the Services Directive was not fully effective in com g
Services Directive and are aimed at providing users in general (i.e. consumers,
ness users, public authorities) with general information on the service an

is section does not cover obligatioas relating to advertising.
Electronic Commerce Directive art.5.
g Services Directive applies to information society services but not to certain activities such as
nic communications services and networks, financial and payment services, andiovisual

3 Electronic Commerce Directive art.3.4 (a) (i). ices, gambling activities and transport services (art.2). The Directive (ari. 3} also specifies that
% Electronic Commerce Directive art.3(4). the requirements of the Services Directive contradict requirements of rore specific legislation,
0 Commission First Report of 2] November 2003 on the dpphcatmn of Efectronic Commc e Dtr fequirements of the more specific legislation is applicable.

tive, COM(2003)702, tvices Directive art.7.
41 Many of those obligations are reviewed in other chapters of this book. Alse, see Edwards Lav PrJ Services Directive art. 7(3), .

and the Internet (Portland/Oxford, Hart, 2017). : ices Directive art.20 and recital 93.
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discrimination and did not sufficiently reduce legal uncertainty.”® The Regula oods without delivery, outside the trader’s contractually allocated terri-
aims to further clarify the rule of the Services Directive by deflining certain yeasons related to customer’s nationality, place or residence or place of
tions where different treatment based on nationality, place of residence or piac shment, should be automatlcaily void, when they impose on traders acting
establishment cannot be justified.® The Regulation excludes the same services ¢l of the prohibitions laid down in the Regulation regarding access to online
its scope of appllcauon as the Services Directive. This means in pamcufar sraccess [0 goods or services and payment.ss
electronic communications services, transport services, audiovisual service :
gambling services are excluded. It contains four main sets of rules: (i) order portability of online services in the internal market Although
discrimination in three defined situations; (ii) no blocking, limiting of access ectly linked to the obligation of non-discrimination, it is worth noting that
re-routing; (i) non-discrimination for reasons related to payment; and {iv) plo sgulation on the cross-border portability of online content services in the
tion of passive sales. _ ] market obliges providers of online content services offered against pay-
: such as Netflix, to offer to their subscribers who are temporarily present
Non-discrimination based on country of residence or nationality in three sy eir couniry of residence the cross-border portability of the services to

tions The Regulation outlaws discrimination (e.g, different pricing, refusal o they have subscribed to, at no additional cost.%

on the basis of nationality or place of residence when (i) the trader sells g

without delivery to the country of the customer; (ii) the trader provides electr (¢} Electronic contracts and commercial communications

cally supplied services such as cloud services (but this does not apply if they : . . '
feature of the service is to provide access to and use of copyright protected wi acts concluded by electronic means The Electronic Cornmerce Direc-
or other protected subject matter, including the selling of copyright protected w ledes some key rules to make sure that contracts can be concluded

ically. First, Member States must remove legal obstacles which would
he use of online contracts and online contracts cannot be denied legal valid-
fie ground that they are formed by electronic means,5” The Directive also lists
jes of contracts which Member States could decide should not be concluded
nically. The Directive also enshrines the principle that for all contracts

or protected subject matter in an intangible form);™ or (iii) the trader prav
services that are supplied in a different Member State than that of the customer
hotel booking).>!

Blocking, limiting access and re-routing The Regulation prohibits traders:

blocking or limiting access to their websites and apps (or other online interfay éd by electronic meas, and ex_cept when agreed otherwise by p‘c}rties who
and from automatic re-routing based on the customer’s country of residenc L consumers, the service provider needs to acknowledge receipt of the
nationality. Re-routing is only allowed if customers explicitly consent to it (e & t's order without undue delay and electronically. The order and the
ticking a box).% wiedgement of receipt are deemed to be received when the parties to whom

addressed are able to access them.™
Non-discrimination for reasons related to payment The Regulation preve:

ers from applying different conditions to payment transactions based _rz transparency Further, some minimum information requirements are
customer’s country of residence or nationality, the location of a payment acc ed on service providers to ensure legal certainty and consumer confidence.
or the place of issue of the payment card. :wm.g information must bc‘z given before the pidcmg.of the order E}nd must

: ilable in a clear and unambiguons manner: the technical steps to follow to
Prohibition of passive sales  Although the Regulation does not affect the app ¢ the contract; the storage and accessibility of the concluded contract (if
tion of competition law,5* it reiterates that contractual restrictions that preve he technical means to identify and correct errors prior to the placing of the
trader from responding to unsolicited requests from individual customers for he languages offered to conclude the contract; and subscription to codes of

t(if any) and any information on how to consult them electronically,®

#  Regulation 2018/302 of the European Parliament and of the Council of 28 February 2018 o ercial communications The Electronic Commerce Directive foresees that
dressing unjustified geo-blocking and other forms of discrimination based on customers” nati t of communication that is designed to promote directly or indirectly the
ity, place of residence or place of establishment within the internal market and amending R ervi L £ anisati N o
tions 2006/2004 and 2017/2394, and Directive 2009/22 [2018] O L60V/1. See also Commissiofi SEIVICES OF Image ol a company, organisation or person pursuing a €om-
Questions & Answers of 20 September 2018 on the Geo-blocking Regulation, available at; i I, industrial or craft activity or exercising a regulated profession must clearly

ec.europa.ewdigital-single-market/en/news/gea-blocking-regilation-questions-ad-answers [ Aco ify: the commercial communication itself; and the natural or legal person on
15 September 2019}, : !

4 Geo-Blocking Regulation recital 4, - i :

9 The review clause {art.9) of the Regulation specifies that the Commission should in its firstev 0101 OF C130/1,

tion report examine whether the regulation should be extended to cover services which provid 0-Blocking Regulation art.6 and recital 34.
cess to copyright protected material and other subject matter, ruation 2017/1128 of the European Parliament and of the Council of 14 June 2017 on cross-
51 Geo-Blocking Regulation art.4(1). er portability of online content services in the internal market [2017] OF L168/1, analysed in

32 Geo-Blocking Regulation art.3(1.2). These practices arg however allowed when b]ockmg Ilm tapter VIII of this book.

access or redirection is necessary to comply with a legal cbligation. ttronic Commerce Directive art.9,
33 Geo-Blecking Regulation art.5. ctronic Commerce Directive art. 11,
# Those rojes are explained in the Commission Guidelines of 20 Aprif 2010 on Vertical Resl_ ectionic Commerce Directive art.10.

[134]
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behalf of whom the commercial communication is made. Further, promotion; platform could market goods and services offered by the business users
fers (e.g. discounts) and promotional competitions or games must also be ¢l Tfide information on the ownership and control of the intellectual property
identified and there should be easy access to the conditions of pa1t1c1pat10n an ‘business users. Platforms should notify business users on a durable
plicable conditions of participation.® : of any proposed changes to the terms and conditions and these changes
plemented before the expiry of a notice period which is reasonable and

2. Additional specific obligations applicable to online platforms nate. In any event the notice period cannot be less than 15 days from the
providing intermediation services and search engines fication of the business user. Terms and conditions which do not comply

' requirements are null and void, Further, platforms need to make sure that

Territorial scope of application  The Regulation on fair treatment of busines f business users providing goods or services is clearly visible on the

ers of online platforms imposes, from July 2020 onwards, additional transpar 5 To make sure the contractual relations are fair, OIS cannot impose
obligations on the providers of two specific categories of information § changes to terms and conditions (except when they are required to
service: the online intermediation services (“OIS™) and the online search engj il obligations or when the changes benefit the business users) and they
Those obligations apply in B2B relationships. Recognising the global dimensig sure that the terms and conditions include information on the conditions
those services, the Regulation.applies regardless of where the platform is establi hich businesses can terminate the agreement,%

in a Member State or outside of the European Union provided two cumula

conditions are met: (i) the business users, or the corporate website users in the tion, suspension and termination of OIS  If the platform wants to restrict
of search engines, are established in the EU; and (ii) the business users, or corp end the OIS in relation to a given business user, it must inform the business
website users, offer through the OIS/search goods or services to consumers loy e teasons for that decision on a durable medium.® If the platform wants
inthe EU at least for part of the transaction. To determine if they are offering g inate the OIS in relation to a given business user, it should normally have
or services to consumters in the EU, account should be had to the fact they statement of reasons at least 30 days before the termination takes effect.
their activities to consumers located in the BU, regardless of their place of resid ases (restriction, suspension or termination) the business user must be given

or nationality.s! nity to resort to an internal complaints handling procedure.5?

(a) Additional transparency obligations applicable fo mte;rmedza i 1 of goods or services  Platforms should set out in their terms and condi-
services main parameters determining ranking and the reasons justifying the

ing of a given parameter relative to another. If remuneration influences rank-
latform must also set this out together with the effects of payment on the

Requirements applicable to OIS To ensure adequate protection of the busi
a PP d P : nany event, platfcn‘ms do not need to disclose algorithims.®

users of platforms, OIS providers need to make sure that their standard terms
conditions meet certain requirements, which are largely inspired by rules con
in consumer protection legislation such as in the Unfair Contract Terms Direct
The Regulation also contains transparency rules on the restriction, suspension
termination of OIS, the ranking of goods and services en the platform, theio
ing of ancillary goods and services by the platform itself or by third part
ferentiated treatment, access to data, MFN claunses and dispute resolution;

il ry goods or services  If ancillary services or goods are offered either by

rm itself or by a third party (such as financiat products), the platform must

n the terms and conditions a description of the type of products and services

he extent to which the business user is allowed to offer his own ancillary
oods through the platform.®

discrimination The terms and conditions of OIS should include a descrip-
any differentiated treatment the platform may give in relation to goods and

s offered to consumers by either the platform itself (or by another business
ch the platform controls) and other business users. This differentiated treat-
uld be linked to access to persenal data or other data, ranking or other set-

Standard contract terms and conditions of OIS providers The rulestop
business users of platforms only apply if the terms and conditions governi
contractual relationship between the OIS provider and its business users have:
unilaterally determined by the platform.® The terms and conditions must be
in plain and intelligible language, be easily available (including at the
contractual stage}, must set out the grounds for suspension/termination/impos
of other restrictions, include information on other distribution channels thre ation on fair treatment of business users of online platforms art.3.

guia ton on fair treatment of business users of online platforms art.8(a) and (b).

) gulation on fair treatment of business users of online platforms art.4. The staterent of reasons
% Electronic Commerce Directive art.6. be given to the business user before or at the time the restriction/suspension takes effect.

51 Regulation on fair treatment of business users of online p]atfomls art, F(2) and recital 9;: epilation on fair treatment of business users of online platforms art.4(3).

82 Council Directive 93/13 of 5 Apzil 1993 oo unfair terms in consumer contracts OJF [1993} uldtion on fair treatment of business users of onine platforms art.5. The Commission has to
reviewed in Chapter VIE of this book. h guidelines on these transparency reguirements.

6 This is determined on the basis of an overall assessment, for which the relative size of thi¢ Lulation on fair treatment of business users of online platforms art.6. Ancillary services are defined
concemed, the fact that a negotiation took place, or that certain provisions thereof might 1 ods or services offered to the consumer before the completion of the transaction initiated on

sub_]ec[ to such a negotiation and determined together by the relevant provider and busmess ‘018 in addition to and complementary to the primary good or service offered by the business
aot, in itself, decisive: art.2(10). hmu gh the OI8: Regulation on fair treatment of business users of online platforms art.2(11).
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. . - . . ' . amhic i atis Tow of
tings; direct or indirect remuneration charge for the use of the service, or ace: il of technical and geographical bou“dar"es ?emocist;?}%dtlt’gec?gative
conditions for any remuneration charged for the use of services, functionalj on but proved challenging for regulators, figan

tcal | i i ir i i F intermediary liability were judges,
technical interfaces that are relevant to the business user using the platfo _Yet, the first to decide on issues of inter mediary g
B l'm o isJature.” From the late 1990s, when ihe internet became popular among

, courts across the EU held service providers liable for their us-

Access to data Personal data and other data such as ratings and reviey -al public , ) "
extremely valuable in the platform economy. Although the Rgegulation d? Efew:ns&on.” The first wave of lawsuits ran counter o efngs tol potplﬁgltlﬁz
oblige any form of access or sharing, it does impose on OIS providers an'd cilitate e-cominerce and endangered th'e .deVBlF)pn}em of ¢ e]m:ﬁ:ltf;agitional
tion to be transparent towards business users on the access and sharing ar: enerally.”® Legislators, however, found it inapprop natﬁ.to a?pges of informa-
ments relating to data.™ The terms and conditions must contain a description’ ty criteria to intermediaries’ actvitics c‘ons’lfieunlg é lc vi(g)ll;:ures around the
conditions of access {or absence thereof) by business users to personal data jat they process. T he ensuing legal unu:lrtamltyl : Oigqikbnit of internet
data which the business users themselves or the consumers provide for the ug to enact specific rules about the legal respar: ’

the OIS or which are generated through the provision of the service. Plat diaries.”

should in particular inform business users of whether the platform also has iabili i

: . D . " g ¥ ilify regime
to this data, under which conditions and in addition, whether any data is proy 1. General liabilify regt
to third parties. If the sharing of data is not necessary, platforms should provi

‘ i iability ex 1 : iders of intermediary services
reasons for sharing the data and any scope for the business user to opt out fiom a) Liability exemption for prov f

s rine 71 | | -
pssharne tions for intermediaries The Directive on eﬁﬁ:}ctlomc cfor;ll—
: a g o L] " S . . . . " t c

) i i ; ‘ms resirict the Sy he liability of intermediary service p10v1d_e;s. is part 0
ity of business users 10 ofe 11 same product o conctamcre oo ol e contains provision{; introducing EU liability exemptions for certain types

ity of business users to offer the same products to consumers through othe i ' F servi e covered, namely “mere
nels under different conditions, the groufilds for such restrictions ShOI;gId be ing 'elmed.lai'g)silc‘;gg; Qngr?;rg,e)e ;gg i?](?sft?r?gﬁlgiii.?lﬁ’s.cln order io bengﬁt from
in th'e terms and conditions and make sure the grounds are easily available g '-exe(nil;l).ti on,s provid%:r:s of guch services must comply with the conditi'ons of
public. atticle. If thé conditions for being exempt from liability are not met, this does
' N o _ B iwap that the intermediary is automatically liable. The G.ffCCt.lS- th‘a.t the
(b) Additional transparency obligations applicable to online sedre} nediary can no longer rely on the EU immunity. The question of 11ap1hr‘y is
engines : atermined under the applicable material law specific to the type o:f infring-
. . . . - oritent in each Member State (e.g. copyright law or anti-defamation law).
Reqplrements applicable to search engines The specific transparency rules stions concerning liability or injunctions must be assessed by taking into ac-
ranking and on differentiated treatment also apply to online search engines; 3 " f ' ecific service in question.™
the other rules only cover OIS. On ranking, search engines should make publi 1 5P
available on the search engine a description in plain and intelligible language
most significant parameters that determine ranking and the relative importance
those main parameters. Where payment influences ranking, this should akso
clearly specified. Corporate website users should be given the possibility to in
the contents of a notification received by the search engine which has led to.
aftering of a ranking order. Algorithms should however not be disclosed.” Seat CH I
f:ngineg should set out a de'scrip[:i‘{)n of any differentiated treatment they may: tgé;?;:;ﬁ%??écme as
in relation to goods or services offered to consumers.? : ividers (Springer, 2016).
. -  Becke, “Online Service Providers and Liability: a

D.  Liapiiry or ONLINE PLATFORMS . shimon Market Law Review 1455-1502, p.1455. )

-z in Germany, Felix Somm, the general manager of Cm'rllpuServe C_%ermany. was prosecu'tgld ft?l

i iabili i i : dcilitating access 10 violent and child sexual abuse material stored in .newsgrogp§ accessible by

communi B ons teeialosics e 1 for online platforms The arrival Of nel JompuServe’s customers; in Belgium, the Commercial Cowt of Brussels issued an injunciios against

communications technologies at the turn of the century made traditional co ting provider Skynet for storing illegal MP3 files; in the UK, internet access provider Demon was

regulation problematic, unfeasible and impractical in the context of the Internel &k liable for defamatory statements uploaded by one of its usets. ‘ o
, ’ 4t Hoboken, Search Engine Freedom: On the Implications of the Right to Freedom of Expression

i the Legal Governance of Web Searel: Engines (Alphen aan den Rijn, Kluwer baw International,

' Processing of personal data should however comply with the applicable legislative framework 012). - ; " i-
in pzu'ticuigar tlfe General Data Protection Regulafig;l 201 6/679pFGDPR) regvie?:edein%thief_ Hilsovec, Injunctions Against fn{erquiaries in the European 'UJJ:‘er:—_lf,cca?zfrrrﬁble B(;:)rux;\;'oolrgér
this book. ? (Cambridge, Cambridge Univessity Press, 29”) p.l? defining ar.\ injunction ’ ZT . far act (for

7 Regulation on fair treatment of business users of online platforms art9, by which an individual is required to perform, oris restrained ﬁ‘?l? _pélf?fimnglig;gi;cu service to

7 Regulation on fair treatment of business users of online platforms art.5(2) to (7). nstance provide information, implement technical features, refrain from p g

7> Regulation on fair ireatment of business users of online platforms art.7(2) and (3).

[138]

01 nd functional scope The liability provisions of the Dire'ctive on
e on i reuments of the debate taking place

onic commerce reconciled the two main a

“Internet intermediaries as responsible actors? Why it i‘s time to %'cthink t.he
welt”, in Floridi and Taddeo, The Responsibilities of Online Service

Plea for a Balanced Approach” (2011) 48
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between the internet industry and EU policy makers at the time.™ On the one han i mmumcahon network. Moreover, the information cannot be stored for any
there was the concern that if intermediaries were to be held liable for third ynger than is reasonably necessary for the transmission.®

content on similar grounds as “publishers”, this could restrain service provigd . . N .
from entering the market, On the other hand, the Commission recognised thg ins of application  The mere conduit exemption of liability only applies
that online intermediaries could play in limiting illegal online content and, thi fdition that the service provider: (i) does not initiate the transfer of data;
that, improve public trust and confidence in the internet as a safe space for econ nes not selcct:he 1_euplent of th(? c!ata-, .and (i) does not selecF or .mockillfy tﬁe
activity. The balance that was reached was meant to stimulate growth and ing ted data. Despite the lack of liability f’f_l‘h‘? service ;arqy{del (w ? ! fi
tion of the newly born technology and provide positive incentives for fi ns are met), national courts and administrative authorities may direc

development.® The scope of the liability exemptions is horizontal. This meang ibitory IHJUHLUOHS towards a P{] OV;del Ott dhmil/fc Cﬂé’duéttsfg ‘:ﬁ; éutfllelz ?jggi
the liability exemptions cover various types of illegal content and activit t be in accordance with the law of the Member Sta

(defamation, content harmful to minots, unfair commercial practices, etc.) and
ferent kinds of liability (criminal, civil, direct, indirect, etc.).8! The protection o
Directive is situated at the service level, and not at the company level. Therefg
a single company can at the same time act as a mere conduit, caching and/or ha qutomatic, intermediate and temporary storage of that information, ?et:fcrmed for
ing provider. _ ole purpose of making more efficient the information’s onward transmission to other

ients of the service upon their request.”®

(b) Mere conduit and caching services cle 13 is targeted at providers of so-called “proxy-servers”, which store lo-

ies of websites to speed up the subsequcnt consultation of these websites by
sustomers. The exemption covers only information society services that
f the transmission in a communication network of information provided
pient of the service (fransmission services).* Just as mere conduit.s, provid-

[ this type of service can only be exempted from liability if they are in no way

Mere conduit  Article 12 targets traditional infrastructure operators and inte
access providers. The liability exemption refers to providers of “mere conduj
services described as services which consist of the fransmission in a commun
tion network of information provided by a recipient of the service (transm
services) and services which consist of the provision of access to a commuin
tion network (access services), Recital 42 further stipulates that the exempt
provided by the Directive apply only to cases “where the activity of the infor itions gfapphcanon In addition, the following five conditions must be met
tion society service provider ts limited to the technical process of operating and o d {'OI a service plowdel to beneﬁt from Ehc caching e:xemplh:)n88 serv:ce
ing access to a communication network”. It further elaborates that such activiti

are of a mere technical, automatic, and passive nature, which implies th he intermediary; (ii) have to COHIPIY with cond%tions on access‘to the
information society service provider has neither knowledge of nor control over tation; (iil) must update the i.nfor.mati_on regu!ariy in accc_)rdan‘ce WI.th the
information it transmits or stores. While recital 42 purports to address alb of t rally recognised rules and practlccs in this area; (iv) may po‘t mterf'ere with the
exemptions of the Directive, one might argue that the scope of this part of (he fecit: ul use of lechnology that is ‘useld to measure the use Qf ‘mformatlon; and (v)
should be limited to the transmission and access services identified in arts 12 move the cached information fmﬂ}ﬂdiﬂtel}’ upon obtammg actual knqwledge
13, which address access and transmission services.®2 The services described: the initial source of tht_: informat}on is removed, access to it has bef':n disabled,
art.12 are sometimes compared to postal services, which are similarly not hel at a court admims.tratwe ﬂUth()l:lt}’ has Ul'def_ed ‘SUCh removal 0% di?sable{nent.
able for the illegal content of a letter. liability exemption for caching does not affect the power of courts or

Extension  The lability exemption for mere conduit extends to the automati ectronic Comumerce Diective art.12¢2).
intermediate and transient storage of the information transmitted. This is the ¢a cetronic Commerce Direetive art. 12(3). See UPC Telekabel Wien (C-314/12), EU:C:2014:192 ad-
if the storage takes place for the sole purpose of carrying out the transmissio dressing an injunction towards an internet service provider to block access of its customers to a

/ebsite making copyright infringing matesrials available 1o the public.
Electlomc Commerce Directive art.13¢1).

" QECD, The Role of Internet lntermediaries in Advancing Public Policy Objectives, Forging pm frie Electronic Commerce Directive art.13(1). When comparing the caching exemption with the exermp-
ships for advancing public policy objectives for the Internet economy (2011) Pt1, p.12, i for transient storage under the “mere conduit” rle of ant.12(2), the wording appears 1o be very
0 Electronic Commmerce Directive recitals | to 6, similar, The key difference between the caching exemption for tr.:_ms1ent storage and tht} exemption
¥ Helberger et al., “Legal Aspects of User Created Content” in IDATE, TNO, IViR, User- Creat fOF transient stor age under the mere conduit provision thereforg is the purpose for which the stor-
Content: Suppmrmg « Participative Information Society {Study for the European Commi it is taking place: Lodder, “Directive 2000/31 on certain legil aspects of information society
2008), available at: hepifwvew ivir, nlipublicationsthelberger/User_created_content,pdf [ Accesse Tvices, in particular electronic comimerce, in the Internal Market”, in Lodder and Kasspersen (eds),
12 September 2019}, p.220. eDirectives: Guide to Enropean Union Law on E-commerce—Article by Article Comments {Alphen
8 Van Eecke, “Online Service Providers and Liability: a Plea for a Balanced Approach” (2011 ' den Rijn, Kluwer Law tnternational, 2002), p.88.
Commen Market Law Review; Montéro, “Les respansabilités liées au web 2.0” (2008) 32 Reviie Electronic Commerce Directive recital 43.
Dirgit des Technologies de I'iformation 367. Electronic Commerce Directive art. 13(1).

[140] ' _ [141]
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administrative authorities to issue prohibitory injunctions in accordance nd caching services. The exemption for hosting in art. 14 of the Directive
national legal system.® So far, art.13 is rarely the subject of litigation. . -mited in scope 1o either transmission or access services. According to Van

: : 14 in fact does not require a passive role of the hosting provider in order

(c; Hosting services protection regime to apply.” A hosting provider can still be protected even

{:omplptcly passive—as long as it does not have kuowlcdgc or control

Definition Article 14 of the Directive on electronic commerce p10v1de & data that is being stored. This approach is referred to as “storage but no
ability exemption for hosting service providers, that is, information soc;ety. _ ge” test. Fol lowing this line of reasoning, active intermediaries could still
consisting of the storage of information provided by a recipient of the service om the safe harbour offered by the Directive on electronic commerce,

request.® Typically, it concerns webhosting services that provide web space to .} that they do not have knowledge or control over the data that is being
users, where users can upload content to be published on a website, Howe S
numerous other services also fall within the scope of hosting services and

precise extent of its scope is a subject of discussion. The storage by “hosg d scope of application The exemptions provided by the Directive are
service providers differs from the storage carried out in the context of mere con i functional terms (i.e. in terms of the activity being performed), not in
or caching, mainly in terms of the purposes for which the storage takes plac e qualification of the actor. While the European legislator arguably only
contrast to mere conduit or caching services, hosting slorage is not me ioned providers whose services consisted mainly, if not exclusively, of the
“incidental” to the provision of the transmission or access services.” Storag rice of operations of a sirictly technical nature, the scope of the exemp-
be provided for a prolonged period of time, and may also be the primary Ob_]e also be applied to other entitics—provided that the conditions set forth by

the service,”? ire met. As a result, the exemption may in principle benefit any type of
g _provider who stores content at the request of the recipient; including so-

Neutrality requirement The Court of Justice specified in Google France th: sweb 2.0” service providers 2

enjoy the benefit of the liability exemption, a service provider’s conduct nius :

neutral. The Court defined neutrality as a conduct that is “technical, autom ns of application A hosting service provider is liable for the informa-

passive, pointing to a lack of knowledge or control of the data which it storeg! stored, on the condition that the provider (i) is not aware of the facts or

) . stances from which the illegal activity or information is apparent—with
Knowledge requirement However, in L’ Oréal v eBay, the Court of Tustice se to civil claims for damages, and he does not have actual knowledge of the
ingly reduced the standard by replacing the “neutrality” requirement with * a_cﬁvity or information—with regard to other claims; or (i) upon obtaining
knowledge”. The Court ruled that art. 14 of the Directive applies to hosting pra iowledge or awareness, acts expeditiously to remove or to disable access to

ers if they do not play an active role that would allow them to have knowledg
control of the stored data.* The requirement that an intermediary’s activities ar ;
a mere technical, automatic and passive nature is based on recital 42° f knowledge The Directive introduces different levels of knowledge with
Directive. These properties of the service imply that the intermediary has ngi o criminal and civil liability. For the former, “actual knowledge” is required,
knowledge of, nor control over the information it transmiis or stores, The wori r the latter it is enough to establish “constructive knowledge” of the service
of the recital, however, is problematic. While it purports to address all of the exe 1: This means that, as regards claims for damages, the service provider may

tions of the Directive, some argue that the scope of this recital should be limite urid liable where it is “aware of facts or circumstances from which the illegal
the transmission and access services identified in arts 12 (mere conduit) r information is apparent”.® Upon obtaining such knowledge or aware-
(caching). As is further clarified in recital 43, not being involved in any way. e service provider has to act expeditiously to remove, or disable access to,
the transmitted information is actually a condition for liability exemption for'; formation, Apparent illegality occurs, according to the Court of Justice in

» eBay, when “any diligent economic operator should have identified the
ty in question”.®® Such “constructive knowledge” covers every siluation in
he provider concerned becomes aware, in one way or another, of such facts

3 Electrenic Commerce Directive art. [3(2). B
%0 For a recent analysis of the scope of art.14 in the tght of the deve!opments in the online 1'
see van Hoboken, Quintats, Poort and van Eijk, Hesting intermediary service and tlleg o
online (2018, Seudy for the Europezm Cormnmission}.
9 Walden, Cool, and Montero, “Directive 2000/31/EC—Directive on electronic conimierce

Bullesbach, Poullet and Prins (eds}, Concise Eumpezm IT Law (Alphen aan den Rijn, Kluw Eecke, “Online Service Providers and Liability: a Plea for a Balanced Approach” (2011} 48
International, 2003), p.253. nimon Marker Law Review 1455-1502, p.1463.

%2 This exemption was originally aimed at ISPs providing space on their internet servers for thir 2 Montéro, “Les responsabilités lides au web 2,07 (2008) 32 Revue du Droit des Technologies de
ties’ websites, or bulletin boards or chat room services provided by the ISP itself—whe

onty provides technical means for the users’ communication without interfering with the cot cironic Commerce Directive art.14(1).
ing communicated between the user, see Jakobsen “Mobile Commerce and ISP Liability in't Spersen and Lodder (eds) eDirectives: guide o Ewropean Union law on e-commerce: com-
(2010} 19 fnternational Journal of Lav and Information Tecimology, pa4. i lttary on the divectives on distance selling, electronics sighatires, electranic commerce, copyright
% Gongle France and Google v Louis Vititton a.o, (C-236/08 to C-238/08) EU:C:2010: 159, paras e information saciety, and data protection (The Hague/New York, Kluwer, 2002), pp.88-89. This
o 114, tinction, however, has not been transposed into afl national legislations,
4 L'Oréal v eBay (C-324/09) BU:C:2011:474, paras 112 1o 116, oot éal v eBay (C-324/09) EU:C:2011:474, para.120.
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or citcumstances, '™ In particular, it covers both the situation where the ope bligation to conduct genergl mor&itgri_ng of content, if perm_nted, wogld
an online marketplace uncovers an illegal activity or illegal information aste ithe limited liability paradigm. This is because intermediary service
of an investigation undertaken on its own initiative, and the situation where « actively seeking illegal activities would ne longer be neutral and pas-
operator is notified by a third party. Such notification represents, as a general stre, and would not be able to claim lack of knowledge. Moreover, a

a factor indicating “awareness”, although it could turn out to be insuffic fonitoring obligation could lead to censorship and consequently have a
precise or inadequately substantiated, Requirements for valid notification, a _ mpact on freedom of expression. 108
as interpretations of actual and constructive knowledge, differ across EU coun :
For example, the interpretations of “actual knowledge” range among th * The prohibition towards monitoring obligations refers solely to
countries from knowledge obtained through a court order, to informal notice _ ng of a general nature. It does nol concern monitoring obligations in a
user, which, however, should be sufficiently substantiated, 0 Divergent cdse: . oase, nor does it affect orders by national authorities in line with national
across the EU shows that there is a lack of consistency in the interpretation of 109 The Directive also allows Member States to require hosting provid-
tetms and the ensuing requirements for a valid notice. 1 - pply._duties of care, which can reasonably be expected from them.!'? Suqh
£ care, however, should only be introduced to detect and prevent certain
illegal activities, foreseen by national law. To the confu'sion of many, the
ibes not specify what exactly such duties of care entail. As a result, the
ctween such duties and general monitoring is not clear.!

Exception The exemption of art.14 does not apply when the recipient o
service is acting under the authority or the control of the provider.'®3 For exa
if the service provider is acting as an employer or supervisor of the service r
ent, it does not qualify for the exemption if the content was introduced pursy
its instructions. Similarly, as in the case of the mere conduit and caching sers L tions Article 15 of the E-Commerce Directive was a subject of
the liability exemption does not affect the possibility of a court or administr i ;g:;flfiig:nts Both cases involved Saban—the Belgian rights’ manage-
;?ég?&;ﬁ;?e?ﬁfi?lﬁzZieplﬁgnﬁﬂfrﬁi?iifézgizniEigmu1a“Ons’ requiring the se yany, \;hich requested in§tallation of filiering mechanisms to prevent

' mfringements.''? In the first case, Scarlett Extended, the request was

Notice and takedown Moreover, Member States may establish spe n ISP provider and {“_the second case, Sa[ziam \’liveflﬂg, to dhl:t(;itégﬁ

procedures governing the removal or disabling of access to information, The D rov1d§r—a soc‘lal networking site. The requested mec E.mii‘m. was e

tive does not clarify any details for taking down or blocking access to conten ppiy.lo 1t mformatlor!, by all users, as a pregfentwe-n}egsme, ] 5’1 an%gl Ig]g}urt
a result, thete are no guidelines on how such processes should be handled by i time and exclusively al the expense Oldlhe service provi .eis- n?torin

providers, nor safeguards to ensure proportionality or due process. Proce < n‘su‘_lered thaF such a meast |‘1e \‘:voum ar.rlloglnt to fgenelta ino al thgé

aspects were left entirely to the discretion of the Member States.!% So prohibited by art.15 Qf the DUECt_W& C F1 ter i?i 01?_(')“ enthmst Soe e

countries have provided a more detailed regulation for the hosting exemptio ne 1'ecentjudgem(l:1‘11 b}' the Supr elme O.U' t.é) - us 1_11‘1 09”4 ?I‘his?}tjime

introducing formal notification procedures. Many, however, opted for a ve the E-Commerce Directive and the host provider privi er‘g"‘e- o e

transposition of the Directive, leaving, therefore, this matter unresolved, 108 the case concerned hate speech and defamatory content. Speci cally, _

court requested clarification on a possibility of an injunction §0 remove

(d) Monitoring _ nformation but alsq other informatlon that is ldeqtlcai in wolrdmg or nol

1 in-wording but similar in meaning. The case required balancing between

No general obligation to monitor Member States may not impose on proy _: to privacy (due to the personal data processing that the automatic filter-

of mere conduit, caching or hosting services a general obligation to mo
information they transmit or store.'%” Also, Member States cannot introda The Role of Internet Intermediaries In Advancing Public Pelicy Objectives, Forging partner-

general obligation to actively look for facts or circumstances indicating ill gdvancing public policy objectives for the Internet econonty (2011.) PLII, p.3_6. Also Council
i rope Human rights guidelines of July 2008 for Internet Service Providers, available at Jirips:/

16805a39d5 [Accessed E3 September 2019], p.3.

0 L'Oréal v eBay (C-324/09) EU:C:2011:474, para.121. nic Commerce Ditective recital 47. The appli'cation of e.ut.IS diff_ers actoss the ]_EU in case
101 L'Orédal v eBay (C-324/09) BU:C:2011:474, para.122 s “tions. For example, in Germany ahost.may stl_ll be required tp a?tjlve]y monitor his platfqrm
192 See for example: BGEH, 23/09/2003, VI ZR 335/02; Dutch Supreme Cowrt 25 November 2005, further infringing activity. See more in Verbiest, Spindler, et al., Liabifiry qf‘ }'n_reme.' Intermnediar-

Number AU4019, Case Number C04/234HR; Turner and Levat, “The Spanish Supreme Cail renieral frends in Enrope (Luxembourg, Study for the Buropean Commission, 2007), p.85,

fies the concept of actial knowledge in connection with ISPs liability” (2010) 26 Compit onic Conymerce Directive recital 48. o

& Security Review 440, o re in Valcke, Kuczerawy and Ombelet, “Did the Romans Get it Right? What Delfi, Google,
103 Electronic Conmerce Directive art. 14(2). L »and UPC TeleKabel Wien Have in Common”, in Floridi and Taddgo (cds)., The Re.wpansrb!f’r—
1 Blectronic Commerce Directive art. 14(3). : Online Service Providers (Springer, 20£6). Some authors even consider recital AFS as contradic-
195 Electronic Commerce Directive art,14(3). Such a delegation can be seen also in recital 46 it.15: Barcelé and Koelman, “Intermediary Liability [n T h'c E-Commerce Directive: So Far

stipulates that the removal or disabling of access should be undertaken in observance of the righ But It’s Not Enough” (2000} 4 Computer Law & Security Report 232.

freedom of expression and of procedures established for this purpose at national level, :Extended v SABAM (C-70/10), BU:C:2011:771 and SABAM v Nerfog (C-360/10),
1% Commission First Report on the Application of the Directive on Blecironic €0 012:85.

COM(2003)702. SR My Netlog (C-360/10), EU:C:2012:85, para.38.

10
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Electronic Commerce Directive art.15. : nwisclnig-Piesczek v Facebook Ireland (C—18/18) EU:C:2019:458.
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ing would require), freedom of expression and freedom to conduct a busir did not see a need for a revision of the Directive at that stage.""? Many
the one hand, and combating hate speech on the other. Moreover, the Cay ts, however, identifled the need to clarify certain aspects of the Direc-

Justice decided that the Electronic Conunerce Directive, in particular art. ticularly with regard to intermediary liability for third-party content. The
not preclude a national court fror_n ordering a host provider to remove i_n-f{';_ Geilt issue was the functioning of the notice-and-takedown procedures. The
tion, the content of which is identifical or equivalent to the content of infotin onsultatiOH revealed that a number of problems with regard to such
previously declared to be unlawful. However, "the monitoring of and searchify ares persisted. Most of the stakeholders mentioned legal uncertainty as an

information concerned by such an injunction are limited to information co
a message the content of which remains essentially unchanged compared wi
content which gave rise to the finding of iliegality and containing the el
specified in the injunction, and provided that the differences in the wording o
equivalent content, compared with the wording characterising the inform
which was previously declared to be illegal, are not such as to require the
provider to carry out an independent assessment of that content".

highlighting that several key terms remain subject to divergent interpreta-
ot only across BEurope but also among different stakeholders. Righthold-
¢ally complained about the time during which illegal content stays online,

1 society pointed out that often legal content is taken down without good
any stakeholders felt that the curvent approach incentivises unnecessary
adesirable restrictions on the freedom of expression. The Commission
‘that procedures aimed at eliminating illegal online content should lead

Voluntary monitoring The prohibition of art.15 is addressed to the cker takedown, but at the same time should better respect fundamental
States’ legislators, They are not allowed to introduce regulations that would e in 'parncula_r tl?e freedom of expression—and should increase legal certainty
providers of the specified services to monitor the information they store or tran e intermediarics. Based on these findings, the Commission decided in 2011
This does not mean that service providers cannot take up such activities on its efforts on developing a new European framework for notice and ac-
own. The prohibition should not be read as a prohibition against service proy it coming, however, with concrete actions, !

monitoring information. Most of the online platforms do perform certain mon

ing activities to maintain a “civilised” environment on their service. Vol fter 20 years  Today, 20 years after the Commission proposed the Direc-
monitoring, however, can prove detrimental. Exercising too much contro] -electronic commerce, onkine platforms play a very important economic and

compromise the neutral status of the intermediary and, in consequence, dé le that should bring wider responsibility. This has led some Member
thern of the safe harbour protection. The EU intermediary regime does not co; 1o adopt spectfic legislation to increase the liability, or at least the responsibil-
a provision which protects intermediaries from liability should their voli He accountability, of some online platforms at the risk of undermining the
monitoring prove imperlect (such as the one offered by s.230{c}(2) of the €o ngle Market. This has also led the courts of some Member States to
and Decency Act (“CDA”) in the US). As a result, service providers are carefy of the national provisions transposing the Directive in a more restrictive way,
to shoot themselves in the foot through their own overzealous activities.!! ly increasing the divergences across national case-law which, in turn, may
ndermine the Digital Single Market and legal certainty.""® The increasing
ance of online platforms and the new risks of Digital Single Market
tion led the Commission to pursue a three-pronged strategy: 120 (i) give
suidance on the interpretation of the coniroversial provisions of the Direc-
articular regarding the notice and takedown and the reliance on voluntary

e measures; (i) adapt sectoral hard-law when there is a specific problem;
ncourage coordinated EU-wide co and self-regulation for the illegal
which are particularly harmful. For the near future, the Commission an-

ed the proposal of a new Digital Services Act in order to upgrade the li-

2. Evolution of the general liability regime o and safety rules for digital platforms, services and products.

Cooperation with authorities Article 15(2) defines two additional oblig
that Member States may impose upon information society service providers:
Member States may require service providers to inform authorities about; an
teged illegal activities of their users. Such notification needs to be given asso
the provider becomes aware of the illegal activity. Secondly, Member Sta
establish obligations on providers to disclose the identity of users with whom
have storage agreements. Establishing these obligations is not a lequuemcn
is left to the discretion of the Member States.!'6

Review after 10 years A decade after the adoption of the Directive on electr
coxpm;rce, 1.n 2010, the Commission !aunched a pubhc consqlta}mn asp : péan Commission, Summary of the results of the Public Consultation on the future of electronic
periodic review process, The consultation revealed that the majority of respon ree in the Internal Market and the Implementation of the Directive on electronic commerce

0.’31/EC), available at: fimtp./fec.europa.en/internal_marker/consultations/docy2010/e-commerce/
meiry_repors_en.pdf [Accessed 13 September 2019},

5 See Valcke, Kuczerawy and Ombelet, “Did the Romans Get it Right? What Delfi, Google, eBa; minunication of the Commission of 11 January 2012, A coherent framework for building trust in
UPC TeleKabel Wien Have in Common”, in Floridi and Taddeo (eds), The Responszbrlrne f: gital Singfe Market for e-commerce and online services, SEC(2011)1640.
Service Providers (Springer, 2016), p.114, bl “The rise and rise of online intermediaries in the governance of the Internet and beyond--
6 The possibility of introducing an obligation to disclose the identity of recipients was queqtlm tivity intermediavies” (2012) 26 International Review of Law, Computers and Tecimology
Promusicae v Telefonica de Espana (C-275/06) BU:C:2008:54. See more: Coudert and Werke: -210; Commission Staff Working Document of 10 May 2017 on Mid-term review of DSM
The Aftermath of the Promusicae Case: How to Strike the Balance?” (2010) 18 Infernational egy, SWD(20173155, pp.28-29.

of Lavw and Information Technology 50-71. _mlsston Communication on online platforms, COM(2016)288, p.9.
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(a) Commission Communication of September 2017 - ntinues 0 have the possibility to act expeditiously Lo remove or to disable access
S he piformation in question upon obtaining such knowledge or awareness.”"

Goals of the Guidelines In 2017, the Commission issued a Comrausi
under the apt title *“Towards an enhanced responsibility of online platforms™
Cominunication aims to (i} lay down a set of guidelines and principles fo
platforms to step up the fight against illegal online content in cooperation

« infermediary does so, he continues to benefit from the liability exemption.
ie; the intermediary should not be concerned about implementing proac-
faritary measures,

national authorities, Member States and other relevant stakeholders; (ii) facﬁ_l ing inferpretation The presented interpretation of art. 14 of the Dircctive
and intensify the implementation of good practices for preventing, detectmg, re esting, but somewhat confusing and perhaps even misleading. Spcmﬁca]ly,
ing and disabling access to illegal content with a goal to ensuring the eff ission argues that intermediaries should not worry about losing im-
removal of illegal content, increased transparency and the protection of fundamie ‘because under art.14 they already have an obligation to act expeditiously

rights online; and (iii) provide clarifications to platforms on their liability whe; 1ey obtain knowledge or awareness. This includes situations when the
take proactive steps to detect, remove or disable access to illegal content (tl dge or awareness is obtained “as the result of an investigation undertaken
called “Good Samaritan” actions).??? The guidelines and principles provided i /n initiative™.'?” The fact that intermediaries can “choose” whether they
Communication, however, not only target the detection and removal of ilie [y with that obligation to maintain the immunity, according to the Commis-

content but they also seek to address concerns in relation to over-removal of, Ig
content.t?3

' CCess. In other words, the Commission altempis to convince intermediaries
Detecting illegal content  Illegal content can be detected thanks to public auth ey do not lose the protection—as long as they act according to the expecta-

ties and courts, users or the platforms themselves when monitoring their traffic of policy makers, However, the conditional character of the immunity is omit-
Communication encourages each of those channels by reminding the platform -that argumentation. Moreover, the Commission overlooks the difference in
their obligations to cooperate with public authorities and courts, encouraging e between the situation when intermediaries stumble upon illegal content oc-
platforms to facilitate notices by users in particular by trusted flaggers, and stimg nally, and when they would regularly find illegal content as a result of using
ing the reliance on voluntary proactive measures. The Communication propose! ve measures. After all, the more intermediaries look, the more they will find.
criferia to ensure a high quality of notices and faster removal of illegal con ances of missing a particular instance of illegality, and therefore losing the
should be agreed by the industry at EU level. Such criteria should be base inity, grow significantly with increased searching,

respect for fundamental rights and of democratic values.'* The Communica

confinuously emphasises, moreover, that the suggested measures and safegu S difference  In any event, the proposed interpretation is not a Good

should be taken “voluntarily”. - ritan protection in the meaning of $.230 of the US CDA. This is because 8.230

' profects intermediaries when they take any voiunta.rily measure to restrict ac-
Good Samaritan  Interestingly, the Communication encourages proactive con tg or availability of certain content but also, and most importantly, when they
moderation and aims (o clarify intermediaries’ liability in such circumstan such content and do not take any action at all, After all, the specific purpose
Specifically, the Commission argues that taking such voluniary, proactive meas oducing this section was to overrule the judgment of Stratton-Oakmont v
does not automatically lead to the online platform losing the benefit of the liabili gy, which found internet service provider, Prodigy, liable for defamatory com-

exemption, ! With this reading, the Commission seems to advocate for a “Eur ‘made by an unknown user on one of its bulletin boards.' The court ruled
version” of the Good Samaritan protection. Proactive measures taken by rodigy was a “publisher” and therefore liable for the statements; if, in the
intermediary to detect and remove illegal content may indeed result in obtain ative Prodigy had been found to only be a “distributor” of the information,
knowledge or awareness of illegal activities or illegal information, which could lea ould have absolved it of liability. The judgment turned on the significant

to the loss of the liability exemption. However, the Commlssmn argues Ehat ns 1 control exercised by Prodigy, due in part to its editorial staff who had the
cases, the intermediary: _ to continually monitor incoming transmissions. On the basis of the judg-
€ more measures internet service providers implemented to monitor content
Communication of the Commission of 28 September 2017, Tackling llegal Coatent Online eir websites, Fh.e more likely they were to be held liable for the nature of such
Towards an enhanced responsibility of online platforms, Brussels, COM(2017)555. tem By pl‘OVldi?lg the agsqranc«? under 5.230 CDA, t,he Us Congre§s ef-
Comimunication of the Commission of 28 September 2017, Tackling Hlegal Content Onii ively encouraged intermediaries to implement such proactive measures, without
Towards an enhanced responsibility of online platforms, Brussels, COM(2017)555, p.3.
Communication of the Commission of 28 September 2017, Tackling Illegal Content Onling:

Towards an enhanced responsibility of online platforms, Brussels, COM(2017)555, p.6. Communication of the Comumission of 28 September 2017, Tackling lllegal Content Online—
124 Communication of the Commission of 28 September 2017, Tackling Hlegal Content On [0wards an enhanced responsibikity of online platforms, Brussels, COM(2017)355, p.12.
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Towards an enhanced responsibility of online platforms, Brussels, COM(2017)353, p.6. #Oréal v eBuy (C-324/09) EUC:2011:474, paras 120 to 121.

125 Communication of the Comunission of 28 September 2017, Tackling lilegal Content Onling fraiton Oakmont v Prodigy Servs. Co., 1995 WL 323710 {N.Y. Sup. Ct. May 24, 1995). See more
Towards an enhanced responsibility of online platforms, Brussels, COM(2017)535, p. £0. This w; in Keats Citron and Wittes “The Internst Will Not Break: Denying Bad Samaritans Section 230 In-
already the line taken by the Commission in its Communication on the collaborative ecofi mﬂnlty” (2017) Uniiversity of Maryland Francis King Carey Scheol of Law, Legal Studies Research

COM(2016)356, p.9. : “aper 201722, p 4.
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the negalive consequences of Stratton-Qakmont v Prodigy. In contrast, 1y substantiated, to facilitate the decision-making process by the service
mission’s argumentation is actually only half of the Good Samaritan protegt +: The Recommendation, moreover, specifies that notice providers should
intermediaries in the EU will not lose the immunity if they take voluntary a ¢ possibility, but not be required, to include their contact details in a notice
but there is no protection if they fail to do so. ¢ online platform to ask for additional information or inform the notice
about any intended follow-up. The Recormendation suggests that content

Removing illegal content  Once illegal content has been identified, the plat < should, as a matter of principle, be informed of the decision to remove

should remove it. The Communication reminds the platforms that they shou

expeditiously which, in practice, depends on the type of illegal content, th e access to their content. Such notifications help to ensure fransparency and
curacy of the notice and the potential damage caused. Platforms should enh s and avoid the unintended removal of content that is not illegal content.
transparency on their content policy and their notice-and-takedown proced - the content provider should be allowed to file a counter-notification. '
They should also allow counter-notice to alleviate over-removal and abuse o ity to file a counter-notification enables content providers to contest the
system. The Communication presents a number of safeguards for free exp on on removal or disabling access to their content. Hosting service provid-
in content removal mechanisms, for example it proposes the introduction take due account of any counter-notice that they receive. The Recom-

counter-notice mechanism, and promotes redress mechanisms, nansparenc

tion specifies, importantly, that where the information in counter-notification
accountability.

&¢ the content is not illegal, the hosting provider should reverse its decision

Content stay-down Regarding the prevention of re-appearance of iflegal co ve or disable access without undue delay.

the Communication encourages platforms to take measures which dissuade
from repeatedly uploadmg illegal content of the same nature and to develop an
automated technologies in that regard.

vemeasures The Recommendation follows the steps of the Communica-
eficouraging the use of proactive measures.'* Specifically, the Commis-
ués that it can be appropriate to take such measures where the illegal

(b) Commission Recommendation of March 2018 ter of the content has already been established or “_rht?re the type of content

' at contextualisation is not essential, The Commussion, therefore, has not

Goals of the Recommendation  As a follow-up to the Communication of 20 dits position presented in the Communication anFi does pot consude-r that us-
the Commission adopted in March 2018 a Recommendation on measures’i tomatic detection tools would lead to a foss of 1mmulmty by making hos}s
fectively tackle illegal content online.'” The Recommendation aims to giiid The Recommendation highlights the importance of safeguau:ds, to .avmd
activities of the Member States and the online platforms in effectively tackling ‘of content that is not illegal, Such safeguards should consist, in particular,
legal content online and to safeguard the balanced approach that the Direck oversight and verifications, and should be applied, in particular, in rela-
electronic commerce seeks to ensure. The Recommendation highlights, agam o-thie use of automated means to avoid any unintended and erroneous
intermediaries have particular societal lcsponslbllmee to help tackle illegal ¢o ns. Considering the relevance of the described safeguards, it is somewhat

disseminated through the use of their services. Those responsibilities imply.the ing that the Recommendation puts the responsibility for developing them on
intermediaries should be able to make swift decisions regarding possible a¢

with respect to jllegal content online, and that they should put in place effectiveq
appropriate safeguards. Overall, however, the Recommendation appears to peration The Recommendation encourages close cooperation between, on
more nuanced approach than the Communication. The recommendations prov ¢ hand, the hosting services providers and, on the other hand, the judicial and
are directed to both Member States and the intermediaries.!*® The instru strative authorities of the Member States, the trusted flaggers (having the
provides general recommendations applicable to all types of illegal content a ary expertise and determined on a clear and objective basis) and other host-
specific recommendations relating to terrorist content. oviders, in particular smaller ones which may have less capacity to tackle il-

. . . . ontent. 1
Notice and takedown The general section recommends the introducti l'):

mechanisms to submit notices."*' Those mechanisms should be easy to access, us
friendly and atlow for the submission of notices by electronic means. They sh
also encourage the submission of notices which are sufficiently precise

cter recommendation for terrorist content Given the more detrimental
f online terrorist content and building on the experience and practices
ired within the BU Internet Forum to counter terrorist content online, the Comi-

1 Commission Recommendation 2018/334 of 1 March 2018 on measures to effectively t'%ck'ieiik:
content online [20%8] OF L63/50.
130 Although the Recommendations are not bmdmg according 1o art.288 TFEU, nationat authontl ommission Recommendation 2018/334 on measures to effectively tackle illegal content online,
courts have to take them into consideration, in particutar when they cast light on the interpietal ]

of BU law: KPN v Autoriteit Constment en Markt (ACM} (C-28/15) EU:C:2015:610, para Y tiiimission Recommendation 2018/334 on measures to effectively tackle iltegal content online,
case-law quoted; see para.2-062 of this book. 4518 to 20,

Bl Commission Recommendation 2018/334 on measures to effectively tackle illegal content '!1 oiminission Recommendation 20187334 on measures to effectively tackle iftegal content online,
paras 5 fo 8, aras 22 {o 28,
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mission recommends more actions to the online platforms and the natlonai oval in case of terrorist content. However, this proposal has not yet been
ties to detect and then remove such content. '35 _ the European Parliament and the Council.

3 Sector-speciﬁc liability regimes - . E.  SuLr- AND CO-REGULATION

Stricter specific regimes The current policy debate is steadily shiftin oness of self- and co-regulation in rapidly moving industries Giventhe  3-088
intermediary liability to intermediary responsibility.1¢ The former is undérs “and complexity of many issucs and practices to be regulated and the
a negligence-based (ex post) approach while the latter emphasises the nig formation asymmeiry between the online platforms and the public
proactive measures (ex ante). The shift is visible in several initiatives of't “self- or co-regulation may, in some circumstances, be more effective to
institutions that steer in the direction of bestowing more responsibility o er{am public policy goals.**! The electronic commerce Directive encour-
platforms for regulating content, by requiring them to take certain pro trade, professional and consumer associations to draw-up, and then as-
measures. The EU institutions have started implementing this approach by inf 5 of conduct contributing to a proper implementation of the rules of the
ing amendments or new legislation in three different regulatory areas: au(h Ouline providers may also adopt codes of conduct that go further than
media services, copyright and terrorist content. ive. In that regard, the Commission has developed, by open consulta-
: iples for better self- and co-regulation that have been tested by pilot Com-
Video-sharing platforms The recently amended AVMS Directive impo Practzce 143 Those principles relate o the conception of the rules: they
video-sharing platforms the adoption of measures against some types of paiti prepared openly and by as many as possible relevant actors; they should
harmful content prohibited by EU law (terrorism content, child pornogra gets and indicators and be designed in compliance with EU and national

CIpIes also relate to the lmplementatlon of the rules: they should be

i a way that is sufficiently open and autonomous, improved in an itera-

nnet (learning by deing) and non-compliance should be subject to a gradu-
e of sanctions.

racism and xenophobia) as well as hate speech. Those measures shoul
proportionate to, on the one hand, the harm that may be caused and, on.th
hand, the capacity of the platform to prevent such harm. They may be ba
proactive measures or notice and takedown and should ensure a fair b

between the fundamental rights at stake. ™ codes of conduct to fight illegal and harmful online material In the

ars, several codes of conduct have been adopted by the main enline

Onlme content-sharing service providers using copyrighted content 25 to reduce the presence of illegal and harmtul goods, content and mate-

recently adopted Copyright DSM Directive strengthens the liability of provi . internet. In many cases, the platforms commit to more obligations than
online content sharing services when they share copyrighted material, First es imposed in EU law, often in order to prevent the adoption of stricter rules.

specific types of online platforms do not benefit from the EU liability ¢ exe smmission is encouraging the development of those codes of conduct and is
of the Directive of electronic commerce when they give the public ace in the monitoring of their impact.

copyrighted material. Second, if they do not get a licence to share the mat
online content-sharing service providers are liable of copyright violation unl interfeit goods via the internet  In 2011, a Memorandum of Understand-
have: (i) made best etforts in obtaining an authorisation; (ii) made best effi fe Sale of counterfeit goods via the Internet ("MolJ”) was signed between

ensure the unavailability of the copyrighted material for which rightholder ners, internet platforms and associations. This MoU aimed to improve
provided the necessary information; and (1ii) acted expeditiously to disable nd takedown, and enhance proactive measures taken by rights owners and
to copyrighted material upon notice from the rightholders. ' rmediaries, increase cooperation and better fight against repeated

ments. A revised version of the Mol was signed in May 2016 to include
Online terrorist content In Septemba 2018, the Commission tabled a p tormance indictors in order to facilitate monitoring. The evaluation by the
for a Regulation which aims to increase the obligation of all providers of ho sion shows that notice and takedown are useful and have been improved
services to prevent the dissemination of terrorist content online.'® This MoU but, because they are only applied ex-post, they need to be comple-
which is mainly turning into hard-law the recommendations of March 2018, by: preventive and proactive measures.' Those measures require a close
reinforce the duty of care of online platforms and impose better detectt tion between intermediaries and rightholders. They can be supported by

d techniques, although such techniques tend {o have many false positives
micdval) which need to be corrected by human interventions.

13

b

Commission Recommendation 2018/334 on measures to effectively tackle illegal conl
paras 29 to 40.

136 Frosio “Why Keep a Dog and Bark Yourself? From I:ltermedlary Liability to Respons:brht}' nd cc—wgukallon is also encouraged for audiovisual media services (see AVMS Directive art.4a
26 International Journial of Law and Information Technology 1 aras 4-158 to 4-160 of this beok) and, to a lesser extent, for electrenic communications services

137 AVMS Directive art.28b, analysed in para.4-140—4,145 of this hnok. : € art.24(2) analysed in para.2-43 of this book).

1% Copyright DSM Directive art.17 analysed in Chapter VHI of this book. onic Commerce Directive ait. 16.
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Proposal of the Conunission of 12 September 2018 for a Regulation of the Buropean Parlian ‘principles are available at: hips:/ec.europa.eu/digital-single-market/en/best-practice-
of the Council on preventing the dissemination of terrorist content online, COM(20£8)640 ples-betier-self-and-co-regulation [Accessed 16 September 2019].

M0 Commission Recommendation 2018/334 on measures to effectively tackle illegal conten sion Staff Working Document of 29 November 2017, Overview of the functioning of the
paras 29 to 40, :r'ar_:dum of Understanding on the sale of counterfeit goods via the internet, SWD(2017)430.
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Child sexual abuse and child sexual exploitation In December 201 [; iof and impact of the Code is assessed every six months by the

“Coalition to Make the Internet a Better place for Kids” was launched with g
objectives including the effective takedown of child abuse material ' T
Coalition worked to give increased transparency regarding takedown p
and share best practices. It also worked with hotlines and law enforceme : o g : dei oo o0 153 Th

cies to improve takedown times.!" One year later in 2012, the ICT Coali £ 'Ctgrc?i%:gz ::jﬁﬂiigfg\?e?igl?gfZE:?S;?:;?STJ:&}?:SO;{SI-G;-{:
Cliz[(!y-e;r thne was Sit up to deal Wlth both ﬂl'egal child sexu_dl abuse materi _smiation and provide advertisers with adequate safety tools and informa-
inappropiate content. " Members include soc_lal networks, video platfor -+ sebsites purveying disinformation; (if) enable public disclosure of politi-
ers, mobile operators and ISPs, conlent providers and others, The ICT Ca ing and make effort towards disclosing issue-based advertising; (iii) have

.oﬁ line disinformation  In October 2018, several online pla.tforms,
=, Facebook, Twitter and trade associations representing the

meets twice yearly in a stakeholder forum to exchange information on new de» blicly available policy on identity an d online bots and take measures
ments and members report every two years on their progress in implementij i accounts; (iv) offer information and tools to help people make
cies to improve the safety of children online. Then in February 2017, the A cisions, and facilitate access (o diverse perspectives about topics of
to Better Protect Minors Online, 2 multi-stakeholder forum facilitated by th fest, while giving prominence to reliable sources; and (v) provide
mission, was sef up in order (o address emerging risks that minors face onli Sliant access (o data to rescarchers to track and better understand the
as harmful content (e.g. violent or sexually exploitative content), harmful tmpact of disinformation. The monitoring of the Code is part of the Ac-
(e.g. cyberbullying) and harmful contact (e.g. sexual extortion).'** It is co gainst disinformation adopted by the Commission in December 2018 to
of actors from the entire value chain, including device manufacturers, (g ﬁébiiities and strengthen cooperation between Member States and EU

media and online services used by children, Its action plan includes the p -to proactively address the threats posed by disinformation.!
of accessible and robust tools that are easy to use and to provide feedb
notification as appropriate, the promotion of content classification when an
appropriate and the strengthening of the cooperation between the memb
Alliance and other parties (such as child safety organisations, governments
tioh services and law enforcement) to enhance best-practice sharing. ™

F. ENFORCEMENT

‘tion Contrary to the regulation of electronic communications or
uial media services, EU law does not foresee the establishment of specific
Horities for the regulation of information society services, The Direc-
lectionic commerce merely provides for the establishment of a nz'xtional
int to give to information society services providers’ iI}fOl‘lnatlon on
sl rights and obligation as well as on the available complaint and redress

Terrorist content online  In December 2015, an “EU Internet Forum to cou
rorist content online” was established among EU Interior Ministers, hig
representatives of major internet companies (such as Facebook, Google, ¥ et . F . ‘e rald 117
: . ) k refor 'C the rules mainly relies on the national
and Twitter), Europol, the EU Counter Terrorism Co-ordinator and the Eur gﬁéve}‘i;z[;:iéﬁ:i’a?;{:ot;gi?;:;;obe complex s]owyand expensive, EU law
Parliament.’ The Forum meets annually and has seen its membership ex| : AR - o : of :
. . s . X nts those with the internal complaint mechanisms and out-of-court
One of its goals is to reduce accessibility to terrorist content online. . olation mechanisms that may be quicker and less expensive. Moreover,
. . i i forms are glohal, EU law encourages cooperation between
Illegal hate speech online  In May 2016, a “Code of conduct on count I:;:cl;itg :ttmmq arc g aE P
legal hate speech online” was signed by some of the large online intermed - '
(Facebook, Microsoft, Twitter, YouTube, Google+, Instagram and Snap.C ' 1. National level
The Code aims at clear, accessible and effective notice-and-takedown proce o o
removal of the majority of notices within one day and cooperation with truste al complaint-handling imposed on providers of online intermediation

gers, in particular from civil society organisations and awareness campaipn Providers of online intermediation sgrvices should {except if 'they are
: ut in place an internal complaint-handling system to enable business us-

s See hitps:Hec.enropa.en/digital-single-market/enfself-regulation-and-siakeholders-bettér
kids [Accessed 16 September 2019]. :
Summary repoert of the CEO Cealition working groups, available at hitps:/ec.europa.
single-marketinodes61973 [Accessed 16 September 2019]. '
See fp:/Aww.icteoalition.en [Accessed 16 September 20191

See hups:fec.europa.en/digital-single-market/en/alliance-betier- rmecr-mirmrar-an!iné[A" _1_?119/805. . .
Sepieniber 2019].1 5 ¢ v . ade is available at: Imps://ec.eumpa.en/dr'gimlmngle-marker/en/uews/ca(ie-pmcnce-

199 The commeon action is complemented by individual company commitments with a speci niiation [Accessed 16 September 2019]. , . .
; 4 N ’ Comumunication of the Commission and the High Representative of the Union for Foreign Af-

to better protect minors online; see: kittps:ec.europa.en/digital-single-markei/en/news b ) - : ; Fthe Action Plan Against
company-statements-alliance-better-protect-minors-onling [Accessed 16 September 201 Secarity Policy of 14 June 2019, Report on the implementation of the Actio g

150 Commission Press Refease of 3 December 2615, IP/13/6243. o ipation. JOIN{Q(_HQ)_IZ-
151 See fitip:dec.europa.etifewsroonjustitem-detail. cfin 2item_id= 54300 [ Accessed 16 Septen? '3“_“3 Commerce Directive art.19(4).

[154] . [155]

iiith evatuation of February 2019 shows that online platforms are now assessing 89% of
ped ¢ontent within 24 hours and 72% of the content deemed to be illegal hate speech is remOVf:d,
pared to 40% and 28% respectively when the Code was first launched in 2016. However, online
0 still need to improve their feedback to users: Commission Press Release of 4 Febrvary
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" Collective action against providers of online intermediation services an

ONLINE PLATFORMS AND SERVICES ENFORCEMUNT

ers to have access to immediate and effective redress, notwithstanding the. sfermentation of the rules on information society services.9? To facilitate

ity to resort to court proceedings.’™ These internal complaint-handling eration, the Commission has set up in 2005 an expert group on electronic

shouid be free of charge, based on the principles of transparency, equal tn omposed of the national contact point and chaired by the

and be proportionate to the importance and complexity of the complaint. Pl 63

should also make available public information on the functioning and ¢f

ness of their internal complaint-handling system. g qatory for online platforms In 2018, the Commission set up another
. ] .. . i oup composed on independent experts to advise the Commission on the

Out-of-court dispute resolution In addition to the obligations stemming of the online platform economy and possible EU actions in case of

general consumer profection rules on alternative dispute resolution, ' the €leg
commerce Directive provides that national legislation should not hamper
of out-of-court dispute settlement schemes between the providers and.
{hence going beyond the mere consumer) of information society service

armful practices.'®

Mediation encouraged by providers’ online intermediation services The
ers of online intermediation services are subject to more detailed and e)
rules, as they should identify two or more mediators with which the platform
ing to engage fo try to reach an out-of-court settlement with a businesg
Although the mediation process is voluntary, the Regulation specifies a ny
criteria to be met by the designated mediators, while also giving the fr
platforms and business users o jointly identify a mediator of their choice. P
shoukd examine in good faith requesis to engage in mediation. The Commii
expected to encourage the setting up of specialised mediation organisatio
specialist knowledge of online intermediation services.!™

engines Finally, to increase the effectiveness of judicial actions, the Regu
on fair treatment of business users of online platforms gives the right to'g
tions that represent business users or corporate website users and to publig
set up by the Member States, to take action before the national courts in
stop ar prohibit any non-compliance with the Regulation. To alleviate an
those organisations and public bodies should be designated by the Membg
and mentioned in a Commission list published in the Official Journal.'s

Effective sanctions  As for any EU obligation, Member States should set up
tions that are effective, proportionate and dissuasive in case of violation o
applicable to online platforms.!'6!

2. European level

EU cooperation hetween national authorities Member States should ic Commerce Disective art.19.

N . .. . e on Decision 2005/752 of 24 October 2005 establishing an expert group on glectronic com-
- A - i X \ .
ate with each other and with the Commission as well as provide muma_ ass 05] OJ 1.282/20. The group is subject to the horizontal transparency rules applicable 1o

il is_sion expert groups: Commission Decision of 30 May 2016 establishing horizontal 1uies
Teation and operation of Cormmnission expert groups, C(2616) 3301, The composition of the

o e agenda of the meeting and the documents discussed are available at: hitps:#ec.ewropa.en/
Regulation on fair treatment of business-users of online platforms art.1 1. ; encyiregexperifindex.cfin?do=groupDetail groupDetail &groupID=1636 [Accessed 16 Septern-
Directive 2013/11 of the European Parliament and of the Council of 21 May 2013 ont

L5
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dispute resolution for consumer disputes (Directive on consumer ADR) O [2013] 1. 165/63 ission Decision of 26 April 2018 on setting up the group of experts for the Observatory on
in Chapter V1I of this book. : 0}1_ ne Platform Economy C{2018)2393. The group is also stibject to the horizontal transpar-
158 Electronic Commerce Directive art. 17, i y r}lle§ applicable to the Commission expert groups: Commission Decision of 30 May 2010
5% Reguiation on fair treatment of business users of online platforms, arts 12 to [3, ishing horizontal rules on the creation and operation of Commission expert groups,
160 Regulation on fair treatment of business users of online platforms art.14. : 6)3301. The composition of the group, the agenda of the meeting and the documents discussed
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Electronic Commerce Directive art,20; Regulation on fair treatment of business ﬁsci‘s: able at: irrrps://ec.eu.t'op(r.etr/rmnspm'e;1(:y/r'egm'perr/mde.\‘.cﬁn Pdo=groupDetail groupDetail
platforms art.15. L PID=3607 & NewSearch=1&NewSearch=1 [Accessed 16 September 2019].
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