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Cuarter VI

{SECURI'['Y AND INCIDENT REPORTING REQUIREMENTS
Franck Dumortier
A. INTRODUCTION

i duction In the current context of Big Data, cloud computing, Internet of
s (IoT) and more generally the upward interconnection of IT systems,
mation security has moved from the sole technical field to become a key legal
not only to ensure the effectiveness of the fundamental rights to privacy! and
rotection of personal data® but also to improve the functioning of the internal
cet by creating trust and confidence. Both the General Data Protection Regula-

“GDPR”) and the Directive on security of network and information systems*
Directive”) impose risk-based security measures and incident reporting
tions to warrant confidentiality, integrity and availability® of information but
objectives are different: whereas the GDPR aims to safeguard the processing
rsonal data, the NIS Directive is focused on the resilience of networks and IT
ms which play a vital role in society. Consequently, under the GDPR, security
ncident reporting requirements depend on the risk for the rights and freedoms
tural persons whereas, under the NIS Directive, these obligations depend on
isk for the continuity of services which are considered to be essential to
omic and societal activities. Given the broad definition of personal data,5 the
sations which must respect the provisions of the NIS Directive often also have
mply with the GDPR requirements.” In parallel to these two pieces of legisla-

‘Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free move-
Z_ment of such data, and repealing Directive 95/46/EC [2016] OJ L119/1 (“GDPR").

Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concern-
ing measures for a high common level of security of network and information systems across the
] f\Union [2016] OJ L194/1 (“Directive on security of network and information systems”),

" The ISO/IEC 27000 family—which is the most known and widely employed standard in the area
of information security—is based on the CIA triad (confidentiality, integrity, availability),

Recital 30 of the GDPR specifies that even online identifiers can be considered personal data, which
Wwould seem to include in some instances IP addresses. In Parrick Breyer v Bundesrepublik
Deutschiand (C-582/14) EU:C:2016:930, the Court decided that dynamic IP addresses can constitute
personal data. See also Article 29 Data Protection Working Party, Opinion 4/2007 on the concept
gifersonal data, WP136 (20 June 2007). The concept of personal data is further discussed in para.5-

~ Directive on security of network and information systems art. 2.
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tion, telecom providers are subject to a specific regime® and the NIS Directi
not apply to undertakings targeted by EU sector-specific legislation im
security and notification requirements, such as the eIDAS Regulation
revised Payment Service Directive." Additionally, the Cybersecurity Actlty
for a new certification framework for ICT processes, products and services;”
with a stronger role for the EU Cybersecurity Agency (“ENISA”).

iits of the Directive into their own national laws by 9 May 20182 The
NIS Directive is to boost the overall level of cybersecurity in the EU by
Member States to adopt a national strategy on the security of network and
ion systems, creating a Cooperation Group in order to support and facilitate
peration, and requiring Member States to designate national competent
single points of contact and Computer Security Incident Response
“SIRTs).2! Moreover, the Directive establishes security and notification
riaents for operators of essential services (“OESs™} and digital service provid-
1$Ps™). Although the Directive defines the types of DSPs falling in its scope
parketplaces, online search engines and cloud computing services? when
s of services are not offered by micro- and small enterprises®), each
‘State is responsible for identifying the OESs established in their territories.
wing must be identified as an OES: (i) any public or private entity which
‘a'service which is essential for the maintenance of critical societal and/or
ic:activities in the sectors® of energy (e.g., electricity, oil and gas
), transportation {including air, rail, water and road transport), healthcare
pitals and private clinics), certain banking and finance institutions (such
suppliers and distributors of drinking water, and digital infrastructure
xchange points, domain name service providers and top level domain
ies); (ii) which depends on network and information systems; and (iii)
in incident would have significant dissuptive effects.? Both the OESs and
s must take appropriate and proportionate technical and organisational
to manage risks and prevent incidents affecting the security of their
ind information systems and notify competent national authorities of
rincidents of particular magnitudes, calculated in terms such as the number
fected, the duration of the inctdent or the geographical spread with regard
arca affected by the incident.2

General Data Protection Regulation The GDPR, which replaces the
old Data Protection Directive 95/46/BC,!* is directly applicable in all Mem
from 25 May 2018.!* Where a processing of personal data falls within the
rial scope of the GDPR," one of the core obligations of both data control
data processors's is o set up appropriate technical and organisational mea
ensure a level of security appropriate to the risk “to the rights and freec
natural persons”.'s When such a risk is susceptible to being high, the data
ler is accountable to conduct a data protection impact assessment before st
processing.'” Furthermore, the Regulation lays down a set of rules on pefsona
breaches by introducing an obligation to notify the supervisory authority at.
est within 72 hours from when the data breach is likely to pose a ris
individual’s rights and freedoms.’® In addition, when the personal data b
hke!y to result in such a high risk, there is an obligation to inform the pelso
data is concerned by the breach.!”

Directive on security of network and information systems The NISD
which entered into force in August 2016 is the first EU horizontal legislat
dressing cybersecurity challenges in Europe. Member States had to transpo

% See from paras 5-003, 5-067.
9 Regulation (EU) no.910/2014 of the Eumpean Parliament and of the Council of 73 July_
electronic identification and trust services for electronic transactions in the mtemal mark
repealing Directive 1989/93/EC [2014] OJ L275/73 (“elDAS Regulation”),
10 Directive (BU) 2015/2366 of the European Parliament and of the Councit of 25 November_Z
payment services in the internal market, amending Directives 2002/65/EC, 2009/110/EC an
36/EU and Regulation (EU) Ne.1093/2010, and repealing Directive 2007/64/EC [2015]
(“Revised Payment Service Directive™).
' Regulation (EU) 2019/881 of the Buropean Parliament and of the Council of 17 Apnl
ENISA (the European Union Agency for Cybersecurity) and on information and comnunl
technology cybersecurity cettification and repealing Regutation (EU) no.526/2013 (“Cyb
Act™),
12 Directive 95/40/EC of the European Parliament and of the Council of 24 October 1995 on the
tion of individuals with regard o the processing of personal data aud on the free moverie
data {1995] OJ L281/38 (“Directive 95/46/EC"),
13 GDPR is discussed in paras 5-004, 5-009 and onwards.
14 “GDPR art.3” defines the territorial scope of the Regulation on the basis of two main cii
“establishment” criterion, as per art.3(1), and the “targeting” criterion as per art.3(2). Wheéie
these two criteria is met, the relevant provisions of the GDPR will apply to the processing
data by the controller or processor concerned. In addition, art.3(3) confirms the applical
GDPR to the processing where Member State law applies by virtue of public international |
the territorial scope, see Buropean Data Protection Board, “Guidelines 3/2018 on the terito
of the GDPR (Article 3)", draft for public consultation (16 November 2018). See also pa
15 These concepts have been analysed in Article 29 Data Protection Working Party, Opini
on the concept of “controller™ and “processor”, WP169 (16 February 2010). See also pay
16 GDPR art.32.1. See also para.5-020,
17 GDPR art.35.1. See also para.5-028,
¥ GDPR art.33. See also para.5-029.
9 GDPR art.34,

security Act  The Regulation containing the Cybersecurity Act focuses on
-elements. Firstly, it replaces the previous ENISA Regulation?” with the aim
te & permanent mandate? for the EU cybersecurity agency. The objective is
the agency’s financial and human resources in order to ensure that
ccannot only provide expert advice, as has been the case until now, but can
form operational tasks, notably to ensure effective and coordinated
-at Union level in the case of large-scale cross border incidents. Secondly,
gulation provides for a voluntary European cybersecurity certification
ork to encourage ICT products, services and processes being sold in EU
s to comply with cybersecurity standards. Indeed, while an increasing

ve on security of network and information systems art.23,

tive on security of network and information systems art.[.2.

types of DSPs are listed in Annex I11 of the Direetive on security of network and information
ms:

ive on security of network and information systems art.16.11,

sector and subseclor covered is listed in Annex [T of the Directive on security of network and
tion systems.

tive on security of network and information systems art.5.2.

tive on security of network and information systems arts 14 to 16.

Hation (BU) No.526/2013 of the European Parliament and of the Council of 21 May 2013
_ming the Earopean Union Agency for Network and Iaformation Security (ENISA) and repeal-
cgulation (EC) No.460/2004 [2013] OF L165/41.

igency was established for a period of seven years beginning on 19 June 2043 and its mandate
d therefore have ended in June 2020.

[334] [335]
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of oles, security and accountability For both the data controller’
cessor, one of the core obligations under the GDPR is that of the
sonal data. Accordingly, the two actors™ are required to have in place
¢hnical and organisational measures to ensure a level ot security ap-
‘risk “4o the rights and freedoms of natural persons” posed to the
ata heing processed” and provide a general description of these measures,
e, in their records of processing activities,® In comparison with the
or, the data controller has an additional duty of accountability accord-
they are obliged to implement appropriate and effective measures, and
monstrate compliance with the Regulation of processing activities car-
e controller or on the controller’s behalf, including the effectiveness
sures.” This accountability requirement includes two elements: the need
trollers to implement real and effective policies, procedures and
1o safeguard the protection of individuals’ information, as well as the
aintain evidence in order to prove this should data protection authori-
t.% In practice, this additional accountability obligation consists in car-
ata protection impact assessment (“DPIA™), to identify where a type
g is “likely to result in a high risk to the rights and freedoms of natural
Clarifying the roles also has an impact on the confidentiality rule
in:art.29 of the GDPR according to which the processor and any person
‘the authority of the controller or of the processor, who has access to
ita; shall not process that data except on instructions from the control-
quired to do so by Union or Member State law.

number of devices is connected to the internet, security and resilience a
sufficiently built in by design. The Digital Single Market, and in par
economy and the IoT, can thrive only if there is general public trig
products, services and processes provide a certain level of cybersecuri
the Cybersecurity Act contains rules governing European cybersecuri
tion schemes allowing certificates issued under those schemes to be
recognised across all Member States and addressing the curre
fragmentation.

B. Securery oF PersonaL Dama (GDPR)
1. Principles and allocation of responsibilities

The principle of integrity and confidentiality The GDPR establi
principle of “integrity and confidentiality” of personal data at the same
traditional data quality principles (lawfulness, fairness and nansparency
limitation; data minimisation; accuracy; storage limitation)}.” Accmdm
principle, personal data must be processed in a manser that ensures ap
security, including protection against unauthorised or unlawful proces
against accidental loss, destruction or damage, using appropriate tec'
organisational measures,* Unlike the properties of integrity and confidentia
property of availability is not expressly mentioned in art.5.1(f). Nonethel
Article 29 Working Party-—which is now replaced by the European Dat
tion Board (“EDPB”)*-—considers that personal data breaches can be cate
according to the three information security properties as follows: (1) “con
ity breach”, where there is an unauthorised or accidental disclosure of, or
personal data; (2) “integrity breach” where there is an nnauthorised or
alteration of personal data; and (3) “availability breach” where there
cidental or unauthorised loss of access to, or destruction of, personal data
leads ENISA to consider that, under the GDPR, the security pnnmple equ
ers confidentiality, integrity and availability.>

rollership Where a controller determines the purposes and means of
sing jointly with other controllers, the liability of the joint controllers
ear and transparent allocation of their responsibilities by means of an
nt between them unless, and in so far as, the respective responsihilities
lers are determined by Union or Member State faw to which the
.are subject.® In addition to a precise definition of their respective obliga-
angement must duly reflect the respective roles and relationships of the
olie1s vis-&-vis the data subjects and may designate a contact point for
¢ver, irrespective of the terms of the arrangement, the data subject may
is or her rights in respect of and against each of the controllers.®? In cases
eir processing requires a DPIA, the arrangement should set out which
ponsible for the various measures designed to treat risks and to protect

ller” is defined in art.4(7) of the GDPR as being “the natural or legal person, public
ty; agency or other body which, alone or jointly with others, determines the purposes and
the processing of personal data; where the purposes and means of such processing are
ned by Union or Member State law, the controtler or the specific criteria for its nomination
fovided for by EUnion or Member State law”,

cessor” is defined in art.4(8) of the GDPR as being “a natural or Jegal person, public author-
ncy or other hody which processes personal data on behalf of the conirolier™.

e 2:29 ?f controller and processor are discussed in para.5-012,

Riarts 30.1(g) and 30.2(d).

R aits 5.1(), 24 and recital 74.

29 Working Party, Opinion 3/2010 on the principle of accountability, WP 173 (13 July 2010),

®  Under Directive 95/46/EC, the security principle was not listed amongst the principles i
data quality. However, its art.17 already imposed the security duty to both the data cor
the data processor.

30 GDPR art.5.1(f). See also Chapter V (para,5-020).

3 This Working Party was set up under art.29 of the Directive 1995/46/EC as an BU ad !
with specific tasks, The Party consisted of a representative of the national data protection’s
ties, of the EYJ Commission and of the Buropean Data Protection Supervisor. This Workin
sransformed under the GDPR into the Evropean Data Protection Board (“EDPB™), See also
038. :

2 Article 29 Working Party, Guidelines on Personal data breach notification under Regula ‘ant. 33,1,

679, WP250rev.01 (6 February 2018), p.7. .26.1 and recital 79.

33 ENISA, Guidelines for SMEs on the security of personal data processing (December 2016 arts 26.] and 26.2,

[336] [337]
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the rights and freedoms of the data subjects. Each data controller shoul
their needs and share useful information without either compromising s
protection of trade secrets, intellectual property, confidential business.
tion) or disclosing vulnerabilities.* Furthermore, the EDPB recommetid
contractual arrangements between joint controilers include provisi
determine which controller will take the lead on, or be responsible for'
ance with the GDPR’s breach notification obligations.*

h[y regime in the sense thai where controllers and processors are involved
»processing and are responsible for any damage caused by a security
shall be held liable for the entire damage.*? However, a processor or
hat is held liable to pay compensation on this basis is entitled to recover
evant parties that part of the compensation corresponding to their part
‘esp()nsibiilty for the damage 5 In this perspective, the allocation of roles

¢ data controller and the data processor has consequences on the li-
xposure of the different actors involved in personal data piocessmg

¥ Whereas any controller remains gene;al]y liable for any damages aris-
the unlawful processing, the processor is only liable if they fail to comply
obligations of the GDPR directed specifically {0 processors or if they acted
ontrary to lawful instructions of the controller.’ In case of a data breach,
tors can only be exempted from their liability if they prove they are not in
esponsible for the event giving rise to the damage.* Such evidence is not
asy to provide given that the duty of securily enshrined in art.32 must be
d as an obligation of means—and not of result-—according to which data
ters and data processors should act with the necessary degree of care and
“to achieve an appropriate level of security, As a consequence of this
jon, a debtor can only effectively avoid liability by demonstrating that
selected and implemented every reasonable measure that might be
from him to fulfil their obligation. Moreover detailed contractual clauses
d a data processor or a (joint) controller by cbligations of resuit, for
o by imposing specific cryptographic algorithms, physical and logical ac-
ls, or fogging of processing operations. In such circumstances, one party
gc the Hability of the other party more easily by merely demonstrating that
ractual result has not been achieved.

Processing on behalf of a controller Where processing is to be carrie
behalf of a controller, the controller shall use only processors providing
guaraniees in particular in terms of expert knowledge, reliability and reso
implement technical and organisational measures, including for the secijr
processing.* In order to warrant appropriate safeguards, processing by
sor mus{ be governed by a contract or other legal act under Union or Mem|
law, that is binding on the processor with Iegald to the controller and tha
the subject matter and duration of the processing, the nature and purpo
processing, the type of personal data and categories of data subjects, and th
tions and rights of the controller,¥” The contract must also contain minimy
requiring, amongst others, the processor to only act on the written instru
the controtler; ensure that persons authorised to process personal data’s ay
to a duty of conﬁdence take appropriate measures to ensure the security
ing; assist the confroller in meeting its own obligations in relation to the
of processing, the notification of personal data breaches and data protectio
assessments; submit to audits and inspections and provide the controlle
whatever information it needs to ensure that they are both meeting their coi
obhganons # Furthermore, where a processor wants to engage a sub-prog
carrying out specnfzc processing activities on behalf of the controller,
be done without prior specific or general written authorisation of the controlle
the same data security obligations as set out in the contract between the con
and the processor must be contractually imposed on that sub-processor
the sub-processor fails to fulfil its data protection obligations, the initial
remains fully liable to the controller for the performance of that other proc‘
obligations,

Evaluation of risks and appropriate security measures

on of risks A distinction must be made between “inherent” risk and
alrisk. Inherent risk refers to the probability that a negative impact will oc-
o protective action is taken. Residual risk refers to the probability that
e impact will occur despite the measures taken to influence (or limit) the
isk.5? Unlike risk management in information security—which is oriented
he “assets”" of the organisation—the GDPR aims to manage risks “to the
nd freedoms of natural persons” which could lead to physical, material or

Allocation of roles and Hability Any person who has suffered mate
material damage as a result of a security breach has the right to receive co
tion either from the (joint) controller or processor for the damage suffered
lo ensure effective compensation of the data subject, the GDPR institutes a éul

- Article 29 Working Par[y, Guidelines on Data Protection Impact Assessment (DPIA) and k
ing whether processing is “likely to result in a high risk” for the purposes of Regulanon 0
WP248 rev.0 (4 October 2017), p.7.

45 Article 29 Working Party, Guidelines on Personal data breach notification under Regulatm
679, WP250 rev.01 (6 February 2018), p.13,

16 GDPR art.28.1 and recital 81,

97 GDPR art.28.3.

4% GDPR an.28.3,

#  GDPR art.28,2. In the case of general written authorisation, the processor must informi th
ler of any intended changes conceming the addition or replacement of other processors, there
ing the controller the opportunity to ohject to such changes.

¥ GDPR art.284,

. GDPR art.82.1.

s involved in personal dafa processing, Dissertation, 2016, p.610, available at Artps://
4 w.(u!euven befeitiplen/staff-members/stafff00054907 [Accessed 16 September 2019

rich) Belgian Data Protection Authority, Recommandation d’initiative no.01/2018 concernant
ialyse d’impact relative & la protection des données et la consultation préalable (28 February
) pp.19-20.

formation asset is a piece of data which has value to the organisation (e.g. an employee record,
$is reports, financial data of the organisation, ete.). Sec Enropean Data Protection Supervisor,
rity Meastves for Personal—Data Processing Article 22 of Regulation 45/2001 (21 March

[338] {339]
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"ng and evaluation of impact, definition of possible threats and evalua-
r likelihood (threat occurrence probability) and evaluation of risk
i g ‘threat occurrence probability and impact).&”

non-material damages.” As indicated by the Articie 29 Working Party,
ence to “the rights and freedoms” of data subjects primarily concerns the
data protection and privacy but may also involve other fundamental righ
freedom of speech, freedom of thought freedom of movement, prohj
discrimination, right to liberty, conscience and religion.® Recital 75 of the
provides for a non-exhaustive list of examples of potential negative impacts
subject’s rights: discrimination, identity theft or fraud, financial loss, dama
reputation, loss of confidentiality of personal data protected by professiona
unauthorised reversal of pseudonymisation,®! situations where data subje
be deprived of their rights and freedoms or prevented from exercising congp
their personal data, or any other significant economic or social disadvantag
32.2 of the GDPR identifies the threats which could lead to such risks. The
consist, in particular, in accidental or unlawful destruction, loss, alte
unauthorised disclosure of, or access to personal data transmitted;
otherwise processed.5? As already mentioned, in addition to illegitimat
data (loss of confidentiality), to unwanted modification of data (foss of in
and definitive unavailability of data, the Article 29 Working party also
temporary unavailability of the processing, whether accidental (e.g. due tc
outage) or illicit (for example, following a “denial of service” attack)s3 ag
additional threat which could result in risks for data subjects’ rights. Th

fied risks must be estimated in terms of severity and likelihood® which sk
determined by reference to the nature, scope, context and purpose
processing.® According to the French supervisory authority, severity repr
magnitude of a risk and primarily depends on the prejudicial nature of the p
impact; likelihood expresses the possibility of a risk occurring which de
the level of vuinerabilities of the supporting assets when under threat and:
of capabilities of the risk sources to exploit them. ENISA has issued gui
for SMEs to assess security risks for personal data usmg an approach whic|
on four steps, as follows: definition of the processing operation and 1ts

f appropriate security measures The selection of appropriate
sieasures follows the “risk-based approach’® cmbodied by the GDPR ac-
which the higher the inherent risk, the more rigorous the security
fiat the controller or the processor needs to take in order to reach an ac-
ssidual risk. After the evaluation of the inherent risk level and taking into
thé state of the art® as well as the costs of implementation, the coniroller
TOCESSOL must implement technical and organisational measures to ensure
fsécurity appropriate to the risk.?? The GDPR does not impose specific
measures but instead indicates that these may inter alia include, as appropri-
seudonymisation and encryption of personal data; the ability to ensure the
onfidentiality, integrity, availability and resilience of processing systems
¢s; the ability to restore the availability and access {o personal data in a
anner in the event of a physical or technical incident; and a process for
v testing, assessing and evaluating the effectiveness of technical and
onal measures for ensuring the security of the processing. National
ory: authorities provide more concrete guidance {o implement appropriate
easures.” In addition, the controller and processcer must take steps to
hat any natural person acting under the authority of the controller or the
cor. who has access to personal data does no{ process them except on insiruc-
m the controller, uniess he or she is required to do so by Union or Member
.7 Adherence to an approved code of conduct” or an approved certifica-

Guidelines for SMEs on the security of personal data processing (December 20160). The
oniinued its activities in the area and focused on providing further guidance on the applica-
aforementioned guidelines through specific uses cases. See ENISA, Handbook on security
onal denta processing {December 2017),
ing {o the Article 29 Working Party, “it is important to note that—cven with the adoption of
aséd approach—ihere is no question of the rights of individuals being weakened in respect
ersonal data. Those rights must be just as strong even if the processing in question is
ely: ‘low risk’. Rather, the scalability of legal obligations based on risk addresses compliance
s.. This means that a data controller whose processing is relatively Jow risk may not have
much to comply with its legal obligations as a data controlfer whose processing is high-
e Article 29 Working Party, Statement on the role of a risk-based approach to data protec-
aal frameworks, WP218 (30 May 2014), p.2.
isT=1IT Security Association Germany has writien guidelines that are published in English
seration with ENIS A about the meaning of “state of the art”. Tele TrusT-—IT Security Associa-
nany, IT Security Act {Germany} and EU General Data Protection regulation—Guideline
af the art” (2019), available at hstps:/Avww.teletrust.defen/publikationen/broschueren/state-
ht-in-it-security [Accessed 16 September 2019].
art; 32,1,
lés are Belgian Data Protection Authority, Reference Measures for the Security of Any
al Data Provessing Opesation, version 1.0, available at htips./wnw.dataprotectionauthority.be/
tvacycommission/files/documentséveference_measures_security_personal_data_processing_
iedessed 16 September 2019] and French Data Protection Authority (CNIL), La sécurité des
s personnelles—Les guides de la CNIL (2018), available at Jumps:/rwvwwenil fe/sitestdefauli/
oms/fites/onil_guide_securite_personnelle pdf [Accessed 16 September 2019]

32.4.
ferred to in GDPR art. 40,

3 GDPR recital 75.
% Anticle 29 Working Party, Statement on the role of a risk-based approach to data protec
frameworks, WP218 (30 May 2014), p.4.

# “Pseudonymisation” is defined in art.4(5) of the GDPR as “the processing of personal dat
a manner that the pessonal data can no.longer be attributed to a specific data subject withou
of additional information, provided that such additional information is kept separately an
to technical and organisational measmes {o ensure that the personal data are not almb
identified or identifiable natural person™.

& GDPR at.32.2,

4 Distributed denial of service (“13D0S™) attacks take advantage of the specific capac:ty limii
ply to any network resources—such as the infrastructure that enables a comp‘my s web:
DDo5 attack will send multiple requests 1o the attacked web resource—with the aimof e
the website’s capacity to handte multiple requests and paevem the website from function

®  According to the French Supervisory Authority (CNIL}, *a risk is a hypothetical’
describes a fearcd event and aH the threats that would allow this to occur. More speci
describes: how risk sources (e.g.: an employee bribed by a competitor) could exploi
abilities of supporting assets (e.g.: the file management system that allows the manipulation
in a context of threats (e.g.: misuse by sending emails) and allow feared events to'occ
legitimate access to personal data) on personal data (e.g.: customer file) thus generating
the privacy of data subjects (e.g.: unwanied solicitations, feclings of invasion of privac
or professional problems)”. See CNIL, Privacy hnpact Assessment {PIA }—methodology:
2018), p.6. :

&  GDPR recital 76.

&  CNIL, Privacy Impact Assessment {PIA)—methodology (February 2018), p.6,

[340] [341]
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tion mechanism?™ may be used as an element by which to demonstrate: co teset of processing operations which are likely to result in a high risk, the
with the security requirements.” : upervisory authorities (“SAs”) must esiablish and make public a list of
: of processing operations which are subject to the requirement for a DPLA %
3. Data protection impact assessment a5 mal SA must communicate this draft {ist to the EDPB which is entitled
o5 an opinion with the aim to apply the consistency mechanism as to avoid
Data protection impact assessment in case of a high risk  In line wit t inconsistencies between EU Member States that may affect the
based approach, where a type of processing is likely to result in a highirig lent protection of data subjects.?” To support SAs in identifying when DPIAs
rights and freedoms of natural persons, data controllers must carry ou ssary. the Article 29 Working Party has issued Guidelines, endorsed by the
If the processing is wholly or partly performed by a data processor, the prog shich set out a list of nine criteria o consider when identifying processing
should assist the controller in carrying out the DPIA and provide any. n¢ ans requiring a DPIA.® These criteria are met when processing involves
information.” The GDPR provides three non-exhaustive examples of p fion or scoring including profiling and predicting; automated decision-
operations which are likely to result in an inherent high risk™: (i) a systéma with legal or similar significant effect; systematic monitoring, sensitive data
extensive evaluation of personal aspects relating to natural persons whic fa highly personal nature; data processed on a large scale; matching or
on automated processing, including profiling,® and on which decisions ar ning datasets; data concerning vulnerable data subjects such as children,
that produce legal effects concerning the natural person or similarly signi ¢ or the elderly; innovative use or applying new technological or
affect the natural person; (ii) processing on a large scale®! of special categ ional solutions; and preventing data subjects from exercising a right or us-
data®? or of personal data relating to criminal convictions and offences;? vice or contract. In most cases, a processing meeting two of those criteria
systematic monitoring® of a publicly accessible area®s on a large scale.- guire a DPIA to be carried out, however, in some cases, a processing opera-
R ting only one of these criteria may require a DPIA, depending on the
Lists of processing operations requiring a DPIA In order to provide ances.® In line with those obligations, the SAs of 26 Member Staies
: d draft lists to the EDPB identifying data processing activities likely to
e fa high risk and which therefore require DPIAs. The EDPB issued opinions
é;gée;ig;yn GDPR art42. _ of these lists, requesting that some SAs include certain types of process-
GDPR art.35.1. i eir lists, remove other types that the Board did not consider as creating high
GDPR art.28.3(5). : data subjects, and use some criteria in & harmonised manner.?
GDPR art.35.3. f
The Asticle 29 Working Party interprets “systematic” as “meaning one or more of the follo , scope and methodology of a DPIA The GDPR does not formally  6-014

cwiring according to a system; pre-arranged, organised or methodical; taking plac . - o ; .
general plan for data collection; carried out as part of a strategy”. See Article 29 Worl the concept of a DPIA as such, but specifies that it must contain at least a

Guidelines on Data Protection Lmpact Assessment (DPIA) and determining whethet: prox 1C f:iesc1'ipti0n of the envisaged PrO(feSSing opex‘atiQns al}d the purposes of
“likely to result in a high risk” for the purposes of Regulation 2016/679, WP248 rev.01 (4 essing; an assessment of the necessity and proportionality of the process-

2047), p.10. . tions in relation to the purposes; an assessment of the risks (o the rights
According to ast.4(4) of the GDPR, “profiling means any form of astomated plocessmgo doms of data subjects; and the measures envisaged to address the risks,

data consisting of the use of personal data to evaluate certain pessonal aspects 1elatmg 0 fepuards . asures and hanis e th .
person, in particular to anafyse or predict aspects concerning that natural person’s perfo g sateguards, security measures and mechanisms to ensure the protection

work, economic situation, health, personal preferences, interests, reliability. behaviour; § | data and to demonstrale compliance.” In accordance with the data
movements”, n by design and by default principles,” a DPIA should be carried out prior
The Article 29 Working Party recommends that the following factors, in particular, be' cessing® and, as a matter of good practice, be continuously reviewed and
when determining whether the pracessing is carried out on a large scale: “the number of dat :
concerned either as a specific number or as a proportion of the relevant population; the'v
data and/or the range of different data items being processed; the duration, or permdnex o
data processing activity; the geographical extent of the processing activity™. See¢ Article; art.35.4, Note that art.35.5 provides that SAs may also establish and make public a {ist of the
ing Party, Guidelines on Data Protection Officers (‘DPOs"), WP243 rev.01 (5 Apnl 2(317 processing operations for which no DPIA is required. These lists must also be com-
As referred to in art.9.1 of the GDPR.

As referred to in art. 10 of the GDPR. o

According to the Article 29 Working Party, “the concept of ‘monitoring of ¢he behiaviol 29 Working Party, Guidelines on Daga Protection Impact Assessment (DPIA) and deterntin-
subjects’ is mentioned in recital 24 and clearly includes all forms of tracking and profill thiether pracessing is “likely to result in a high risk” for the purposes of Regulation 2016/679,
internet, including for the purposes of behavioural advertising. However, the notion of il ‘Tev.1 (4 October 2017).

is not restricted to the online environment and online tracking should only be considére 29 Working Party, Guidelines on Data Protection Impact Assessment (DPIA} and determin-
example of monitoring the behaviour of data subjects”. See Article 29 Working Party, hether processing is “likely to result in a high risk” for the purposes of Regulation 2016/679,
on Data Protection Officers (“DPOs”), WP243 rev.01 (5 April 2017), p.8. : _ VE2481ev.01 (4 Qctober 2017, p.11

The Article 29 Working Party interprets “publicly accessible area” as being “any place op f:these opinions are on the website of the EDPB and available at hrps:#edpb.eurapa.enfour-
member of the public, for example a piazza, a shopping centre, a street, a market placé, a “toels/consistency-findings/opinions_en [Accessed 16 September 20197].

tion or a public librasy”. See Article 29 Working Panty, Guidelines on Data Protection I R art,35.7.

sessment {DPIA) and determining whether processing is “likely to result in a high ris Riant.25,

purposes of Regulation 2016/679, WP248 rev.01 (4 October 2017}, p.9. : arts 35.1 and 35,10, recitals 90 and 93. However, the requirement to carry out a DPIA ap-
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justification for not seeking the views of data subjects, if it decides th
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y and costs of implementation, the data controller is required to seek
tion for the processing from the supervisory authority'" which may
vice.'® An example of an unacceptable high residual risk includes
ié “despite the envisaged security measures, the data subjects may
igiificant, or even 1110v01<;1blc consequences, which they may not
an illegitimate access to data leading to a threat on the life of the
a layoff, a financial jeopardy) and/or when it seems obvious that the
&.g. by not being able to reduce the number of people accessing the
f'its sharing, use or distribution modes, or when a well-known vulner-
patched).*™ As part of this prior consultation, the DPIA must be fully

regularly re-assessed.* The controller is ultimately responsible for ensu
DPIA is carried out, but the DPIA may be carried out by someone:els;
outside of the organisation.’s The coniroller must also seck the advic
Protection Officer®” (DPO), where designated, and this advice, alongw
sions taken, should be documented within the DPIA % Where approy
controller is required to seek the view of data subjects.” It must d

appropriate.'® A DPIA may concern a single data processing operati
also be used to assess multiple processing operations that are similar
nature, scope, context, purpose and risks. This may also be applicab
processing operations implemented by various data controllers. Tn; thy
reference DPIA should be shared or made publicly accessible, meas
in the DPIA must be implemented, and a justification for conductiiga
has to be provided. The Article 29 Working Party encourages the dey
sector-specific DPLA frameworks, so that the DPIA can address the is
in a particular economic sector, or when using particular technologies.
provides controllers with flexibility to determine the precise structui
the DPIA. Annex | of the Article 29 Working Party’s Guidelines usef
examples of existing EU DPIA frameworks, in Germany, Spain, Fran
Annex 2 further sets out criteria for an acceptable DPIA. Publisfﬁn'g.-'a D
a legal requirement of the GDPR, and is at the controller’s discretion
Article 29 Working Palty encourages the publication of DPIAs;
would help foster trust in the controller’s processing opelauons an
accountability and transparency.!0!

otification and communication of security breaches

of personal data breaches The GDPR requires the coniroller to
onal data breach to the supervisory authority unless the breach is
ult in a risk to the rights and freedoms of natural persons. An example
n might be where personal data is already publically available and
£ such data does not constitute a likely risk to the individual."¥¢ The
rking Party considers that a controller should be regarded as having
re-. when they have a reasonable degree of certainty that a security
cetirred that has led to personal data being compromised.!” Once the
become aware, a notifiable breach must be notified without undue
ere feasible, not later than 72 hours. During this peried, the control-
ss the likely risk to individuals in order to determine whether the
or hotification has been triggered, as well as the action(s) needed to
reach. ! The notification must, at least, describe the nature of the
‘breach including where possible, the categories and approximate

Prior consultation of the supervisory authority Where a DPL
residual risk which cannot be mitigated by appropriate measures

plies to existing processing operations likely to result in a high risk to the righ
natural persons and for which there has been a change of the risks, taking il
scope, context and purposes of the processing. See Atticle 29 Working Part; G
Protection Impact Assessment (DPIA) and determining whether processing i1k
high risk” for the purposes of Regulation 2016/679, WP248 rev.01 (4 October:

% See Article 29 Working Palty, Guidelines on Data Protection Impact Assessi
determining whether processing is “likely to result in a high risk™ for the purp
20N 6/679, WP248 rev.01 (4 October 2017), p.14.

%5 See Article 29 Working Party, Guidelines on Daia Protection Impact Ass 51
determining whether processing is “likely to result in a high risk™ for the purp
2016/679, WP248 rev.01 (4 October 2017). .

%  GDPR art.35.2,

9 GDPR art.37 indicates cases in which it is mandatory for certain conholl
designate a DPO. Moreover, even when the GDPR does not specifically re
a DPO, organisations may sometimes find it useful to designate one on a'v i
Article 29 Working Party, Guidelines on Data Protection Officers (“DPQs™); ]
20147). See also para.5-027.

9% See Article 29 Working Pany, Guidelines on Data Protection hnpact Assessm
determining whether processing is “likely to result in a high risk” for the-
2016/679, WP248 rev.01 (4 October 2017), pp.14-15.

% GDPR art,35.9, :

00 See Anticle 29 Working Pany, Guidelines on Data Protection lmpact'A &

determining whether processing is “likely to result in a high risk™ for th pu {

2016/679, WP248 rev.01 (4 October 2017), p.15. :

See Article 29 Working Party, Guidelines on Data Protection Impact ‘Asses

determining whether processing is “likely to result in a high risk” for thei_p

2016/679, WP248 rev.01 (4 October 2017), p.18.

[344]

d recital 84.

_rkiﬁg Party, Guidelines on Data Protection Impact Assessment (DPIA) and determin-
ssing is “likely %o result in a high risk”™ for the purposes of Regulation 2016/679,
4 Oetober 2017), p.19.

Workmg Party, Guidelines on Personal data breach notification under Regulation 2016/
tev.01 (6 February 2018), pp.18-19. According to the Article 29 Working Party, this
1y be the case if personal data, such as passwords, were securely hashed and salted,
e was calculated with a state of the art cryptographic keyed hash function, the key
data was not compromised in any breach, and the key used to hash the data has been
way that it cannot be ascertained by available technological means by any person who
sed to access it.

9:Working Party, Guidelines on Data Protection Impact Assessment (DPIA) and
hether processing is “likely to result in a high risk” for the purposes of Regulation
248 rev.01 (4 October 2017}, pp.10-11. According to the Article 29 Working Party,
Ctly, & controller can be considered to be ‘aware’ of a particular breach will depend on
s of the specific breach, In some cases, it will be relatively clear from the outset that
breach, whereas in others, it may take some tirne to establish if personal data have
mised. However, the emphasis should be on prompt action to investigate an incident
whether personal data have indeed been reached, and if so, to take remedial action
Equired”,

9. Working Party, Guidelines on Data Protection Impact Assessment (DPIA}) and
hether processing is “likely 1o resuit in a high risk” for the purposes of Regulation
248 rev.01 (4 October 2017), p.23. According to the Article 29 Working Party, “it
that assessing the risk to people’s rights and freedoms as a result of a breach has a

[345]
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n about steps they should take to protect themselves, such as resetting
in the case where their access credentials have been compromised.!¥

number of data subjects concerned and the categories and approximate
personal data records concerned; communicate the name and contaci de
data protection officer or other contact point where more information
obtained; describe the likely consequences of the personal data breach; and
the measures taken or proposed to be taken by the controller to address the
data breach, including, where appropriate, measures to mitigate its possibl
effects. ' Where the notification to the supervisory authority is not made’
hours, it shall be accompanied by reasons for the delay. Nevertheless,
comprehensive details of the incident may not always be available during thi
period, notification in phases is allowed,'! providing the controller gi
for the delay."! If a processor is used by a controlier and the processor: by
aware of a breach of the personal data it is processing on behalf of the ¢
they must notify the controller “without undue delay”.''? However, ih
between the controller and processor could include requirements for early
tion by the processor that in turn suppott the controller’s obligations to repo
supervisory authority within 72 hours.""? It should be noted that the process
not need to first assess the Iikelihood of risk arising from a breach befo
ing the controller: a processor just needs to establish whether a bleac
curred and then notify the controller.*

o communications There are three exemplions to the obligation to  6-018
aunicaie data breaches to the individuals.'™ The first exemption relates (o situ-
ere the controller has applied appropriate technical and organisational
o protect personal data prior to the breach, in particular those measures
er personal data unintelligible to any person who is not authorised to ac-
could, for example, include protecting personal data with state-of-the-
yption, or by tokenisation. The second exemption appears when, im-
ollowmg a breach, the controller has taken steps to ensure that the high
ed to individuals’ rights and freedoms is no Jonger likely to materialise. For
depending on the circumstances of the case, the controller may have im-
ly dentified and taken action against the individual who has accessed
a before they were able to do anything with it. The last exemption to
icate data breaches to individuals appears when it would involve
tionate effort to contact individuals, perhaps where their contact details
ei:lost as a result of the breach or are not known in the first place. For
the warehouse of a statistical office has flooded and the documents
“personal data were stored only in paper form, Instead, the controller must
public communication or take a similar measure, whereby the individuals
d in an equally effective manner. In the case of disproportionate effort,
1 arrangements could also be envisaged to make information about the
lable on demand, which could prove useful to those individuals who
ected by a breach, but the controlier cannot otherwise contact.!?

6-017 Communication of personal data breaches When a personal data
likely to result in a high risk to the rights and freedoms of natural persons
tion to notifying the supervisory authority, the controller is also require,
municate the breach to the affected individuals.!' The thresheld for com
ing a breach to individuals is higher than for notifying supervisory autho
not all notified breaches have to be communicated to individuals, thus pro
them from unnecessary notification fatigue. Article 29 Working Patty
non-exhaustive list of examples of when a breach is likely to result in high
individuals and consequently, instances when a controller has to notify abi
those affected.!'s The GDPR states that communication of a breach to indi
should be made “without undue delay”,'"” which means as soon as possi
main objective of communications to individuals is to provide timely and ;

ate interest to ensure network and information security The process-  6-019
rsonal data to the extent strictly necessary and proportionate for the
f ensuring network and information security'?! (NIS) and the security of
ed services offered by, or accessible via, those networks and systems, by
horities, by computer emergency response teams (CERTs), computer
dent response teams (CSIRTS), by providers of electronic communica-
orks and services and by providers of security technologies and services,
legitimate interest of the data controller concerned. Consequeantly, the
data subjects is not needed in such cases.'?? This could, for example,
venting unauthorised access to electronic communications networks and
code distribution and stopping denial of service attacks and damage to
and electronic communication systems. 2 In the same way, the NIS Direc-
explicitly states that personal data is in many cases compromised as a result of
dents. In this contex(, competent national NIS authorities and data protec-

different focus to the risk considered in & DP1A. The DPIA considers both the risks of
processing being carried out as planned, and the risks in case of a breach. When
potential breach, it looks in general terms at the likelithood of this occurring, and the d
data subject that might ensue; in other words, it is an assessment of a hypothetical évent
actual breach, the event has already occusred, and so the focus is who]]y about the resulfis
the impact of the breach on individuals”,

19 GDPR at.33.3.

110 GDPR art.33.4.

1t Article 29 Working Party, Guidelines on Personal data breach notification under Regulaﬂ
679, WP250 rev.01 (6 February 2018), p.15. .

12 GDPR m1.33.2,

13 Article 29 Working Party, Guidelines on Personal data breach notification under Regulau
679, WP250 rev.01 {6 February 2018), p.13.

14 See Article 29 Working Pmly, Guidelines on Data Protection Impact Assessment (D}
deternuning whether processing is “likely to result in a high risk” for the purposes of R
2016/679, WP248 rev.0l (4 October 2017), p.13. '

45 GDPR art.34.1,

16 Article 29 Working Party, Guidelines on Personal data breach notification under Regulati

679, WP250 rev.01 {6 February 2018), pp.31-33.

GDPR art.34.1.

=3

29 Working Party, Guidelines on Personal data breach notification under Regulation 2016/
*250 rev.01 (6 February 2018), p.20.

art,34.3,

:29 Working Party, Guidelines on Personal data breach notification under Regulation 2016/

250 rev.01 (6 February 2018}, p.22.

tal: 49 of the General Data Protection Regulation and art.4(2) of the Directive on security of

otk and information systems use the same definition of “security of network and information

See below, para 6-19.

unds for the personal data processing to be lawful are discussed in para,5-022,

recital 49,

o

H

3

[346] [347]




6-020

6-021

i : SCTIVE
SECURITY AND INCIDENT REPORTING REGUIREMENTS : SECURITY OF NETWORK AND INFORMATION SySTEMS {INIS Digs 3

provides criteria that Member States are required to apply in order to
OESs. ™ In November 2018 and every two years the_reafte_r, eaqh Member
equired to submit to the European Commission a list of identified O'E'Ss
blishment on its territory.!2! As a result of this assessient, all enu‘tles
{he criteria detailed hereunder shall be identified as OESs and be sub_;ect'
curity and notification obligations of art. 142 (i) as a ﬁl"Si step, Membfil
uld assess whether an entity of interest belongs (o the following sectors
cocrors listed in Annex II of the Dn‘ec?;ve, .whlch are considered
tal to ensuring the proper functioning of the mlerngt market‘: energy
~oil and gas), transport {air, rail, water and road), banking (credit institu-
nancial market infrastructures (trading venues, cent'l'ql countcrparges),
salthcare providers including hospitals gnd private chnllcs), water {drink-
supply and distribution) and digital mfrastructurr_:: (internet (;xc'hanﬁ;;
main name system service providers, top level domai name registries);
acond step, the entity which is subject to the 1denuhc§1t}on needs to provide
which is essential for the maintenance of the critical societal and/or
activities,'** When carrying out this assessment, Mcmber States shoqid
dccount that one entity can provide both essential and non-essential
This means that the security and notification requiret_nen‘ts of t‘he NIS
/il apply 1o a certain operator only to the extent to which it pl‘OV}(ﬁl‘BS es-
rvices:'® and (i) thirdly, it should be clarified whether the provision of
tial service depends on network and information systems.!? Her_:ce., as a
the identification process requires the assessment of whether an mgdent,
fined as any event having an actual adverse effect on the‘secu\r‘lty of
nd information systems,’ wounld have a significant disruptive effect on
on of the service. In this context, if appropriate, the assessment shou_ld
actor-specific factors!s but also at least the following c-ross-sectona]
he number of users relying on the service provided by the entity concerned;

tion authorities should cooperate and exchange information on all ra
ters to tackle any personal data breaches resulting from NIS incidents,

C.  Securrry oF NETWORK AND INFORMATION SysTems (NTS Dir:

Objectives of the NIS Directive The “NIS Directive” defines a “n
information system” as being either an electronic communications netw
device or group of inferconnected or related devices, one or more of whig
ant to a program, perform automatic processing of digital data including
stored, processed, retrieved or transmitted by these systems for the purpo
operation, use, protection and maintenance. 12 The security of these syste
in their ability to resist, at a given level of confidence, any action that'¢
the availability, authenticity, integrity or confidentiality of stored or traii
processed data or the related services offered by, or accessible via, those
and information systems.'*” In order to fulfil its objectives, the NIS
establishes security and notification requirements for two different typi
ers, which are considered as being of particular critical importance: ope
sential services (OESs) and digital service providers (DSPs). Moreoy,
national level, the NIS Directive lays down obligations for Member States
a national strategy as well as to designate national competent authoritic
points of contact and computer security incident response feams (CSIRT:
dition, at European level, the NIS Directive creaies a Cooperation &
Cooperation Group) with a view to fostering mutual understanding of
velated to the implementation of key provisions of the Directive as.w
facilitate strategic cybersecurity cooperation and information sharin
Member States.!? In parallel, the Directive creates a CSIRTs netwoi
confidence between Member States and to boost operational ¢y
cooperation. :

1. Identification of undertakings subject to security obl;ga s for ideni fying OESs are set out in art.5.2 of the Directive on security of vetwork and

ation systems.

‘on security of network and information systems arts 5.3 and 5.5.

ld:be outlined that when carrying out the identification process, Member Stut.es shou_ld not

additional criteria because this could narrow the number of identified OESs_and jeopardise the

jit harmonisation for OESs enshrined in ast.3 of the Directive on security of network and

afion systems. o .

i3t of the entities which belong to the “traditional sectors”, EU legistation contams.w.'el]

ped definitions to which Annex II makes a reference. Hnwe\.fer‘ for the_ sector of digital

ticture, listed under point 7 of Annex I (Internet Exchange Pomt;, Domalm Name _Systems

-level domain name registries), this is not the case. Therefore, with [l.'le aim to cia}';fy.thesc

ns, the Commaission provided detailed explanation in the Annex of ils Communication .of

tember 2017, See Annex to the Communication from the Commission to the Eur_opean Pgl‘lla—

nd the Councii, Making the most of NIS—towards the effective %mplenllemation of Direc-

(EU) 2016/1148 concerning measures for a high common level of security of network and

mation systems across the Union, COM(2017)476 final/2 (4 October 2017), pp.20-22.

Ve on security of network and information systems art.5.2(a).

tive on security of network and information systems art.14.3.

ive on security of network and information systems art.5.2(b).

Ve on security of network and information systems art.4(7). ) -

ve on security of network and information systems art.6.2. With regard to‘the sectm’-sp@lhc
recital 2§ provides some examples which could provide helpful guidance to natloa'lal

ties: “With regard to energy suppliess, such factors could inch_ade the voiujne or proportion

inal power generated; for oil suppliers, the volume per day; for au‘limnspmt, including airports

4if Carriers, rail transport and maritime ports, the proportion of nauoflal traffic volume and the

ber of passengers or cargo operations per year; for banking or financial market infrastructuses,

[349]

Identification of operaters of essential services The NIS Directi
define explicitly which particular entitics are considered as OESs unde

24 Directive on security of network and information systems recitat 63. :
25 The concept of “clectronic communications network” is defined in art.2(1) of the Dirg
2018/1972 of the Buropean Parliament and of the Council of 11 December 2018 sstab
European Electronic Communications Code (Recast) [2018] OF L321/36 as being “tta
systems, whether or not based on a permanent infrastructure or centralised administr
and, where applicable, switching or routing equipment and other resources, including ne
ments which are not active, which permit the conveyance of signals by wire, radio; optic
electromagnetic means, including satellite networks, fixed (circuit- and packet-switchi
intemet) and mobile networks, electricity cable systems, 10 the extent that they arg'us
purpose of transmitting signals, networks used for radio and television broadcasting, and
sion networks, irrespective of the type of information conveyed”. R
Directive on security of network and information systems art.4(1}.
Directive on sccurity of network and information systems art.4{2).
The NIS Cooperation Group, composed of representatives of Member States, the Comn_il__S§//
ENISA, has been established by art. 11 of the Directive on secutity of network and inform
sysfems. S
The network of Computer Security Tncident Response Teams (lhe CSIRTs Network
sharing information about risks and ongoing threats and cooperating on specific ¢y
incidents, is established under art.12 of the Directive on security of network and informia
which also defines its rotes, L

126
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a particular entity is identified as an OES or not.'* In the Commissio:

SECURITY AND INCIDENT REPORTING REQUIREMENTS SecursTy OF NETWORK anD INFORMATION SYsTEMS (NIS Dirkcrive)

the dependency of other sectors referred to in Annex II on the service:
that entity; the impact that incidents could have, in terms of degree ar
on economic and societal activities or public safety; the market share of thay
the geographic spread with regard to the area that could be affected by an
and the importance of the entity for mdmtammg a sufficient level of the g
ing into account the availability of alternative means for the provis

service.!® :

‘o be important economic players due to the fact that they are used by
gses for the provision of their own services, and a disruption of the
e could have an impact on the key economic and societal activities. 143
OESs, the Directive does not require Member States to identify the
*efofe the relevant obli gations of the Directive, namely the seuurity and
ons requuements set out in art. 16 apply to ail DSPs within its scope. A
» is defined as being any Information Society service¥6 which is of
din Anncx HI of the NIS Directive. This Annex lists three specific types
online market place, online search engine and cloud computing
nline market place is defined as a service that enables consumers and
iclude online sales or service contracts with traders, and it represents
fination for the conclusion of those coniracts.'"” For example, a provider
Bay- can be regarded as an online market place as it allows others to set

its platform in order to make their products and services available
onsumers or businesses. Also, online application stoves for distributions
fis and software are considered as falling under the definition of online
ace because they allow app developers to sell or distribute their services
rs or other businesses. In contrast, intermediaries (o third-parties services
yscanner and price comparison services, which redirect the user to the
of the mrader where the actual contract for the service or the product is
-are not covered by the definition; (ii) online search engine is defined as
rvice that allows users to carry out searches of, in principle, all websites
n a particular language on the basis of a query on any subject. Search
lities limited to in-site search and price comparison websites are not
respective of whether the search function is provided by an external
gine; ¥ and (iii) finally, cloud computing service is defined as a digital
at enables access to a scalable and elastic pool of shareable computing
49.The term “scalable” refers to computing resources that are flexibly al-
e cloud service provider, irrespective of the geographical location of
s, in order to handle fluctuations in demand. The term “elastic pool” is
escribe those computing resources that are provisioned and released ac-
demand in order to rapidly increase and decrease resources available
on workload. The term “shareable” is used to describe those compui-
rees that are provided to multiple users who share a common access to the
ut where the processing is carried out separately for each user, although
is'provided from the same clectronic equipment.'* When meeting thesc
tics, the computing resources falling in the scope of the NIS Directive
ssources such as networks, servers or other infrastructure, storage, applica-
-sérvices. In other words, all current main types of cloud service models
eted; such as Infrastructure as a Service (¥12aS™), Platform as a Service
and Software as a Service (“SaaS™).

Jurisdiction of Operators of Essential Services ("OESs") For the Pl
identifying OESs, establishment on the territory of a Member State implieg
fective and real exercise of activity through stable arrangements, whereas
form of those arrangements should not be a determining Factor, 40 This thy
a Member State can have jurisdiction over an OES not only in cases’
operator has its head office on its territory but also in cases where the p'
for example a branch or other type of legal establishment. This has the con
that several Member States in parallel could have jurisdiction over thé sa
Therefore, where an entity p10v1de§ a service which is essential for the m
of critical societal and/or economic activities in more than one Member St
Member States must consult each other before they take a decision on the
tion of the OES."! The desired outcome of the consultation is that the
national authorities exchange arguments and positions and ideally come tg
deciston concerning the identification of the operator concerned, How
Directive does not preclude Member States reaching divergent conclusion:

Member States should strive to reach a consensus on these issues to avoi
fion that the same company is facing different legal status in various Memb
Divergence should remain exceptional e.g, when an entity determined:
in one Member State has a marginal and insignificant activity in anothe
order to facilitate the Member States when taking informed decisions Ti
whether an operator is essential or not as well as to avoid unnecessary. di
or inconsistencies, the NIS Cooperation Group issued a reference doc
modalities of the consultation process in cases with cross-border impact;

Definition of Digital Services Providers (DSPs) The DSPs are th
category of entities included in the scope of the NIS Directive. These e

their systemic importance based on total assets or the ratio of those total assets to GDP: fo
sector, the number of patients under the provider’s care per year; for water produection;
and supply, the volume and number and types of users supplied, including, for exaniplg
public service organisations, or individuals, and the existence of allemative sources of wal
the same geographical area.”
Directive on security of network and information systems art.6.1.
10 Directive on security of network and information systems recital 21.
41 Directive on security of network and information systems art,5.4. .
2 Recital 24 of the Directive on security of network and information systems mentions ¢
ity for Member States to request the assistance of the Cooperation Group in that matter.
143 Annex to the Communieation from the Commission to the European Parliament and:t
Making the most of NIS—towards the effective implementation of Directive (EU);
concerning measures for 2 high common level of security of network and information sys
the Union, COM{(2017)476 final/2 (4 October 2017), p.30.
44 NIS Cooperation Group, fdentification of eperafors of essential service v-—Refemn
modalities of the consultation process in cases with cross-border impact, Publication| 07
2018). :

1¥

&

e:on security of network and information systems, recital 48.

t of “Information Society service™ is defined as “any service normally provided for
neration, at a distance, by electronic means and at the individual request of a recipient of
i art. 1(1) of Directive (BU) 2015/1535 of the European Parlianient and of the Council of
mber 2015 laying down a pracedure for the provision of information in the field of techni-
_I‘ltlons and of rules on [nformation Society services [2015} OJ L241/1.

& 'on security of network and information systems art.4(17) and recital 15.

on securily of network and information systems art.4(18) and recital 16,

ie-on security of network and information systems art.4(19),

on security of network and information systems recital 17,
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6-024  Jurisdiction of DSPs  As regards the question of territoriality, the Diiee
into account the cross-border nature of DSPs and does not follow
multiple parallel jurisdictions but an approach which focuses on where 5
established in the Union; it will be subject to the jurisdiction of the Men
where it has its main establishment, which in principle corresponds tg
where the provider has its head office in the Union.'S! In cases where th
DSP offers services in the EU but is not established in the EU temtory
Directive imposes on the DSP the obligation to designate a 1ep1csentat
Union. In that case, the Member Statc where the representative is establ
have jurisdiction over the company.'* In cases where a DSP provides ser
Member State but has not designated a representative in the EU, the Mem
can in principle take actions against the DSP as the provider is 1nfr1ngmg
tions deriving from the Directive.!s* This approach allows for a single §
to be apphed to DSPs with one competent authority responsible for sup
which is particularly important, as many DSPs offer their services a 08
Member States simultaneously. The application of this approach minim
compliance burden on DSPs and ensures the proper functioning of t
Single Market. :

on requirements of OESs  Additionally, Member States also have o 6-026
OESs notify, without undue delay, the competent authority or the CSIRT
any incident that has a significant impact on the continuity of tﬁe es-

ices.i® Given the already mentioned definition of the term “security of
nformation systems”, the Cooperation Group considers that any event
g not only the availability but also the authenuc:ty, mtcgl ity or confidential-
'kab and information systems (used in the provision of the essential
it has a significant impact on the continuity of the essential service itself
gger the notification obligation.*®! In order to determine the significance
act of an incident, the following paramelers, in particular, must be taken
. the number of users affected by the disruption of the essential service,
on of the incident and the geographical spread with regard to the area af-
the incident.’® When measuring the significance of incidents, each
State may also decide industry specific parameters and thresholds, to
reality within a sector or national particularities. A generic threshold can
t-naélonal level (e.g. one million users affected), or different thresholds per
.g. health: 100,000 patients affected, energy: one million users affected).
of parameters, Member States can measure significance of the impact by
the three parameters mentioned above, using an extended generic set of
rs, besides the ones imposed by the Directive, or using sectoral sets of
s, adapted to particularities within each sector/subsecior.1€

2, Security obligations

6-025  Security requirements of OESs For what concerns OESs, Member Stag
required to ensure that, having regard to the state of art, the identified enlif
appropriate and proportionate technical and organisational measures to man
risk posed to the secunty of network and information systerms which the or
tions use in the provision of their services.! In this context, a risk ime:
reasonably identifiable circumstance or event having a potential advers
on the security of network and information systems, ' Burthermore, Mem
must ensure that appr opnate measures are taken to prevent and minimise the
of an incident with a view to ensuring the continuity of those services.
to provide guidance to the Member States, the NIS Cooperation Group issu
binding guidelines concerning the security measures for OESs.!% As highlig
the Commission, harmonisation of such requirements would gleatly fa
compliance by OESs which often provide essential services in more th
Member State and the supervision tasks of national competent authoritie
CSIRTs.!1®

inctusion of additional sectors Besides the mandatory security and  6-027
tion requirements of the NIS Directive concerning OESs and taking into ac-
minimum harmonisation provision enshrined in art.3, Member States can
maintain legislation ensuring a higher level of security of network and

systems. In this regard Member States are in general free to expand the

nd notification obligations under art. 14 to entities belonging to other sec-
sub-sectors than those listed in Annex II of the NIS Directive. Various

States have decided to include some of the following additional sectors:
nistrations, the postal sector, the food sector, the chemical and nuclear

the environmental sector and the civil protection sector, '™

ty requirements of DSPs  In the same logic as for OESs, Member States  6-028
d to ensure that DSPs take appropriate and proportionate technical and
ational measures to manage the risk posed to the security of network and
systems which the companies use in the provision of their services.
iecurity measures should take into account the state of the art and the fol-

15
15!
15

Directive on security of network and information systems art,18.1'and recital 64.
Directive on security of network and information systems art.18.2.
Directive on security of network and information systems art. 18,3,

4 Directive on secuuty of network and information systems art. 14. .

135 “Adverse effect” is a concept not defined within the Directive on secwrity of network 'md
tion systenis. Nonetheless, the NIS Cooperation Group considers the general meaning of th
preventing success or development, harmful, unfavourable. See NIS Cooperation Grou
ence dacunient on incident notification for operators of essential services-—cireumstances: Of
tion, Publication 02/2018 (February 2018}, p.10.

Disective on secarity of network and information systems art.4(9},
Directive on security of network and information systems art. [4.2.
13 NIS Cooperation Group, Reference docunient on security measures for Operators of
Services, Publication 01/2018 (February 2018), :
Anznex to the Communication from the Commission to the Byropean Parliament and t
Making the most of NIS—towards the effective implementation of Directive (EU):20
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Fre ]

tning measures for a high common level of security of network and information systems across
mion, COM(2017)476 (4 October 2017), p.30.

ive on security of network and information sysfems art,14.3.

goperation Group, Reference document on incidens notification for operators of essential
es=—circiumstances of notification, Publication 02/2018 (February 2018), p.10. The same ap-
o DSPs,

ve on security of network and information systems art,14.4.

Cﬂopention Group, Reference document on incident notification for operators of essential
—circimstances of notification, Publication 02/2018 (February 2018), p.15.

0 the Communication from the Commission to the European Parliament and the Council,
& the most of NIS—towards the effective implementation of Directive (EU) 20§6/1148
tiing measures for a high common level of security of network and information systems across
fiidn, COM(2017)476 final/2 (4 Gctober 2017), pp.23-24,
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aitigation, detection and prosecution of criminal offences.i” Finally, it
ghlighted that a DSP is only subject to a light-touch and reactive ex post
y. icontrol by the national competent authorities.!™ The competent author-
i ed should therefore only (ake action when provided with evidence, for
ic DSP itself, by another competent authority, mcludmg a competent
nother Member State, or by a user of the service, that a DSP is not
with the security and notification requirernents, in particular following
ce of an incident.*

lowing five elements: security of systems and facilities; incident hand]
ness continuity management; monitoring, auditing and testing; as welf5
ance with international standards.’® The Commission adopted an im
Regulation which further specifies the elements to be taken into accoun|
when identifying and taking measures to ensure a level of security of ne
information systems which they use in the context of offering services
in Annex IIL' Moreover, ENISA issued technical guidelines which
mon baseline security objectives as well as different levels of sophisticatiy
implementation, mapping these against well-known industry standards

frameworks and certification schemes. 67 ) .
’ S strategy  All Member States need to adopt a national strategy on

rity. of network and information systems (“NIS strategy”) defining the
es and appi ropriate policy and regulatory measures.”” This strategy should
egic objectives, priorities and a governance framework; identification
ires on preparedness, response and recovery; cooperation methods between
nd private sectors; awareness raising, training and education; research
Jopment plans related to the NIS strategy, a risk assessment plan as well
‘actors involved in the strategy implementation. Parsuant to the wording
obligation to adopt an NIS strategy only applies to the sectors referred
nex 1l (types of OESs) and to the services referred to in Annex III {types
However, art.3 of the NIS Directive specifically sets forth the principle
m harmonisation, pursuant to which Member States may adopt or
provision with a view to achieving a higher level of security of network
ation systems. The application of this principle to the obligation to adopt
ategy enables Member States to include more sectors and services than
mientioned ones, for example to include public administrations responsible
itive sectors and services other than those listed in the Directive’s An-
and 1T, which warrant the need of being covered by an NIS strategy, as
mahagement plans preventing leaks and ensuring adequate protection.

Notification requirements of DSPs  DSPs have to take the necessary.
{o prevent and minimise the impact of incidents with a view (o ensuring th
ity of their services, 68 Hence, DSPs are required to notify the competen
or the CSIRT, without undue delay, of any incident having a substantial ing
the provision of a service.!® For determination of the impact, the NIS Dire
five particular parameters that need to be taken into account: (i) the numbe
ers affected by the incident, in particular users relying on the service for'th
sion of their own services; (ii) the duration of the incident; (iii) the geo
spread with regard to the area affected by the incident; (iv) the extent of the
tion of the functioning of the service; and (v) the extent of the impact on
and societal activities,'™ In the Implementing Regulation, the Commission
specifies the parameters to be taken into account to determine whethera
has a substantial impact on the provision of those services,’! As an e
DSPs which are micro or small enterprises within the meaning of Co
Recommendation 2003/361/BC'"? are excluded from the scope of thé
requirements and notification.!” This means those businesses that emp
than 50 persons and which have an annual turnover and/or an annual bala
total not exceeding €10 million, are not bound by such requiremen
determining the size of the entity, it is not of relevance whether thec
concerned provides only digital services within the meaning of the NIS D
or also other services. Moreover, Member States are not allowed to imp
further security and notification requirements on DSPs than those provide
Directive, except for cases where such measures are necessary to safeguar
essenfial State functions, in particular to safeguard national security, and {

3. Institutions

ompetent authorities In order to monitor the application of the Direc-
tional level and to assess compliance of OESs and DSPs with their obliga-
.8 requires Member States to designate national competent authorities on
of networks and information systems, while explicitly recognising the pos-
o-designate “one or more national competent authorities”.® Accordingly,
tates are free to choose to designate one single authority dealing with all
nd services covered by the Directive or several authorities, depending for
Ie'on the type of sector. When deciding on the approach, Member States can

16
16

4

Directive on security of network and information systems at.16.1. :
Commission Implementing Regulation (EU) 2018/151 of 30 January 2018 laying dow! i
plication of Directive (EU) 2016/1148 of the Enropean Parliament and of the Council d
further specification of the elements to be taken into account by digital service providers fo
ing the risks posed (o the security of network and information systems and of the para
determining whether an incident has a substantial impact {2018] OJ L26/48 (“Co [
{implementing Regulation 2018/151”) art.2.
167 BNISA, Technical Guidelines for the implementation of minimum security meavrues Ji
service providers (Dlecember 2016).

Directive on security of network and information systems art.16.2.
19 Dirgctive on security of network and information systems art. 16.3.
7 BPrirective on security of network and information systems ait. 16.4.
7 Commission Implementing Regtlation 2018/151 arts 3 and 4. :
72 Commission Recommendation of 6 May 2003 concerning the definition of micro
medium-sized enterprises [2003] OJ L124 {“Commission Recommendation 2003/361
Directive on security of network and information systeins art, 16.11.

{354]

>

ctive on security of network and information systems art,16,10.

ve on security of network and information systems art.17.1.

live on security of network and information systems recital 60,

ive on security of network and information systeins art.7.

ta}:30 of the Directive on security of network and information systems explains this policy
““In view of the differences in national governance structures and in order to safeguard already
ng sectoral arrangements or Union supervisory and regulatory hodies, and to avoid duplica-
Member States should be able to designate more than one national comgpetent authority
sible for fulfilling the tasks link to the security of the network and information systems of
s of essential services and digital service providers under this Directive.”
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and processes.'®® The reason is that many EU Member States have
Jeveloped and adopted_natlonal cybel'gecur.lty certification schemes bqt
only recognised at national level, having little or no value outside their
. Therefore, the Regulation contains rules governing European cyberse-
dification schemes allowing certificates issued under those schemes to be
j recognised across all Member States.

draw on the experience from the national approaches used in the conte|
existing legislation on critical infrastructure protection.!”

Computer Security Incident Response Team(s) ("CSIRT")  Addii
Member States need (o appoint at least one CSIRT!8 entrusted with h,
handling risks and incidents for the types of OESs and DSPs listed i
Directive’s Annexes II and III. Member States can opt for establishjng a
within the national competent authority(ies). Taking into account the

harmonisation requirement enshrined in art.3 of the Directive, Member St
free to use the CSIRTS also for other sectors not covered by the Directive,
the public administration. The tasks of designated CSIRTs include mo
incidents at a national level; providing carly warning, alerts, announceme
dissemination of information to relevant stakeholders about risks and ing
responding to incidents; providing dynamic risk and incident analysis ap
ational awareness; and participating in the network of the national CSTRTs (
network) established under art.12.'8! Specific additional tasks relate to {nejde
notifications where a Member State decides that CSIRTS, in addition to or iy e
of national competent authorities, can undertake such roles.!$2

1. The EU Cybersecurity Agency (ENISA)

structure The administrative and management structure of ENISA is
ssed of a Management Board, an Executive Board, an Executive Director, an
(dvisory Group and a National Liaison Officers Network.'® The Manage-
Board is composed of one member appointed by each Mcrpber State and two
appointed by the Commission. All members are appointed for a renew-
of fours years on the basis of their knowledge in the field of cybersecprﬂy
ve the right to vote.' The Management Board establishes the general du'F:c—
NISA’s operations and is entrusted with the powers necessary to establish
et, verify the execution of the budget, adopt appropriate financial rules,
sh transparent working procedures for decision making, adolz_)t EN;S A’s work
nme, adopt its own rules of procedure, appoint the Executive Director and
on the extension and termination of the Executive Director’s term of
91 In order to prepare its decisions, the Management Board is assisted by an
ive Board composed of five members appointed from among the members
Management Board.'? To ensure regular dialogue with the private sector,
ners’ organisations and other relevant stakeholders on issues related to the
work programme, the ENISA Advisory Group is established by the Manage-
it Board. The ENISA Advisory Group is composed of recognised experts
enting the relevant stakeholders, such as the ICT industry, providers of
nic communications networks or services available to the public, SMEs,
rs of essential services, consumer groups, academic experts in the field of
ecurity, and representatives of competent authorities in the field of electronic
unications, of European standardisation organisations, as well as of law
ement and data protection supervisory authorities.!®? Finally, the National
n Officers Network is composed of representatives of all Member States
onal Liaison Officers) to facilitate the exchange of information between
and the Member States, and to support ENISA in disseminating its activi-
findings and recommendations to the relevant stakeholders across the Union.!*

National single point of contact Finally, each Member State must desions
national single point of contact, which will exercise a liaison function to engy
cross-border cooperation with the relevant authorities in other Member State
with the NIS Cooperation Group and the CSIRT network.!$3 This is particu
needed given that Member States may decide to have more than one natiogg
authority. Furthermore, Member States need to ensure that the single poingg)
contact is informed about the received notifications from operators of essen(i
services and digital service providers.18+

D. EU CypersecuriTy AGeNcY AND European CertiricaTion (CYBERSECUR
Acr)

Objectives Whereas ENISA previously had a limited mandate that would |
ended in 2020, the first key objective of the Cybersecurity Act is to give the ag
a permanent role as the EU agency for cybersecurity. Among its new tasks,

will contribute to increase cybersecurity capabilities at Union level in order to:
port the actions of Member States in preventing and responding to cyber the
in particular in the event of cross-border incidents.!$5 The Regulation also cre
a voluntary European cybersecurity certification framework for ICT products,

NISA’s tasks under the Cybersecurity Act The Cybersecurity Act aims to
force ENISA’s role as the EU’s centre of advice and expertise with regard to

=}

1 bersecurity Act art.2(13) defines an “ICT service” as “any service consisting fully or mainly in

Council Directive 2008/114/EC of 8 December 2008 on the identification and designalit f . / i
transmission, storing, retrieving or processing of information by means of network and informa-

European critical infrastructures and the assessment of the need to improve their protection [
OJ L345/75. - [ n systems”. . .
150 Directive on security of network and information systems art.9. bersecurity Act art.’%( 14) defines an “ICT process"’ a§ “any set of activities performed to design,
'8! Directive on security of network and information systems art.9 and Annex L. \ A velop, deliver or maintain an ICT product or service”.
182 Directive on security of network and information systems arts 14.3, 14.5, 14.6, 16.3, 16.6 and 16/ ’ bﬂTSGCuH:ly Act art.13.
183 Directive on security of network and information systems art.8, 3 bersecurity Act art.14.
1% Directive on security of network and information systems art.10.3, bersecurity Act art.15.
185 Cybersecurity Act arts 4.5 and 7. bersecurity Act art.19.
16 Cybersecurity Act art.2(12) defines an “ICT”product as “any element or group of elements o bemecur!ty Act art.21.
network and information systems”. ‘ Cybersecurity Act art.23.

[t

[356] [357]

6-035

6-036




6-037

cybersecurity matters.'™ A first task assigned to the agency is to conir
development and implementation of Union policy and law in’
cybersecurity. To that end ENISA will, in particular, issue opinions )
develop best practices and assist Member States and EU institutions,
fices and agencies in developing and promoting cybersecurity policie:
task of ENISA is to promote capacity-building by assisting Memb
preventing, detecting and improving their responsiveness to cyber th
incidents by providing them with knowledge and expertise as well as
ing and implementing vulnerability disclosure policies on a voluntary. bag
context, ENISA must also support the exchange of information betwe
providing best practices and guidance on available tools and proceduyea
on how to address regulatory issues related to information-sharing. 97 A
task of the agency is to analyse emerging technologies, provide topi
sessments on the expected impact of technological innovations on cybe
and perform long-term strategic analyses of cyber threats and incidents i
identify emerging trends and help prevent incidents. Through a ded
ENISA must make its findings available to the public and compile repo
to provide guidance to citizens, organisations and businesses across the
This task is related to the more general objective of ENISA 1o raise publ
ness of cybersecurity risks by providing good practices, including in ¢
cyber-hygiene and cyber-literacy," and advice on research needs and
the field of cybersecurity,2® Furthermore, the agency must promote iitern
cooperation on issues related to cybersecurity by working with third counts
international organisations or within relevant international ¢oopi
frameworks.? More fundamentally, the new missions of ENISA also
increased operational cooperation task at EU level, in particular in the co
large-scale cross-border incidents, as well as a support and promoti
regard to the development and implementation of the cybersecurity ‘certi
framework established by Title IIT of the Cybersecurity Act. E

Coordinated response to large-scale cybersecurity incidents On 13§
2017, after the unprecedented WannaCry and NotPetya cyber-attacks, the Con
sion adopted a Recommendation on coordinated response to large-scale ¢
curity incidents and crises,* of which the Annex is known as “the Bluep
According (o the Blueprint, a cybersecurity incident may be considered &
Union level when the disruption caused by the incident is too extensiv
concerned Member State to handle on its own or when it affects two
Member States with such a wide-ranging impact of technical o

SECURITY AND INCIDENT REPORTING REQUIREMENTS CypirsECURTY AcENCY AND Buroruan CERTIFICATION (CYBERSECURITY ACT)

that it requires timely coordination and response at Union political
. to implement the Blueprint, the NIS Cooperation Group 1d.cnt1ﬁe§1
categorise causes and impact of large-scale cybersecurity incidents™
i welcomed by the Counceil. 5 The taxonomy has two core parts: the
incident, i.e. the underlying cause that triggered the lnC!dE{lt, and the
incident, i.e. the impact on services, in which sector(s) (?i economy
Tn sucil cases, the Blueprint describes how weilwestab‘i:shedl crisis
ont mechanisms should make full use of existing cybersccurity entities at
& well as of cooperation mechanisms betwe_en the‘Mcl:mber States. In do-
Tueprint takes into account a set of gl_]idmg prmmp!:es {proportional-
arity, complementarity and confidentiality of mf01"matllon), presents the
ctives of cooperation (effective response, shared s;t.uatlonal awareness,
munication messages) at three levels (strategic/political, oPe.rgtlonal and
the mechanisms and the actors involved as well as the activities to meet
bjectives. The foundation of cooperation amongst Member States in
ding to such incidents is provided by the CS.IRTS Network established by the
i ¢ and of which the secretariat is provided by ENISA.2%

erational role increased at EU level The Cybersecurity Act
‘the agency’s operational role in the case of large-scale cross?bqrfier
mandating ENISA to gather relevant information and act as a facilita-
a1t the CSIRTs network and the technical community, as well as between
miakers responsible for crisis management. Furthermore, ENISA should
perational cooperation among Member States, where requested by_one or

ber States, in the handling of incidents from a technical perspective, by
ngrelevant exchanges of technical solutions between Member States, and
ing input into public communications. ENISA should a!lso support
al cooperation by testing the arrangements for such cooperation through
ybersecurity exercises, ™

- 2. The EU cybersecurity certification framework

ecurity certification schemes Title 1l of the Regulai?on containing
bersecurity Act establishes a European cybersecurity cerhﬁcaﬁon framework
to improve the conditions for the functioning of the m_terna} market by
‘a-harmonised approach to European cybersecurity certification schemes
& “BCC schemes™).2%8 The aim of this framework is to attest that ‘the ICT
ses, products and services that have been evaluated in accor{ljam.:e w1ti‘f1 ECC
es comply with specified security requirements. The objective of these
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is to protect the availability, authenticity, integrity 01"conﬁdentialiiy of
or transmitted or processed data or the functions or services pffered by, or
ble via, those products, processes and services throughout their life cycle.*
eliminary task of the Commission is to publish a Union “rolling work

Cybersecurity Act art.3.
Cybersecurity Act aet.5.
Cybersecurity Act art.6.
Cybersecurity Act art.9.
Cybersecurity Act art. 10,
Cybersecurity Act at. 11,
Cybersecurity Act art. 12,
Commission Recommendation (EU} 2017/1584 of 13 September 2017 on coordinated respol
large-scale cybersecurity incidents and crises [2017] GJ L239/36 (“Recommendati
September 2017"), :
Annex to the Recommendation of 13 September 2017 establishing a Blueprint for cgor
response to large-scale cross-border cybersecurity incidents and crises [2017] OJ L239/36
Blueprim”), L

S:Cooperation Group, Cybersecurity incident Teevonomy, Publication 04.’20!8 (July 2018).
iteil conclusions on B coordinated response to large-scale cybersecurity incidents and crises,
086118, adopted by the General Affairs Council at its 3,629th meeting held on 26 June 2018,
2(tive on security of network and information systems art.12.

ybersecurity Act art.7 and recital 32.

¥bersecurity Act art.46.1.

bersecurity Act art.46.2.
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programme”*!* for European cybersecurity certification that ideg
priorities for future BECC schemes and include a list of ICT produ

processes or categories thereof that are capable of benefitting from bejy
in the scope of an ECC scheme.?!! The Union rolling work prograsm

low industry, national authorities and standardisation bodies, in particu]
in advance for future ECC schemes.?'* When a need s identified ot thi
Union rolling work programme, the Commission may request ENISA
candidate scheme or to review an existing ECC scheme. Moreover, in
fied cases, the Commission or the European cybersecurity certifica
(ECCG) may request ENISA to prepare a candidate scheme or to rev
ing ECC scheme which is not included in the Union rolling work prog
Union rolling work programme is then updated accordingly.? Th,
schemes would be prepared by ENISA, after consultation of all releva
ers*s by means of a formal, open, transparent and inclusive consultatio;
and with the assistance, expelt advice and close cooperation of the BC(
Commission would then be empowered to adopt these ECC schenes by
implementing acts. In principle, from the date established in the imple
national cybersecurity certification schemes and the related procedures
processes, products and services covered by a ECC scheme shall ceas
effects.?’” Following the same logic, Member States shall not introduce
cybersecurity certification schemes for ICT processes, products :
covered by a ECC scheme in force.' However, existing certificates th
sued under national cybersecurity certification schemes and are covered |
scheme shall remain valid until their expiry date.2 Of course, the spec
ments of the ECC schemes must be consistent with any applicable Ieg
ments, in particular requirements emanating from harmonised il
Furthermore, where a specific Union legal act so provides, a certificate

SECURITY ANIY INCIDENT REPORTING REQUIREMENTS asgouriTy AGeNCY anb Boropran Crrniricarion (CYBERSECURITY Act)

fﬁrmity issued under an BCC scheme may be used {o demonstrate
on of conformity with requirements of that legal act.**!

ﬁ" certification schemes The adopted ECC schemes slqoui_d be
to achieve, as applicable, at least the following security o.bjectlves:-

- transmitted or otherwise processed data against achental or
torage, processing, access or disclosure a.nd against gcc;dental or
destruction, loss or alteration or lack of availability during the entire
‘the ICT product, service or process; that authorised persons,
thachines are able only to access the data, services or funct}ons 1o
ccess rights refer; to identify and document known dependencics and

‘o record which data, services or functions have peen agcessed, used
e processed, at what times and by whom; to make it pos;xb]e to check
sfvices or functions have been accessed, used or othel'WE?,e processed,
and by whom; to verify that ICT products, ICT services and ICT
ot contain known vulnerabilities; to restore the availability andhac-
vices and functions in a timely manner in the event of a physical
ident; that ICT products, ICT services and ICT processes are secure
d by design and are provided with up-to-date software and hardware
contain publicty known vulnerabilities, and are provided with
for secure updates.??

Prog
e cal

%

he certification schemes The adopted ECC scht_ames 'shou!d specify:
i set of clements concerning, amongst others, their subject-matter .and
uding the type or categories of ICT processes, products and services
y'a clear description of the purpose of the scheme and of how the
andards and evaluation methods correspond to the needs of the m{e.nded
¢ scheme; (iii) references to the mternational, European or national
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pplied in the evaluation or, where such standards: are not available _01' ap-
Lo technical specifications that meet the requirements set out in the
standardisation?? or, if such specifications are not available, to
p ifications or other cybersecurity requirements defined in the ECC
) specific evaluation criteria and methods used in order to demonstrate
ve-mentioned security objectives are achieved; (v) rules for monitor-
sliance with the requirements of the certificates or the EU statem'ent of
ncluding mechanisms to demonstrate contim.jcd compliance with the
sersecurily requirements; (vi) rules concerning the consequences of
‘mity of certified ICT products, services and processes; (vii) rules
r how previously undetected cybersecurity vulnergblhties are to pe
and‘dealt with; (viii) identification of national or international cybersecu'my
schemes covering the same type or categories of ICT products, services
es: (ix) the content and the format of the European cybersecurity
esand the EU statements of conformity to be issued including the peried

According to art.47.5 of the Cybersecurity Act, the first Union rofling work progran
published 12 months after the entry into force of the Cybersecurity Act, The Union:
programme shall be updated at feast once every three years and more often if necessas
Cybersecurity Act art.47. Inclusion of specific ICT products, ICT services and ICT.
categories thereof in the Union rolling work programme shall be justified on the basis ¢
of the following grounds specified in art.47.3 of the Cybersecurity Act, et
Cybersecwity Act recital 84, SR
The ECCG is established by art.62 of the Cybersecurity Act. The BCCG shall be ¢
representatives of national cybersecurity certification authorities or representatives of o
national authorities. A member of the ECCG shall not represent more than two Mem
Stakeholders and relevant third partics may be invited to attend meetings of the EC
participate in its work, ‘ o
Cybersecurity Act art.48. ‘ SR
A Stakeholder Cybersccurity Certification Group is established by ait.22 of the Cybersec;
The Stakeholder Cybersecurity Cetification Group shall be composed of members
industry in balanced proportions, both on the demand side and the supply side of ICT pro
ICT services, and including, in particular, SMEs, digital service providers, Euro,
international standardisation bodies, national accreditation bodies, data protection’
authorities and conformity assessment bodies, as well as academia and consuiner organisa
Comumission, following a transparent and open call, shall select, on the basis of & pro
ENISA, members of the Stakeholder Cybersecurity Certification Group ensuring a balaic
the different stakeholder groups as well as an appropriate gender and geographical bal:
Cybersecurity Act arl.49.1,
Cybersecurity Act art.57.
Cybersecurity Act art.49,2,
Cybersecurity Act ast.49.3.
Cybersecurity Act art,54.2,

ecurity Act art.54.3.

ecurity Act ast.51.

n (é(l)) No.1025/2012 of the Buropean Parliament and of the Council of 25 October 2?012

pean standardisation, amending Council Directives 89/686/EEC and 93/15/EEC and Direc-

Q4/9/EC, 94/25/BC, 95/16/EC, 97/23/EC, 98/34/EC, 2004/22/EC, 2007/23/5(;, 200?/;3/?3.(3 and

/1G5/EC of the European Parliament and of the Council and repealing Couneil I)egiSlon B7/95/
Decision No.1673/2006/EC of the European Parliament and of the Council [2012] OJ
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asis of criteria included in the ECC scheme.? Conformity assessment
ng ‘the requirements set out in the Annex of the Cybersecurity Act must
v the national accreditation body named pursuant to Regulation (EC)
Where applicable, the conformity assessment bodies shall be
hy the national cybersecurity certification authmlty Lo carry out its tasks
el specific or additional requirements set out in the ECC scheme.??
tis-are issued for a maximum of five years and may be renewed on the
ns, provided that the conformity assessment body meets the
oned requirements.*™ By way of derogation, in duly justified cases, a
¢'C scheme may provide that a Buropean cybersecurity certificate result-
at scheme can only be issued by a public body, which may be a national
ertification authority or a public body that is accredited as a conform-
fit body. ™ In cases where an ECC scheme requires an assurance level
ert;ﬁcate can only be issued by a national cybeisecunty certification
by an accredited conformity assessment body upon prior approval by
ybersecuuty certification authority for each individual certificate is-
prior general delegation of this task by the national cybersecurity
thority.?® ICT products, services and processes that have been certi-
ai BCC scheme shall be presumed to comply with the requirements of
236 A Buropean cybersecurity certificate is recognised in all Member
voluntary, uniess otherwise specified by Union law or Member State
the Commission must regularly assess the efficiency and use of the
schemes and whether a specific scheme is to be made mandatory
nt Union law to ensure an adequate level of cybersecurity in the
improve the functioning of the internal market.3 Based on the outcome
essments, the Comumission shall identify the ICT products, services and
vered by an cxisting certification scheme, which are to be covered by
y certification scheme. As a priority, the Commission shall focus on the
listed in Annex II of the NIS Directive.?® The natural or legal person
mits ICT products, services or processes for certification shall make avail-
national cybersecurity certification authority, where that authority is the
¢ the Buropean cybersecurity certificate, or to the conformity assess-
all information necessary to conduct the certification.?% The holder of
> must also inform the authority or body issuing the certificate about any
ly detected vulnerabilities or irregularities concerning the security of the
‘T product, service or process that may have an impact on its compli-
¢ requirements related to the certification. That authority or body shall

of the storage of the EU statement of conformity and the technical doe
of all relevant information by the manufacturer or provider; (x) the n1ax
of validity of certificates; (xi) the disclosure policy for granted
withdrawn certificates as well as the conditions for the mutual - rag
certification schemes with third countries. Where applicable, the ad
schemes should also detail: (1) specific or additional requirements: ap
conformity assessment bodies in order to guarantee their technical co

evaluate the cybersecurity requirements; (i) information to be supplied o
be made available to the conformity assessment bodies by an applica
necessary for certification; (iii) conditions for granting and renewing
as well as maintaining, continuing, extending or reducing the scope ¢
tion and, finaily, rules concerning the retention of records by confor
ment bodies. Moreover, where the scheme provides for marks or labelg
tions under which such marks or labels may be used should also bede

Assurance levels In addition, depending on the identified level of
of the probability and impact of an incident as well as on the rigoura
the evaluation methodology, an ECC scheme may specify one or more
lowing assurance levels: basic, substantial and/or high.*> These assut
refer to a certificate or an EU statement of conformity issued in the
ECC scheme, which provides for each assurance level’s respective sec
ments, including security functionalities and the corresponding degree
the evaluation of an ICT process, product or service. The certificate or th
meni of conformity is characterised with reference to technical sp
standards and procedures related thereto, including technical controls, th
of which is to decrease the risk of, or to prevent cybersecurity incide

Conformity self-assessment Only for ICT products, services and p
low risk corresponding to assurance level basic, an ECC scheme may allo
rying out a conformity assessment under the sole responsibility of the maj
or provider.® By drawing up an EU statement of conformity stating th
ment of the requirements set out in the scheme has been demaon
manufacturer or provider assumes responsibility for the complianc
requirements set out in the scheme and must keep all relevant informat
to the conformity at the disposal of the national cybersecurity certificatio
ity for the period provided for in the corresponding ECC scheme.?" A ¢¢
EU statement of conformity must be submitted to the national ¢y
certification authority and to ENISA 228 EU statements of conformity ar
in all Member States and are voluntary unless otherwise speuﬁed int
or in Member States law.2?

ity Act ast.56,4.

{BC) No,765/2008 of the European Parliament and of the Council of 9 July 2008 set-
he requirements for accreditation and market surveillance relating to the marketing of
nd repealing Regulation (EEC) No.339/93 [2008] OJ L218/30,

itity Act art.60,3.

ecuTity Act art.60.4.

rity Act ast.56.5.

irity Act arl.56.6.

curity Act art.56.1.

ity Act art,56.2.

st such assessment shall be carried out by 31 December 2023, and subsequent assessments
be. itied out at least every two years thercafier.

CUrity Act ast,56.3.

Cuirity Act art.56.7.

Cybersecurity certification For assurance level “basic” or “subst:
European cybersecurity certificate may be issued by conformity assessim

24 Cybersecurity Act art.54.
25 Cybersecurity Act art.52,
26 Cybersecurity Act art.53.1.
27 Cybersecurity Act art.53.2.
28 Cybersecurity Act arl.53.3.
2 Cybersecurity Act at.53.4.
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forward that information without undue delay to the national cybersecurity ¢
tion authority concerned.*! Certificates may be issued for the period defineg
particular certification scheme and may be renewed, provided that the p
requirements continue to be met.

ecurity certificates are strictly separated from their supervisory activities and
C hose activities are carried out independently from each other.”*® Amongst other

« national cybersecurity certification authorities must supervise and enforce
neluded in ECC schemes for the monitoring of the compliance of ICT
ts, services and processes with the requirements of the European cybersecq—
tificates that have been issued in their respective territories; monitor compli-
ith and enforce the obligations of the manufacturers or providers that are
shed in their respective territories; actively assist and support the national ac-
tion bodies in the monitoring and supervision of the activities of conform-
«sessment bodies; handle complaints by natural or legal persons, investigate the
t matter of such complaints to the extent appropriate and inform the
ainant of the progress and the outcome of the investigation within a reason-

eriod-m

Cybersecurity information to be provided by manufacturers op pro
ers  European cybersecurity certificates and EU statements of conformity ghgust®
help end users to make informed choices. Therefore, the manufacturer or Provides
of certified ICT products, services or processes for which an EU state
conformity has been issued must make publicly available suppleme
cybersecurity information. This information must include guidance and
mendations to assist end users with the secure configuration, installation, d
ment, operation and maintenance of the ICT products or ICT services; the
during which security support will be offered to end users, in particular as re
the availability of cybersecurity related updates; contact information of g
manufacturer or provider and accepted methods for receiving vulnerability infoy
tion from end users and security researchers; a reference to online repositories|
ing publicly disclosed vulnerabilities related to the ICT product, service or pg
and to any relevant cybersecurity advisories.2* This information must be
able in electronic form and be updated as necessary at least until the expiry of g
corresponding European cybersecurity certificate or EU statement of conformi

to lodge a complaint and right to a judicial remedy Natural and legal
s have the right to lodge a complaint with the issuer of a European
ecurity certificate or, where the complaint relates to a European cybersecurity
ficate issued by a conformity assessment body, with the relevant national
ecurity certification authority. The authority or body with which the
pmplaint has been lodged must inform the complainant of the progress of the
eedings, of the decision taken, and of the right to an effective judicial remedy.”
hermore, notwithstanding any administrative or other non-judicial remedies,
ral and legal persons have the right to an effective judicial remedy with regard
cisions taken by the abovementioned authority or body including, where ap-
ble, in relation to the improper issuing, failure to issue or recognition of a
i:)ean cybersecurity certificate held by those natural and legal persons as well
th regard to a failure to act on a complaint lodged with the authority or body.
roceedings must be brought before the courts of the Member State in which
uthority or body against which the judicial remedy is sought is located.?!

Website on European cybersecurity certification schemes ENISA
maintain a dedicated website providing information on, and publicising,
schemes, European cybersecurity certificates and EU statements of conformity
including information with regard to European cybersecurity certification scheme
which are no longer valid, to withdrawn and expired European cybersecunify
certificates and EU statements of conformity, and to the repository of lin
cybersecurity information that the manufacturers or providers of certified
products, services or processes or for which an EU statement of conformi
been issued must make publicly available. Where applicable, the website shal
indicate the national cybersecurily certification schemes that have been replac
a ECC scheme. s

ies Member States must lay down the rules on penalties applicable to
ements of Title IIT of the Cybersecurity Act and to infringements of ECC
mes, and take all measures necessary to ensure that they are implemented.
iese penalties must be effective, proportionate and dissuasive.?s

National cybersecurity certification authorities Each Member State musl '
designate one or more national cybersecurity certification authorities in its te
tory or, with the agreement of another Member State, one or more natio
cybersecurity certification authorities established in that other Member State to b
responsible for the supervisory tasks in the designating Member State,24 Eacl
national cybersecurity certification authority must be independent of the enti
supervises in its organisation, funding decisions, legal structure and deci
making.?” Moreover, Member States must ensure that the activities of the national
cybersecurity certification authorities that relate to the issuance of European

1 Cybersecurity Act art.56.8.
22 Cybersecurity Act art.56.9.
243 Cybersecurity Act art.55.1.
244 Cybersecurity Act art.55.2.
25 Cybersecurity Act art.50.

26 Cybersecurity Act art.58.1.
7 Cybersecurity Act art.58.3.

bersecurity Act art.58.4.
bersecurity Act art.58.7.
ybersecurily Act art.63.
' Cybersecurity Act art.64.
* Cybersecurity Act art.65.
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