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ABSTRACT

This chapter examines the ambitious Phenix project, a global project for the whole computerization
of all Courts and Tribunals in Belgium, with the use of ICT by all stakeholders. It focuses especially
on the legislative measures that have been taken, mainly in relation to data protection and legal
value of the documents generated by the use of the electronic procedure.

INTRODUCTION

Phenix isthe brand name of a project which aims
to introduce ICT at all the steps of the judicial
procedure in Belgium, no matter the affair en-
gaged in: criminal,!| civil, commercial, and so

forth. In other words, Phenix is a global project
for the whole computerization of all courts and
tribunals in Belgium. Since the introduction of
the dossier until its notification, Phenix aimed
to have the actors involved in these different
phases: the lawyers, the magistrates, the reg-
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PHENIX: AN ILLUSTRATION OF
THE PRINCIPLE “DESIGN BY
PRIVACY"" AND ABOUT THE
DIFFICULTY TO RESPECT THE
CONSITUTIONAL PRINCIPLE
ABOUT THE SEPARATION OF
POWERS

Article 2 of the 2003 act setting up Phenix iy
enunciated as follows: "Il est créé un svstéme
d "information appele Phenix gui a pour fi-
nalités la communication interne et externe
requise par le fonctionnement de la Justice,
la gestion cf la conservation des dossiers ju-
diciaires, |'instawration d'un role national, la
constitution d ‘une bangue de données de furis-
prudence, Uélaboration de statistigues et 'aide
a la gestion et Iadministration des institutions
Judiciaires. ("It (s seitled up an Information
system called Phenix, which has for purposes the
internal and external communication requested
for the Justice needs, the setting up of « case
lerw data base, the working out of statistics and
the assistance to the management and adminis-
tration of judicial institutions "'} This provision
and the precise enumeration of the different

purpases of the Phenix project is illustrative of

the importance given by the legislator to follow
strictly the first Privacy principle: all processing
must be created for legitimate, determinate, and
explicit purposes.t

The following provisions of the act are de-
scribing more precisely these different purposes
and implicitly are fixing the recipients of the
different processing, the data to be processed,
and the duration of the data storage. according
to the principle of proportionality: “Data might
beprocessed and kept only ifthey are necessary
for the achievement of the legitimate purpose
of the processing,”™ Two examples might be
given on that point. Article 7 distinguishes
the court decisions databases used [or internal
purposes and the court decisions databases dif-
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fused publicly. As regards the second category,
the act imposes the duty to make anonymous
the decisions before any diffusion, What is
not asked as regards the first category insofar
is that the purpose of this second processing
ought to support the members of the jurisdic-
tion having issued the decision to “maintain a
consistency as regards its jurisprudence,” as
explained by the Ministry of Justice. Another
example definitively is the use of certain data for
statistical purposes (art. 10 and 1), which might
help internally to support decisions about the
management of the tribunals, but might never
be used for controlling the work achieved by
each judge individually.

This concern 1o follow the privacy require-
ments explains also the importance given 1o
the security of the different processing. This
obligation to have secure processing must
be the object of different royal decrees, and
certain norms might be imposed at that point.
This obligation raises certain problems, So. as
regards the access to the different files opened at
acourt, it has been foreseen that the access will
be open to all the members of the Bar Associa-
tion. The control of the identity and the quality
of the requester will be ensured as regards the
first point by the use of a secure authentication
and, as regards the second, by the fact that the
requester belongs to the lists held by the differ-
ent Bar Associations under the basis of his or
hernational registration number. Thischecking
method has raised difficultics. Certain lawvers
have refused to give their national registration
number to the Bar Association and have raised
privacy concerns about the obligation to use
their electronic identity card as a unique way
of authentication, arguing that they would like
todistinguish clearly the authentication method
they are using in the context of, from one part,
their professional activities and, from the other
part, as citizens,"

Another more crucial problem was the con-
trol of the legitimate interest of the requester
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compromise proposed by the government and
taken again by the act was to have a committee
with six members, three chosen by the DPA and
the three others nomjnated by the parliament
amongst the magistrates. The chairman neces-
sarily must be a magistrate.

The last organ to| be put into place is the
“User’s Committee,” in charge of proposing
to the Management Committee any initiative
in order to promote the Phenix use. The com-
mittee joins together 24 members representing
all the stakeholders but with a huge majority
of magistrates (16/24). It illustrates once again
the fear expressed during all the discussion by
the magistrates about the risk of losing their
independence in the same time information
systems were introdyced in their office.

PHENIX: HOW TO GIVE LEGAL
VALUE TO ELEGTRONIC
PROCEDURAL DOCUMENTS'

The introduction of the electronic file defini-
tively is the major revolution introduced by the
2006 Act relative to the procedure by electronic
way. Three main principles are asserted: the
first one is the freedom for everybody to choose
or not the electronic procedure: “Sauf disposi-
tions légals contraires, personne ne peut étre
constraint de poser des actes de procédure ou
de recevoir des documents relatifs a des actes
de procedure par voie électronique.””’ This
consent’s principle'® ishoweveralleviated by the
possibility to impose the use of the electronic
procedure to certain professions by royal de-
cree. In order to ensure the real consent of the
actors to use the electronic procedure but also
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professional associations. The consent might be
withdrawn. Precisely the use of an electronic
judiciary address is left to the free choice of
the persons. The electronic address is defined
under Art. 6 of the 2006 Act, as : “/'adresse de
courier électronique, attribuée par un greffe
et a laquelle une personne a accepté, selon
les modalités fixées par le Roi, que liui soient
adressées les significations, notifications et les
communications.”

The second principle is the equivalency
principle. Under this principle, the electronic
address is equivalent to a physical address and
has the same permanency as the traditional one.
Furthermore, it must be considered that all the
electronic documents generated inthe context of
the procedure are assimilated asregardsiits legal
value to a paper document and that electronic
signature in that context have the same legal
value than the traditional handwritten signature.
As Montero® pinpointed, it must be clear that
under the 2006 Act, only advanced or under
the Belgian terminology qualified signatures
complying with the EU Directive requirements
are recognized in the context of the e-justice
system and not all electronic signatures® in
order to ensure an easier legal security. Finally,
one pinpoints the principle of the unity of the
electronic file insofar as the electronic nature of
the file; it is no more necessary to distinguish
copies and original, insofar this latter might be
reproduced in a nonlimited way.

As regards the relationships with the third
parties, essentially meaning the lawyersand the
process servers, the idea is to authorize either
the downloading of the files or certain pieces
of the procedure either their access, through
the Judiciary order’s portal, only after a double
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checking:/first, the requester ofthe access needs
tobe identified througha secure authentication;
second, the system will seamlessly check near
the appropriate databases held by the profes-
sional associations, his or her quality. It is quite
obvious that the Phenix system will support all
types of documents (open office, XML, PDF,
etc.). Finallly, the act contains certain provi-

électronique est le moment oy le destinataire
peut prendre connaissance du contenu de celyi-
¢i.” In order to avoid any litigation as regards
this moment, it is possible to make recourse to
a third party. In that case, the moment of the
delivery is fixed by the statement given by this

third party certifying the delivery of the mes-
sage to the recinient




CONCLUSION

Isthere a Belgian Phenix model? In my opinion,
it would be too easy to simply answer by the
negative, invoking the present failure of the Phe-
nix launching. It is obvious that the promoters
have been too ambitious and, perhaps, a more
progressive approach associated with the actors,
especially magistrates, registrars, and lawyers,
step by step, working on specific domain and
using pilot experiences would have been better.
Notwithstanding these facts, one would like to
underline the qualities of the legal framework
put into place to ensure e-justice, which might
be in my opinion viewed as a model for foreign
countries. So we might consider thatthe Belgian
legislator, even if the solutions are not always
perfect, has designed a privacy compliant sys-
tem and that, through the organs settled up, the
independence of the judiciary power vis-a-vis
the executive power is safeguarded.

FUTURE TRENDS

Two points have to be considered as crucial in
the future. First, since through a global infor-
mation systems at the hands of the magistrates
their informational power is increasing by their
possibility to cross a certain number of informa-
tion about the parties, it must be feared that the
principle of the “equality of the weapons™ would
not be respected. Inthatrespect, data protection
requirements are important. At the same time,
the fact that the information system is operated
and sometimes developed by the administration
put at risk in the long term a progressive loss
of the independence of the judges. The solution
proposed by the Belgian legislation is in that
perspective notice worthy even if they appear
a bit intricate and too complex as regards the
day to day management.
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As regards the modifications introduced by
the legislator into the civil procedural code, we
might subscribe to the main principles asserted
through the multiple provisions: the consent
permits to avoid any risk of discrimination
between those who adopt the new electronic
system and the others more reluctant to it. The
“functional equivalency” principle has permit-
ted to introduce concept like electronic address,
electronic file, electronic signature, electronic
signification, and notification. By doing that
and by proposing a real secure communication
system with the intervention of trusted third
parties, control of access, double checking,
and so forth, the Belgian legislator proposes to
the other European legislator a really attractive
model.
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On that point, see (Poullet and Moreau,
2006)

The recitals uff the act refers explicitly
on that point ta the famous Rotaru Casze
decided by the European Human Rights
Court of Justice (EHRCI) May 4 and
published notably in 2001. Rev. Trim des
droits de | homme, 2001, p. 137 and ff,
with annotations by O. de Schutter). This
decision recalls these principles directly
derived from the article 8 of the Eu ropean
Convention of Human Rights. As regards
the EU Directival?iﬂlﬁ on Data Protection
(Ol n°L.281, 23th of Nov., pp. 31 and D),
the same principles are enunciated by art.
6.1 b.

See as regards this principle, art, 6 ¢ and ¢
of the EU Directive 9546 quoted footnote
5.

The Belgian PrIvLcy Commission argued
in the same sense in its opinion delivered
May 24th, 2006 about “Identification and
electronic signature within the Phenix .S
On that opinion, L;e the Web site of The
Belgian Privacy Commission: http:/fwww.
privacycommission.be

By example, one might imagine that a
lawyer defending a citizen against his
neighbour for vicinity questions will ac-
cessdifferent files including criminal files
of this neighbour in order to argue against
him.

On that point, see Danieli (2006).
Appeals against the committee’s decisions
are foreseen before the Highest Court of
Justice (Cour de cassation). Once again,
the existence of this recourse put into evi-
dencethe intentof the Belgian legislator to
maintain the independence ofthe judiciary
power by giving ta it the last word.

On that point, see the explanation given
by the Ministry of Justice: “Par ailleurs,
autoriser la Commission de protection de
la vie privée a éve er des avis du comité
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de surveillance de Phenix serail remertre
en cause 'équilibre des pouvoirs entre
la Commission de la Protection de la vie
privée (dépendant du législatif) et] Ordre
Judiciaire, tous deux institutionnellement
et légalement indépendangs.” (Doc. Parl
Ch., 2004-2003, 1654/001. p. 42).

See the opinion delivered by the Belgian
Data Protection Authority (Opinion n°
1172004 (Poullet & Moreau, 2006), point
22, published on the Web site of the Belgian
Privacy Commission),

In that point 11, we will analyze only the
question related to the civil procedure. The
additional problems raised by the elec-
troniccriminal procedure are too com plex
for being evoked here. See Vandermeersch
(2007) about these additional problems.
Art. 4 of the 2006 Act recalling the same
principle already asserted by the art. 4 §1
of the act on electronic signature.

About this fundamental principle, see
Lamberts (2007).

Montero (2007).

“Chaque fois quune disposition légale
prévoit la signature d'une piéce de la
procédure et qu'il s'agit d'une piéce
electronique, celle-ci est pourvue d'une
signature qualifiée.. Cette signature
élecironigue qualifiée est assimilée & une
signature électronique. .. La signature
qualifie s'entend de la signature élec-
tronigue avancée définie a larticle 2, 2°
de la loi du 9 juillet 2001 fixant certaines
regles relative aux cadres juridigues pour
les signatures électroniques et les services
de certification, certifié par un certificat
qualifié visé a l'arricle , 4° de cette loi et
créé avec un dispositif sécurisé au sens
de l'article 2, 7° de cette loi” (Art, 7ol
the 2006 Act). To be complete, it has to
be underlined that the electronic signature
linked with the use of the electronic identity
card definitively is a “qualified” signature
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and thus mightbe used in order to sign any
electronic document of the procedure.
What does “not guilty” mean? Is any law-
yer who participates in the Phenix system
obliged touse aantivirus systemand if yes
withwhich quality? On that question, see
Mougenot (2007).

Art. D §2 of the 2006 Act.

As itis foreseen apart from now under the
revised Art. 713 of the Civil Procedural
Code: “le role est créé et conservé d'une
maniere quirende possible saconsultation
et garantit sa lisibilité.”

So certain companies were noting sys-
tematically the names of certain litigants
(employees suiting their employers, bad
payers, etc.) in order to constitute black
lists. About this phenomenon, see Burton
and Poullet (2005).

Art. 4 of the 2006 Act.
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Art. 6 of the 2006 Act. “Sans préjudice
des conventions internationales en la
matiére, lasignificationpeut avoir lieupar
voie électronique. Elle a lieu a l'adresse
Judiciaire électronique par I’intermédiaire
d’unprestataire de service de communica-
tion...”

Art 10 of the 2006 Act. This article fore-
sees a certain number of requirements to
be observed by the communication serv-
ice provider. The compliance with these
requirements is verified in the context of
a licensing procedure quite similar to the
licensing procedure used for the certifica-
tion service providers in case of electronic
signature.

Thisactormight be considered as a Trusted
Third Party, combining two functions,
that is, the time stamping function and the
evidence of the sending and receipt of the
messages.
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