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ELECTRONIC CONTRACTS AND
CONTRACT LAW PRINCIPLES

Yves Poullet*

_—

These few lines, dedicated to a specialist in contract law, comparative law
and consumer protection (and respected colleagues and friends), underscore
the contribution brought by an analysis of an undefined number of what
are known as *Web contracts’, contracts concluded online with a variety of
services, using the ‘hutp’ Internet standard, in relation to the general theory
of contracts. *Web contracts’ constitute the most advanced form of
contracts using information communications technologies.! Certain char-
acteristics distinguish them from more primitive variants, whether they are
traditional offline contracts (by correspondence), or electronic, as in
contracts based on an exchange of digital information: the Electronic Data
Interchange (EDI).2

One characteristic is that it abolishes frontiers and opens both to
commercial and non-commercial actors a means of drawing up contracts
with very little fuss. A second characteristic is certainly the multiplication
of parties intervening in the electronic transaction apart from the two
contractors. Some of these are part of the chain of the electronic transac-
tion itself: network operators, web hosts or online shopping malls, through
whose agency the internaut journeys towards the conclusion of a transac-
tion; others remain exterior to this and, without being directly linked to the
transaction, play a nonetheless important role by assuring confidence
between the parties, by assuring their identity and authenticating their
consent, such as certification services, by guaranteeing the quality of their
operations or the respect of certain codes of conduct, such as labelling orga-
nizations, or finally, by certifying one or more elements of the transaction

E’ Professor ar the Facalties of Law of Namur and Ligge Director of the CRID (University
of Namue

! ...or * electronic contract’ , that is to say any ‘contract concluded at a distance by means
of electranic data-processing and data storage equipment’, according to the definition given by
R] Barcela, E Muutero, and A Salafin, * Le projet de directive sur le commerce lectronigue:
Questions choisies”, in Commerce Electronique—Le temps des certitudes, Cahier du C."ld o
17 mm:.rlnnt, Erusstls, 2000} 16,

% On this evolution, read A Picor and B MNeuburger, “Electronic Data Interchange: von
EDIFACT zu webservices', in Informatik-Wirtschaft-Recht. Regulierung in  der
Wissensgesellschaft, Festchrift fiir W Kilian, ] Taeger, and A Wiche (eds) (Nomos
Verlagsgesellschaft, Baden-Baden, 2004) 513 H.
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(the moment, the reception of the proof) such being the role of Trusted
Third Parties? One must note that the use of interactive technologies
avoids the necessity of any material expression of will and offers the possi-
bility of immediate and railored transactions, which represents certain of
the most profound differences berween online transactions and classic
transactions by correspondence. Finally, we should note the asymmetrical
relationship of the two parties to the transaction. One of them is, at the
least, transparent,’ limiting the expression of his wishes to a series of
choices from a menu that, regardless of its sophistication, is essentially pre-
programumed by the webmaster of the site in question. This programming
releases the Jatter from the need for any human intervention up to and
including the moment of the contract’s conclusion by his electronic agents.$

These diverse characteristics of web contracts lead us to certain theses®
that we shall be pursuing further here. The first obliges those who use tech-
nological means to conclude a contract to develop their technological
resources in such a way as to re-establish a semblance of information
symmetry. A second thesis involves placing responsibility for the failure of
information communications technologies on the shoulders of those who
use them, Our third thesis involves an affirmation of the principles of func-
tional equivalence: dematerialization does not automatically involve us in a
renunciation of the classic protective formalities of consent but rather leases
us to seek out, from among the mechanisms currently available in the new
technological environment, those best suited to ensure a protection equiva-
lent 1o that which was previously guaranteed by classical procedures.
Fourth thesis: the quasi-immediate nature of electronic transactions via the
Internet and the interactivity of the medium itself lead us to consider the e-
contract not as a closed act, but as a procedure by means of which consent

3 On the different categories of Trusted Third Parties (TTP), read D Gober, * Commerce
é]ec::?jn_}qu:: Vers un cadre juridiique général pour les tiers de confiance’ , RDTI, no 18, 2004,
33 and £,

# We are not taking up the issue of ‘cookies’ here, or other mechanisms enghling service
operators 1o know, a priod, the web profile of their internaut visitors, further contriburing o
increasing their transparency.

5 On che legal question raised by these electronic agents, see notably JK Wini and B Wrigh,
Law of Electronic Commerce [4th edn, Alpen Law & Business, New York, 2002) 543
commenting on the UETA provision thereabour; Y Pouller, ‘Conclude a Contrace through
Electronic Agents?’ in HH Weyers (ed), Electronic Commerce—Der Abschluss voo vertrigen
im Internet, Arbeiten zur rechtsvergleichung n® 196 (Nomos, Baden-Baden, 2001) 65 and £,

¢ Here we are dealing with theses in the initial sense of the term, in other words, affirma-
tions raised in an as yet new domain, whose demonstration by the author in outline form is
intended to open rather than close a discussion. These theses make no claim to be exhaustive,
thus the important role of crusted third parties in the conclusion of web contracts certainly also
merits the one or other thesis, The first would be built upon the idea that the responsibility of
these third parties must be reinforced by a codification of the behaviour expected of them. The
second, that the issue of creating confidence through the intervention of such third parties
necessitates an expanded role for the State in the definition of their licensing eriteria,
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is constructed. Fifth thesis: the confidence in e-commerce transactions
might be only obtained by the intervention of trusted third parties in the
contractual sphere.

These theses are supported by an analysis of the wealth of new legal texts
that currently proliferate on the subject of electronic commerce. These may
legitimately inspire new developments in regulation and jurisprudence,

A. The Obligation to Use the Technology to Redress the Symmetry
of the Contractual Relationship

The 2000/31 directive dated 8 June 2000,7 relative to certain legal aspects
of the information society, and in particular to electronic commerce in the
internal market (henceforth referred to as ‘e-commerce directive’), multi-
plies the obligations of a so-called “informatian society service providers® to
use the technological resources available to advise the internaut of the
commercial nature of their messages,? to inform him * clearly, comprehen-
sively and unambiguously’ of their identity, of the contractual terms and
conditions and the codes of conduct to which he is, in certain cases, submit-
ting himself, of the different stages leading to a conclusion of contract and
of the technological means ar his disposal for the identification and correc-
tion of any errors. Such information must be accessible and downloadable
at all times. With regard to the issue of easy and immediate access, one
might suggest the inclusion of explicit hyperlinked icons that would appear
on every page, or at least on those pages thar the internaut would neces-
sarily visit en route to a transaction.

This same principle can also be imposed on the content of a contract,
both with regard to the product or service description as well as with regard
to the contractual conditions of jrs acquisition or use. As far as the first
point goes, the general principle of conformity between the goods and
services being offered and the contract concerning them, affirmed by the
1999/44/CE directive of 25 May 1999 covering certain aspects of sale and
guarantee for consumer goods® may be subject to particular interpretation
in the context of sale via the Internet. Indeed, the description required in the
context of such an electronic transaction may justify more exhaustive
explanatory notices, as well as more derailed images and descriptions than
those normally expected on a paper medium.1? Such descriptions, or clear

7 05,17 July 2000, L 178/1.

¥ Ideally, an icon would be placed on the message. This icon would be recognized by
specialized software embedded in the browser, which allows these commercial communica.
Hons to be filtered, on an ad hoc basis, upstream of the internaut’s own equipment,

? 0], 7 July 1999, L 171/1.

' As to how the obligation of conformity far goods and services offered within the context
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references o them, need to be placed where they are certain to be seen in
the course of the contractual procedure.! In as much as any limits on the
use of the product or service must, in accordance with the same directive
be specifically mentioned, the above principle obliges the provider to ha?;
these appear, through the automatic insertion of web pages that are obliged
to come on-screen during the contractual process, if possible in immediate
proximity of the definitive moment of closure (the last transactional step).

The issue of opposability in the general terms and conditions of the
contract may be resolved in the same way. The only terms and conditions
that can be reproached to the consumer are those of whose existence he of
she has been sufficiently notified by the supplier. This means rthar the
supplier or provider cannot simply make do with the vague presence of 2
hyperlink or a simple reference to conditions that are available on demand,
He has a duty to not only place a clearly marked connection to these condj-
tions at a point that will of necessity be passed by anyone engaged in draw-
ing up a contract, but also, in the case of any clauses thar are either unusual
or widely derogate from common law, to insert the clause itself at a point
of obligatory passage for the internaut and this in such a way as to ensure
that his attention is called to it.12 As a result, insists Gautrais,!3

the process by which an electronic contract is drawn up cannot be
considered identical to that of a paper contract, and the jurist, the
lawyer, must adapr the procedure to the medium. In particular, criteria
of legibility, comprehension, even reasonability . . . risk not being viewed
in the same manner, depending on whether a written or an electronic
document is subject to analysis.

of an internet transaction engenders specific duties with regard to informarion, and the modal-
ities of this, we refer the reader to 2 remarkable article by 5 Cavanilas Mugica, ‘Dix théses sur
la protection du “consommatenr Slectronique™ d'aprés la Directive sur la vente et les garanties
de consommation' [2001) 7 Ubiquicé, 99 et seq.

N The same reasoning may be deduced from the directive 37/7/CE of 20 May 1997
concerning consumer protection in correspondence contract issues. This requires, with respect
to the principles of lovalty in commercial transactions and taking into account the rechnology
being used, that the consumer benefits from clear and comprebensible informarion. Tt is obvi-
ous that they nature and qualities of such information will be different depending on whether
the supplier chooses telephone or Internet.

12 o by using a rechnique called “flickering' or by stalling the process until the internaut
indicates, with a monse click, his agreement o the clause,

U % Gantrais, ‘Les contrars en ligne dans la théorie générale du contrar : le contexte nord-
américain’, in Le commeree Electronigue—Le temps des cerritudes’, Bruylant, Cahier du Crid
no 18, 113.
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B. Making Use of Technology for the Conclusion of a Contract Makes
One Liable for the Risks Involved in the Case of Technological Failure

The introduction noted that for web contracts, the drawing-up and conclu-
sion of the contractual process is carried out via artificial intelligence
systems!? that, at least with regard to the operational viability of the
supplier’s business from an economic point of view, advantageously replace
human intervention. Qur intention here is not to question the validity of a
contract concluded by an electronic agent?s rather than through the volun-
tary declaration of human intent,'® but rather to enquire as to the possible
repercussions of a programming error that, for the sake of argument, results
in a transaction disadvantageous for the supplier.!” Two theoretically possi-
ble paths emerge to bind the supplier notwithstanding this error: either that
of recourse to argumentation on the basis of legal responsibility, or to
consider that reliance on such systems for the conclusion of a contract
carries with it the risk of dealing with the consequences of such mishaps as
part of the price to be paid for the creation and maintenance of consumer
confidence in electronic contracts.!® In practice, the solution would be the
same in so far as the supplier would have a difficult time proving the absence

¥ Mote that such systems are more and more sophisticated: certain of them even being
capable of learning, In other words, these systems do not merely act in accordance with prede-
termined parameters, but as a function of other criteria learned by experience and thus our of
the range of direct human intervention.

% Om that poine, we raise the question of the absolute need tm recognize legally the possi-
bility of electronic signature issued by legal pessons. It is quite clear that no individuals will
accept to be automatically the signatory withour having any possibility of checking the trans-
actions generated by the electranic agent. For a discussion about the validity of signature of
legal persons, read B Van Brabant, “La signarnure électronique des personnes moerals” in La
preuvre, CUP, Vol 54, Ed Formation permanent, Litge, March 2002, p 173 and f£

16 On this question, see Y Pouallet, * La conclusion du contrat par un agent élactronique’ in
Commeree électronique—Le temps des certitudes, Bruglant, Cahier du Crid po 18, 129 and {f.
On the nub of this question with regard to the debate in Roman Law: Windscheid—Von
Savigny on the legal basis for the obligatory nature of a contract (theory of “Willensérklanmg®
of of "Vertrauen'); sead W Kilian, ‘Electronic Commerce—Der Abschluss von Vertrigen im
Internet' in Arbeiten zur Rechtsvergleickung, no 188 (Namos, Baden-Baden, 2001} 30 ff. One
may note in addidon the acceprance in numerous regimes, ncluding that of Belgium of the
electronic signature of legal entities: Arr 4 § 4 of the law of 2 July 2001 fixiog certain rules
relative to the juridical framework for electrenic signatures and certification services, MB, 22
Sept 2001, 33.070 ff} gives vet more credit to the distance berween a contract and the expres-
sion of individual free will.

17 either because the price of the mansaction was badly caleulated, or because the trans-
action took place although the product was no lenger in stock or no longer in production.

1% This is eatirely the doctrine of *anmibution’ developed by R Mimmer, ‘Electronic
Conteacting: Legal Issues' {1996} 14 Journal of Computer and Information Law, 211 f, which
is at the root of the highly controversial disposition in Article 2B of the American * Uniform
Commercial Code’, according to which it is less impartant to determine the will being
expressed within an electromic contracr than it is to clarify the attribution of risk which
devalves from the mode in which it was drawn up.
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of his personal fault or that of a sub-contractor, depending on the measyre
of his contribution to the appearance or mechanics of the contractual
process. The only hypothesis that would support his non-responsibiliry
would be that wherein, given the dimensions of the error, he could reason.
ably insist that repudiation of the contract would nor violate the legitimare
confidence of the contracting internaut.!” To be quite clear, a contracting
party, in so far as his behaviour creates a situation that gives rise to legini-
mate expectations in the mind of the other contracror, is legally bound by
his role as ‘master’ of the electronic agent.2?

Applications of the same principle can be found in other dispositions
aiming to hold the person choosing to use electronic technologies for the
conclusion or execution of a contract responsible for the tools they are using
or over which they have control. This is nothing new if we consider elec-
tronic payment systems”! or electronic signatures?? where the legislator has
reasserted the classic doctrine under which the bearer of a support medium
or signature code carries responsibility for the consequences of its loss or
confidentiality leakage, insofar as he or she has not yet notified the body
responsible for issuing the payment support medium or signature certificate.
In the e-commerce directive, the same principle is applied where it states that
messages relating to the placing and reception of an order are considered as
having been received as soon as the parties to which they are addressed can
access them, which is to say not when they actually become aware of them,
bur as soon as they have arrived on their email server, thereby entering the
risk zone deemed as being covered by their own responsibility as recipient.

" On this marter, the argument taken by | Winn and B Wright, Law of Electromic
Cammerce (4th edn, Aspen Law & Business, New York, 2001) 5-24.1 with regard to the case
of United Airlines (Feb 2001) in which, as the result of a programming erros, ticket prices for
a cerrain destination were calculated solely on the basis of airport taxes and suchlike adminis-
trative costs. According to the authors, the company's responsibility was engaged, in as much
as customers might legitimately believe char this was a genuine promotional offer

2 cf the parallel reasoning founded on the theory ‘declared will and obstructive error’ from
Mss Lecocq and Biguet, ‘Le commerce électronique : conclusion et preuve du contrar’ , in
Ral'ppoﬂs de droit belge an Congrés de droit comparé de Brisbane (Bruylant, Bruxelles, 2002),

1 On this issue, the hypothesis drawn up by X Thunis, ‘Responsahilité du banguier et
automatisation des paiements’ (Travaux de fa faculté de droit de Mamur, PUN, no 19, 251)
and largely dismantled by the same author in the development of the thesis: *Our hyporhesis
is that a “ritle supplier of automared services™ may emerge, where responsibilicy is no longer
based on articles 1239 and 1937 of the Civil Code”. This hypothesis is given broad credit by
the recommendation of the Enropean Commission, 30 July 1997, concerning operations
careied out via automatic payment portals, JO, 1997, 2 Aug 1997, L.208. (On this subject, Y
Pouller and J-F Lerouge, "Responsabilité des acteurs de IInterner’, Rapport de droit belge au
Congrés de droit comparé de Brishane (Bruxelles, Bruylane, 2002) 1043 )

2 of Art § of the sample law of the CNUDCI, which defines the ‘norms of behaviour for
signature’, in particular that of responsibility for the security of his or her own keywords or
codes. On this peculiar topic, see MA Schellekens, Electronic Signatures, Authentication
Technology from a Legal Perspective (TMC Asser, Informadion Technology & Law Series no
5, 2004), particularly 101 #: *The division of risks”,
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C. The Trend Towards a ‘Proceduralization’ of Contract Conclusion

A characreristic of interactive nerworks is the instantaneous sending and
reception of messages. This contrasts with lengthy delays sometimes engen-
dered when concluding a contract by traditional correspondence, We need
to consider the danger that the internaut may find him or herself bound to
an order for goods or services that he either does not really want or has
given insufficient consideration to, This fear led the e-commerce directive’s
authors to announce the following principle: “The Member States will take
care that the various stages to be followed in the conclusion of an electronic
contract should be such as to assure complete and informed consent’.?3 In
other terms, by passing through and respecting the consecration of these
various online stages in the submirting of an order, the Internet contract
itself 1s deawn up and concluded. With regard to these different stages in the
ordering process, the final text of the directive insists on the information
that must be given the consumer, obliging the insertion into the process of
a error correction mechanism and it subordinates the passing of the order
not only to its reception, but above all to reception, by the internaut
consumer, of an order reception confirmation, which must be transmitted
by the supplier ‘without delay via electronic means’. In addidon, the
‘remote contracts’ directive imposes the dispatching of an order confirma-
tion on a durable support medium. In the same spirit, Luxemburg law?*
calls for the supplier to present an order recapitulation page on screen
immediately prior to the transaction’s conclusion.

This ‘proceduralization’ of electronic contracts, while it may diminish
somewhat the spontaneous, instantaneous and dynamic character of
presentation and communication within this type of transaction, it does in
some way restore the advantages of the traditional slow-cooking processes
typical of a normal correspondence contract. The supplier/provider is
obliged 1o ensure that the stages leading to closure of an electronic contract,
such as they are imposed by the nature of the programming he has put in
place, effectively enable complete and genuinely informed consent. We
observe here the consequences of the second thesis articulated previously.

33 Refers to the first version of Art 10{1) of the draft directive, The withdrawal of this text
was fustified by the desire of the authors not to refer to juridical notions, such as conclusion
of contract ar offer, but to keep porely to a commercial vocabulary, bence the notion of
submitting an order. This was intended to avoid judicial disputes berween the Member States
oft the interpretation of legal erounalogy.

3 Ar 62 of the Luxemburg law: ‘From recapitulation to sransaction; Before the contract is
eoncluded, the professional must insert 2 recapirulation procedure detailing all the choices
made by the consumer and giving him or her the eppormunity to confirm these chojces advis-
edly or to madify them at his er her convenience’ {author's translation),
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Fundamentally, we may agree with Katsch,> when he says ‘Paper
contracts bind parties to-an act. The electronic contract binds parties tg 4
process.’ Such an assertion takes fully into account the interactive nature of
the technology used. Where the different stages of a traditional contract are
effaced by the nominarive force of the document itself, which then repre-
sents, or is considered to represent, a final accord, in other words, there
where the correspondence contract only identifies two key moments of
offer and acceptance, the interactivity of contracts concluded over the
Internet enables consent to be constructed gradually in the context of a
continuous dialogue within which it becomes difficult to isolate thase clas-
sic moments of offer and acceptance. Do the declarations on a web page
amount to an offer or an invitation to contract? The answer is not ea
when one considers that this page, depending on the individual case,2¢ may
be followed by others through which the internaut narrows his focus onta
the object of choice, prefers particular modes of payment, accepts or rejects
this or that more surprising clause, and in some cases even asks for the indi-
vidual customization of his final choice, We can imagine why the framers
of the e-commerce directive have avoided referring to the stages of conrract
formation,*” preferring to speak more vaguely of the submission of an
order. Some authors?® may regrer that we have become distanced from the
doctrinal certitudes of the classic contract as representing an encounter
between offer and acceprance, but it seems to us that the reality of the way
in which an Internet contract is constructed obliges us to discard such
concepts.??

5 ME Katsch, ‘Law in a Digital World" 128, of W Kilian, ‘Electronic commerce—der
Abschluss von Vertrigen im Inteenet’ 16, which epposes the classic mode] of contrace conclu-
sion to that of Internet contracting, where the contract must be examined as an ‘informational
and decisional procedure’ {‘Informations-und Entscheidungsprozess’).

6 In our opinion, a web page presenting a product may betrer be qualified simply as an
enfry into negotiations, rather than an * invitatio ad offerendum”,

27 The first version of the directive (former wording of A 11) spoke of * offer’ and fived
the moment of contract formaticn. For more about this firse version, the reasans for shan-
doning the inital text and the consequences of this, read in parzicular R Julia-Barcelo, E
Montero and A Salaiin, © La proposition de directive sur le commerce électronigue: Cuestions
choisies’, op cit 29 f; M Demoulin, “La passation d'une commande sur les réseaux’ in Le
commerce électronique enfin sur les rails? Cahiers du Crid n” 19 (Bruylant, Bruxelles, 2001)
255 ff.

28 Thus, among others, L Grynbaum, * Ly Directive “e-commerce™ ou Minguiétant retour de
I individualisme legal® (2001) JCP—La Semaine Juridique Entreprize et Affaires 1621: Sucha
dichoromy berween tradirional modes and the Internet must be avoided at all costs; a sieuarion
in which the formation of a contract is subject fo the goodwill of the supplier is certainly not
a desirable outcome . . .

2% One may compare this phenomenan to that of contracts whose objective complexity and
parametric mulriplicity lead to a proliferation of documents, each bearing wimess to an
increasingly chaoric chain of negotiations (leter of intention, negotiation report, memoran-
dum of understanding, erc). On such contracts and the valoe of documents of diverse quality
and stature read M Foneaine, *Les lettres d’intention dans fa négociation des contrars intemna-
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probate in as much as they relate to electronic signatures and documents. 33
Beyond these issues of signature and document, the same principle should
be applied to the entirety of legal formalisms required by specific legislative
pravisions for the protection of consent or for administrative reasons and
which are paper based (handwriting mentions, double exemplar, etc). The
text of Article 9 of the European e-commerce directive raises the opportu-
nity of such a reflection:

The Member States will take particular care that the judicial regime applic-
able to the contractual process does not become an obstacle to the use of
electronic contracts, nor lead to such contracts being deprived of effect or
judicial validity due to them having been drawn up electronically.

Formalities requirements are legion within our legislative arsenal and
pursue a diversity of goals that can be summarized as follows: attract the
attention of the person invited to sign an engagement to the significance of
this action and the risks involved in appending ones signature below. The
psychological effect of formalities is essential, but processes adapted to the
communications technology being used may also achieve this. Thus a flash-
ing script that must necessarily appear at a certain moment in the contrac-
tual process may better fulfil the intended aim of the requirement to write
clarifications in bold characters. The effect of writing a phrase by hand,
which is required to draw the signatory’s attention to the significance of his
or her engagement, may be attained by a pre-programmed obligation to
type in certain phrases or by the necessary recourse to electronic signatures
in cascade. In this spirit, we can understand the disposition contained in the
Belgian Act transposing the e-commerce directive,” which is expressed as
follows:

Gobert and E Monrero, * La signanure électronique et les pajements élecroniques: "approche
fonctionnelle’, in Commerce électronigue. Le temps des certitudes, Cahier du Crid, no 17
{Bruxelles, Bruylant, 2000}, 53 f.

33 On this functional approach to written documents and signatures read, among others, D
Gobert and E Montero, ‘La signature dans les contracs et les paiements &lectroniques’ (2000)
DAOR 17 £, As well as by the same authors, ‘Uouverture de la preuve lirtérale aux écrits sous
forme &ectronique’ {2001) JT 114 £

¥ Toute exigence légale ou réglementaire de forme felarive 2y processys contractuel est
réputée satisfaite i Pégard d’un contrat par voie électronique lorsque les qualités foncrionnelles
de cette exigence sont préservées’ (Art 17 § 1 of the Belgian Act (Loi du 11 mars 2003 sur
cerraing aspects juridiques des services de la sociéeé de l'informason, MB, 17 mars 2003). This
Act is the transposition of the EU e-Commerce directive dated from 8 June 2000 { Of o L
178, 17 July 2001, 1-1&}), On this provision and the need 1o extend the ‘functional equiva-
lency’ theory., See also, Sur certe théorie, son intérér ef sa conséeration en deoit belge par [ar-
ticle 16 de la loi du 11 mars 2003, lire entre autres: M Demoulin and E Montero, ‘La
conclusion des contrats par veie électronique’ in M Fontaine (sous la direction de), Le proces-
sus de formation du contrat, Contributions comparatives et interdisciplinaives 4 Uharnonisa-
tion du droit enropéen (Bruxelles, Bruylant et Paris, LGDY, 2002) 716, no 32,
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If within the course of the contracryg] process a formality i required,
which might pose, ejthar directly or indirectly, 5 hindrance tq the concly-
sion of that contract by electronic Means, such a requiremen; must he
interpreted f.ndtpendentiy of the form of CONLract or type of support

medium. In any h}rpurhesjs, the functiona] qualities of the fummﬁry
under consideration myst be respected,

This, notes Cavanilhas 33

is why the old rules, the ones that we gre itching to abrogate or modify,
should be subjected 1o 4 fina] teleological test, Ape all those interests that
were protected by the old [aw still protected, sufficiently and in ap equiv-
alent manner, under the new regime?

As regards the formg] requirements existing in administratiye documents,

ional equivalency might solve one major prob-
lem met in the development of the e-Governmen. So in Belgium, the
Walloon Governmen36 has required that 4] the formalities required in the
context of administragiye documents have tq be evaluated in order to find
a solution which wi]] Permit the use of electronic documents,

E. Trust in Electronjc Transactions Requires the Intervention of Multiple
Trusted Third Parties

Trust in electronic commerce requires the intervention of multiple trusted
third parties.3” Qe quotes: the registration authorities3® which certify the

g Ca.ranilha.ﬁ~Mug_ita, “An introduction g web contracrs”, i | Walden and | Hgenle {eds),
E-commeree I am and Practice in Exrope (Woodhesd Publishing 1rd, Cambridge, 2001) s 2,
¢hl,po

 See 14 Dec Walloon Decree Mp 27 Dec 2006, 74735: *Article 1er, Un formulaire élac-
tronique de Ip Région wallonge compléte, validg ey transmis, avee geg éventuelles annexes,
conformément aux modalitds o conditions définjes par le Guwr.-m:m:m. et assimilé ay
formulajre Papier portant fe méme intitulé, complétd, signé o Transmis, avee gag éventuellag
annexes, i I'administration concemnée, conformément 4y dispositions décrérajes et réglemen-

See, already on this phenomenon and its interest for Protecting consumers ip the cyber-

Space, 5 Louveau, 4 Salaiin and Y Poullet, “Prorecrion in Cyberspace, Some recommenda-
ﬂ%:.s’ (1999) 1 Info 527 £,
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quality and the identity of an individual or a legal person, eventually his or
her professional quality or other characteristics; the certification authori-
ties’? which authenticate the user of an electconic signature by associating
the use a key with a certificate; the labelling systems*? which affix a mark
on a web site, certifying thereby the respect by the site of the labelling
conditions; and, finally, the On Line Dispute Resolution Systems (the
ODR),*! which provide the possibility through on line mechanisms to solve
litigation more rapidly and efficiently than before official jurisdictions,
How to explain the need of their intervention and their increasing success?
Is that because the electronic contract is concluded between parties located
at distance, without consideration of geographical and national frontiers?
That distance generates distrust and obliges to make recourse to external
partners, whose role is to offer the confidence needed for contracting, Is
that because the technology is like a black box wherein we are never sure
that it works like asserted by our contractor? The opacity of the technolo-
gies” functioning leads to raise the following questions among a lot of
others: is the processing used by the contractor recording correctly my
messages? Is the web site just a window dressing or does it correspond with
a real activiry? Definitively all these aspects are explaining the intervention
of third parties.

In our traditional codes, minor place is afforded to this kind of actors in
the contractual sphere, with a major exception: the notary.*? The notary’s
office is severely regulated by legislative regnlation and a specific legal starus
is reserved for members of that profession. As regards the new jobs we are
referring, except for the providers of electronic signatures certificates,*? noth-

¥ Their regulation is largely described by the Directive SW93/EC of 13 Dec 1999 on 3
Community framewark for electeanic signatures, Of L 013, 19/01/2000, 12 f and its annexes.
About a good analysis of this regime, read notably, C Poullet and R Vuinon in A Prim, Y
Poullet, and E Montero {ed), Le commerce électranigue en droit hecembourgeais (Larcier,
Bruxelles, 20035), 239 £

40 ¥ Poullet, R de Bruin, C Lazaro, E Keuleers, and M Viersma, Analysis and definition of
commion characteristics of trustmarks and web seals in the European unian, final repar, Feb
2005, European Conrrace no BS-1000/03/000381 (DG Sanco) 104pp.

4 O the ODR phenomenon, see the important thesis wrinten by T Schultz, Répuler e
comimerce électronique par la résolution des litiges en lgne, Cahicr du Crid, no 27 (Bruxelles,
Bruylant, 2005). From the same author, the deseripdon of the e-Bay QDR system, ‘e-Bay: un
systéme juridique en formation’ (2005) RDTI 27 if, Sce also, C Rule, Online Dispure
Resolution for Business (Jossey-Bass, San Francisco, 2002),

%2 The notary might certify a lot of things linked with the quality of the person (legal or
physical) by a certificate of “notoniété’, He also authenticates the signature and the existence
of the transaction vis-i-vis third parties. Other exceptions exist: the “ime stamping function’
played by certain administration and the certificate of sending and the *acknowledgment of
eceipt’ delivered traditionally by the public postal office.

43 On that point, about the description of the accreditation procedures and their values for
the general interest, see already, R Baumgart et al, ‘Evaluation and Akkrediderung von syste-
men zur digitalen Signacur und deren Infrastrukror’ in P Horster (ed), Digitale sigmaturen
{DuD Fachbeitrige, Vieweg, Wieshaden, 1996) 93 ff,



—

these functipng are operated by Private COmpanies i , free markeg 45
Everything s fixed by seif-n:gujamry documen gt and, in mog of the cases,
there is ng contracr betweep the trusteqd third Party and the CONtractor. The
Consumer is thy, facing multiple Systems whpge funcr_h:-njng s sometimes
difficult 1o understand 47 Furrhﬁrmore, the liabiliry Gccurred by thege insti-
tutions is ar the legal pojnt of view qQuite dubjayg even if the sanctiong
against these third Darties pog fespecting thej, WD commitmen might
occur from the market,

Apart from these considerations, the questiog raised is: do e need
legal framewoc) Surrounding ¢k, kind of ACtivities? [f ye agree thar the
legislative intervention i only subsidiary 44 that the legislator ought 1o

of non com pliance of the TTp with thege fequiremen;s might he defined ang
4 system of pyhlje accreditation of Iicensing ought to he Put in place 48
confidence js 4¢ that prize,

¥ Even if N certain Countrips, voluntary 2ccreditating SYSEems are foresepn 28 refards prygp.
marks gp least, Thes, dcereditation . deliversd either by publie authorirjas [see the
Luxemhu.rg e-certifiad System), or by Co-regulatory Organs like in with TmSLma_rk.hk,

ut s:]f—rcgu]'a:fun 3% an alternative mode of markay fegulation, gep T Schule {n 41)

Particularly, Bp 377 f v Pouller, ‘Hayp, 19 regulses Internets, New Paradigme g, Interner

VeInance' jn | Berleur up 4) leds), Vaariations 54 le droip de b socigs de I'anom::'an.
Cig.l'er du CRID, g 20, 130 g

sion) FUSTNArk systems by establishing Meta-trusrmgel. (commaen European bagi- eriteria for
0 adequaea COMmerce fustmarking) which would be o h, responsibility of pybjic regu-
lation o 0-tegulatory initiatives Belgium_ 5 draft bill haq been fecently propogad by the
Ministry of Econamy ¢q fegulate cerpain TTF activities, Ahgye the maijp Pringiples Euiding tha,

i its s “Commercy Eincl:ram‘que: Vers un cadre Turidiigue
Bénéral pour [as tiers de confianes (2004) 18 RDTT LER
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targets the method of contract creation and not the material content parr;,..
ular to a certain Category of contracr.? Ip, other words, the incidence of
technology bears solely on the rujes for the drawing up of contracts o the
exclusion of other rules. This amounts 1o calling on the legislator to tecog.
nize the validity and Probate value of such contracts without sacrificing the
traditional ryles but rather by enquiring into their Purpose and then ingq the

manner in which the pew technologies might satisfy these functiong,|
demands, 50

mum use of the medium’s Tesources to enable the internaut o EXPress hig
clear and informed consent both with regard to the content of the transac-
tion and its modalities, This interactivity obliges the construction of the
CONlract as a process during which certain ‘legitimare expectations’ are
awakened in the online buyer with regard to the goods O Services
concerned as well as the modalities of the congract itself. Finally, if the tech-
nology used presents risks, these risks must be shared according to the
zones of sovereignty of each contractual pary, except in those cages where

definitively the intervention of regulated TTP is o be pinpointed in order
to create confidence between contracting actors,

To conclude, i js definitively not qur intent to asserr that ICT claims for
a radical modification of the contract law paradigms. On the contrary, as it
has been the case with other phenomenz like the consumers’ contracts (a
topic you know very well, Guido) or employees’ Contract, it is important o
analyse to whar extenr these phenomena dye 1o their specificities require to
adapt the traditional Provisions in order to maintain the balance enshrined
in the traditional contract law. The problem is not to create a new legal
framework specific for electronic contract but to deepen the consequences
of the introduction berween the two contractors of 4 technology since its
use affects undoubtedly their behavioyr and affects dramatically the tradi-
tional balance of their contractual powers by creating an asymmetry of
information.

considered a5 intangible in traditional lega] doctrine, For example, the signature might be
possible for a legal person whae was considered as impossible with the hand-written 515113':1-'-“-‘]-
See B Van Brabane, L4 signature Electronique des personnes morales” in La preuve, CUP, vo
54, Liege, éd Formarion permanente, Mar 2002 173



