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Chapter III

The EU Regulatory Framework for
the Internet

Peggy Valcke, George Dimitrov, Maria Iglesias, Eva Lievens,
" Davide M. Parilli, David Stevens, Tim van Emelen,
Peter Vergote and Evi Werkers

A. Introduction

3-001 What is the internet>—The internet is generally described as a “network of networks™.!
In fact, it consists of a global network interconnecting computers around the world, through the
use of an open protocol, the Internet Protocol (IP).? The internet was initially developed at the end
of the 1960s by the US military. It was subsequently adopted by universities in the 1970s and 1980s
as a means to link the scientific community together and to provide easy and speedy access to
information resources. It was only during the second half of the 1990s that commercial use of the
internet developed, as private businesses perceived its potential benefits. The use of an open
protocol such as IP allows the interoperability of various types of networks and facilities (e.g.
copper and fibre optic circuits, coaxial cable and wireless connections) and the provision of various
types of services over the same network. The internet is a decentralised network witheut any
central point of control or access, with the result that any “host” computer (i.e. server) can be
accessed from any connected computer anywhere in the world. The internet is also a packet-
switched network, which means that messages are broken down into small packets of data, each of
which is transmitted separately through the system. Each data packet bears routing information
enabling the transmission equipment (i.e. the router) through which it passes to know to which
computer it should be sent. The data packets are reassembled in the correct order upon arrival at
their intended destination (another computer), so that the message can be read by the computer
user. Packet-switched networks must be distinguished from circuit-switched networks, such as the
public switched telephone network, where a dedicated end-to-end transmission path (i.e. a circuit)
must be opened for each transmission. Packet-switched systems enable network resources (i.e. the

' On the technical aspects of the internet, see Werbach, “Digital Tornado: The Internet and Tele-
communications Policy” (1997) 3 OPP Working Paper Series, available at: hup://www fec.gov/Bureaus|
Wireless|O PPjworking_papers|oppwp29pdf-himi; Hance, Business and Law on the Internet (1997), 41; and
Wilde, Wilde's WWW: Technical Foundations of the Worldwide Web (1999).

? See Werbach, para.3-001, n.1, 13-16; and Hance, para.3-001, n.1, 40.
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available bandwidth) to be used more efficiently,

carried on the same transmission facilities.>
3-002  Key players—Viewed simplistically,

different players: end-users, content

as they enable a greater volume of data to be

the technical operation of the internet involves foyr
providers, internet access service providers (ISPs) and back.
bone or “top-level network” providers. End-users access the internet through either dial-up of
dedicated (i.e. “always on”) connections to access information or purchase services supplied by
content and service providers.* ISPs connect end-users to internet backbone networks, while
backbone providers route traffic between ISPs and interconnec
Interconnection between backbone or top-level internet conne
tionally effected through so-called “peering” agreements
bone providers in which they exchange traffic berween themselve
the ratio of exchanged traffic is within certain limits. Secondary ;
second-tier providers) may be able to deliver some of their own peering-based connectivity, byt
usually have to supplement it through transit bought from the top-level networks.® The reality is
more complex, as certain backbone operators also act as ISPs, and some large corporate end-users

networks and wireless networks). Internet-based services are, therefore, distinct from the under-
lying infrastructure on which they are transmitted. Accordingly, the internet competes with tra-
ditional transmission networks (such as broadcasting, telecommunications and other data

3 This may raise a quality problem for services such as voice telephon
of transmission, as some packets can be lost or delayed. H
now permit speech and video to be successfully transmirte

“ Despite significant growth in the availability and use of broadband access, narrowband dial-up access to
the internet remains an important end-user product. In 2007, 30% of the households in the EU27 that uged the
internet used narrowband access, according to a Special Eurobarometer E-Communications survey of April

2007: see Commission Recommendation 2007/879 of December 17, 2007 on relevant product and service
markets within the electronic communications sector su i

¥ or video that require a constant level
owever, improvements in IP networks technology

, 36, available at h/lp://ec.europa.eu/informalion sociely(policy/ecomm/
library/recomm _guidelines/index_en.htm.

* The decision of the European Commission in Case M.1069, WorldCom|MCI, Commission Decision of
July 8, 1998 (discussed in para.7-237 et seq.), contains a detailed description of the working of interconnection
arrangements between ISPs and backbone providers. The European Commission’s subsequent decision in
Case M.1741, MCJ WorldCom{Sprin, Commission Decision of June 28, 2000 (discussed in para.7-258 et seq.)
noted that while there had been a number of technical developments since its earlier decisions, these devel-

opments had not had any significant impact on the structure of the market or on interconnection agreements
between backbone providers of uaiversal connectivity and other ISPs.
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i i icles.® In this
ctors, which were historically separate because they used d_lfferent dehveg vel}lc‘i’e;e_ther s
3 Stext [t,le convergence brought about by the internet has raised thg question gbroadcasters)
c'ognu‘laat(;ry regimes applicable to traditional media (such as telecommunications and br
re : onal o
y ' ed to internet-based services. . o . . _
Shg:lO%‘lJ ) 3::1(; 0—While the primary internet services initially mclud:d;{};ct)rogc rﬂaﬂ a(;)(;
) H (3 $1) Op er
in, i “ "), Telnet, File Transfer Protocol s
il), the World Wide Web ( www ), _ : e e range. o e
e"n;sgroups,7 the current “Web 2.0° pheuomenqn is rapidly changing o o ogf and scope o
i es offered online. “Web 2.0 can be described as a second genera : L o based
' g . . O
Sem'Zes that emphasise online collaboration and sharing among users (e.g. or}hne? th 1;0 eprl s
ST sharing sites, online social networks, wikis and other forms of collectllve t1vn e 1gnd m,edia h;
0 e , i i i f communications a
¢ t in the architecture o
sts, etc.). It has a fundamental impac ure _ ' lons media o
pOd:rzl and b)y extension in the way citizens engage and participate in thexhr S?(fle[t;i e:&;hse cas the
. 1d wide web was seen as the principal factor in the exponential growt of in use for the
e se of electronic commerce (“e-commerce”), the concept of Wel? 2.0 is seer;‘ ats S:rs affe o2
Puggigm shift in communications and social interaction. At 1tsfhe2§t is t;letlcti;ayt z; rgdpate oot
o i in the traditional media fashion, but they p X
j ing and consuming content in the tr :
]u§; ticr:mcvrselzr:fft reuse, repurpose, rank, link, and share the content with other users, generally at a
tnbute, s s >
gl(;b—%IOSSCd;egal issues raised by the internet—The emergence of the internet as a mzfljor ve?lilfef(;j
ss-border communications, particularly of converged services, raises a numb;r 1(l) coernt;;l : " 5“_
icsrsoues Indeed, the novelty and uniqueness of the phenorgenc;n tzozxt{l}?uz too1 v(;nz ienrifmet . 2ppl-
ion st i has even been claimed that the ev. :
of existing laws in many areas. It | faced 2
lcat:ln:/acuum an%i that there was a need to urgently develop 2 new Fegulato;y frarr}e\[x(;c;‘rleu t}':on -
egu for it. Although, as is discussed below in greater detail, §pe01ﬁc regu atofr};hm.memet o
zi:a);ly neec'ied in certain respects, many of the legal questions raised by tk}e usefo A 1: 1al e oy
be solved, to a large extent, by the application of ex1st1r.1g laws. A review o aﬁ. tgf]awS tions
raised by ’the use of the internet, many of which (e.g. h'ab.lht_y on the internet, ctonf lﬁ 1Zr o \,Vithm
of evidence, contractual issues and the application qf cnrmngal ]gw) contml;e o aOn agmmﬂ)er n
the ambit o’f national laws, is beyond the scope of this vyork. This chagter oc;:s:z on & number o
specific regulatory issues raised by the internet and reviews how these issues ha

by legislation at the EU level.

i i i t on the telecommunications
—8. For an analysis of the impact of the interne ' s
secst::, e;:: Cgilﬁzgai.y}‘(‘)’([)‘:;\v!;rlésl the Global Internet Infrastructure” (1999) 3 International Journal of Com
munic;zzions and Policy 1. | 424
: ‘ . . 3
§ 2:: IZ;[;(?’ ngﬁ%;ggll’l:g.uiation and New Media: A Case Study of Oaline Video Portals” (2007) 66
Communicatio;ls and Strategies 115-135. ) ) sively reviewed these matters: Hance,
° following commentaries, which have extensively : P
S;Ebof‘[)l' e);?léli-};’g::: 7(3he Lawgs of the Interner (3rd ed., 2008); Lioyd, InformallonDTefchng/o%{eiag n([me
p:ra.ZOOS "Jnin;slon Har;da and Morgan, Cyberlaw: What You Need 'to Know about : ozgg aujeview Jnline
a 997); o Chissick and Kelman, Eleceronic Commerce: Law and Practice (3éd§g.r,[tzlogrgédgn v of the
Lrealm‘em of these issues in the national laws of various European,_Asmn anh . e oo
Dumortier (ed.), Jnternational Encyclopaedia for Cyber Law, available at http:/jwww. .
and Smith, /nterner Law and Regulation (2002).
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B. Internet governance: naming and addressing

3-006 The domain name system—The issue of internet governance _an_d regu}ation remains g

subject of controversy and intense debate among the different actors within the internet commu-
nity.’® Some take the position that the internet should oot be regulated at any lev_el, whether
national or international, whilst others consider that a minimum degree of regulation is necessary
to address certain issues that cannot be left exclusively to competitivg foFces and self-reg\.llano.n_“
Every computer connected to the internet has a unique IP address, which is a number that identifies
1 computers. .
. g)—(())(;‘t; erDomgin name hierarchy—The domain name system (DNS) maps u§er-fnendly names
onto these numbers, which are difficult to remember. The domain name space 1$ constructed as a
hierarchy. It is divided into so called top-level domains (TLDs). Most T'LDs f:‘arryf’a country C9de
(ccTLDs) and refer to a country or distinct territory (e.g. ““.be” for Belgl}lm, .uk” for the United
Kingdom, “.de” for Germany, etc.), while a small set gf top-level doma}ns (gTLDs) dg not S:,arry
any national identifier, but denote the intended function .of the do:'qalr’l’ space (e.g. “.com for
commercial organisations, “.org” for non-profit organisations ancjl int” for 1ntema[xonal orga-
nisations). Generally, ccTLD extensions have only two letters, while gTLD extensions t_lave. three
or more. It should be noted that important changes have been adopted and the anticipation is that
the number of gTLDs will grow significantly from 2010 or 2011 onwards. Each TLD can, in turn,
be divided further into second level domains (SLDs), such as “.co.uk”. ' '

3008 Registration of domain names—To register a domain name, a registrant (i.e. a person or
company desiring to register a domain name or being the holfier of su'ch a domain nam.e) must first
provide a registrar (i.e. a service provider that acts as an mtermed_lary between registrants z_md
registries for the registration and management of domain naqles) v_vxth the contac':t and techmca]
information that makes up the registration and enter into a registration contrapt W.lth the re_glstrar.
The registrar keeps a record of the contact information and §ubrmts the Fechmcal 1pforrnauon toa
central directory, known as a registry. A registry is an entity that.recelves dorr;am name service
information from domain name registrars, inserts that information into a centrah_sed database and
propagates the information in internet zone files on the internet so that domain names can be
found by users around the world. o .

3009 Background to the domain management structure—Historically, the mterneF de}/eloped as
a result of the efforts of the US government to set up an advanced data goxnmunlcatlons infra-
structure for the purposes of national security and research. Asa resu}t of th_xs legacy, management
of the internet has traditionally been based in the United States, v_v1th major components of Fhe
domain name system performed by or subject to agreements with US government agencies,
including the Defence Advanced Research Project Agency ('DARPA) and the National Smenge
Foundation (NSF). Until 1998, the registration and allocation o.f gTLDs was managed by t et
Internet Assigned Numbers Authority (IANA), and Network Solutions, Inc. (NSI), under contrac

ier di i i i Pi io, ing Telecommunications
10 See, for an earlier discussion, Issgon, Grewlich and Di Pietrantonio, Compeuvl’lg :
and Cyber Regulation: Is there a Need for Transatlantic Regulatory Framework?” (1999) 3 International
1 of Communications Law and Policy 1. )

Joﬁ'msaee {(elleher, “Generic Domain Names on the Internet” (1998) 2_0(2)'E.I.P.R. 62; and Maghlason :gfi
Kuhlman, “International Public Regulation of the Internet: Who Will Give You ‘Yow_ur_DoAmam I}\jalt'[;ic.s 3
March 1998 in Inrernational Studies Associations Panel on Cyberhype or the Deterritorialization of Politicst,
available at: http.'//www.intlmgt.com/domain.hlml.
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to the US government. Under this arrangement, [ANA/NSI acted as the sole registry for and
registrar of .com, .net and .org domains worldwide.

3010 Amendments to the domain management structure—As the international use of the
.internet grew and became more commercialised, a general consensus emerged in the internet
community that the JANA/NSI registration and allocation system was inadequate to ensure the
smooth operation of the internet. In particular, there was widespread dissatisfaction about the
absence of competition in domain name registration. In addition, existing mechanisms for resol-
ving conflicts between trademark owners and domain name holders were considered to be both
cumbersome and expensive. Finally, as the internet became more and more international, there was
dissatisfaction outside the United States, especially in Europe, that internet domains and new top-
Jevel domains were allocated by US-based entities that were neither representative of, nor
accountable to, the general internet community. As a result, several initiatives were launched in
order to identify the most appropriate structure for regulating the DNS.'? These initiatives resulted
in the US government initiating a public consultation in the course of 1997. This resulted in the
publication of a Green Paper on Internet Governance in January 1998.13 In essence, the US Green
Paper proposed to remove, after-a transitional period, the US government from any role in internet
governance and to replace IANA with a US-based private, non-profit corporation. The EU was
very critical of the proposals contained in the US Green Paper, because they did not ensure an
appropriate representation of non-US interests at the board level of the new entity to be entrusted
with the management of domain names. The US government amended its initial proposals to
accommodate these objections. In June 1998, it issued a policy statement in the form of a White
Paper, setting out the different steps for the reform of the organisation and management of the
DNS."

3011 Creation of new managing entity for the domain name system—The Internet Corporation
for Assigned Names and Numbers (ICANN), a private non-profit corporation, was incorporated
in the United States on October 1, 1998. It succeeded TANA in administering the DNS. Repre-
sentation at the board level of ICANN is organised so as to ensure balanced and representative
participation from the various actors of the internet community, on both a functional and geo-
graphic level.

3-012 Competitive registrars and registriess—[CANN has managed the transition of the DNS
from a government-sanctioned monopoly to a competitive market in which the DNS is operated by
private businesses. The key element of this liberalisation process was the accreditation by ICANN

of a potentially unlimited number of competitive, market-driven registries and registrars for the
gTLD:s.

'> A Memorandum of Understanding was signed in 1997 within the framework of the International Ad-
Hoc Committee (IAHC), a committee composed of representatives of different organisations including IANA,
the International Telecommunications Union (ITU) and the World Intellectual Property Organisation
(WIPO). The Memorandum of Understanding recommended a new structure for the management and
administration of the DNS, based on a self-regulating market: see Kelleher, para.3-006, n.11, and Mathiason
and Kulhman, para.3-006, n.11.

P US Green Paper on Internet Governance, “A Proposal to Improve Technical Management of Internet
Names and Addresses”, January 30, 1998.

' US Department of Commerce, “Management of Internet Names and Addresses”, Statement of Policy,
June 5, 1998, Docket Number: 980212036-8146-02. The changes in policy brought about by the US White
Paper were largely welcomed by the European Commission: Communication from the Commission, “Man-
agement of Internet Names and Addresses: Analysis and Assessment from the European Commission of the
U.S. Department of Commerce White Paper”, COM(1998) 476 final.
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3-013 Shared Registration System protocol—In order to implement this system and allow for
competing registrars, NSI (now called VeriSign) developed the Shared Registration System (SR§)
protocol and associated hardware and software to permit multiple registrars to provide registration”
services for the existing gTLDs. VeriSign licenses this protocol and software to registrars by wayof -
a standard licensing agreement. The first phase of this process, the “test-bed” phase, ran from
March to November 1999,

3-014  Accredited registrars—In April 1999, VeriSign accredited five registrars (America Online,
CORE, France Télécom, Melbourne IT and register.com) to take registrations in the .com, .net and .
org gTLDs. These registrars began live operations in June 1999.'5 Shortly thereafter, ICANN begap
accepting applications from a potentially unlimited number of registrars. Currently there are nearly
1000 accredited registrars.'® ICANN also managed to change VeriSign’s dominant position as reg.
istry for the most important commercial gTLDs .com, .org and .net. In 2001 VeriSign was awarded 3
new contract with ICANN to operate the .com TLD for a period of six years. In 2006 a new contract
was negotiated between the two parties allowing VeriSign to remain as the registry for the .com TLD
until November 30, 2012. One year earlier VeriSign also managed to remain as the registry for the
-net TLD (until June 30, 2011). However, VeriSign was not reconfirmed as the registry for the .org
TLD. In 2002 ICANN and Public Interest Registry (PIR) entered into a registry agreement that
attributed the management of .org to PIR for a period of six years. In December 2006, I[CANN and
PIR renewed the registry contract for .org confirming PIR as the registry till June 30, 2013.

3-015 Creation of new gTLDs—A number of new gTDLS have been progressively introduced
since 2000.

3-016 2000: seven new g TLDs—In November 2000, I[CANN adopted seven new gTLDs: .aero
(a restricted gTLD for the air transport industry), .biz (an open gTLD for businesses), .coop (a
restricted gTLD for use by cooperatives), .info (an open gTLD that will compete with .com), .
museum (a restricted gTLD for use by museums), .name (a gTLD restricted to individuals) and .
pro (a restricted gTLD for the legal, medical and accounting professions).

3-017 2003: proposals for new g TLDs—In December 2003, ICANN launched a request for
proposals for new gTLDs. It received ten applications and ultimately the following new gTLDs
were approved (in 2005 and 2006) by the ICANN Board: .asia (a community based TLD for Asian
businesses and individuals), .cat (a community based TLD for the Catalan region in Spain), .mobi
(a gTLD for the mobile communications industry), .tel (a gTLD that aims to offer eNUM like
services), .travel (a restricted gTLD for the travel industry), and .jobs (a restricted gTLD for
human resources management). All of these gTLDs are currently operational and are currently
accepting registrations. In June 2008, ICANN adopted the recommendations of its Generic Names
Supporting Organisation (GNSO) on a new gTLD programme.

3018 2008: draft ICANN Applicant Guidebook—In October 2008, ICANN released a draft
Applicant Guidebook for public comment."” An analysis of over 300 comments to the Guidebook
resulted in substantial changes, reflected in a second draft of the Guidebook which was published
in February 2009 and which initiated 2 new public comment period. In October 2009, a third
version of the Applicant Guidebook was issued, but numerous problems still seem to be

'* Information on the accreditation guidelines and process is available at: htp://www.icann.org/registrars|
accreditation.him.

*6 A Tist of accredited registrars is available at: huip:[www.icann.orgfregistrars/accredited-list himl.

' For a full overview of the new gTLD programme and the draft Applicant Guidebook, see Aztp://www.
icann.orgfenftopics/new-gilds|commenis-en.him.
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unresolved. Currently there is no clear timeline, but the first series of new gTLDs will prabably not
be added to the root zone before mid-2011. Unlike the two previous application rounds for new

-gTLDs, where only a limited number of proposals were adopted, ICANN aims to set up a general

application model that will serve as a framework for the evaluation of a theoreticglly unlimited
pumber of new gTLD proposals. It is expected that the outcome of this process will lead to the
addition of 2 large number of new gTLDs (estimates vary from a few dozen to several hundred) to
the root zone in the next couple of years. .

3-019 - Creation of the .eu ccTLD—One of the key elements of the eEurope 2002 Action Plan
launched at the Lisbon Summit of 2000 was the establishment of the .eu TLD to supplement
existing ccTLDs and gTLDs. After a lengthy consultation process with the Member Statfas, on
April 22, 2002, the European Parliament and the Council adopted the Regqlano_n on the 1rgple—
mentation of the .eu top-level domain.'® This Regulation provides for the deSJgnauoq of a registry
that will manage the .eu TLD, the obligations of the registry and the general public poh'cy .fr.a-
mework for the implementation and functions of the .eu TLD, for example, on extra-judicial

. dispute settlement and the treatment of intellectual property rights.”” On May 22, 2003, the

Commission designated EURID—the European Registry for Internet Domains—as the'registry
for the .eu ccTLD.* The regulatory framework for the .eu TLD was further completed in April
2004 with the adoption of the Regulation on Public Policy Rules.?! This Regulatioq sets out the
general principles for the domain name registration policy, the aocresiitatif)n of registrars, §or2e
specific rules for geographical and geopolitical names, the phased registration (“sunrise p_enod. )
and validation of applications introduced during the phased registration and the alternative d_1s-
pute resolution procedures. The .eu ccTLD was added to the root zone in_March 2005. The sunrise
period started in December 2005 and general registrations began in April 2006.

C. Licensing and other market entry restrictions for internet services
1. Licensing of internet-based services

3-020 Intermet service providers under the Electronic Communications Regulatory Framework—
Any undertaking wishing to provide services on the internet must consider whether its proposed

'8 Regulation 733/2002 of the European Pariiament and of the Council of April 22, 2002 on the ﬁmple-
mentation of the .en Top Level Domain, O.J. 2002 L113/1. The .eu TLD is now available in all 23 official EU
languages: see Commission Press Release, ““.eu” internet domain now available in all EU languages, 1P/09/ 1‘993
(December 10, 2009). In addition to the use of the standard Latin characters “a to z”, “0. to 9 and “-7,
domain names can now also be registered using characters from the alphabets of different national lan_guages,
including the non-Latin Greek and Cyrillic alphabets, including characters such as “a”, “a”, a7, g7,
“§” or “x”. This is possible because the “.eu” TLD is now an Internationalised Domain Name. As at
September 20, 2009, EURId, which operates the “.eu” domain, had registered 2,991,205 domain names using
the “.eu” TLD, with Germany, the Netherlands and the United Kingdom having the largest number of *“.eu”
domains.

' ibid., Arts.3~5. _

* Commission Decision 2003/375 of May 21, 2003 on the designation of the .eu Top Level Domain
Registry, 0.J. 2003 L128/29. ) ] )

*' Commission Regulation 874/2004 of April 28, 2004 laying down public policy _rules concerning the
implementation and functions of the .eu Top Level Domain and the principles governing registration, O.J.
2004 L162/40.
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activities are subject to any licensing or market entry conditions in the country in which it
provide its services. The answer to this question depends on the nature of the activity underta
In the EU, the regulatory regime applicable to the internet varies according to the nature of t
undertaking’s activities. The EU regulatory framework explicitly divides internet-related se
into two categories, namely electronic communications services (i.e. transport of signals) apg
information society services (more focusing on content-related issues).

3-021 Electronic communications services—The first category, electronic communications sep, |
vices, is defined in the Framework Directive as services normally provided for remuneration which
consist wholly or mainly in the conveyance of signals on electronic communications networks,
excludes services providing, or exercising editorial control over, content using electronic commy.
nications networks and services, and information society services which do not consist wholly gp
mainly in the conveyance of signals on electronic communications networks (i.e. most informatiog
society services).”” Electronic communications services include internet access services and the§
conveyance of email.?> The same undertaking can provide both electronic communication services
(such as internet access) and information society services (such as web-based content).®® Tpe
provision of electronic communications services is normally subject only to a general authorisa.
tion, in accordance with the provisions of the Authorisation Directive.”’> Member States may
require ISPs to obtain individual rights of use in order to use radio frequencies (e.g. to provids J.
internet access over wireless networks) or numbers (e.g. to provide dial-up or broadband interne
access over their own networks), where this is necessary to allow efficient access to, and use of,
radio frequencies and/or numbers.?® However, these provisions are unlikely to be relevant to most
ISPs, as they generally do not use their own networks to provide internet access services and thus
do not require their own frequencies or numbers.?’

3-022  Information society services—Information society services (or e-commerce services) are
the second category. Information society services are defined in the E-commerce and Transparency
Directives as any service normally provided for remuneration, at a distance (i.e. without the parties
being simultaneously present), by electronic means (i.e. by means of electronic equipment for the

3 nhes

g

Z Directive 2002/21 of March 7, 2002 on a common regulatory framework for electronic communications
networks and services, O.J. 2002 L108/33 (“Framework Directive”), amended by Directive 2009/140 of
November 25, 2009 amending Directives 2002/21, 2002/19 and 2002/20 (“‘Better Regulation Directive”), 0.J.
2009 L337/37, Art.2(c).

% Framework Directive, para.3-021, n.22, recital 10.

2 ibid. 1

* Directive 2002/20 of March 7, 2002 on the authorisation of electronic communications networks and
services, 0.J. 2002 L108/21 (“‘Authorisation Directive™), amended by the Better Regulation Directive, para.3-
021, n.22, Art.3.

% Authorisation Directive, para.3-021, n.25, Art.5.

# The former European Radiocommunications Office (ERO), now merged with the Furopean Tele:
communications Office (ETO) into the European Communications Office (ECO), has offered a “one-stop
shopping” procedure for satellite authorisations for some vears. ISPs providing their services over satellite
networks could avail themselves of this procedure, enabling them to obtain a general authorisation in multiple
Member States by virtue of submitting a single application to ERO. Although the ERO invested considerable
efforts in preparing a database and creating a coherent approach towards applications for satellite earth =
station authorisations, it had to end the procedure in 2004, due to difficulties of coordinating forms and i
formats for applications: see Hogan & Hartson and Analysys, Preparing the next steps in regulation o 4
electronic communications, Study for the European Commission (July 2006), 209, available at: hutp:/fec.europt.
eufinformation_society|policy/ecomm|doc]info_centre[studies_ext_consultjnext_stepsfregul_of _ecomm_july2006_
final.pdf. |
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rocessing, including digital compression, and storage of data and entirely transmitted, conveyed
and received by wire, radio, optical or other electro-magnetic means) and at the individual request
of the recipient of services.?® Information society services include the provision of web-based

" content and e-commerce services. Most information society services are not within the scope of the

Electronic Communications Regulatory Framework, as they do not involve wholly or ma.inly_ the
conveyance of signals on electronic communications networks. ’_I'he ElecFronic Commun;ganons
Regulatory Framework in principle does not apply to the provision of internet content™ or t}(z
other information society services, which are within the scope of the E-Commerce I')erCth.e.
However, ISPs and other undertakings that provide both content and other information society
services and also electronic communications services are subject to both the Electronic Commu-
nications Regulatory Framework and the E-Commerce Directive.?!

3-023 Internet backbone providers—Internet backbone providers operate high capacity
proadband networks. These are electronic communications networks under the Electronic Com-
munications Regulatory Framework.** Therefore, the provision of internet backbone services, or
universal or top-level connectivity, is subject to the general authorisation regime laid down in the
Authorisation Directive® and, if radio frequencies or numbers are used, potentially also to the
individual rights of use.*® If internet backbone providers are public communications networks

- within the meaning of the Framework Directive,* they would additionally have the rights and the

obligations on access and interconnection contained in the Access Directive.*® However, generally,
it is unlikely that internet backbone providers would be subject to the ex ante regulatory regime for
operators that have been designated as possessing SMP under the terms of the Framework
Directive.’” This is because internet backbone providers’ services should not be considered to be

2 Directive 98/34 of June 22, 1998 laying down a procedure for the provision of information in the field of
technical standards and regulations, O.J. 1998 1.204/37, as amended by Directive 98/48 of July 20, 1998, O.J.

1998 L217/18 (““Transparency Directive”), Art.1(2). An illustrative list of services that are not considered to be

information society services can be found in Annex V of the Directive, and includes voice telephony, telephone
consultations with a lawyer or doctor, and radio and television broadcasting services.

¥ Framework Directive, para.3-021, n.22, recital 5; Directive 2002/19 of March 7, 2002 on access to, and
interconnection of, electronic communications networks and associated facilities, O.J. 2002 L108/7 (“‘Access
Directive”), recital 2. The Access Directive is amended by the Better Regulation Directive 2009, para.3-021,
n.22.

* Directive 2000731 of June 8, 2000 on certain legal aspects of information society services, in particular
electronic commerce, in the Internal Market, O.J. 2000 L178/1 (““E-Commerce Directive”). For a discussion of
the E-Commerce Directive, see para.3~114, et seq., below.

' Framework Directive, para.3-021, n.22, recital 10.

% ibid., Art.2(a).

3 Authorisation Directive, para.3-021, n.25, Art.3.

* ibid., Art.S.

* Framework Directive, para.3-021, n.22, Art.2(d).

% Access Directive, para.3-022, n.29, Art.4, The Access Directive does not specifically define the terms

“public” or “publicly available”. However, recital 1 of the 2002 Access Directive states that operators of non-

public networks do not have obligations under the Access Directive except if they benefit from access to public
;lectronic communications networks, in which case they may be subject to conditions laid down by Member
tates.
. " Framework Directive, para.3-021, n.22, Art.16. Annex I of the 2002 Framework Directive did not
include the provision of internet backbone services, or “wholesale internet connectivity”, in the list of markets
on which the Commission had to base its first Recommendation on Relevant Markets. In the Explanatory
Memorandum to the 2003 Recornmendation on Relevant Markets, the Commission offers its rationale for not
Subjecting markets for wholesale internet connectivity to ex ante regulation by NRAs: Explanatory
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“publicly available”, as their customers are ISPs an'd large businesses, rat.her than'the public.at
large. Similarly, on this basis, internet backbone providers would not be subjefzt to umyersal service
obligations, because they do not operate public telephone networks or provide publicly available
telephone services.” . _ .
3-024 Content providers—The internet can be used to proylde a great va_nety of services,
including content services. The licensing regime applicable to services or mformatxon prqvxded over
the internet thus depends on the nature of the service or .cor?tent in question. Inforp‘lanon society
services (other than those that consist wholly or primarily in the conveyance of signals on elec-
tronic communication networks) such as web-based content, e-commerce _and web-h'ostmg, are
covered by the E-Commerce Directive® and possibly also the Audiovisual Media Services
T @
Dlzi)%;e' Country of origin principle—Internet services are subject to regulati_or_l ,?nly b_y thfl
Member State in which the service provider is established under thg “c_ouutry.of origin prmcx;_yle;
providers of such services may not be subject to any prior authorisation regime specxﬁcally aimed
at information society services as such.*® This does pot mean that' prov1ders. of services over the
internet are exempted from generally applicable rules simply by_ virtue of using the internet. For
example, a lawyer providing legal advice over the internet is still subject to generally applicable
national rules requiring him to be a member of the relevagt Bar, but Mergber States may not
impose any additional obligations over and above those appllc?,able to lawyers in general fo'rb hu(ril to
provide his services by means of the internet. Similarly, services that are generally prohi n; o‘g
regulated in a given Member State, e.g. gambling, would also be pr_ohlblltet‘imor regulate@ onhm?.
Certain services are excluded from the scope of the ETCc?mmerce Directive.* Other services Whl.ch
are not provided by electronic means do not come within thf: scope of the E-Commerce Directive
and remain subject to existing regulatory regimes under national andfor EU law.

issi i {evant product and service
dum to Commission Recommendation of February'll, 2003 on the relevant p i
:f::(g{: r:vithin the electronic communications sector susceptible to ex ante regulation in accordance kw;th
Directive 2002/21 of the European Parliament and of the Councii on azc;mlmo_rl\ ;gulﬁtzr{y f/r/a:cn;\:lrz;a e:;
i icati i J. 4/45, 27, available at hiip://ec. .
lectronic communications networks and services, O.J .200'3 L1l s at
?n}irmalion society|policyjecomm/library[recomm _guidelinesfindex_en.htm. The Commission adopts the3 anglze
reasoning in its 2007 Recommendation on Relevant Markets, Explanatory Memorandum, }7, parz;. é
n.4: hence, it again concludes thatentry barriers to the market for wholesgle internet connectivity are low ?t?l
tl;a’t there ’is no a priori presumption that ex ante market analysis is reqm'red. Although NRAs coul?m pgssxu 1y1
identify additional markets for the purposes of identifying operators with SMP, no NRA has defined sucl
for internet backbone services. ‘ L ' ) ]
m%l;‘kgirgcrtil\rrle62002/22 of March 7, 2002 on universal service and users n_ghts're{a‘mng to electronic com
munications networks and services, 0.J. 2002 L108/51 (*Universal Service Directive”), amended by DU;%‘:)?/
2009/136 of November 25, 2009 amending Directive 2002/22, Dir;ctive 2002/58 and Regulation (EC)d s
2004 on consumer protection cooperation (Citizens’ Rights Directive), O.J. 2009 L33.7/11., Art.2(b) an?’_“‘i
3 E-Commerce Directive, para.3-022, n.30. For a discussion of the E-Commerce Directive, see para. b
et seq., below.
% See para.3-028 et seq., below.
4l E.Commerce Directive, para.3-022, n.30, Art.3(1) and 2.
4 jbid., Art.4(1).
3 jbid., Art.1(5)(d). ) o ‘
“ lzb,zd Arl.l((Sg((d)), The E-Commerce Directive does not apply to: (i) Lhe_ activities of notaries ar}d (:jltk)llti:cr:
rofessioins to the extent that they involve a direct and specific connection with the exercise o pb]ing
guthority' (ii) the representation of a client and reference of his interests before the courts; and (iii) gam
activities (including lotteries and betting transactions).
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3026 Derogations from country of origin principle—Member States may derogate from the

«country of origin” principle and may continue to apply national laws to providers of information

society services established in .other Member States, in the following areas: copyright, neighbouring

" rights and other intellectual and industrial property rights; the issuing of electronic money by some

ipstitutions; the freedom of parties to choose the applicable law of their contract; contractual
obligations concerning consumer contracts; rules on the formal validity of contracts creating or
rransferring interests in land; unsolicited commercial communications by email; measures neces-
sary for public policy reasons (in particular the prevention, investigation, detection and prosecu-
tion of criminal offences; the protection of minors; the prevention of incitement on the grounds of
sex, race, religion and nationality; and the protection of human dignity); measures for the pro-
tection of human health; measures for the protection of public security; and measures for the
protection of consumers, including investors.*®

3-027 Web-casting—In the context of convergence, it is interesting to review the status of web-
casting, which straddles the line between internet and broadcasting services, just like IP voice tele-
phony straddles the line between internet and telecommunications services, as will be discussed
below. Web-casting services, which consist of the provision of real-time radio or video services over
the internet, are readily available. Although real-time video broadcasting is presently still limited to
users with high-speed connections, it is expected that internet technologies, such as IP multi-casting,*
will permit the widespread use of the internet as a major means of transmitting audio and video.
Most traditional broadcasters already offer a wide range of online services, which are complementary
to their linear services (e.g. news services, catch up services, educational services).”” The fast-growing
popularity of online video portals, such as YouTube, and other services which are characteristic of
the Web 2.0 phenomenon (such as social networking sites and wikis)*® demonstrate the growing
convergence between the internet and traditional broadcasting services. This raises the question of
whether the strict licensing conditions and other regulatory restrictions applicable to the broadcasting
sector (e.g. regarding licensing, programming, European content quotas and levels of advertising)
apply to analogous internet-based services, or whether web-casting should be treated as an infor-
mation society service for which prior authorisation is excluded by the E-Commerce Directive.

3028 Scope of AVMS Directive—In 2007, the European Parliament and Council have
broadened the scope of the former Television Without Frontiers Directive® considerably, to

* ibid., Arts.3(3) and 3(4).

“ IP multicasting is a method of forwarding IP data sets (“datagrams™) to a group of multiple receivers and
is used for streaming media and internet television applications. IP multicasting has been officially supported
since IPv4 was first defined, but has not seen widespread use, due largely to lack of support for multicasting in
many hardware devices. Interest in multicasting has increased in recent years, and support for multicasting was
made a standard part of the next generation IPv6 protocol.

“7 The most advanced broadcaster in this respect is probably the British public broadcaster, the BBC, which
offers its own “BBC iPlayer”, service allowing United Kingdom residents to view the radio and television
programmes broadcast in the previous seven days (and also offers download and limited storage possibilities)
by'connecting to its website (currently operable with a computer using Windows, Macs, or Linux; a Nintendo
Wii; and an iPhone): see http://www.bbc.co.uk and hitp:|/www.bbc.co.uk/iplayer.

“® See para.3-001, above. For an interesting analysis of these new portals from the perspective of content
regulation, see: Arifio, “Content Regulation and New Media: A Case Study of Online Video Portals™ (2007)
66 Communications and Strategies 115-135.

“ Directive 89/552 of October 3, 1989 on the coordination of certain provisions laid down by law, regulation
or administrative action in Member States concerning the pursuit of television broadcasting activities, O.J.
1989 1.298/23 (“Television Without Frontiers (TWF) Directive”).
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include not only linear but also non-linear (on-demand) services. The new Audiovisual Medi,
Services Directive applies to all audiovisual media services, which are services in the sense of
Articles 56 and 57 of the Treaty on the Functioning of the European Union [ex 49 and 50 Eg
Treaty] which come under the editorial responsibility of a media service provider and the principa]
purpose of which is the provision of programmes in order to inform, entertain or educate, to the
general public by electronic communications networks.” However, taking account of the various
constituent elements of audiovisual media services, it has become clear that not all media serviceg
that are currently offered via the internet will fall within the scope of the AVMS Directive.” It g,
for example, unlikely that online video portals, to which users can upload and share videos (“user-
generated content”), will qualify as an audiovisual media service: even if the provider is carrying
out an economic activity and, hence, is to be considered providing a service in the sense of Article
56 and 57 , it is usually not exercising effective control both over the selection of the programmes
and over their organisation and so does not have “editorial responsibility” for the service.

3029 Graduated regulation for online services—Media services offered online that fulfil all the
criteria of an audiovisual media service will, depending on the format used, either be subject to the
lighter rules applicable to on-demand services, or to the stricter rules applicable to linear services,
given the system of graduated regulation in the AVMS Directive.”

3030 Non-linear content—Web-cast content that is provided to users on demand (i.e. where
transmission is initiated upon the individual user’s request, such as with video-on-demand), would
qualify as non-linear services, and hence be subject to the basic tier of regulation in the AVMS
Directive, as well as being subject to the E-Commerce Directive.

3031 Linear content—Web-cast content that is transmitted simultaneously to multiple users
who have not made an individual request (e.g. where the film, song, etc., is broadcast automatically
at regular intervals, as in pay-per-view systems, or where a web-caster continually broadcasts a
selection of content in the same way as a terrestrial radio station, involving the broadcasting of a
pre-determined program schedule to the public), would qualify as a linear service and would thus
also be subject to the additional tier of stricter provisions contained in the AVMS Directive.

3032 Technologically-neutral approach to regulation—The European legislature has opted for
a technologically neutral approach to broadcasting regulation, such that internet broadcasting can
also be subject to regulation. It did so to create a level playing field between traditional and new
media providers and to ensure an appropriate level of protection for certain essential public
interests, such as cultural diversity and protection of minors. However, the extension of the scope
of application of the regulatory regime laid down in the TWF Directive met fierce opposition
during the legislative process for the AVMS Directive from new media providers in the online and

50 Directive 2010/13 of December 11, 2007 amending Directive 89/552, O.J. 2007 L332/27 (“AVMS
Directive™), Art.1(a).

3! See para.2-029 et seq.

52 AVMS Directive, para.3-028, 0.50, Art.1(c): see Chapter II, para.2-031, above. For a discussion of the
legal status of video portals and audiovisual search tools, see Valcke, “In Search of the Audiovisual Search
Tools in the EU Regulatory Frameworks”, in Nikoltchev (ed.), IRIS Special: Searching for Audiovisual
Content, Strasbourg, European Audiovisual Observatory (European Audiovisual Observatory, 2008).

3 See para.2—057 et seq., above.

34 Op-demand media services are also information society services (as they were before the adoption of _the
AVMS Directive) and, consequently, are still subject to the E-Commerce Directive, para.3-022, n.30, recital
18. Art.4(8) of the AVMS Directive deals with the relationship between both directives, stating that the AVMS
Directive will prevail in the event of a conflict, unless otherwise provided for. Therefore, the AVMS Directive
has the character of a lex specialis vis-a-vis the E-Commerce Directive, which is a lex generalis.

342

Licensing and other market entry restrictions for internet services

mobile sectors, as well as certain Member States, such as the United Kingdom. Criticism was also
yoiced by some media scholars, expressing concerns about a possible negative impact on freedom

" of speech that would result from the AVMS Directive’s broadened—and in their view too vague—
" scope of application.*® The AVMS Directive, however, does take into account the different nature

and impact of online media services (which will often be on-demand services), by subjecting them
to a lighter regime® and permitting the use of co- and self-regulatory measures.”® Therefore, it
seems unlikely that the AVMS Directive will result in disproportionate regulation being imposed
on internet broadcasters.” Moreover, it may even lead to more legal certainty for online media
providers, who can now clearly benefit from the country of origin principle in relation to the
content requirements covered by the AVMS Directive, as if they comply with the rules of
the Member State in which they are established, they can freely offer their services throughout the
EU.%

3-033 Voice over Internet Protocol—With respect to IP voice telephony (or “Voice over IP”),
as technology gradually improved its quality and made it equivalent functionally to traditional
voice telephony services, the question arose as to whether IP voice telephony should be subject to
the same licensing and regulatory requirements applicable to traditional voice telephony.®!

3 See Valcke and Lievens, “‘Rethinking European Broadcasting Regulation: The Audiovisual Media
Services Directive Unraveled at the Dawn of the Digital Public Sphere”, in Pauwels, Kalimo, Donders and
van Rompuy (eds.), Rethinking European Media and Communications Policies (2009).

% See, for example, the Budapest Declaration (2006): ““the extension of the scope of some rather bur-
densome part of the Television Directive to the Internet—as the draft new directive of the European Com-
mission suggests in far too vague terms that would leave content providers and users uncertain about whether
or not their various activities are regulated by this new directive——would be an unjustifiable restriction on
freedom of speech and freedom of information”, available at http://www.edri.org/docs/BudapestDeclaration.
pdf. These scholars feared that governments might (mis)use the new AVMS Directive as an excuse to impose
strict regulations on any kind of information exchanged via the internet, which in their view should remain an
entirely “free medium”. See also van Eijk, ““The modernisation of the European Television without Frontiers
Directive: unnecessary regulation and the introduction of internet governance”, paper presented at the 19th
European Regional Conference of the International Telecommunications Society, Istanbul, September 2-5,
2007, available at: htzp://www.ivir.nlfpublications/vaneijk|Paper_twf_avms_its_2007 .pdf.

%7 Consisting of obligations which are often already imposed by other legislations: see Valcke, Stevens,
Werkers and Lievens, “Audiovisual Media Services in the EU: Next Generation Approach or Old Wine in
New Barrels?” (2008) 71 Communications & Strategies 103-118.

%8 See para.2-122, above.

" % It has been argued that the rationale for strict broadcasting regulation (i.e. spectrum scarcity and general
public access to broadcasts) does not necessarily apply to equivalent internet-based services. For instance, the
technical architecture of the internet permits the implementation of filtering techniques that allow users, such
as parents, to block access to certain sites, thereby achieving the objective of traditional rules on protection of
minors that regulate the broadcasting sector: see Werbach, para.3-001, n.1, 44. To justify the imposition of
lighter rules, the AVMS Directive explicitly refers, in recital 42, to the larger degree of choice and control the
user can exercise in the case of on-demand services, and the lower impact they have on society.

'°° Admittedly, due to the decentralised nature of the internet, media regulators in the European Union
might still have limited abilities 1o enforce regulatory restrictions upon content providers that supply services
over the internet from third countries.

' Voice over Internet Protocol (“VoIP™) is the delivery of voice and other services over networks based
wholly or parily on Internet Protocol (IP). As far as the IP-based part of the network is concerned, the VolP
packgts may be transmitted on public internet segments, managed IP networks, or both. As a result, the
quality of service (QoS) may vary. The European Regulators Group divided VoIP services into four cate-
gories, depending on whether or not there is access to or from the public switched telephone network
(“PSTN™) and whether or not E.164 numbers are used (i.e. numbers from the international telephcne
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3-034 Commission Staff Working Document on VolP—While the Commission initially, i
1998, considered that telephony should not be subjected to the regulatory regime applicable to
traditional voice telephony services, it adopted a more nuanced approach in 2004. In its Stafy
Working Document of June 2004,% the Commission explained that VoIP providers are subject to
different rights and obligations under the Electronic Communications Regulatory Framework
depending on whether they fall under the classification of “electronic communications servige”
(ECS)* or “publicly available telephone service” (PATS).% One of the aspects where VoIP differs
from a traditional telephone service is the fact that users can be nomadic and use their terming]
device at different locations. This had given rise to a number of new issues in relation to the
provision of emergency services, and the Staff Working Document called on market players to
work together to find solutions.

3-035 - ERG common position on VolIP—In December 2007, the European Regulators Group
(ERG) adopted a common position on VoIP. The common position addressed the definitions used
in the Electronic Communications Regulatory Framework, access 1o emergency services, num-
bering and number portability, and cross-border issues. The ERG urged the Commission to review
the definitions for electronic communications in the context of the review of the Electronig
Communications Regulatory Framework, and, for the purposes of the common position, intro-
duced a new term, “telephony service”, which would be subject to a common set of rights and
obligations for both voice services over the public switched telephone network (PSTN) and VoIP,
In its common position, the ERG took the position that all VoIP providers that offer outgoing calls
" to the PSTN would be required to offer access to the emergency services.®

3-036 VoIP under the revised Framework Directive —The revised Framework Directive partly
follows the ERG’s recommendations. It does not change the definition of ECS, but redefines
“public communications network’ (PCN) as “an electronic communications network used wholly
or mainly for the provision of electronic communications services available to the public which
support the transfer of information between network termination points.”®” At the same time, the
revised Universal Service Directive redefines PATS as “a service made available to the public for
originating and receiving, directly or indirectly, national or national and international calls
through a number or numbers in a national or international telephone numbering plan.”®
Through the redefinition of PATS and PCN, the categories of service providers who are required to
guarantee certain consumer rights, in particular under Articles 20, 21, 22, 23, 25 and 26 of the

numbering plan set out in the International Telecommunications Union’s ITU-T Recommendation E.164):
ERG Common Position on VoIP (ERG (07) S6rev2, December, 6-7, 2007. See para.1-317, above.

2 European Commission, Notice of January 10, 1998 concerning the status of voice communications on the
internet under EU law, and, in particular, pursuant to Directive 90/388, O.J. 1998 C6/4, updates by Com-
mission (EC), Communication of December 22, 2000 on the status of voice on the internet under EU law, and,
in Eanicular, under Directive 90/388, O.J. 2000 C369/3.

> European Commission, Commission Staff Working Document of June 14, 2004, on the treatment of
Voice over Internet Protocol (VoIP) under the EU Regulatory Framework—An information and Con-
sultation Document, available at http:/fec.europa.eufinformation_society|policyjecommylibrary|working_docs|
index_en.htm.

¢ Framework Directive, para.3-021, n.22, Art.2(c).

%5 Universal Service Directive, para.3-023, n.38, Art.2(c).

% At that time, VoIP providers under the classification of “electronic communications service” did aot have
this obligation, although some already offered emergency calls on a voluntary basis.

7 Framework Directive, para.3-021, n.22, Art.2(d).

¢ Universal Service Directive, para.3-023, n.38, Art.2(c).
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Universal Service Directive, have been modified in order to take into account IP-based-services.®
Access to emergency services, for example, must now be provided by all undertakings providing

_end-users with an electronic communications service for originating national calls to’a number or

numbers in a national telephone numbering plan.”
2. Free movement of internet services across the EU

3-037  Free movement of services—Under Article 56 TFEU [ex 49], service providers established
in one Member State are free to provide services across the EU.”' This provision is fully applicable
to internet-based services. As a result, ISPs established in one Member State are free to provide
services to customers located in another Member State. Article 56 TFEU requires Member States
to refrain- from introducing or maintaining any rule that restricts this freedom. In particular, this
provision prohibits any national regulation that discriminates against providers of internet services
established in other Member States. An obvious example of discrimination would be a requirement
for internet users to gain access to the internet only through ISPs established in a given Member

. State. Article 56 also prohibits national rules that apply without distinction to national service

providers and service providers established in other Member States, when the effect of the national
rules is to render more costly or to discourage the activities of foreign service providers.”

3-038 Possible exceptions to the free movement of services—Under Article 52 TFEU [ex 46],
restrictions on the free movement of services may be permissible if they are justified on the grounds
of public policy, public security or public health. Moreover, non-discriminatory restrictions
imposed in the general interest may be lawful, even if their effect is to restrict the activities of
foreign service providers.” Considerations of the general interest that the Court of Justice has
accepted as justifying restrictions on the free movement of services have included: (i) the main-
tenance of social order;™ (ii) the protection of consumers and workers;”* and (iii) the supervision of
compliance with professional ethics rules.”® As a result, it would in principle be permissible for a
Member State to rely on national rules prohibiting, for instance, the distribution of child porno-
graphy or the incitement of violence or racism, to prevent the distribution on the internet of such
content. Likewise, Member States could in principle rely on national consumer protection rules (e.
g. national laws prohibiting sales at loss) to prevent the distribution over the internet of services
that infringe such rules. There are, however, limitations on the ability of Member States to rely
upon such exceptions to the principle of free movement of services. First, exceptions to a funda-
mental principle of EU law must be interpreted strictly. For example, it is an established principle
that the “‘public policy” exception can only be successfully relied upon by Member States where

; % For the status of VoIP under the revised electronic communications regulatory framework, see para.l-
17, above.

™ Universal Service Directive, para.3-023, n.38, Art.26(2).

7! See para.2-003 et seq., above.

7 See paras.2-004 and 2-006, above.
00;’ C;se C-52/79, Procureur du Roi v Marc J.V.C. Debauve [1980] E.C.R. 883; see also paras.2-005 and 2—

, above,

:: See para.2-007, n.24, above.

y See para.2-007, n.25, above.

See Joined Cases C-110/78 and C~111/78, Ministére public and “*Chambre syndicale des agents artistiques

el impresarii de Belgique” ASBL v Willy van Wesemael {1979] E.C.R. 35; Case C-76/90, Manfred Sdger v
l?ennemeyer & Co. Ltd [1991] E.C.R. 1-4221; and Case C-106/91, Claus Ramrath v Ministre de la Justice, and
Ulnstitur des réviseurs d'entreprises [1992] E.C.R. I-3351.
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there is a “‘real and sufficiently serious threat, affecting a basic interest of society”.” Second, the
national measures must be proportionate to the public interest considerations that they seek 4
protect and must be the least restrictive measures for attaining such objectives.” Third, these
exceptions may not be relied upon when they are effectively protecting an economic interegy
Fourth, by analogy with the situation in the broadcasting sector, the application of non-djs.
criminatory restrictions to foreign services is only justified in the absence of legislation at the Eyy
level, unless such legislation permits Member States to impose restrictions. For example, the E.
Commerce Directive permits Member States to impose restrictions on ISPs from other Membe,
States under certain specified conditions.”

3-039 Notification of restrictions resulting from national technical standards—A specific
mechanism has been set up at the EU level in order to ensure that national technical standards apq
regulations do not unduly restrict the free provision of information society services, including
internet services, across the EU. This mechanism, which is the result of the Transparency Direc.
tive,® extends to information society services a system of prior notification of technical standards
and regulations, which was previously applicable only to goods.®' The Transparency Directive
requires any draft national rule which is specifically (and not implicitly or incidentally) aimed at
regulating information society services to be notified to the European Commission (and thereby
effectively also to the other Member States) before implementation and at a time when it is still
possible to amend it according to the applicable national legislative procedure.® Failure to notify
the proposed national rule in accordance with the Transparency Directive may cause the national
measures in question to be unenforceable.®® The adoption of the draft national rule must be
suspended for three months following its notification to the Commission.®* This suspension period
provides an opportunity for the Commission and the other Member States to consider whether the
proposed national measure could create obstacles to the free movement of services between
Member States and whether coordinated action at the EU level would be preferable. If this is the
case, the three-month suspension period may be extended for up to an additional 15 months, until
the adoption of legislation at the EU level on the subject. National rules concerning (linear)

7 Case C-30/77, R v Bouchereau [1977] E.C.R. 1999.

78 See para.2-007 n.23, above. For example, it is doubtful that a national law could lawfully prohibit the
diffusion over the internet of certain types of content that can be viewed by minors when technical devices
permit filtering of such content by parents.

" See para.3-114 et seq., below.

% Transparency Directive, para.3-022, n.28. For a detailed commentary, see Dumortier, “Directive 98/48/
EC of the European Parliament and of the Council”, in Biillesbach, Poullet and Prins (eds.), Concise European
IT Law (2006), 481-524. _

81 For a discussion of the Transparency Directive and its background, see d’Acunto, “Le Mécanisme de
Transparence Réglementaire en Matiére de Services de la Société de I'Information Instauré par la Directive
98/48/CE” (1998) 4 Revue du Marché Unique Européen 59.

82 The Commission’s DG Enterprise maintains a searchable database of all notified national measures,
available at: hutp://europa.eu.int/commfenterpriseftris/.

8 See Case C-194/94, CIA Security International SA v Signalson SA and Securitel SPRL [1996] E.C.R. I+
2201.

8 Member States may immediately adopt the national measure without complying with the suspension
obligation for urgent reasons related to the protection of public health or safety, public policy, notably the
protection of minors, or the protection of the security and the integrity of the financial system: Transparency
Directive, para.3-039, n.80, Art.9(7). Such measures must still, however, be notified to the Europeal
Commission.
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proadcasting and telecommunications (in the traditional sense) are not subject to this netification
1 85

p. Intellectual property rights and the internet

1. Copyright

3-040 Introduction—The ready availability on the internet of works protected by copyright
constitutes a real challenge to the enforcement of copyright law. The open network nature of the
internet, combined with digitisation, enables the production at low cost of copies of equivalent
quality to the original of the work. In particular, the possibility for users to access and copy works
placed on the internet from anywhere in the world makes enforcement of national copyright laws,
whose territorial scope is limited, against infringers (both domestic and foreign) very difficult. The
protection of copyright on the internet therefore raises many legal issues,® including: the deter-
mination of the types of work that can be protected by copyright (e.g. email, websites, computer
programs, databases); the scope of copyright protection (i.e. moral and economic rights); and the
exceptions to copyright protection (e.g. the ability to reproduce copyright works). The EU has
adopted regulatory initiatives to address these issues.®” Legislative action at the EU level has been
motivated by the perception that the maintenance of divergent national copyright rules gave rise to
legal uncertainty, thereby jeopardising the proper development of the information society, espe-
cially e-commerce, in Europe. In particular, the lack of adequate protection for works in digital

form in certain Member States was considered an obstacle to the development of new products and

services. The European Commission therefore recognised the need to ensure an appropriate level of
copyright protection across Europe for works on the internet, which has to be achieved by the
harmonisation of national provisions.

3041 Scope of the Information Society Copyright Directive—The horizontal Information
Society Copyright Directive®® focuses on four aspects of copyright protection in respect of

& Transparency Directive, para.3-022, n.28, Annex V. In contrast to rules applying to traditional broad-
casting services, national rules on non-linear audiovisual media services (such as video-on-demand) would fall
within the regime established by the Transparency Directive in so far as such non-linear services would qualify
as an information society service. On the notions of linear and non-linear audiovisual media services and the
relation with information society services, see further, para.2-022 et seq., above.

% For a detailed review of these issues, see Hance, para.3-001, n.1, 81-100; and Torremans, Copyright Law:
A Handbook of Contemporary Research (Edward Elgar, 2007). The following section does not discuss the issue
of secondary liability for copyright infringements, particularly peer-to-peer file sharing and online infringe-
ments: see Strowel, Peer-to-Peer File Sharing and Secondary Liability in Copyright Law (2009).

¥ For a discussion of other copyright directives, see para.2—-149 er seq., above.

) % Directive 2001/29 of May 22, 2001 on the harmonisation of certain aspects of copyright and related rights
i the Information Society, O.J. 2001 L167/10 (“Information Society Copyright Directive””). The Information
Society Copyright Directive harmonises aspects of copyright in a horizontal way; in contrast to the existing
¢opyright framework which always addressed these aspects in a vertical way. The Directive also served to
implement the EU’s and the Member States’ obligations under the WIPO Copyright Treaty and the WIPO
Performances and Phonogram Treaty, which deal with the protection of authors and the protection of
performers and phonogram producers, respectively. In particular, the WIPO Copyright Treaty improves the
leans to fight worldwide piracy by providing authors with a cause of action against unauthorised cir-
Cumvention of technical protection devices and the alteration of copyright management information. For a
discussion of the WIPO Treaties, see Ficsor, The Law of Copyright and the Internet: The 1996 WIPO Treaties,
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information society activities within the internal market: the reproduction right; the Tight of
communication to the public; the distribution right; and the protection of technical Imeasures g %
rights-management information. The Information Society Copyright Directive®® does pot affac

but rather complements, other EU copyright directives relating to: (i) the legal Protection
computer programs;™ (i) rental rights, lending rights and certain rights related to copyright in
field of intellectual property;®' (iii) copyright and related rights applicable to broadcasting
programmes by satellite and cable retransmission;” (iv) the term of protection of copyright a
certain related rights;*® (v) the legal protection of databases;® (vi) the resale right: and (vii)
enforcement of intellectual property rights.” Furthermore the Information Society Copyrighy
Directive is without prejudice to other legal provisions, including in relation to patent rights, trag
marks, design rights, utility models, semi-conductor topographies, type faces, conditional accesg
services, access of broadcasters to networks, the protection of national measures, competition and 25
unfair competition laws, trade secrets, security, confidentiality, data protection and privacy, accesy S
to public documents and contract law.*® To the extent it has a horizontal dimension, the issye of %
liability for copyright infringement is not addressed in the Information Society Copyright Direee'®
tive, but rather in the E-Commerce Directive and the Enforcement Directive.”” The reference to tha
information society does not irmply that its scope of application is limited to the internet: it alsg
applies to traditional areas of copyright.

Ll g ey bk ol

Their Interpretation and Implementation (2002). In many respects, the Information Society Copyright Directia i3 7
goes well beyond the international obligations of both Treaties, though it did not harmonise all aspects of =
copyright; for example moral rights are not dealt with. 1)
® Information Society Copyright Directive, para.3-041, n.8§, Art.1(2). :
% Computer programs obtain legal protection under Council Directive 91/250 of May 14, 1991 on the legal
protection of computer programs, O.J. 1991 L122/42, as amended by Directive 93/98 of October 29, 1993, Q.JL
1993 L290/9 (“Computer Programs Directive’’). Computer programs that are available on the internet are
already protected by copyright, pursuant to the Computer Programs Directive, provided that they are original =
in the sense that they are the author’s own intellectual creation. As a result, the copyright owner of a computer -
program has the exclusive right to authorise the permanent or temporary reproduction of a computer program
by any means and in any form, in part or in whole. Unless provided otherwise by contract, authorisation of =
the author would not be required for the reproduction of a computer program, where this reproduction is
necessary for the use of the computer program by the lawful acquirer in accordance with its intended purpose, = |
including error correction. This would cover permanent or temporary storage of a computer program onthe
user’s computer hard disk if this is necessary to use a computer program acquired online. As discussed below,
the Information Society Copyright Directive extends a similar principle beyond computer programs to cover
any type of copyright work.
°! See para.2-150 et seq., above.
%2 See para.2-162 et seq., above.

fye

g
=)

93 See para.2-161., above. El
% See para.3-060 et seq., below. e
% See para.2-172 et seq., above. .

% Information Society Copyright Directive, para.3~041, n.88, Art.9. o

°7 An example of this would be an ISP’s potential hability for contributory infringement of copyrights by f-#*‘
permitting users to use their services or their network for the unauthorised transmission of copyright content. _'%L__
The issue was also considered by the Court of Justice in Case C-275/06, Promusicae v Telefonica [2008] E.C.R‘.. 3}].
1-271: see Coudert and Werkers, “In The Aftermath of the Promusicae Case: How to Strike the Balance?’, =N
(2010) 18 International Journal of Law and Information Technology, 50~71 and Kuner, “Data Protection and

rights protection on the internet: the Promusicae judgment of the European Court of Justice”, 5 (2008) ELP:R. -
199-202. See also para.2-181, above. )
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3042 Exclusive reproduction right—Member States must provide for a copyright owner to
pave a0 exclusive right to authorise or prohibit the reproduction of his copyright work, whethgr a
Jiteracy work, a fixation of a performance, a phonogram, a film or a b_roadcast. The reprodycuon
fght covers any direct or indirect, temporary or permapept reproduction by any means or in any
form. i0 whole or in part of the copyright work.*® ‘ThIS includes temporary copies made by the
user’s computer in order to enable use of the work.

3043 Exceptions to reproduction right—An exception tc the exclusive reproduction right is

rovided for temporary acts of reproduction that are (i) transient or incidental; (ii) are an integral
and essential part of a technological process; (ili) have the sole purpose of enabling either the
transmission of a work by an intermediary or the lawful use of a work or other subject-matter; a.nd
(iv) have no independent economic significance or value.”® The exception covers acts of caching
and prowsing.'® This exception has been criticised as being unprecedented in any copyright leg-
islation and as being completely unclear.'®' Its purpose appears to be to exclude from liability for
copyright infringement online service providers and other intermediaries who may unknowingly
cache, host or transmit material that would otherwise infringe the reproduction right. Some
commentators take the view that, rather than providing an exception, it defines the scope of the
reproduction right.'” In Infopaq Internarional, the Court of Justice evaluated the concept of
reproduction and the conditions that must be satisfied for the application of an exemption for
temporary acts of reproduction as prescribed by the Information Society Copyright Directive. The
Court held that the automated scanning and conversion into digital files of newspaper articles,
followed by electronic processing of those files, was an act of “reproduction” within the meaning of
Article 2 of the Information Society Copyright Directive. Therefore, as the storing of an extract of
a protected work comprising 11 words and printing out that extract during a data capture process
was not transient in nature (as required by Article 5(1) of Information Society Copyright Direc-
tive), that process could not be carried out without the consent of the relevant right holders.'®” In
the Copiepresse case, the Brussels Court of First Instance held that the copy of a webpage stored in
the memory of Google’s servers and the display of a link making the cached copy accessible to the
public infringed the reproduction and making available rights.'® The exception is only applicable

% Information Society Copyright Directive, para.3-041, n.88, Art.2.

® ibid., Art.5(1).

' bid., recital 33. “Caching” refers to the storage of frequently used information in areas more easily
accessible to the user. ISPs may store cached material on servers that are in closer proximity to users’
computers or on ones that receive less traffic, or even on users’ hard disks. Caching involves copying all, or a
substantial part, of the contents of a given web page: see Chissick and Kelman, para.3-005, n.9. “Browsing” is
the act of searching the internet to locate or acquire information without knowing of the existence or format
of the information sought: see hp://www.atis.orgtg2k/_browsing.himi.

' The EU Committee of the American Chamber of Commerce in Belgium, EU Information Society Guide
(1998), 25; and Ross, “The Future of E.U. Copyright Law: the Amended Proposal for a Directive on
Col[gright and Refated Rights in the Information Society” (1999) 4(4) Communications Law 128.

Hugenholtz, ez al., Final Report. The recasting of copyright and related righis for the knowledge economy,
Study for the European Commission (DG Internal Market) (November 2006), available at: http://www.ivir.ni
Pul:licalions/ other/IViR_Recast_Final_Report_2006.pdyf.

103 Case C-5/08, Infopaq International A/S v Danske Dagblades Forening, O.J. 2009 L220/7.

Brussels Court of First Instance, February 13, 2007, Google v Copiepresse, (2007) 1-2 Auteurs & Media
107-'122 (with case comment by Voorhoof), also available at: http://www.droit-technologie.org/jurisprudence/
details.asp?id= 223, with comment by Wery, “Google News condamné par la justice belge pour violation de la
Ioi sur les droits d’auteur”, available at: hup://www.droit-technologie.org/actuality-1016/google-news-con-
’""e‘Par-la-jusrice-be[ge-pour-vio[a!ion-de-la-loi-sur.html; appeal pending.
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in certain specific cases that do not conflict with the normal expl9i_tation _of the work or other
subject-matter, and that do not unreasonably prejudice the l;gmmate interests Qf the righg
holder.'”® The Information Society Copyright Directive contains an exhaustive list of other
exceptions to the reproduction right, which Member States may choose (but are not required) to
provide in their national copyright law, save the exception of the temporary reproduction cop.
tained in Article 5(1).'° Given the broad margin of appreciation v_vhlch. is left to Mer.nbler States,
the harmonising effect of the Information Society Copyright Directive with regard to limitations i
estionable. )

ram;(;ﬁu Gurandfathering provisions for national limitations—The _Infomation Spclety _COpyright
Directive also includes a “grandfather” clause, which is somewhat inconsistent wah the idea of tl}e
list being of an exhaustive nature. The grandfather clause refers to hnutatxoqs Whl(fh in)_' apply in
existing national copyright law and which only concern analogue uses. Nanonal 11m1t.auon.s must
not affect the free circulation of goods and services and only applies in cases of minor impor-
tance.'” A recent European study points out there is a growing necessity for a mu.ltllatera[
instrument which can effectively harness various national practif:es with regard to exceptions an.d
limitations to copyright and related rights, and which can provide a frame»york for tpe dynamic
evaluation of how global copyright norms can be most eﬁ”ectivgly trauslateq into a credlme system
that appropriately values authors’ and users’ rights.'® The list of exceptions aqd national lim-
itations includes: (i) reproduction (i.e. photocopying) on paper or any similar fnedqm}, effected li-?;
the use of any kind of photographic technique or by some f)ther process having similar effects

(except for sheet music'!®); (ii) private copying on any medu.gn by ne}tural persons for non-com-
mercial purposes;'"' (iii) reproduction for the sole purpose qf 11}ust_rat10n for Feachmg or sc1ent1§c
research; and (iv) reproductions of broadcasts by social institutions pursuing non-commercial

105 Information Society Copyright Directive, para.3-041, n.88, Art.5(3).

108 jbid., Arts.5(2) to (5).

107 - , 0). .

108 flfé;tr;A}lr;lti(i)rl(d)Okediji, Conceiving an international instrument on limitations and e'xgepuonz to copy-
right, Study financed by the Open Society Instti;ne, March 6, 2008, available at: Atep:/fwww.ivir.ni{publications|

imitations_exceptions_copyright.pdf. ]
hug;'gn;zto lfg/ﬁlg:l‘:eqm@d th};t the r::rofiuction is made by the person who ql_tlmately benefits frgrnf the
reproduction. Hence, copy shops offering services to persons who fuifil the conditions, may also benefit from
the) ’l‘:ml\/lltj;ilco rslzi;ores were left outside the scope of this exception, due to their widespread use in music circles
ing efforts of music publishers. . _ i

am]tll ‘[tjlfhli(s)zg‘):,;g%ion covers reprodSctiou by natural persons on both gnalogue gnd <;hgnal recqrdn'ng medla.é:
the case of digital copying, the exception to the exclusive repro_ducnon'nght is without prc:J_udlci1 t?dol?‘zie
tional, reliable and effective technical means capable of protecting Lhe interest of the copyright 1;)1 ;c | .Ii
technical means allowing copies to be tracked in order 1o ensure fair remuneration of the right o Iia.ce
would thus seem that, where operational and reliable copyngpt protection aqd roya!ty systems are g rgc Livé
the exception would not apply: see Ross, para.3-043, u..l()l, 131. The Informatan Society Copyn%h; I111 e
does not provide an enforceable right to private copying, but such an exception can be derive a To! o
French and Belgian national case law: Brussels Court of Appeal, September 9, 2005, Test Ach_J{S s
Recorded Music Belgium et al., (2005) 4 Auteurs & Media 301; {2005) 37 Revue de .]urtsprudence de lgggs i
et Bruxelles 1644; (2006) 28 Journal des Tribunaux 528; French Cour de Cassation, Febru'aljy 28, o éull :
No.549, Studio Canal et al. v S Perquin and Union federale des consommateurs Que cho.mr, (20[ ) ; v-S
No.126, 115; (2006) 2 Auteurs & Media 177; Paris Court of Appeal, Apnlv4, 2007, Studio Cana]g;t 23.
Perquin and Union federale des consommateurs Que choisir, Gazerte du Palais, July 18, 2007, No.199, 23.
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purposes, in each case provided that the right holder receives fair remuneration,'? Other excep-
tions, which are not specifically subject to the requirement that the right holders receive a fair

'compensation,“3 include: (i) reproductions made by publicly accessible libraries, educational
" establishments, museums or archives for non-commercial purposes; (i) quotations from works that
have already been made legally available; (iif) ephemeral recordings of works by broadcasters by
means of their own facilities and for their own broadcasts;''* (iv) use for teaching or scientific
research;'® (v) use for the benefit of people with disabilities for non-commercial purposes; (vi)
reproduction by the press for reporting on current events;''® and (vii) public security or use in
administrative and judicial proceedings, etc. !

3-045  Three-step test to apply exceptions and national limitations—In addition to the specific
conditions set out by the provisions regarding the exceptions, the Information Society Copyright
Directive also contains a general limitation on the application of these exceptions and limitations,
pamely the internationally recognised three-step test.''® According to this test, the exceptions
should only apply in specific cases and cannot be interpreted in such a way as to allow their
application in a manner that unreasonably prejudices the right holders’ legitimate interests or that
conflicts with the normal exploitation of their works or other subject matter.'"® It remains unclear
whether the test is directed solely at Member States, when implementing the Information Society
Copyright Directive, or can also be applied by national courts or the Court of Justice. According to
many scholars, the European legislator wished to leave it to the Court of Justice to control the
interpretation and implementation of the exceptions. Whether national courts, in addition to the
Member States themselves, can apply the test will probably only become clear when the Court of
Justice hands down a judgment on the matter.'?® The importance of the three-step test is not to be

"2 Information Society Copyright Directive, para.3-~041, n.8%, Arts.5(2) and (3).

'3 This notion was introduced by the drafters of the Directive in order to bridge the gap between the
continental law states using levy systems (levies on blank media and reprographic equipment) and common
law states which until now refused to introduce such a levy system. It should also be mentioned that DRM
systems, enabling right holders to be compensated directly for particular uses, put into question further usage
of levy systems: see ibid., recital 35.

"' When a broadcasting organisation is allowed to broadcast a work without the right holder’s consent,
this exception allows the broadcasting organisation to make the reproductions which are necessary in order to
broadcast the work. A long term preservation of an ephemeral recording is only permissible if it is of
exceptional documentary character and is preserved in an official archive. In order to be able to exploit the
works in a later stage, a licence will have to be obtained: Dreier and Hugenholtz (eds.), Concise European
Copyright Law (2006), 377.

' Recital 42 of the Information Society Copyright Directive further specifies that the non-commercial
nature of the activity in question should be determined by that activity as such. The organisational structure
and the means of funding of the establishment concerned are not the decisive factors in this respect.

"' The Brussels Court of First Instance ruled that the mere grouping by Google News of fragments of
published articles does not amount to reporting current events, due to the lack of any comment: Google v
Copiepresse, para.3-043, n.104.

""" Information Society Copyright Directive, para.3-041, n.88, Arts.5(2) and (3).

"'® Recognised at fitst by Art.9(2) of the Berne Convention, later adopted in Art.13 of the Agreement on
Trade-Related Aspects of Intellectual Property Rights (TRIPS), Art.10 of the WIPO Copyright Treaty and
Art.16 of the WIPO Performances and Phonograms Treaty. In contrast with these Treaties, the three-step test
as set out by the Information Society Copyright Directive takes into account the interests of all right holders:
authors, neighbouring right holders and licensees: see Senftleben, Copyright, Limitations and the Three-Step
Test—An Analysis of the Three-Step Test in International and EC Copyright Law (2004), 82.

"'* Information Society Copyright Directive, para.3-041, n.88, recital 44.

"* Hugenholtz e al., para.3-043, n.102, 70.
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underestimated, as it may considerably limit the application of the exceptions and hence have 4
deterrent effect on users from relying on an exception, since it may be declared illegal by a court. Ag
a result of this legal uncertainty, users might feel obliged to seek the right holder’s authorisatiog
systematically. Some commentators stress the importance of a new interpretation of the three-step
test in order to re-establish the balance between the interest of right holders and users.'?! The
application of the three-step test leaves plenty of room for interpretation. How§ver_, the exception
should only apply in special cases and must serve a specific public policy objective. The Infor.
mation Society Copyright Directive should not be understood as requiring M_ember S[ate§ to form
special cases of the limitations listed in Articles 5(1) to 5(4) of the Dixfecuve. In ad(_:hhgn, the
exempted use should not conflict with the normal exploitation of the copyright work, \_vhlch implies
that the limitation should not deprive the right holder of general benefits. To determine what that
exactly entails, it will be necessary to rely on econmomic studies. The exempted use may not
unreasonably prejudice the right holder’s legitimate interests: this refers. to the fact that the
exception may not unreasonably tip the balance between the interests qf right holdgrs e.md third
parties. The (potential) prejudice should be evaluated both in quantitative and qualitative terms
and the existence or non-existence of an equitable remuneration should also be taken into
account.'?

3-046 Exclusive right of communication of a work to the public—Member States must provide
authors with the exclusive right to authorise (or prohibit) any communication or making available
to the public, by wire or wireless means, of the copyright work.'?* The right of communjca.tion to
the public only covers communication to a public which is not present aF the place at which the
communication originates, i.e. broadcasting, cable, or online transmissions; it does not cover
communication to the public at that place, i.e. recitation, display, public performance.'* The
Information Society Copyright Directive also provides for the right of communication to the
public for holders of neighbouring rights, i.e. performers, phonogram producers,_ﬁlm producers
and broadcasters, but only with respect to communications to members of the public that were not
present at the time of the original performance, filming, etc., e.g. performers are ensur_ed the right
to control the subsequent, recorded communication of their performance. The Directive does not
affect their rights in the original performance to the public, '** as codified in Article 8 gf the Rental
Right Directive'®® and Article 4 of the Satellite and Cable Directive.'*” This seems to mtroduge an
element of discrimination between copyright owners, i.e. authors of literary works (whose rights
are protected regardless of the media) and holders of neighbouring rights.'*®

12 Gee Geiger, “From Berne to national law, via the Copyright Directive: the dangerous mutations of the
three-step test” (2007) E.ILP.R. 486-491; Koelman, “Fixing the three step test” (2006) E.L.P.R. 407-412; and
Hugenholtz and Okediji, para.3-044, n.108, 25. ‘

22 Information Society Copyright Directive, para.3-041, n.88, Art.5(5); Dreier and Hugenholtz (eds.),
para.3-044, n.114, 381-383.

' ibid., Art.3.

124 Drejer and Hugenholtz (eds.), para.3-044, n.114, 360.

125 Information Society Copyright Directive, para.3-041, n.8§, recital 24 and Art.3(2). o

% Directive 2006/115 of 12 December 2006 on rental right and lending right and on certain rights related
to copyright in the field of inteilectual property (codified version), O.J. 2006, L376/28 (“Rental Right
Directive”). See also para.2-1350 et seq., above. _ . -

127 Council Directive 93/83/EEC of September 27, 1993 on the coordination of certain rules concerning
copyright and rights related to copyright applicable to satellite broadcasting and cable retransmission, 0.J-
1993 L248/15 (“Satellite and Cable Directive”). See also para.2-162 et seq., above. ) o

128 Ross, para.3-043, n.101, points out that the Rental Right Directive and the Satellite and Cable Directive
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3-047 Communication of works to the public—The “communication” of works to the public
covers the transmission or retransmission to the public by wire or wireless means, including

. broadcasting. However, the mere provision of physical facilities for enabling or making a com-
. munication does not amount in itself to an act of communicating a work to the public.'”® This

excludes from the scope of the right of communication to the public, activities such as those of
operators of telecommunications networks that are performed only in preparation of an act of
communication of works and the making available of the subject-matter to the public. The “making
available” right is a special case of the general right of communication to the public. The Infor-
mation Society Copyright Directive specifies that the right of communication to the public includes
the making available of works in such a way that members of the public may access them from a
place and at a time individually chosen by them, i.e. when using online interactive on-demand
services, including the internet and interactive digital television. The mere possibility of the public
having access to the work suffices, e.g. by viewing a film on a pay-per-view TV channel. If a work is
offered in such a way that a member of the public does not have individual control over when and
where he wants to have access to the work (ie. mere broadcasting, streaming content over the
internet or near-on-demand pay-TV), the “making available” right does not apply, but the more
general right of communication to the public will be applicable. Exceptions to the right of com-
munication to the public include, amongst others, communication of works and the making
available of other subject matter to the public for: (i) teaching or scientific research; (ii) current
reporting of economic, political or religious topics;'* (iii) quotations, for purposes such as criticism
or review; (iv) the benefit of people with disabilities; (v) public security or use in administrative and
judicial proceedings; and (vi) private research or study, to individual members of the public by
dedicated terminals on the premises of libraries, education establishments or museums of works and
other subject matter not subject to purchase or licensing terms that are contained in collections. '**

3048 Exclusive distribution right—The Information Society Copyright Directive also requires
Member States to provide authors with an exclusive distribution right, in respect of the works or
copies thereof, to authorise (or prohibit) any form of distribution to the public by sale or other-
wise."” The exclusive distribution right is attributed solely to authors.' [t only covers the dis-
semination of fixations of works which can be put into circulation as tangible objects, not the
transmission of works over non-tangible media, in particular online transmission.

3049  Exhaustion of distribution right—The distribution right is exhausted by the first sale or
other transfer of ownership (such as donation or exchange)'™ of the original of the work or a copy

do not provide holders of neighbouring rights with a right of communication to the public in non-interactive
media to the same extent as that provided by the Information Society Copyright Directive to authors.

** Information Society Copyright Directive, para.3-041, n.88, recital 27. The installation of physical
facilities—such as television sets in hotel rooms—may nevertheless make public access to broadcast works
technically possible. In that case, the distribution of the signal to customers staying in the hotel will constitute
a communication to the public, irrespective of the technique used to transmit the signal: Case C-306/05, SGAE
Y Rafael Hoteles SA4 [2006) E.C.R. I-11519.

" The mere grouping of fragments of published articles, such as the Google News service, without
COr]r;Flent, cannot benefit from this exception: Google v Copiepresse, para.3-043, n.104.

. I_m"ormanon Society Copyright Directive, para.3-041, n.88, Art.5(3).

ibid., Art.4(1).

** Distribution rights for related rights (fixations of performance, phonograms, films and broadcasts) were
alrfidy provided for by Art.9 of the Rental Right Directive, para.3—046, n.126.

There has to be a transfer of the de facto power of disposal. Merely exhibiting a reproduction of a work
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thereof in the EU by the right holder or with his consent.'* Exhaustion of the distribution right
does not occur when the first sale takes place without the consent of the right holder, regardless of
whether this occurs outside or within the EU, for example, as a result of a compulsory licence.
Likewise, exhaustion does not arise in relation to works made available online, since the dis-
tribution of a work through online access alone should be analysed as the provision of a service
rather than as the distribution of a copyright work.!* The same analysis applies to a material copy
of a work or other subject matter made by a user of such an online service with the consent of the
right holder. Accordingly, every online service may be subject to authorisation where the copyright
or related right so provides.!> According to some scholars, the latter provision may also be
interpreted in another way. It could be argued that exhaustion does take place with regard to a
material copy made by the user with the right holder’s consent, provided the user does not retain a
dataset of the work after he has sold the material copy. Given the difficulties of proof, however, it
could also be argued that the control interests of the right holder should still prevail.'*® Interpreting
the concept of “‘consent” is not a matter of simply applying national laws, but of interpreting
Article 4(2) of the Information Society Copyright Directive directly with respect to the similar
consent requirement contained in Article 7(1) of the Trademark Directive.'® Usually, consent will
be granted in an express way, but it may also be inferred from facts or circumstances prior to,
simultaneous with or subsequent to, the placing of the work on the market. The right holder
cannot limit his consent in geographical terms, but may limit his consent to the distribution by a
third party to a certain time frame, to a certain mode of distribution'* or to particular copies of his
work, !

3050 Exceptions to distribution right—Member States may provide exceptions to the dis-
tribution right in those cases where they provide for exceptions to the reproduction right, so long as
it is justified by the purpose of the authorised act of reproduction.'#

3051 Protection of technical measures to prevemt copying—Digitisation and especially the
emergence of the internet have enabled mass-scale piracy and counterfeiting. Technological
developments have allowed right holders to make use of technological measures to prevent and

in a shop display window, without making it available for use, does not constitute a form of distribution to the
public: Case C-456/06, Peck & Cloppenburg KG v Cassina S.p.A. [2008] E.C.R. 1-2731.

135 On the exhaustion of rights doctrine as developed by the Court of Justice, see para.3-064, n.193, below;
Information Society Copyright Directive, para.3-041, n.88, recital 28.

13 Information Society Copyright Directive, para.3-041, n.88, recital 29. The Court of Justice has, on
several occasions, confirmed that the principle of exhaustion does not apply to services, but only to the trading
of tangible goods: Case 62/79, Coditel v Ciné Vog Films and others (No.1) [1980] E.C.R. 881; Case 262/81,
Coditel v Ciné Vog Films and others (No.2) [1982] E.C.R. 3381; and Case 395/87, Minisiére Public v Tournier
{1989] E.C.R. 2521.

37 Information Society Copyright Directive, para.3-041, n.88, recital 29.

13 Dreier and Hugenholtz (eds.), para.3-044, n.114, 363. . .

13 Joined Cases C-414 to 416/99, Zion Davidoff v A & G Imports and others [2001] E.C.R. [-8691; Directive
2008/95 of October 22, 2008 1o approximate the laws of the Member States relating to trade marks (codified
version), O.J. 2008 L299/25 (““Trademark Directive”). .

'40 In which case the question remains whether such limited consent also means that the effect of the
exhaustion is limited to those specified types of distribution. The Information Society Copyright Directive is
silent on this issue.

141 Case C-173/98, Sebago Inc. and Ancient Madison Dubois & Filis SA v G-B Runic S.A. [1999] E.C.R. I-
4103,

142 Information Society Copyright Directive, para.3-041, n.88, Art.5(4).
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inhibit the infringement of copyright and neighbouring rights.™** In order to increase the protection
of content distribution in the information society context, it was deeme_d necessary to develop a
Jegal framework which prohibits the circumvention of various technological protection measures,
as well as the production and distribution of devices which can be used to cxr.cumvent Sugh
measures. Some commentators fear that, as a consequence, the scope of copyright is no longer in
accordance with what its proper scope should be, but in accordance with what the technology can
do.!* ‘

3-052 Scope of protection—The Information Society Copyright Directive"‘f requires Meml?er
States to provide adequate legal protection against the unauthorised circurnventl_on of any ﬁfecnvg
technological measure designed to protect copyright and related rights (including t_he sui generis
right provided by the Database Directive) that is carried out in the knowledgeﬁ or with reasonable
grounds to know, that this objective is being pursued. 146 Technological protfection measures can be
digital or analogue; both are protected by the Information Society Copyrlght Directive. In prac-
tice, technological measures are often referred to as “DRM” (Digital Rights Management), which
implies a more complex protection system using technological, contractual and sFatu'tgry protec-
tion concurrently, whereas the term *‘technological measures’ refers to simple, 1pd1wdu§.l tech-
nologies.’ In particular, Member States must also provide adequate lega! protection agal.nst the
manufacture, distribution,'®® sale, rental, advertisement for sale or rental,’* or possession for
commercial use of devices, products or components which are primarily designed,_ produced,
adapted or performed for the purpose of facilitating the circumvention of any eﬂ"ef:nve techno-
logical measures designed to protect copyright and related rights.'*® Adequate protection must also

143 Eor a discussion of the different types of technological measures that can prevent unauthorised copying,
see Marks and Turnbull, “Technical Protection Measures: The Intersection of Technology, Law and Com-
mercial Practices” (2000) 22(5) E.L.P.R. 198. The two main forms of technological protection measures are
access control and copy protection. Access control includes measures such as encryption. Access control
devices can be installed on computer hardware. Copy protection devices control the copying of content, by
incorporating bags in digital signals that must be recognised by hardware. Examples of oopy_cqntrol measures
include serial copyright management system (SCAMS), which atlows users to make an unlimited number of
copies from the original, while preventing them from making copies of the copies, and the contents scramble
system (CUSS), which was designed to prevent the copying of DVD films. ) o

14 Dyssolier, “Technology as an imperative for regulating copyright: from the public exploitation to the
private use of the work”, (2005) E.LLP.R. 201.

145 Tnformation Society Copyright Directive, para.3-041, n.88, Art.6(1).

146 j5i4 Some commentators have argued that this provision may limit the ability of consumers to protect
themselves from privacy-invasive technological measures: see, e.g., Bygrave, “The Technologisation of
Copyright: Implications for Privacy and Related Interests” (2002) 24(2) }'E.I‘P.R, 51. Bygrave argues that
devices such as cookies that are used to monitor private usage of copyrighted works for the purpose oI:
detecting copyright infringements can be considered protected technological measures. Therefore, consumers
use of technological devices or software that interferes with their operation could amount to an infringement
under the Information Society Copyright Directive.

17 Dreier and Hugenholtz (eds.), para.3-044, n.114, 386. o ' )

18 This covers both tangible circumvention tools, as well as the online transmission qf circumvention tools.

149 The Munich Court of Appeals has held that reporting on a news site regarding circumvention tools for
commercial purposes could not be qualified as an advertisement within the meaning of An.6(2). Moreover,
the principle of press freedom was an issue in this case and the removal of the hyperlink to the company
providing the tools was prohibited: Court of Appeals, Munich, Case U 2887/05, July 28, 2005 (2005) Mui-
timedia und Recht 774, (2005) GRUR-RR 372. ) ]

150 The private possession of circumvention tools can be forbidden by Member States: Information Society
Copyright Directive, para.3-041, n.88, recital 49.
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be provided against the provision of services, which are promoted, advertised or marketed for the
purpose of circumvention, which have only a limited commercially significant purpose or use other
than to circumvent.'*' A technological measure includes any technology, device or component that
is designed to prevent or restrict unauthorised acts which are not authorised by the right holder. [t
is deemed to be effective if access to, or the use of, a protected work or other subject-matter g
controlled through the application of an access code or any other type of protection process that
achieves the protection objective in an operational and reliable manner with the authority of the
right holder." Such processes may include encryption, scrambling or other transformation of the
work or other subject-matter. These provisions are without prejudice to the right to decompile 3
computer program in order to ensure interoperability with other computer programmes, as pro-
vided for by the Computer Programs Directive.!*

3-053 Exceptions and limitations—According to Article 6(4) of the Information Society
Copyright Directive, notwithstanding the prohibitions on the circumvention of technical measures
to prevent unauthorised copying, Member States must take appropriate measures to ensure that
right holders make available to the beneficiaries of certain exceptions and limitations the means of
benefiting from these exceptions and limitations."> The covered exceptions and limitations are
those applying to: (i) photocopies; (ii) copies made by libraries, educational establishments or
museums; (iii) ephemeral recordings made by broadcasting organisations; (iv) reproductions of
broadcasts by social institutions; (v) reproductions or communication to the public for the sole
purpose of teaching or scientific research; (vi) reproductions or communication to the public for
people with disabilities; and (vii) reproductions or communication to the public for public security
or official use.'?*

3054 Voluntary facilitation of exceptions and limitations—Right holders may make available
such means by voluntarily adopting the necessary technological measures (which shall themselves
enjoy protection from circumvention in order to prevent their abuse) or by entering into any
necessary agreements. Technological measures applied voluntarily by right holders, including those
applied in the implementation of a voluntary agreement, must enjoy legal protection.'*

3055 Compulsory facilitation of exceptions and limitations—If voluntary measures or agree-
ments are not put in place within a reasonable period of time, Member States may also put in place
measures to modify the technological measures taken by right holders to the extent that their

5! Information Society Copyright Directive, para.3-041, n.88, Art.6(2). This implies, in practice, that
systems which have lawful purposes as their main function, but that incidentally enable the circumvention of
technological measures to prevent copying, fall outside of the scope of this provision: Ross, para.3-043, n.88,
132.

152 Information Society Copyright Directive, para.3-041, n.88, Art.6(3). As such, the notion of “effec-
tiveness” does not refer to whether significant or de minimis efforts were needed to circumvent the techno-

" logical measure.

133 ipid., Art.6(4), fifth para. and recital 50. See also Computer Program Directive, para.3—041, n.90, Art.6.

154 jbid., Art.6(4). For a general discussion of Art.6(4) of the Information Society Copyright Directive and
its interpretation, see Casellati, “The Evolution of Art.6(4) of the European Information Society Copyright
Directive” (2001) 24 Columbia-VLA Journal of Law and the Arts 369.

155 ibid., Art.6(4), first sub-para. These exceptions are contained in Arts.5(2)(a), 2(c), 2(d), 2(e), 3(a), 3(b),
and 3(e). The first four exceptions and/or limitations apply only to reproduction rights, while the remaining
three apply to both reproduction and communication rights.

156 jbid., Art.6(4), third sub-para. Thus, circumvention tools provided by right holders to consumers for the
purpose of accessing copyrighted works must enjoy legal protection.
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technological measures do not allow for the enjoyment of these exceptions or limitations.'s’
Member States may also take such measures to ensure the benefits of the private copying limita-

_tion, unless right holders have made reproduction possible to the extent necessary to benefit from
this limitation.**® _ '

3056 Limitations on compulsory national measures to allow copying—Member States’ powers
to require right holders to permit authorised copying are subject to three important limitations.
First, these powers can only be exercised in respect of beneficiaries that already enjoy legal access
to the protected work or subject matter. Second, Member States can only do so in the absence of
voluntary technical measures or voluntary agreements by right holders. Finally, the exceptions and
limitations do not apply to interactive, on-demand content that is made available to the public on
agreed contractual terms.'*® Some commentators have argued that the impact of these provisions is
to elevate contract law over copyright law, because these provisions allow right holders to contract
out of these exceptions and limitations.'*® Legal uncertainty exists regarding the specific scope of
this major exception. The work must be offered for on-demand access, as described by the making
available right, covering all transmissions over the internet, as long as the user is able to initialize
the transmission. As recital 53 of the Information Society Copyright Directive states, non-
interactive transmissions over the internet (such as webcasting, web-radio and similar transmis-
sions where the user is not able to choose the time of transmission) do not fall under this scope of
this exception. Some European Commission officials have stated that the exception contained in
Article 6(4) only applies to video on-demand and similar services, although, according to other
commentators, this is not what the broad wording of the Article implies.'®’ Such an interpretation
could jeopardise the good intentions phrased in Article 6(4), since it encourages making works
exclusively available on demand, using the internet as a primordial distribution channel.’® On the
other hand, Article 6(4) of the Information Society Copyright Directive permits the implementa-
tion of a wide variety of approaches to solve the tension between technological measures and
copyright exceptions. The Directive does not specify whether the obligations under Article 6(4)
should be enacted as a statutory provision, or whether compliance with such obligations could be
sought in court or left to alternative dispute resolutions. Finally, the Directive leaves it to the
Member States to determine what kind of obligations are imposed on right holders (e.g. making
circumvention tools available, providing access to copies of the work, cooperation obligations,
etc.). The consequence of the discretion given to the Member States is that there is considerable
divergence in the national solutions that have been adopted.'®®

3057 Protection of rights management information—DRM systems also offer means to identify
and manage content. They allow right holders to keep perfect track of which consumers may access
and use their content, under what circumstances and for which purposes. The Information Society

'7 ibid., recital 1.

"% ibid., Art.6(4), second sub-para. This measure does not prevent right holders from adopting adequate
measures to limit the number of private copies. Moreover, right holders must under all circumstances receive a
fair compensation: ibid., recital 52.

"% ibid., Art.6(4), fourth sub-para. By contrast, the non-interactive provision of online content remains
subject to these exceptions and limitations: ibid., recital 53.

' See Casellati, para.3-053, n.154, 392-393.

! Drejer and Hugenholtz (eds.), para.3-044, n.114, 394.

' Dussolier, “Exceptions and technological measures in the European Copyright Directive of 2001—an
emply promise” (2003) 1(34) /IC 62-75.

' Dreier and Hugenholtz (eds.), para.3-044, n.114, 391-392.
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Copyright Directive provides legal protection to prevent the manipulation or removal of the
metadata, which are used by DRM systems. Member States must provide for adequate legal
sanctions against any person who knowingly and without authority (i) removes or alters any
electronic rights-management information, or (i) distributes, imports for distribution, broad.
casting communication or makes available to the public works or other subject-matter protected
under the Information Society Copyright Directive or the Database Directive from which elec.
tronic rights-management information has been removed or altered without authority.'s* The
expression “rights-management information” means any information provided by right holders
that identifies the protected work or subject-matter, the author or other right holders, or infor-

mation about the terms and conditions of use of the work or other subject matter, and any .

numbers or codes that represent such information.'%® Examples of such information include digitaf
watermarking (which places a unique code in the content that cannot be removed without
damaging the content), digital fingerprinting (which creates a digital trail as pieces of content are
copied each time) and encryption.!%®

3-058 Sanctions and remedies—Member States must provide appropriate sanctions and
remedies in respect of infringements of the rights and obligations set out in the Information Society
Copyright Directive and must take all measures necessary to ensure that those sanctions and
remedies are applied.’®” Sanctions and remedies must be effective, proportionate and dissuasive,
Member States must take measures necessary to ensure that right holders whose interests are
affected by an infringing activity carried out on its territory can bring an action for damages and/or
apply for an injunction and, where appropriate, for the seizure of infringing material.'s® Injunc-
tions should be obtainable against intermediaries (such as ISPs, including mere access providers)'%
whose services are used by a third party to infringe copyright or related rights, even if that
intermediary benefits from an exception under Article 5 of the Information Society Copyright
Directive:'”° the mere existence of a copyright infringement by a third party suffices.'”" Article 11 of

'* Information Society Copyright Directive, para.3-041, n.88, Art.7, which also adds that the person
should know or have reasonable grounds to know that by doing so he is inducing, enabling, facilitating or
concealing an infringement of copyright, related rights or the sui generis database right.

1% ibid., Art.6(3). Due to privacy concerns, the protection given to rights management information does not
apply to rights management information identifying consumers: ibid., recital 57. Moreover, the scope of
protection is limited to electronic rights management information; therefore, numbering systems such as
ISBN, cannot benefit from the protection. On the other hand, the protection applies not only to rights
management information, but also to machine-readable codes expressing this information, and neither is it
necessary that the information is visible at all times for the consumer. Preparatory activities, which are
prohibited under Art.6(2) with regard to technological protection measures, are not prohibited with regard to
rights management information.

185 Owen, “Digital Rights Management—Controlling Electronic Copying” (2002) 99 In-House Lawyer 28.

'%” Information Society Copyright Directive, para.3-041, n.88, Art.8(1).

168 ibid., Art.8(2).

' The Court of Justice has confirmed that: “An access provider offering users mere access to the internet—
without providing other services such as news letter services, downloading and sharing of files and without
exercising control both in fact or in law on the service being used—should be considered to be an intermediary
in the sense of Article 8, paragraph 3 of Directive 2001/29": Case C-557/07, LSG-Gesellschaft zur Wahr-
nehmung von Leistungsschuizrechien GmbH v Tele2 Telecommunication GmbH, judgment of February 19,
2009, [2009] E.C.R. [-1227.

'7° Information Society Copyright Directive, para.3-041, n.88, recital 59 and Art.8(3), which consider that
intermediaries are usually best placed to put infringing activities to an end.

17! A Belgian court has even ordered an ISP to install software to exclude infringing peer-to-peer files in the
future: Brussels Court of First Instance, S4BAM v Scarler (ex-Tiscali), June 29, 2007, (2007) 5 Auteurs &
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the Enforcement Directive does not affect Article 8(3) of the Information Society Copyright

. H 172
Directive. -
3-059 Implementation of the Information Society Copyright Directive—Member States were

: required to implement the Information Society Copyright Directive by December 22, 2002.

According to Article 10(1), the Directive applies to all works and other subject matter which were
protected by the legislation of Member States on December 22, 2002. Article 10(2) further pre-
scribes that the Directive shall apply without prejudice to any acts concluded and rights acquired
pefore that date.'” The wording “rights required” primarily concerns licence contracts in which
right holders grant their exploitation rights to third parties. Also, it does not affect any contracts
concluded or rights acquired prior to its entry into force, but applies to such contracts if those
contracts had not expired before that date.

2. Legal protection of databases

3-060 Background—In the 1988 Green Paper on Copyright and the Challenge of Technology,
the Commission had already indicated the need for better legal protection of databases and for the
harmonisation of national rules in the EU." As a result, the Database Directive was adopted on
March 11, 1996 to harmonise national laws on the protection of databases.!”® Member States were
required to implement the Database Directive into national law by January 1, 1998. In 2005, the
Furopean Commission published its first evaluation of the Database Directive.'’”® The main pur-
pose of this evaluation was to assess whether the policy goals of the Directive had been achieved
and, in particular, whether the creation of a special sui generis right had had adverse effects on
competition.'”” The Commission’s report acknowledged that the Database Directive has not had
any impact on the production of databases and suggested four policy options to address the
regulation of databases.'”® These four policy options were the subject of a public consultation in
2006.1” The Commission has, however, not taken any action since this time.

Media 476; (2007) 7 Revue de Droit Commercial Belge 701; (2008) 30 Revue du Droit des Technologies de
I'Information 87; also available at: http://www.droit-technologie.org/jurisprudence-233/sabam-c-tiscali-filtrage-
des-contenus-p2p.hrmi. On January 28, 2010 the Court of Appeal of Brussels referred preliminary questions on
the matter to the European Court of Justice (not yet reported). For commentary, see Verbiest and de
Bellefroid, *“Filtrage et responsabilité des prestataires techniques de I'internet: retour sur 'affaire SABAM c/
Tiscali” (2007) 246 Légipresse 156-160.

' Directive 2004/48 of April 29, 2004 on the enforcement of intellectual property rights, O.J. 2004 L157/
45, corr. O.J. 2004 L195/16, recital 23 (“Enforcement Directive™): see para.2-172 et seq., above.

' ibid., Arts.10 and 13.

'™ COM(88) 172 final, August 23, 1998; see Derclaye, The Legal Protection of Databases—A Comparative
Analysis (2008).

'™ Directive 96/9 of March 11, 1996 on the legal protection of databases (Database Directive), O.J. 1996
L77/20. For a more detailed review of the Database Directive, see, e.g., Lehmann, “The European Database
Directive and its Implementation into German Law” (1998) 29 (7) ICC 776-793.

'8 DG Internal Market and Services Working Paper, First Evaluation of Directive 96/9/EC on the legal
protection of databases, December 12, 2005, available at: http://ec.europa.eufinternal_market/copyright/docs/|
databases/evaluation_repori_en.pdyf.

7 ibid., 24.

' Option 1: repeal the whole Directive; option 2: withdraw the sui generis right; option 3: amend the sui
&generis provisions; and option 4: maintain the status quo: ibid., 25-27.

" ibid., 27. The list of contributions is available at: htp://circa.europa.eu]Public/irc/markt/marki_
consuliations|library?! = [copyright_neighbouring/database_consultation&vm = detailed&sb = Title.
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(a) Database Directive

3-061 The Database Directive applies to databases in both electronic and non-electronic form.
A database is defined as “'a collection of independent works, data or other materials arranged in a
systematic or methodical way and individually accessible by electronic or other means”.'®® Thjs
definition generally covers all commercially operated databases if they are equipped with a data.
base (administration) system. However, the Database Directive does not apply to recordings;
extracts from audio-visual, cinematographic, literary or musical works; or compilations of 3
number of recordings of musical performances on one phonogram, since the Database Directive
was not intended to affect the protection granted to phonograms.’®' Multimedia anthologies with
musical examples can, arguably, claim database protection.'®® The Database Directive does not
apply to computer programs,'®® which are protected under the Computer Programs Directive, '8
The Database Directive established a dual regime of protection for databases: copyright protection
for the structure of certain databases and a newly created sui generis right protecting the content of
all databases.

(b) Copyright protection for databases

3-062 Conditions of eligibility—Databases are protected by copyright if, by reason of the
selection or arrangement of their content, they constitute the author’s own intellectual creation. '
No other criteria shall be applied to determine the eligibility for that protection.'® As a result, to
qualify for protection, a database must not have been copied or plagiarised and the selection or
arrangement of data must show a minimum of originality. The protection under the Database
Directive applies to the structure of the database and does not extend to the coatents of the
database and is without prejudice to rights in the contents, including copyright protection, which
will continue to be determined by the relevant provisions of national law and any relevant EU
legislation .'%

3-063 Beneficiaries of copyright protection for databases—Copyright rests in the author of a
work. Authorship of a database belongs to the natural person or group of natural persons who
created the database, or, when permitted by national law, to the legal person designated as the
right holder by that legislation.'® In contrast to the Computer Programs Directive,'®® the Database
Directive does not provide for the transfer as a matter of law to an employer of the user rights
relating to a database protected by copyright that is created by an empioyee in the execution of his
duties or following the instructions given by his employer. However, Member States may provide
for such a statutory transfer in their national legislation.'*

'® Database Directive, para.3-060, n.175, Art.1(2).

8! ipid., recital 17.

!82 1 ehmann, para.3-060, n.175, 780.

8 Database Directive, para.3-060, n.175, Art.2(b).

'8 ibid., Art.2(a). See Computer Programs Directive, para.3-041, n.90.
135 Database Directive, para.3-060, n.175, Art.3.

'8 ibid.

187 ibid., Art.3(2).

188 jbid., Art.4(1).

1% Computer Programs Directive, para.3-041, n.90, Art.2(2).
1% Database Directive, para.3-060, n.175, recital 29.
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3-064 Scope of copyright protection for databases—The owner of copyright in a database
benefits from all the rights generally granted by copyright protection:'*' (i) temporary or perma-

~pent reproduction by any means and in any form, in whole or in part; (i) translation, adaption,

arrangement or other alteration of the database; (iii) any form of distribution to the public of the

" database or of copies thereof; (iv) any communication, display or performance to the public; and

(v) any reproduction, distribution, communication, display or performance to the public of any
translation, adaptation, arrangement or other alteration. These very broad restricted rights would
cover the temporary storage or transfer of a database on another medium, such that even browsing
a database on the internet would be subject to the author’s consent.'®? The author’s exclusive right
to any form of public distribution of a database or copies thereof in a physical form (e.g. on a CD-
ROM) includes distribution in a non-physical form (e.g. online access). EU-wide exhaustion of the
distribution right applies only to the first sale of each physical copy of a database: the author’s
rights are only exhausted in relation to that copy of the database and not the database generally.'*’
The transfer of a database or part of it through online access alone should be analysed as the
provision of a service, with the result that there is no exhaustion of rights.'** This also applies with
regard to a copy of all or part of an online database made by the user of online services with the
consent of the right holder. Thus, there is no exhaustion of the distribution right in a database in
the case of a permitted downloading and creation of a new copy and the author can prohibit any
resale or further distribution of such a copy.'*®

3-065 Limitations on copyright protection—A lawful user of a database (i.e. a purchaser or a
licensee) does not require the consent of the author for any of the restricted acts reserved to the
author if they are necessary for the purposes of accessing the contents of the database and for
normal use of the contents.’® If the user is permitted to use only part of the database, this
exception applies only to that part.'®” Any contractual provisions to the contrary are null and
void.’”® Member States have the option of providing, under national implementing law, for Lim-
itations on the exclusive rights of the author in the following cases: (i) unrestricted reproduction for
private purposes of a non-electronic database (i.e. databases whose elements are not individually
accessible with the assistance of electronic means); (ii) use for the sole purpose of illustration for

Y jbid., Art.S.

192 See Lehmann, para.3-060, n.175, 784. These provisions are without prejudice to the Information Society
Copyright Directive, para.3-041, n.88, which stipulates that the temporary storage or browsing of any
copyright content is subject to the author’s consent, although it provides for an exception for temporary
copies that enable the user to make use of the work, such as ““caching”: see para.2-171 and para.3-028 er seq.,
above.

3 Database Directive, para.3-060, n.175, Art.5(c). The “‘exhaustion of rights” principle, which results
from the case law of the Court of Justice on the free movement of goods under Art.34 [ex 28] stipulates that an
intellectual property right cannot be used to prohibit the sale in a Member State of goods which have been
marketed in another Member State by the holder of the intellectual property right or with his consent. This
principle was developed initially in relation to patents (Case-15/74, Centrafarm BV et Adriaan de Peijper v
Sterling Drug Inc. [1974] E.C.R. 1147) and has gradually been extended to other intellectual property rights,
including copyrights (Case~78/70, Deutsche Grammophon Gesellschaft mbH v Metro-SB-Grofmdrkte GmbH &
Co. KG. [1971] E.C.R. 487).

% Database Directive, para.3-060, n.175, recital 33. See Coditel v Ciné Vog Films (No.1) and Coditel v
Ciné-Vog Films (No.2), para.3-049, n.136.

1% 1 ehmann, para.3-060, n.175, 786.

' Database Directive, para.3-060, n.175, Art.6(1).

197 lbld

"8 ibid., Art.15.
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teaching or scientific research, provided the source is indicated and the extent of the reproduction is
no more than justified by the non-commercial purpose to be achieved; (iii) where a database is used
for the purposes of public security or for the purposes of an administrative or judicial procedure;
and (iv) certain national exceptions to copyright traditionally authorised under national law.'*
These exceptions must not unreasonably prejudice the right holders’ legitimate interests or conflict
with the normal exploitation of the database.*®

3066 Term of copyright protection—Copyright in a database provides a EU-wide term of
protection of 70 years, from the death of the author.?' Where the author is a legal entity, the term
of protection expires 70 years after the database is lawfully made available to the public.??

3-067 Remedies for infringement of copyright in a database—The Database Directive requires
Member States to provide authors with appropriate remedies to enforce their rights under the
Directive.?’ This gives Member States broad flexibility in this respect; remedies will ordinarily
include damages, an account of profits from the infringement and injunctions.

(c) Sui generis database right

3 068 Conditions of eligibility—The main innovation of the Database Directive was to intro-
duce a sui generis right, granting protection to database makers who have made a qualitative and/
or quantitative substantial investment in the obtaining, verification or presentation of the contents
of a database.® The sui generis protection applies regardless of whether the database or the
content of the database show any of the intellectual creation needed for copyright protection and is
also without prejudice to any rights existing in their contents. The sui generis right is a purely
economic right, to protect the investment, deployment of financial resources and/or the time, effort
and energy spent, in obtaining, verifying or presenting the contents of a database.® The concept of
“investment” was considered by the Court of Justice in four judgments rendered in 2004.2%
According to the Court, the resources invested “in obtaining™ the contents of a database refer to
the resources used to find existing independent materials and collect them in the database,”’” while
the resources invested “in the verification” refer to the resources used to ensure the reliability of the
information contained in that database and to monitor the accuracy of the materials collected
when the database was created and during its operation.”®® Neither the resources used for the
creation of materials which make up the contents of a database, nor those used for verification

9% ibid., Art.6(2).

200 jbid., Art.6(3).

2 Directive 2006/116 of December 12, 2006 on the term of protection of copyright and certain related
rights, O.J. 2006 L372/12.

22 jbid., Art.1(4).

203 Database Directive, para.3-060, n.175, Art.12.

204 jbid., Art.7(1).

05 jhid., recital 40,

26 Case C-46/02, Fixtures Marketing v Oy Veikkaus Ab [2004] E.C.R. I-10365; Case C-203/02, The British
Horseracing Board v William Hill Organisation [2004] E.C.R. 1-10415; Case C-338/02, Fixtures Marketing v
Svenska Spel [2004] E.C.R. 1-10497; and Case C-444/02, Fixtures Marketing v Organismos prognostikon
agonon podosfairou AE—"OPAP” [2004] E.C.R. 1-10549. Each of these cases concerned databases of sports
information (for either football or horseracing).

207 lbld

2% jhid. See, in particular, British Horseracing Board v William Hill Organisation, para.3-068, n.206.
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during the stage of creation of materials which are subsequently collected in a database, fall within
those definitions.2*
3-069 Beneficiaries of the sui generis protection of databases—The beneficiary of the sui generis

. protection is the “maker” of the database, which is the person who takes the initiative and the risk

of investing in its creation.?'® This excludes contractors and employees from the protection. The sui
generis right may be transferred or granted under contractual licence.?'! The sui generis protection
of databases is only available to databases whose makers or right holders are nationals of Member
States or persons who have their habitual residence in the EU.2'? It is also available to companies
and firms formed in accordance with the laws of a Member State and having their registered office,
central administration or principal place of business within the EU.?'* When such a company or
firm has only its registered office in the EU, its operation must be genuinely linked on an ongoing
pasis with the economy of a Member State.?’* The possibility is provided for extending the benefit
of the sui generis protection to databases made in third countries by way of international agree-
ments concluded by the Council, upon a proposal from the Commission, provided that the term of
protection does not exceed that granted to EU nationals, companies and firms.?'* Protection under
the sui generis right granted by the Database Directive has been extended to citizens and companies
of the EEA countries (i.e. Norway, Iceland and Liechtenstein)?'®. Proposals have been made at
international level to adopt a global sui generis protection of databases.?"’

3070 Scope of sui generis protection—The scope of the sui generis right is somewhat narrower
than that of copyright. The holder of the sui generis right has the right to prohibit the extraction
and/or re-utilisation of the whole or of a qualitatively or quantitatively substantial part of the
contents of the database created by him.?’® Extraction involves the permanent or temporary
wransfer of all or a substantial part of the contents of a database to another medium by any means
or in any form;?'® whilst re-utilisation covers any form of making available to the public all or a
substantial part of the contents cf a database by the distribution of copies, by renting, by online or
other forms of transmission.*°

3-071 Scope of extraction right—The Court of Justice has held that the delimitation of the
concepts of “permanent transfer” and “temporary transfer” is based on the criterion of the length
of time during which materials extracted from a protected database are stored in a medium other
than that database. The extraction of materials from a protected database that is accessible elec-
tronically occurs when the transferred materials are stored in a medium other than that database.
The concept of extraction is independent of the objective pursued by the person performing the
acts of extraction or transfer, any modifications that he may make to the contents of the trans-
ferred materials and any differences in the structural organisation of the database concerned.??!

% ibid.

210 Database Directive, para.3-060, n.175, recital 41.

M ibid., Art.7(3).

22 4pid., Art.11(1).

23 ipid., Art.11(2).

2 ibid,

U3 ipid., Art.11(3).

216 European Economic Area Agreement, Art.65(2), Annex XVII.
7 | ehmann, para.3-060, n.175, 778.

*'% Database Directive, para.3-060, n.175, Art.7.

9 ibid., Art.7(2)(a).

20 pid. Art.7(2)(b).

2 Case C-545/07, Apis-Hristovich EOOD v Lakorda AD, O.J. 2009 C102/7.
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The Court of Justice has also considered the scope of the extraction right: it has held that the
“transfer” of material from a protected database to another database, following an on-screep
consultation of the first database and an individual assessment of the material contained in that
first database, is capable of constituting an extraction, to the extent either that (i) the operatiop
amounts to the transfer of a substantial part of the contents of the protected database, or (ii) the
transfers of insubstantial parts which, by their repeated or systematic nature, have resulted in the
reconstruction of a substantial part of these contents of the protected database.”? The expression
“substantial part” 1s the critical element in determining the scope of both the sui generis right and
acts which infringe it. The meaning of this term was clarified by the Court of Justice in British
Horseracing Board ™ According to the Court of Justice, the expression *“substantial part” must be
evaluated both from quantitative and qualitative perspectives. Quantitatively, it refers to the
volume of data extracted from the database and/or re-utilised and assessed in relation to the tota]
volume of the contents of the database; qualitatively, it points to the scale of the investment in the
obtaining, verification or presentation of the contents of the data that has been extracted and/or re-
utilised, regardless of whether that data represents a quantitatively substantial part of the general
contents of the protected database. Any part which does not fulfil the definition of a substantial
part, evaluated both quantitatively and qualitatively, constitutes an insubstantial part of the
contents of a database.” EU-wide exhaustion of the sui genmeris right can only take place in
relation to an individual copy of the database and occurs upon the first sale of that copy (e.g. on a
CD-ROM).%

3072 No exhaustion of rights—There is no exhaustion of the maker’s rights in the case of
permitted online access to a database, even if the user is authorised to make a copy for himself.
Article 7(5) of the Database Directive prohibits the repeated and systematic extraction and/or re-
utilisation of substantial parts of the contents of a database, where this does not amount to a
normal exploitation of the database or where such exploitation unreasonably prejudices the
legitimate interests of the maker of the database: this would prevent a database being “abused” by
a competitor over a prolonged period. 2

3073 Limitations on sui generis protection—The maker of a database which is made available
to the public in whatever manner may not prevent a lawful user of the database from extracting
and/or re-utilising qualitatively or quantitatively insubstantial parts of its content for any pur-
pose.??” Any contractual provision to the contrary is null and void.?*® This limited user right would,
for example, permit the citation of a database without the consent of the maker of the database.
The exercise by a user of this right may not conflict with the normal exploitation of the database or
unreasonably prejudice the legitimate interests of the maker of the database or the holders of

22 Case C-304/07, Directmedia Publishing GmbH v Alberi-Ludwigs-Universitdt Freiburg [2008] E.CR I-
7565; see also Apis-Hristovich v Lakorda, ibid. .

3 British Horseracing Board Ltd v William Hill Organisation, para.3-068, n.206.

24 jpid.

25 Database Directive, para.3-060, n.175, Art.7. In relation to the application of the exhaustion of rights in
respect of copyright, see para.3-049 et seq., above.

22 ibid. See also British Horseracing Board v William Hill Organisation, para.3-068, n.206: this prohibition
refers to unauthorised acts of extraction or re-utilisation, the cumulative effect of which is to reconstitute and/
or make available to the public, without the authorisation of the maker of the database, the whole or a
substantial part of the contents of that database and thereby seriously prejudice the maker’s investment.

227 Database Directive, para.3-060, n.175, Art.8.

28 jbid., Art.15.
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copyright and neighbouring rights in the works or the subject matter of the database.”” As with
copyright in databases, Member States have the option of providing, under national law, for
limitations on the exclusive rights of the maker of the database, that will permit, without prior
authorisation, the extraction or re-utilisation of a substantial part of a database in the following
circumstances: (i) extraction for private purposes of a non-electronic database; (ii) extraction for
the sole -purpose of illustration for teaching or scientific research, provided that the source is
indicated and the extent of the extraction is no more than is justified by the purpose of the teaching
or research; and (iii) extraction and re-utilisation for the purposes of public security or for the
purposes of an administrative or judicial procedure.*®

3074 Term of protection under the sui generis right—The protection of a database under the sui
generis right runs from the date of the completion of the making of the database and expires 15
years from the first of January of the year following the date of completion.™ However, any

- substantial change, evaluated either qualitatively or quantitatively, within that period to the

content of a database results in a new 15 year term of protection for the sui generis right, provided
that this involves a substantial new investment.**> The burden of proof that the criteria are met for
concluding that a substantial modification of the contents of a database is to be regarded as a
substantial new investment lies with the maker of the database.” In practice, this results in
unlimited protection for those databases that are updated regularly by way of successive additions,
deletions or alterations.

3075 Remedies for infringement of the sui generis right—As with copyright in databases,
Member States have broad discretion in determining the adequate remedies to enforce sui generis
rights.”** In a number of Member States (e.g. Germany), the remedies are identical for infringement
of copyright and the sui generis right.

3. Hypertext linking liability

3-076 Hypertext linking—Hypertext linking is the process whereby the user of one website is
able to, by the click of the mouse, move between pages in the same site or to pages in another site,
Hypertext links to other sites may either be initial links (which link to the home page of the second
site) or deep links (which by-pass the home page of the second site and take users directly to
internal pages). While the use of initial links between websites appears to be permissible, website
owners are increasingly challenging the practice of deep linking, alleging that this practice violates
their copyright, trademarks and database rights.?® This issue is of particular relevance to search

™ ibid., Art.8(2).

0 ibid., Art.9.

B! ibid., Art.10.

B2 ibid.

™ ibid., recital 54.

24 jbid., Art.12; see para.3-065, above.
™ Website owners have also put forward a number of other theories to object to hypertext linking,
including; cable retransmission rights (United Kingdom), Shetland Times Ltd v Dr Jonathan Wills 1997 F.S.R.
604 (newspaper obtained injunction preventing another newspaper from linking to its news articles, because
the articles were found to be a cable transmission); trespass (United States) eBay v Bidders Edge (2001) E.C.L.R.
12 (use of spiders by defendant to gather information on bids and displaying them on its website constituted a
lrespass because spiders used up so much of eBay’s servers’ capacity that they could not perform essential
ﬁ-{nclious); and tortious interference with prospective business advantage (United States), Ticketmaster v
Tickets.com (2001) E.C.L.R. 14 (Ticketmaster alleged that deep linking deprived it of advertising revenue; the
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engines, which may infringe other’s intellectual property rights by deep linking to the part of the
website most relevant to the search, rather than the home page,>*® arguably depriving website
owners of advertising or subscription revenue. A practice closely related to deep linking js
“framing”, which occurs when a click on the link from one site to another site brings up the second
page “framed” within the original site. Some website owners have successfully argued that
“framing” obscures the origin of the information contained in the second website and thus con.
stitutes trademark infringement and/or unfair competition.?*’

3077 Websites and database rights—The Database Directive defines a database as a collection
of independent works, data or other materials arranged in a systematic or methodical way and
individually accessible by electronic or other means.?*® The Database Directive grants to the maker
of a database, if it has made a substantial investment in the obtaining, verification and/or pre-
sentation of the contents, the right to prevent the extraction and/or re-utilisation of the whole or 3
substantial part of the contents of the database.?®® Websites consist of a number of data files (which
are themselves often independently copyright works) that are stored in a systematic way. There-
fore, websites are generally considered to be within the scope of the definition of a “database”?#
contained in the Database Directive. Judgments of national courts have confirmed this inter-
pretation and found that deep linking to another website can be an infringement of the database
rights in the linked website, as they concern a qualitatively substantial part of the database.**' To
succeed, plaintiff website owners must establish that they have made a substantial investment in the
creation of the database and that the defendant unfairly extracted a quantitatively substantial part

case settled out of court). For a thorough review of the relevant cases, see Sableman, “‘Link Law Revisited:
Internet Linking at Five Years” (2001) 16 Berkeley Technology Law Journal 1273.

236 Greenwood and Davis, “Database Right—Developing IP Protection for the Internet Age” (2002) 100
In-House Lawyer 2.

37 See Joslove and Krylov, “Dangerous Liaisons—Liability in the European Union for hypertext linking
and search engine services”, (2005) 2 Computer Law Review International 33-39; and Paeman and Aalto,
“Hyperlinking Liability in Europe: Precedent and Future” (2001) 1(8) World E-Commerce & IP Report 6.

8 Database Directive, para.3-060, n.175, Art.1(2); see also paras.3-042 er seq., below.

29 ibid., Art.6(1).

240 See Auld, “The Legal Classification of Websites and Liability for Hypertext Links” (2001) 17(4) C.L.S.
R. 254.

1 In the United Kingdom, see British Horseracing Board v William Hill, February 9, 2001, (2002) E.C.C.
24 (issues referred to the Court of Justice by the English Court of Appeal: see para.3-068, n.206, above), where
it was held that a “database” covers nearly all collections of data in searchable form, including the plaintiff’s
database containing information on racehorses, jockeys and trainers that was required by bookmakers. In
Germany, see Stepstone v Ofir.de, Landgericht Kln, judgment 28 O 692/00 of February 28, 2001, where it was
held that the defendant’s job-search engine infringed Stepstone’s database rights by deep linking to its job
listings, which in the process obliterated Stepstone’s advertising banners. However, see also, in France,
Stepstone France v Ofir France, Commercial Court of Nanterre, judgment of November 8, 2000, which held
that deep links to Stepstone France’s job listings did not infringe Stepstone’s database rights, because Ofir
France did not provide any information about jobs except hyperlinks and because it did not obliterate
Stepstone France’s advertising banners. In 2002, a Danish court held that the company Newsbooster violated
copyright and marketing law by deep linking to articles in Danish newspapers. In February 2006, the Danish
Maritime and Commercial Court reached the opposite conclusion in Home v Ofir, holding that deep linking,
crawling and the use of search engines are vital functions of the internet and do not infringe the Database
Directive: see Mercado-Kierkegaard, “Clearing the legal barriers—Danish court upholds ‘deep linking’ in
Home v Ofir”, (2006) 22 C.L.S.R. 326-332.

366

Intellectual property rights and the internet

of the database™? or repeatedly unfairly extracted qualitatively substantial parts of it.*?
3078 Hypertext linking and copyright—Hypertext links can also be classified as either “normal

links” or “embedded links”.>** A normal link is simply a reference to other documents already

available on the web, ie. a shortcut so that users do not have to type out the document’s URL.
Normal links do not create an extra copy of the work other than the one created in the user’s
computer’s random access memory (RAM). An embedded link is an electronic process that is
automatically activated when the web page is loaded. It is often used to call up images, text or
videc that are part of another website, but which appear on the screen as an embedded part of the
first website. Normal links, which make temporary copies, fall within the scope of the exclusive
reproduction right, but such copies are permitted under the Information Society Copyright
Directive and do not constitute an infringement.?** Similarly, the use of embedded links does not
involve making copies on the part of the linking site. A temporary copy is made on the user’s
computer, so while there is no infringement of the reproduction right, this' practice may still
infringe the exclusive right of communication to the public.**® The usage of links has given rise to
very divergent interpretations by courts of different Member States. In order to exempt certain
uses, such as linking, courts have often resorted to a teleological interpretation of the reproduction
right. The German Supreme Court ruled that hyperlinking one webpage to another does not
constitute a communication to the public.**” The Erfurt Regional Court decided that using
thumbnails to establish links would not give rise to liability, provided the work was posted on the
internet by the right holder or with his consent.?*® The Swedish Supreme Court**® concluded
linking could be considered as a communication to the public.?*® A French court decided that
providing hyperlinks on a website to other websites offering the free download of music afbums in
MP3 format constituted a reproduction, distribution and communication (i.e. making available) of
unauthorised copies of protected works.” In the well-known Copiepresse v Google case, the
Brussels Court of First Instance in held that the display by a search engine of a link making the
cached copy accessible to the public infringed both the reproduction right and the making available
right. The Court did not order Google to remove the cached copies from its website, but did order

2 In the Netherlands, see Algemeen Dagblad BV v Eureka Internetdiensten, judgment of August 22, 2000,
where the Rechtbank Rotterdam held that a newspaper’s website was not a database, because obtaining the
information did not involve a substantial investment by the newspaper.

3 In the United Kingdom, see British Horseracing Board v William Hill, para.3-077, n.241, where it was
held that the defendant’s repeated taking of substantial amounts of data on a daily basis was qualitatively
substantial, because this was the most commercially. valuable information.

 For a comparison of the treatment of potential copyright liability for hypertext linking in the United
States, the EU and various Member States, see Garrote, “Linking and Framing: A Comparative Law
Approach” (2002) 24(4) E.LLP.R. 184.

* Information Society Copyright Directive, para.3-041, n.88, Arts.2 and 5(1).

* ibid., Art.3.

. W Bundesgerichtshof (Federal Supreme Court), Case I ZR 259/00 BGH 156, July 17, 2003, Paperboy. See,
In the same sense, Court of First Instance, Rotterdam, 139609/KG ZA 00-846, August 22, 2000, Algemeen
Danglad BV v Eureka Internetdiensten (“‘Kranten.com”).

z:; Erfur} Regional Court, 3 O 1108/05, March 15, 2007, Bildersuche Suchmaschine Haftung.

Swedish Supreme Court, Case No.B 413-00, June 15, 2005, Dr. Record Kommanditbolag et al. v Tommy
Anders Olsson.

5‘: Dreier and Hugenholtz (eds.), para.3-044, n.114, 361.

Tribunal de Grande Instance de Saint-Etienne (Court of First Instance), Case No.3561/1999, judgement
of December 6, 1999, SCCP et. Al. v Roche et Battie. See, in the same sense, Cour d’Appel de Aix-en-
Provence, Jjudgment of March 10, 2004, Roland v Ministere Public e.a.
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the removal of the links to the cached copies.**? In addition, the usage of hyperlinks may constitute
an infringement of the moral rights of a right holder.?*

3. Trademarks—domain name disputes

3-079 Cybersquatting, typosquatting and cybercloning—As the commercialisation of the
internet in general, and e-commerce in particular, has expanded, internet addresses and domaiy
names have become increasingly valuable. This has led to the development of practices such ag
cybersquatting, which occurs when a third party, in bad faith, registers as a domain name the
business name or trademark of an existing company. A variation of cybersquatting is typos-
quatting, where a slightly different or erroneously spelled version of a trademark, trade name or
company name (e.g. gooogle.com instead of google.com) is registered with the intention to harm
the interests of a third party or with the aim of obtaining an illicit advantage. A similar practice is
cybercloning, whereby a foreign company appropriates the brand name and business model of 5
competitor in a given country and then registers an identical or a similar domain name with that
country’s ccTLD in order to establish a copycat business in the local market. The latest problemg
which have occurred involve ““domain name front running”, which is described as an opportunity
for a party to obtain some form of insider information regarding an internet user’s preference. for
registering 2 domain name and to use this opportunity to pre-emptively register that domain
name,”* and “domain tasting”, the practice of using the “add grace” period to register domain
names in bulk to test their profitability.?*> Many large, international companies, as well as well-
known individuals, have found themselves the victims of these practices. They have sought redress
in national courts or through the arbitration system established by ICANN and the WIPO, which
is described below.?*

3-080 Domain name dispute settlement system—In order to resolve the rapidly growing number
of domain name disputes, ICANN and the WIPO jointly developed the Uniform Domain Name
Dispute Resolution Procedure (UDRP),?” which was formally adopted on August 26, 1999. The .
eu Top Level Domain Regulation also contains an Alternative Dispute Resolution (ADR) process.

3-081 Uniform Domain Name Dispute Resolution Procedure—The UDRP has been adopted by
ICANN-accredited registrars in all gTLDs (i.e. .aero, .asia, .biz, .cat, .com, .coop, .info, .jobs,

252 Brussels Court of First Instance, Google v Copiepresse, para.3-043, n.104.

233 Court of First Instance Leeuwarden, Case No.60145 KG ZA 03-281, October 30, 2003, Tweewi-
lercentrum Blokker VOF v Batavus B.V.; and Civil Court Liége, February 27, 2007, Kroll v Demol (2007) 38
Journal des Tribunaux 804.

234 Report on Domain Name Front Running from the ICANN Security and Stability Advisory Committee,
SAC 024, February 2008.

255 GNSO Issues Report on domain name tasting (June 14, 2007). Measures were adopted at the 32nd
ICANN Meeting in Paris on June 26, 2008.

26 See Cortés Diéguez, “An analysis of the UDRP experience—Is it time for reform?”” 24 (2008) Computer
Law & Security Report 349-359; Chaudri, “Internet domain names and the interaction with 'mtellecr_ual
property” (2008) 24 Computer Law & Security Report 360-365; Kitterrnan, “Strategies for Preventing
International Trademark Disputes: What Every Business Doing E-commerce Should Know” (2002) 2(2)
World E-Commerce & IP Report 12; and Lemanski-Valente and Majka, “Trademarks and ccTLDs in the
European Union: What US Trademark Owners Should Know” (2001) 136 Supp. (Domain Names) Trade-
mark World 4.

37 See hutp:|/www.icann.org/dndrjudrp|policy him.
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‘mobi, .museum, .name, .net, .org, .pro, .tel and .travel).**® Dispute proceedings arising from

_aileged abusive registrations of domain names (for example, cybersquatting) may be initiated by a

holder of trademark rights. The UDRP is a policy between a registrar and its customer and is

‘included in registration agreements for all ICANN-accredited registrars. It provides an expedited

administrative procedure for disputes involving allegations of abusive registration, under which
trademark owners submit their complaints to an approved dispute resolution provider. The
registration of gTLDs can be challenged when (i) a domain name is identical, or confusingly
similar, to a trademark or service mark in which the complainant has rights; (ii) the registrant has
no rights or legitimate interests in respect of the domain name; and (iii) the domain name is being
used in bad faith. Dispute panels are empowered to require registries either to cancel improperly
obtained domain names or to require the transfer of the domain name in dispute to a successful
complainant.?* :

3-082 Dispute resolution for .eu registrations—Separate rules apply for .eu registrations, which
have been possible since 2006. Similar to the ICANN-procedure, allegedly abusive .eu domain
name registrations can be challenged in national courts, but can also be settled using the Alter-
native Dispute Resolution (ADR) process contained in .eu Top Level Domain Regulation ?* This
process is handled by the Prague-based Czech Arbitration Court, an independent body selected by
EURid.*" Its rulings are legally binding, unless a losing party chooses to appeal the decision
through the courts of a Member State. The registration of an .eu domain name can be challenged
when it has been registered for speculative or abusive purposes, namely when (i) the .eu domain
name registered is identical or confusingly similar to a name in respect of which a right is recog-
nised or established by national and/or EU law, and (ii) the holder of the domain name has no
rights or legitimate interest in the name or has registered or is using it in bad faith.?6

E. Protection of privacy and security

3-083 Introduction—One of the main technical challenges in ensuring the commercial devel-
opment of the internet is preserving the confidentiality and security of commercial transactions
taking place over the internet. Moreover, techniques such as encryption technologies are constantly
undergoing further development to respond to this challenge. This section reviews the EU reg-
ulatory framework on network security and the protection of privacy in relation to communica-
tions on the internet.

8 See Bettink, “Domain Name Dispute Resolution under the UDRP: The First Two Years™ (2002) 24(5)
E.LP.R. 244. For a more critical review of the UDRP, see Thornburg, “Fast, Cheap, and Out of Control:
gaessons from the ICANN Dispute Resolution Process” (2002) 6 Computer Law Review and Technology

ournal 89.

 The ICANN website provides a full-text, searchable database for all disputes resolved by a decision: see
htip: | jwww.icann.org udrpfudrpdec.htm.

*® See para.3-019, n.21, above.

' See hp:/jwww.adr.eu.

*? Regulation 874/2004, para.3-019, n.21, Art.21.
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1. Protection of the privacy of internet communications

3-084 The internet potentially represents a serious threat to privacy, as it is an open networg
This means that private communications on the internet can be intercepted and that conﬁdentiaj
files stored in computers connected to the internet can be accessed and copied from anywhere in the
world. Moreover, many activities on the internet, often unnoticed by internet users, leave tracks
that reveal personal data that may be collected, analysed and used in a different context. Fo;
example, visiting a website reveals information on users’ habits and tastes, which may be useful for

marketing purposes. The expanding use of the internet therefore raises a number of legal issuesiy -

relation to the protection of privacy, including the right of public authorities to monitor com.
munications on the internet to prevent crime, and the right of employers to monitor the electronje
correspondence and internet use of their employees. The internet is considered as the most pro.
minent public communications network and enables the delivery of a wide range of electronje
communications services. Therefore, the privacy issues that arise with regard to the internet faj|
under the scope of application of the European framework on privacy and data protection in the
electronic communications sector. This framework is analysed in Chapter I and the particular
problems relating to the internet are examined in that chapter.?s

2. Security of internet communications

3085 Technical aspects of internet security—Cryptographic technologies are widely recognised
as essential tools for ensuring the security of, and trust in, electronic communications. Two
important applications of cryptography are digital encryption and digital signatures.?*

3-086 Encryption—Encryption is the transformation of data into a form that is unreadable by
persons that do not possess the decryption key. The process of transforming data back into a
readable form is called “decryption”. The purpose of encryption is to ensure confidentiality, by
keeping the information hidden from anyone for whom it is not intended. There are two types of
encryption systems: symmetric and asymmetric systems. .

3-087 Symmetric encryption—In a symmetric encryption system, a key is used both to encrypt
and decrypt data. In order for symmetric encryption systems to remain secure, the parties involved
must keep the encryption key secret after they have communicated it to each other. The level of
security may be improved by changing the private key regularly. An example of this system is the
Data Encryption Standard (DES) developed by the US government.

3-088 Asymmetric encryption—An asymmetric encryption system (also called a “public key
cryptography system’) involves the use of two keys, a private key and a public key, which are
related in a complex way. The sender creates an encrypted electronic signature to a given message
with his private key and communicates his public key to all those with whom he wants to com-

municate authentic messages. By using the sender’s public key, the receiver can then decrypt the
signature and verify whether the message has been “‘signed” with the corresponding private key.

3 See para.l-361 er seq., above and, in particular, with respect to the confidentiality of communications,
paras. 1402 er seq., above.

264 See Communication from the Commission, “*Ensuring Security and Trust in Electronic Communication:
Towards a European Framework for Digital Signatures and Encryption” (‘“Commission Cryptography
Communication”), COM(97) 503, Annexes 1-3; Brazell, “Electronic Security: Encryption in the Real World”

(1999) 24(3) E.L.P.R. 17; and Baker, “International Developments Affecting Digital Signatures” (1998) 32(4)
The International Lawyer 963.
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; Szafran,

%5 Eor a review of the legal issues raised by cryptography,”see Brazell, para.3—08§, 11113:;1141(17“,) 3283-. ; s
“Regulatory Issues Raised by Cryptography on the Internet (19_93)”3(2) Communicati  Law 38, and
Berhhard, “‘How to Secure the Network: Mutual Trust and Encryption (1998) 3 Internationa
Journal 317. o

%5 Commission Cryptography Communication, para.3-085, n.264, 1.
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3-091 Restrictions on the use of cryptography—Historically, law enforcement agencies apg
national security services have been concerned that cryptography could be used to transmit illegal
messages and help perpetuate criminal or terrorist activities.

3092 Wassenaar Arrangement—Through the Wassenaar Arrangement on export controls for
conventional arms and dual-use goods and technologies,*® a group of 28 countries apply export
controls to encryption products. Under the Wassenaar Agreement, cryptography is considered aga
“dual-use” good, i.e. a good that can be used both for military and civilian purposes.

3-093 EU Dual-Use Regulation—The Dual-Use Regulation,? which replaces an earlier reg-

ulation that contained substantial limits on both intra-EU trade and exports, entirely liberalises

intra-EU trade in information security products, including encryption, except for certain specia-
lised products. Furthermore, undertakings may obtain a Community General Export Authorisa-
tion for exports of such products to 10 countries; for exports to other countries, exporters must
apply for General National Licences, which are valid only for exports to a particular country. Ip
this area, Member States faced a dilemma. On the one hand, they want to promote the use of
techniques ensuring the security and the confidentiality of the internet, while on the other hand,
they want to ensure that these techniques are not used to pursue illegal activities. A compromise
may be found by encouraging the use of key escrow and key recovery systems, which are
encryption systems providing a backup decryption capability allowing authorised institutions,
under certain conditions, to decrypt data using archived keys that are under the contro! of Trusted
Third Parties (TTPs). In a key escrow system, a copy of the secret key is deposited with an
authorised TTP. The key can also be split into two or more parts that are deposited with different
TTPs. In a key recovery system, the private key would not be immediately placed into escrow and
the encryption system would allow authorised organisations, such as licensed TTPs, to rebuild the
private key upon request. After considering the adoption of specific measures regulating key
escrow and key recovery schemes, the Commission has moved away from its initial plan to prepare
EU legislation on this subject, out of concerns for the protection of privacy raised by such
systems.?”®

3094 Electronic Signatures Directive—On November 30, 1999, the Council and the European
Parliament adopted the Electronic Signatures Directive in order to facilitate the use of electronic
signatures and certain certification services in the internal market.?”! The Electronic Signatures
Directive has two objectives: (i) to remove obstacles to the legal recognition of digital signatures by
laying down harmonised criteria on the legal effects of digital signatures: and (ii) to avoid reg-
ulatory disparities within the EU concerning the use of cryptographic technologies. Member States
were required to have implemented the provisions of the Electronic Signatures Directive into
national law by July 19, 2001.

8 The Wassenaar Arrangement, which was signed in July 1996, replaced the Treaty of the Coordinating
Committee for Multilateral Export Controls (COCOM), an international organisation for the control of the
export of strategic products and technologies to proscribed destinations, Member States were, to a large
extent, NATO members but also included other countries such as Japan and Australia. The Wassenaar
Arrangement contains essentially the same provisions as the COCOM Treaty. See Szafran, para.3-090, 0.265,
44,

29 Council Regulation 1334/2000 of June 22, 2000 setting up an EU regime for the control of exports of
dual-use items and technologies, O.J. 2000 L159/1.

20 See Szafran, para.3-090, n.265, 47.

71 Directive 1999/93 of the Council of December 13, 1999 on an EU framework for electronic signatures
(“Electronic Signatures Directive™), O.J. 2000 L13/12.
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3-095 Provision of certification services—Certification services involve the verification of

_ electronic signatures, so that recipients can be assured that an electronic signature belongs to the

purported author. Member States must ensure that certification service providers can offer services

" without being required to obtain prior authorisation.”” Member States may nevertheless introduce

or maintain voluntary accreditation schemes aimed at enhancing levels of certification-service
provision, provided that the conditions related to such schemes are objective, transparent, pro-
ortionate and non-discriminatory.?”* Such schemes should promote the levels of trust, security
and quality demanded by the market and should encourage best practice; however, adherence to
such a scheme cannot be made mandatory by a Member State. Member States must ensure the
establishment of a system that allows for effective supervision of certification-service providers,
including the determination of conformity with the requirements of the Electronic Signatures
Directive of secure devices used to create electronic signatures.’”* A Member State may not restrict
the provision of certification services originating in another Member State in the fields covered by
the Electronic Signatures Directive.?’> In addition, Member States must ensure that equipment
used for the creation or verification of electronic signatures or electronic signature certification
services can circulate freely within the EU.?’® Electronic signatures in the public sector (in fields
such as public procurement, taxation, social security, health and legal matters) may be made

- subject to additional requirements, where this is justified by the specific characteristics of the

application concerned. Any new, additional criteria must be proportionate, non-discriminatory,
transparent and objective and must not constitute obstacles to the cross-border provision of
services.””’

3096 Common criteria for certificates authenticating electronic signatures—Although certifi-
cates may be used for a variety of functions and contain different pieces of information, the
Electronic Signatures Directive focuses on the regulatory framework applicable to advanced
electronic signatures based on “qualified certificates”. A qualified certificate must meet the
requirements specified in Annex I of the Electronic Signatures Directive®”® and be issued by a
certification service provider that meets requirements listed in the Annex.

7 jpid., Art.3(1); a certification-service provider is any entity or a legal or natural person who issues

certificates or provides other services related to electronic signatures: ibid., Art.2(12).

B jbid., Art.3(2).

. The conformity of secure signature-creation devices is to be checked against the criteria in Annex III of
the Electronic Signatures Directive. Such devices must ensure that signature-creation data used to guarantee
electronic signatures can occur only once, are kept secret, and cannot be derived, ibid., Arts.3(3) and 3(4).
These tasks may be undertaken by public or private bodies. In addition, signatures must be protected against
forgery, the signature-creation devices must be able to protect reliably against unauthorised use, and devices
must not alter the data to be signed or prevent such data being presented to the signatory prior to the
signature. The Commission may publish generally recognised standards for electronic signature creation
devices, i.e. hardware or software intended for use by certification-service providers for the provision of
electronic signature services, or for the creation or verification of electronic signatures. Compliance with
Annex III shall be presumed if these standards are used: ibid., Art.3(5). A certificate is defined “as an
electronic attestation which links signature-verification data to a person and confirms the identity of that
person’: ibid., Art.2(9), and an electronic signature is defined as ‘*data in electronic form which is attached to
?ll' logically associated with other electronic data and which serves as a method of authentication:” ibid., Art.2

Z: ibid., Art.4(1).
- l'blld., Art.4(2).
. fbld., Art.3(7).
ibid., Annex 1. These requirements include, inter alia, (i) the identification of the certification service
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3-097 Legal effects of electronic signatures—Member States must ensure that advanced elec.
tronic signatures based on a qualified certificate and that are created by a secure signature-creation
device satisfy the legal requirements of a signature in relation to data in electronic form in the same
manner as a hand-written signature satisfies those requirements in relation to paper-based data.2®
Member States must also ensure that such electronic signatures are admissible as evidence in lega]
proceedings.”® This means that electronic signatures must be treated in the law in the same way ag
hand-written signatures, thereby promoting the conclusion of contracts and other documents
online. Member States must also respect the legal effectiveness of any private agreements between
participants in a closed system under which they will accept electronic signatures from each
other.?!

3-098 Liability of certification service providers—The Electronic Signatures Directive lays
down rules requiring the Member States to establish a minimum regime for the liability of certj-
fication service providers in relation to electronic signatures that are based on qualified certificates
that they issue. In particular, Member States must ensure that, under their national laws, a cer-
tification service provider is liable for damages caused to any person who has reasonably relied on
a certificate issued by it as regards the accuracy of the information contained in the qualified
certificate and for the assurance that the signatory held the private key corresponding to the public
key mentioned in the certificate and that both keys can be used in a complementary manner.?2 The
certification service provider will not be liable if it can prove that it has not acted negligently.
Member States must also impose liability on certification service providers for losses suffered by
any person who reasonably relies upon a qualified certificate if they have negligently failed to

register the revocation of a certificate.?®® Certification service providers must be given the option of .

limiting the use of a certificate or providing for a limit on the value of transactions for which the
certificate can be used, provided that these limitations are communicated to third parties.*®* The
certification service provider may not be held liable for damages arising from use of a certificate
that exceeds the usage limitations placed upon it. The provisions of Article 6 of the Electronic
Signatures Directive on the liability of certification service providers are without prejudice to EU
law on unfair terms in consumer contracts,?® such that any limitations of liability imposed by a
service provider in a consumer contract must meet the requirements of reasonableness in order to
be enforceable.

3-099 Third country certification service providers—Certificates issued by certification service
providers established outside the EU must be recognised as legally equivalent to certificates issued
by certification service providers established in the EU if: (i) the third country provider fulfils the
requirements of the Electronic Signatures Directive and has been accredited under the voluntary
accreditation scheme of a Member State; (ii) a Community certification service provider, in

provider and the Member State in which it is established; (ii) the name of the signatory (or a pseudonym,
which must be identified as such); (iii) the codes or public keys used for purposes of verifying an electronic
signature; (iv) an indication of the beginning and end of the period of validity of the certificate; and (V)
limitations on the use of the certificate, including any limitations as to the value of transactions for which it
may be used. A “qualified” certificate must also clearly indicate that it is being issued as a qualified certificate.

2 jpid., Art.5(1)(a).

20 jpid., Art.5(1).

31 ibid., recital 16.

%2 jpid. . Art.6(1).

3 ibid., Art.6(2).

24 ibid., Arts.6(3) and 6(4).

285 Council Directive 93/15 of April 5, 1993 on unfair terms in consumer contracts, O.J. 1993 1.95/29.
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compliance with the Directive, guarantees the certificate issued by the third country provider; or
(iii) the third country provider, or the certificate it has created, is recognised under a bilateral or

multilateral agreement between the EU and third countries or international organisations.?*¢ In

order to facilitate the provision of cross-border certification services with third countries and the
legal recognition of advanced digital signatures, the Commission may propose measures for the

" mmplementation of international standards and agreements, and may, if mandated by the Council

(acting by qualified majority), negotiate bilateral and multilateral agreements with third countries
and international organisations.”®” If companies established in the EU experience market access
difficulties in third countries, the Council may mandate that the Commission negotiate comparable
rights for EU undertakings in those third countries ?**

3-100 Attacks against information systems—Information systems have been subject to an
exponentially increasing number of attacks in recent years. The most common forms of attack
include: hackers trying to gain unauthorised access to systems in order to copy, modify or destroy
data; “denial of service attacks”, which attempt to overload web servers or ISPs by bombarding
them with a large number of automatically generated messages; viruses; the use of ““sniffers”’, which
intercept communications; and “spoofing”, i.e. identity theft for the purpose of misrepresentation
or fraud.® In response, the Council adopted a Framework Decision on attacks against infor-
mation systems in February 2005.%%°

3-101 Harmonisation of offences under national law—The Framework Decision harmonises
legislation in the EU for any offence committed against a computer infrastructure with the
intention of destroying, modifying or altering the information stored on computers or networks of
computers. The key definitions concern the approximation of Member States’ criminal laws
regarding serious attacks against information systems through illegal access to them, or by illegal
interference with them or by aiding, abetting or attempting such acts.?' Intent has to be proven;
gross negligence or recklessness are not sufficient to impose liability. Member States are required to
ensure that serious attacks against information systems (such as those of the types listed above) are
punishable by effective, proportionate and dissuasive penalties, including a maximum term of
imprisonment of at least one to three years,?? in order to bring these offences within the scope of
the European arrest warrant® and other instruments such as the Decision on money

6 Electronic Signatures Directive, para.3-094, n.271, Art.7(1).

37 ibid., Art.7(2).

B8 ibid., Art.8(3).

% See Communication from the Commission of June 6, 1991, “Network and Information Security: Pro-
posal for a European Policy Approach”, COM(01) 298 (Information Security Proposal).

* Council Framework Decision 2005/222/JHA of February 24, 2005 on attacks against information
systems. O.J. 2005 L69/67.

' ibid., Arts.3=5.

22 jbid., Art.6.

3 Council Framework Decision 2002/584/JHA of June 13, 2002 on the European arrest warrant and the
surrender procedures between Member States, O.J. 2002 L190/1. The European arrest warrant was required to
be operational by December 31, 2003. Member States’ courts must issue European arrest warrants with a view
to the arrest or surrender by the Member States of a person suspected of committing a criminal offence, for the
purpose of conducting a criminal prosecution or executing a custodial sentence or detention order: ibid., Art.1
(). Warrants may be issued in respect of offences punishable by the law of the issuing state by a maximum
period of at least 12 months’ imprisonment or detention: ibid., Art.2(1). As the Framework Decision on the
EPropean arrest warrant requires a maximum penalty of at least 12 months’ imprisonment, Member States
will be able to use a European arrest warrant to more easily detain and prosecute those suspected of attacking
Or misusing information systems.
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laundering.” Furthermore, Member States are required to increase the maximum term of
imprisonment to a period of two to five years if there are aggravating circumstances, i.e. if: (i) the
offence is committed within the framework of a criminal organisation; (ii) the offence has causeq
serious damage or has affected essential interests.?®® Penalties must be imposed upon any indivi.
duals or organisations that commit these offences.”* Member States are required to establish thejr
jurisdiction to prosecute offences that are: committed on that Member State’s territory; committeq
by their nationals; or if the offence is committed for the benefit of a legal person established in the
territory of that Member State.””” Member States must ensure that their jurisdiction includes boty
cases where (a) the offender commits the offence when physically present on its territory, whether
or not the offence is against an information system on its territory; and (b) the offence is against an
information system on its territory, whether or not the offender commits the offence when phy-

sically present on its territory.?*® Hence, the Framework Decision covers not only offences affecting =

the Member States (regardless of the location of the offender), but also offences committed in thejy
territory against information Systems located in the territory of other Member States and thirg
countries. These provisions will be particularly important given the international nature of “cyber
attacks”, which enable perpetrators in one country to attack information systems in another
Member States were required to implement the Framework Decision by March 16, 2007.%%°

3-102 EU powers in the domain of criminal law—Together with a number of other decisions
and directives, the Framework Decision is affected by the Court of Justice’s judgment in Com-
mission v Council ( Environmental Protection Offences Framework Decision), in which the Court
clarified the distribution of powers in criminal matters between the first and third pillars.*® The
Commission, supported by the European Parliament, had asked the Court to annul a Council
Framework Decision on the protection of the environment through criminal law. The Court of
Justice held that the Decision had been adopted on the wrong legal basis. Its judgment clarifies
that, in relation to environmental protection (which falls within the EU’s competence), the EU
legislature may take measures which relate to the criminal law of the Member States, when-the
application of effective, proportionate and dissuasive criminal penalties by the competent national
authorities is an essential measure for combating serious environmental offences. This is the case,
even though, as a general rule, criminal law does not fall within the EU’s competence.

3-103 ENISA—In 2004, the European Network and Information Security Agency (“ENISA”)
was established.’® ENISA’s function is to advise and coordinate the activities of different actors in
the information security field, both private and public. Its specific tasks include: collecting infor-
mation to analyse current and emerging risks which could produce an impact on the resilience and
the availability of electronic communications networks and on the authenticity, integrity and
confidentiality of the information accessed and transmitted through them; providing opinions and

4 Council Framework Decision of June 26, 2001 on money laundering, the identification, tracing, freezing,

seizing and confiscation of the intermediaries of and the proceeds of crime, O.J. 2001 L182/1.

2% Council Framework Decision on attacks against information systems, para.3-100, n.290, Art.7.

2% ibid., Arts.8 and 9.

7 ibid., Art.]10.

28 jbid.

% ibid., Art.12.

3% Case C-176/03, Commission v Council ( Environmental Protection Offences Framework Decision) [2005}
E.C.R. I-7879.

301 Regulation (EC) No.460/2004 of March 10, 2004 establishing the European Network and Information
Security Agency, O.J. 2004 L77/1. For more information about ENISA, see http://www.enisa.europa.eu.
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support for harmonised processes and procedures in the Member States; identification of the
relevant standardisation needs; enabling the exchange of information on network and information

" security, inciuding best practices, between all users; promoting security standards and certification
‘schemes; awareness raising and promotion of risk assessment activities and -interoperable risk

management solutions; and contributing to cooperation between the EU and third countries on
information security issues.’® In order to ensure that all relevant interests are represented, ENI-
SA's Management Board consists of one representative of each Member State, three representa-
tives appointed by the Commission, as well as three non-voting representatives, proposed by the
Commission and appointed by the Council, to represent the following groups: (i) the information
and communication technologies industry; (i) consumer groups; (iii) academic experts in network
and information security.’® The Management Board appoints the Executive Director, who shall be
independent in the performance of his or her duties.’® The Executive Director is selected on the
pasis of a list of candidates proposed by the Commission after an open competition following
publication in the Official Journal of the European Union and elsewhere of a call for expressions of
interest. The Executive Director establishes a Permanent Stakeholders Group, who represents the
aforementioned three stakeholder groups.’®

F. Regulation of illegal and harmful content

3-104 Successive Community Action Plans on the safer use of the internet—One of the main
benefits of the internet is that it permits greater and easier access to a wide variety of content.
However, the internet can also be used to carry a considerable amount of harmful or illegal content
and as a vehicle for criminal activities. Whilst the benefits of the internet far outweigh its potential
drawbacks, its use to distribute illegal or harmful content could hamper its development by
creating resistance to its use, especially by children. Although the prevention of crime on the
internet is still essentially a matter of national law, from the late 1990s onwards a consensus
developed among the Member States that, in view of the international character and complexity of
the challenges encountered, action at the EU level was needed. This action would ensure the
coordination and convergence of measures between Member States to control harmful and illegal
use of the internet, avoid distortions of competition, ensure legal certainty and stimulate co-
operation in a number of areas.

3-105 Internet Action Safety Plan—As a result of the Member States’ consensus for action at
the EU level, a Community Action Plan on promoting the safer use of the internet (“‘Internet
Safety Action Plan”) was adopted in 1999, covering the period until 2002.3% The Internet Safety

2 ipid., Arts.1-3.

% bid., Art6.

%% ibid., Arts.7 and 11.

% ibid., Art.8.

%% Decision 276/1999 of January 25, 1999 adopting a multi-annual EU action plan on promoting safer use
of the internet by combating illegal and harmful content on global networks, 0.J. 1999 L33/1. For back-
ground on the EU’s action in this area, see Communication from the Commission on illegal and harmful
Content on the internet, COM(96) 487; the two reports of the Working Party, “Iliegal and Harmful Content
on the Internet”; Communication from the Commission, “Green Paper on the Protection of Minors and
H}lﬂ}an Dignity in Audio-visual and Information Services”, COM(96) 483; Communication from the Com-
Tussion, “Action Plan on promoting safe use of the Internet”, COM(97) 582; Council Resolution on illegal
and harmful content on the [nternet, O.J. 1997 C70/1.
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Action Plan had four main lines of action: (i) the promotion of self-regulation as a tool for Creatip,
a safer internet environment; (ii) the development of filtering and rating systems; (iij) the
encouragement of awareness actions; and (iv) the adoption of support actions.*” The Commissjop by =
subsequently amended the Internet Safety Action Plan, extending it until 2004 and adapting its &
scope and implementation to take account of the lessons learned and the development of new-; |
technologies, such as interactive services.”®® The Internet Safety Action Plan was opened up g 'i
participation by the then candidate and accession countries. The follow-up Internet Safety Actiop
Plan did not contain any new regulatory initiatives and generally sought to increase the effac. Ch
tiveness of the existing policy framework. . "1

3-106 Safer Internet Plus Programme—As the end date of the Internet Safety Action Play |
approached, it was felt that the complexity of the issues dealt with by it and the multiplicity of the _#*
actors with which it was concerned, meant that a follow-up was necessary.’® As a result, in 2005";'-‘

L=

the Safer Internet Plus Programme®'® was adopted, again to promote safer use of the internet and 1=
new technologies, and to protect the end-users, particularly children, from unwanted content, - gﬂ]
3

3-107 Key action items of 2005 programme—Four key actions were identified: (i) the ﬁghi it
against illegal content, with a focus on hotlines; (ii) tackling unwanted and harmful content, with g
focus on filtering and rating; (iii) promoting a safer online environment, with a focus on seift
regulation; and (iv) awareness-raising. Co-financing projects that attempted to achieve one or more
of these aims remained the conceptual basis of the Safer Internet Plus Programme. Half of the “
available budget was earmarked for raising awareness. The Programme was based on principles of =
continuity (taking account of lessons learnt and building on achievements of the previous Internet
Safety Action Plan’s initiatives) and enhancement (meeting new threats and ensuring European =
added-value).*!! ,

3-108 Revisions for 2009 programme—In April 2007, the actions carried out under the Safer
Internet Plus Programme (2005-2008) were evaluated and found to be effective, although they had
to be adapted in the light of new needs, resulting from the emergence of new technologies and

%7 See Communication from the Commission, *“Follow-up to the Multiannual Community Action Plan on
Promoting Safer Use of the Internet by combating illegal and harmful content on global networks”, COM(02)
152. The Commission released a report evaluating the results of the eEurope Action Plan in February, 2002, in
which it concluded that the eEurope Action Plan had been very successful in meeting the goals set at the Feira
European Council of June 2002, for example: dramatic increases in the proportion of EU citizens connected to
the internet (from 18.3% in March 2000 to 42.6% in November 2002); the successful adoption of several
of the legislative measures described in this chapter such as the E-Commerce and Digital Signatures Directive;
increasing competition and lowering prices of internet access; increasing use of e-commerce; and increasing

level of internet security. See Communication from the Commission, “c¢Europe 2002 Final Report”, &
COM(03) 66. '

3% Decision 1151/2003 of June 16, 2003, amending Decision 276/1999 adopting a Multiannual Community
Action Plan on promoting safer use of the internet by combating illegal and harmful content on global =
networks, O.J. 2003 L162/1. £

3 Proposal for a Decision of the European Parliament and of the Council on establishing a multiannual ;
Community programme on promoting safer use of the Internet and new online technologies, COM (2004) 91
ﬁnal, 2. - |

31° Decision 854/2005 of May, 5, 2005, establishing a multiannual Community programme on promoting =
safer use of the Internet and new online technologies, 0.J. 2005 L149/1. ! ]

3

Proposal for a Decision of the European Parliament and of the Council on establishing a multiannual =
Community programme on promoting safer use of the Internet and new online technologies, COM (2004) 91
final, 6. See also Decision 854/2005 of the European Parliament and of the Council, para.3-106, n.310, =
recital 6. o

e
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schiCeS-SIZ Consequently, a follow-up programme appeared justified and a proposal for the
extension of the Safer Internet Plus Programme from 2009 until 2013 was proposed by the

; C(,mmission.313 The proposal aimed to provide practical help for the end-user (e.g. children,

parents, carers and educators), and sought to involve and bring together the different stakeholders
whose cooperation is essential. The scope of the programme was extended, to focus on grooming
and cyberbullying and to provide more knowledge on the ways children use new technologies.
Four lines of action were again identified: (i) ensuring public awareness; (ii) the fight against illegal
content and harmful conduct online; (iii) promoting a safer online environment; and (iv) estab-
lishing a knowledge base of all issues related to the achievement of a safer internet, such as the
(evolving) ways children use online technologies, the associated risks and the possible harmful
effects the use of online technologies can have on them, including technical, psychological and
sociological issues. The new Safer Internet Plus Programme was adopted in December 2008.*

3-109 Recommendations on the protection of minors and human dignity—Another set of EU
nitiatives in the field of regulating illegal and harmful content are the complementary 1998°** and
2006°'¢ Recommendations on protecting minors and human dignity.

3-110 1998 Recommendation—The 1998 Recommendation is considered to be the most com-
prehensive legal instrument establishing a framework for the protection of minors in new media
services, and was the first legal instrument at the EU level concerning the content of all electronic
audiovisual and information services, regardless of the means of conveyance’'? The 1998
Recommendation is based on the principle that the development of a competitive audiovisual and
information services industry depends on the creation of a climate of public confidence, and hence
on the protection of certain important general interests, such as the protection of minors and
human dignity. The 1998 Recommendation emphasises the potential for self-regulation, and cre-
ates guidelines for the development of national self-regulatory frameworks to protect minors, as a
supplement to the regulatory framework. Key building blocks set out in the 1998 Recommendation
are codes of conduct, parental control tools, hotlines, awareness actions, multi-stakeholder
involvement and cross-border cooperation. The 1998 Recommendation is addressed to the
Member States. They are encouraged to: (i) promote the establishment of voluntary national
frameworks, according to the guidelines in the Annex; (ii) encourage broadcasters to undertake
research on new means to protect minors; (iii) set up hotlines and cooperation between complaints-
handling structures to fight illegal content; and (iv) promote awareness on the responsible use of
information services and identification of and access to quality content. Nevertheless, the 1998
Recommendation also indicated that the industries and parties concerned should: (i) set up
structures to improve coordination at the EU and international levels; (ii) draw up codes of

*2 Proposal for a Decision of the European Parliament and of the Council establishing a multiannual
Community programme on protecting children using the Internet and other communication technologies,
COM (2008) 106 final, 3.

33 lbld

* Decision 1351/2008 of December 16, 2008 establishing a multiannual Community Programme on
prgfsecting children using the Internet and other communication technologies, O.J. 2008 L348/118.
Recommendation 98/560 of September 24, 1998, on the development of the competitiveness of the
Eul'_opgan audiovisual and information services industry by promoting national frameworks aimed at
ac‘%‘]ngng a comparable and effective level of protection of minors and human dignity, O.J. 1998 1.270/43.
Recommendation 2006/952 of December 20, 2006, on the protection of minors and human dignity and
on the right of reply in relation to the competitiveness of the European audiovisual and on-line information
Sefl‘?fes industry, O.J. 2007 L378/72.
Recommendation 98/560, para.3-109, n.315, recital 5.
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conduct; (iii) develop and experiment with new means of protecting minors and informing viewers;
(iv) develop positive measures for the benefit of minors; and (v) collaborate in regular follow-upg
and evaluations of initiatives in the framework of the 1998 Recommendation. Additionally, the
Commission is responsible for facilitating the networking between the different actors, encouraging
cooperation (and the sharing of experiences and good practices) between Member States and
between self-regulatory and complaints-handling structures, promoting international cooperation
and developing an evaluation methodology. The Annex to the Recommendation contains indi-
cative guidelines for the implementation, at national level, of a self-regulation framework for the
protection of minors and human dignity in on-line audiovisual and information services. These
guidelines are built around four key elements: (i) consultation with and the representativeness of
the parties concerned; (ii) codes of conduct; (iii) national bodies facilitating cooperation at the EUY
level; and (iv) national evaluation of self-regulatory frameworks. )

3111 2006 Recommendation—In 2003, it was considered that the 1998 Recommendation
should be updated. As a result, in December 2006, the Recommendation on the protection of
minors and human dignity and on the right of reply in relation to the competitiveness of the
European audiovisual and on-line information services industry was adopted.>’® The 2006
Recommendation is based on four main pillars: (i) awareness, education, media literacy and
information campaigns, mainly aimed at the Member States; (ii) the development and use of
filtering systems linked with content labelling (primarily aimed at industry and other parties
involved); (iii) codes of conduct by professionals and regulatory authorities linked with quality
Jabelling, aimed at industry and Member States; and (iv) a number of separate proposals which
should be initiated by the Commission, e.g. a free telephone number informing users about
complaint mechanisms and the effectiveness of filtering software, and a second level domain name
“ kid.eu”.

3-112 Framework Decision on child pornography—In order to address the issue of child por-
nography on the internet, a Framework Decision on combating the sexual exploitation of children
and child pornography was adopted in 2003.°" This Framework Decision requires Member States
to ensure that the following intentional acts involving child pornography are punishable by
imprisonment of up to 10 years when these acts, in part or in whole, are committed through the use
of a computer: (i) production, (ii) distribution, dissemination or transmission, (iii) supplying or
making available and (iv) acquisition or possession, of child pornography. This covers not only
sexually explicit visual representations of children (i.e. persons under 18 years of age), but also
images of persons whose age is unknown but who appear to be a child (although there is an
exemption from liability where it can be established that the person is not a child), and images that
are altered or even entirely generated by a computer in order to appear to be images of children. In
its 2007 report on the Framework Decision, the European Commission emphasised the need to
revise the Framework Decision, in particular to deal with offences related to developments in
electronic communications technologies.>? In March 2010, the Commission adopted a proposal for
a Directive on combating the sexual abuse, sexual exploitation of children and child pornography,

318 Recommendation 2006/952, see para.3~109, n.316, above.

319 Pramework Decision 2004/68/JHA of the Council of December 22, 2003 on combating the sexual
exploitation of children and child pornography, O.J. 2004 L13/44.

320 Report from the Commission based on Article 12 of Council Framework Decision 2004/68/JHA of
December 22, 2003 on combating the sexual exploitation of children and child pornography, COM (2007) 716
final, November 16, 2007).
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repealing Framework Decision 2004/68/JHA.**' The proposal focuses on the criminalisation on
new forms of sexual abuse and exploitation facilitated by the use of the internet. This includes

- knowingly obtaining access to child pornography, to cover cases where viewing child pornography
- from- websites without downloading or storing the images does not amount to “possession of”” or

“procuring” child pornography, and *“grooming” of children for sexual purposes.

G. Electronic commerce

3-113 The use of the internet for commercial activities raises a number of challenging legal
issues. These include questions relating to contract law (e.g. contract formation, determination of
payment timing and location and the application of the rules of evidence to internet transac-
tions),’? liability, conflict of laws*?* and taxation.*** It is beyond the scope of this work to provide
a comprehensive and exhaustive review of these issues and reference should be made to specialised
publications on this subject.**® This section will focus on the specific regulatory initiatives at the
EU level to address the issues resulting from the commercial use of the internet, in the fields of
electronic commerce, distance selling and marketing, and electronic money.

32! Proposal for a Directive of the European Parliament and of the Council on combating the sexual abuse,
sexual exploitation of children and child pornography repealing Framework Decision 2004/68/JHA, COM
(2010) 94 final (March 29, 2010). In March 2009 the Commission had already published a Proposal for a
Council Framework Decision on combating the sexual abuse, sexual exploitation of children and child
pornography, repealing Framework Decision 2004/68/JHA, COM (2009) 135 final (March 25, 2009), but this
proposal was withdrawn due to the entry into force of the Lisbon Treaty.

32 For a comparative review of the treatment of these issues in the national laws of the US and a number of
European countries, see Spindler and Bommer, E-Commerce Law in Europe and the USA (Springer, 2002).

3 See, e.g. Gillies, “A Review of the New Jurisdiction Rules for Electronic Consumer Contracts within the
European Union™ (2001} | Journal of Information Law & Technology; Honing, “The European Directive on
e-Commerce (2000/31/EC) and its Consequences on the Conflict of Laws”, (2005) 5 Global Jurist Topics 2;
Van Overstraeten, “Surfing through Governing Laws on the Internet” (1998) International Business Law
Journal; Dutson, ““The Internet, the Conflict of Laws, Litigation and Intellectual Property: the Implications of
the International Scope of the Internet on Intellectual Property Infringements” (1997) Journal of Business Law
495; and Burnstein, “Conflict on the Net: Choice of law in Transnational Cyberspace” (1996) 29 Vanderbilt
Journal of Transnational Law 75.

2 For a review of the tax issues rajsed by the use of the internet, see Le Gall, “Trading on Internet, Tax
Aspects” (1998) International Business Law Journal 357; Parrilli, “The Server as Permanent Establishment in
Intgma[ional Grids”, in Altmann et al. (eds.), Grid Economics and Business Models, Lecture Notes in Computer
Science, No.5206 (2008), 89-102; Parriili, “E-Commerce and Transfer Pricing. Some Selected Issues” (2008) 2
(2) Masaryk University Journal of Law and Technology 83-97. For a comparative study of the taxation of e-
commerce in the EU, the United States, Japan and a number of other countries, see Doernberg, Hinnekins,
Hellerstein and Li, Electronic Commerce and Multijurisdictional Taxation (2001).

See generally, Gringras, para.3-005, n.9; Chissick and Kelman, para.3-0035, n.9; Hance, para.3-001, n.1;
Reed and Angel (eds.), Computer Law—The Law and Regulation of Information Technology (6th edition,
2007); Bitllesbach, Poullet and Prins (eds.), para.3-039, n.80; Todd, £-Commerce Law (2005); and Lodder and
K?Spersen (eds.), eDirectives: Guide to European Union Law on E-Commerce—Commeniary on the Directive on
Distance Selling, Electronic Signatures, Electronic Commerce, Copyright in the Information Society, and Data
Protection (2002).
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1. E-Commerce Directive

3-114 Country of origin principle—The European Parliament and the Council adopted the E-
Commerce Directive on June 8, 2000.°2® The aim of this Directive was lo remove a number of
obstacles that had been encountered by undertakings in providing online services, in particular as a
result of the need for providers of online services to comply with divergent national regulations.
Uncertainty as to which Member State’s rules applied to e-commerce activities was also a difficulty,
in particular as regards Member States’ ability to regulate the provision of services supplied from
other Member States. These obstacles were preventing the development of information society
services in the common market and the creation of an internal market in these services. The E-
Commerce Directive is an internal market initiative based on the principle of free movement
enshrined in EU law, and therefore adopts the “country of origin” principle, which allows
undertakings providing information society services which are authorised in one Member State to
provide services throughout the common market. An information society service provider will,
under the “country of origin” principle, be subject only to the laws of the Member State in which it
is established.’’ Therefore, Member States may not restrict, within the fields coordinated by the E-
Commerce Directive, the provision of information society services by undertakings established in
other Member States, except in very limited circumstances.®

3-115 Scope—The objective of the E-Commerce Directive is to ensure the free movement of
information society services in the internal market, by harmonising national laws on information
society services.’ It does this by establishing specific harmonised rules only in a limited number of
areas necessary to ensure the functioning of the internal market. These include nationai laws on the
establishment of service providers, commercial communications, electronic contracts, the liability
of intermediaries, codes of conduct, out-of-court dispute settlement procedures, court actions and
cooperation between Member States.”*® However, it does not establish additional rules on private
international law and the jurisdiction of the courts. ! The E-Commerce Directive does not affect
the application of existing laws in the fields of taxation, data protection, competition law, the
activities of notaries and lawyers, and gambling activities,*2 nor does it affect EU or national laws
that promote cultural and linguistic diversity and the defence of pluralism.* It complements EU
Jaw, including on the protection of public health and the protection of consumers, all of which
continues to be applicable to electronic commerce. >

3-116 Exclusions from the scope of the E-Commerce Directive—A number of fields are expli-
citly excluded from the scope of the “country of origin” principle, so that Member States may
continue to apply national legislation to information society service providers established in other

36 E.Commerce Directive, para.3-022, n.30.

327 ipid., Art.3(2). The “coordinated fields” are requirements of nmational law applicable to providers of
information society services and to information society services, whether of a general or specific nature,
concerning the taking up of the activity of an information society service (e.g. qualifications, authorisations
and notifications) and the pursuit of an information society service (e.g. quality or content of the service,
advertising, contracts and the liability of the service provider): ibid., Art.2(h).

328 jpid., Art.3(2).

3 jpid., Art.1(1) and (2).

330 ipid,, Art.1(2).

B jpid., Art.1(4).

33 jbid., Art.1(5).

33 jbid., Art.1(6).

34 jbid., Art.1(3).
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Member States. The excludeq fields are: copyright and neighbouring rights; electronic money;
insurance; the freedom of parties to choose the law applicable to the contract; consumer contracts;
and certain real estate contracts and unsolicited commercial communications by.email.**® This

" means that, in these fields, providers of information society services will continue to be subject to

regu_lation by any Member State in which they do business, as weil as by the Member State of
establishment, unless other EU law is applicable. Furthermore, by way of derogation from Article
32), Member States may, under certain conditions, restrict the freedom to provide information
society services for reasons of public policy, public health, public security and consumer/investor
protgct_lon, provided there is a serious and grave risk of prejudice to those objectives and that the
restpcuons are proportionate to the objective to be achieved.**® However, Member States may only
act if the Member State of establishment has been requested to take appropriate measures and has
cither taken no measures, or inadequate measures, and the Commission and the Member State of
establishment have been informed that such measures will be taken,®’ save in situations of
urger}cy.338 The Commission must then examine whether such measures are compatible with EU
law; if not, it must ask the Member State in question to refrain from taking such measures.*”

31 17_ Place .of establishment of information society service providers—A provider of infc;rma-
tion soc;ety services i_s deemed to have its establishment in the Member State where it pursues an
economic activity using a fixed establishment for an indeterminate duration.®® Accordingly, the
plaf:e of establishment of an undertaking providing services via an internet website is not n;.ces-
sarily t.he country in which the server and technology supporting its website are located,>! nor the
countries in which its website are accessible. Likewise, the place of establishment does r’lot depend
on t_he fact that a service provider established in one Member State offers services targeted at the
territory of another Member State. In the event that a supplier is established in two or more
Member ‘States, the supplier will, for the purposes of the E-Commerce Directive, be considered to
be established in the Member State where it has the centre of its activities, in acz:ordance with the
Court’s case law.** ’

3—_118 .No prior authorisation—To ensure that establishing an information society service
prOV}d_er Is not an activity subject to bureaucratic burdens, Member States may not make the
prows}ngn of such services subject to prior authorisation or any procedure having equivalent
effect. Hc?wever, Member States may require information society service providers to comply
with autho_rlsalion s_chemes not specifically targeted at information society services. For examplep if
EU or national legislation requires professional qualifications or authorisation by a professior’lal
body in order' to carry on a particular professional activity, this requirement will apply in full to
any undertaking wishing to carry on such professional or business activities by means of the
internet. In addition, information society services that constitute electronic communications

3” ibid., Art.3(3) and Annex.
;j ibid., Art.3(4).
ibid.
3 ibid., Art.3(5).
** ibid., Art.3(6).

340 1 ;
bid.
E.C.Rl_ 11_3,9/321..2(@. See also Case C-221/89, R. v Secretary of State for Transport, ex p. Factortame Ltd [1991]

341 L
E-Commerce Directive, para.3-022, n.30, Art.2(c), last sentence, and recital 19.

342
Case C-56/96, VT irecti
para 302 n‘30/) recital4119‘_td v Vilaamse Gemeenschap [1997] E.C.R. 1-3143. See also E-Commerce Directive,

* E-Commerce Directive, para.3-022, n.30, Art.4(1).
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services (e.g. internet access services) remain subject to the general authorisation requirements or
individual rights of use under the Electronic Communications Regulatory Framework.***

3-119 General information to be provided by information society service providers—Member
States must ensure that providers of information society service provide certain information to
customers and 1o national authorities. Information society service providers must furnish at least
the following information to the recipients of their services and the competent authorities, in an
easily, directly and permanently accessible form: their name, and, where relevant, trade register and
registration number (if any); geographical address; contact details (including an email address);
relevant supervisory or professional authorisations (if any); and VAT number.>*® In addition,
where information society services refer to prices, these must indicate whether they are inclusive of
taxes and delivery costs.>* This obligation supplements information requirements laid down in the
Distance Contracts Directive.*” Thus, even if no contract is concluded, a provider of information
society services must make available this information, for example, on its website. In its First
Report on the Application of the E-Commerce Directive (which dates from 2003), the Commission
noted that these provisions had been transposed by almost all the Member States and the EFTA
States, but there remained an awareness problem amongst internet operators.348 The Report,
however, also stated that information society service providers in general responded promptly and
positively when failures to comply were pointed out to them. In addition to this general infor-
mation obligation, providers must also furnish specific items of information concerning com-
mercial communications and the conclusion of online contracts.**

3-120 Commercial Communications— The E-Commerce Directive establishes the principle that

commercial communications must be clearly identifiable “as such”, that is, as being commercial in
)

nature.**°

3-121 Concept of scommercial’—The E-Commerce Directive does not give specific guidance
on how to determine when a commercial communication is “jdentifiable as such”. Common sense
rules, as well as concepts and criteria used in media law,*! can be applied to determine when the
provision’s requirements are satisfied, for example the use of colour schemes or formatting devices

34 Op the requirements of the Authorisation Directive, see para.1-153 er seq., above.
% ECommerce Directive, para.3-022, n.30, Art.5(1).
346 ipid., Art.5(2).
347 Directive 977 of May 20, 1997 on the protection of consumers in respect of distance contracts, O.J. 1997
1.144/19 {**Distance Contracts Directive”). See para.3—161 et seq., below.
348 Eyropean Commission, First Report on the application of Directive 2000/31/EC of the European
Parliament and of the Council of June 8, 2000 on certain legal aspects of information society services, in
articular electronic commerce, in the Internal Market (Directive on electronic commerce), November 21,
2003, COM(2003) 702 final, 9.
39 See para.3-120 ef seq., below.
350 E.Commerce Directive, para.3-022, n.30, Art.6(a). This obligation is in addition to any other infor-
mation requirements imposed by EU law. A commercial communication is any form of communication

designed to promote, directly or indirectly, the goods, services or image of a company, organisation Of Person,

pursuing a commercial, industrial or craft activity or exercising a liberal profession. The foltowing do not in
themselves constitute commercial communications: (i) information allowing direct access to the activity of the
compary, organisation ot person, in particular a domain name or an email address; and (ii) communications
relating to the goods, services or images of the company, organisation or person compiled in an independent
manner, in particular without financial consideration; ibid., Art.2(g).

351 Under EU broadcasting law, the separation between commercial communication and editorial content :
has always been one of the leading principles for television advertising and teleshopping; see paras.2-064 and

2-107.
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to separate out the commerc'ial part of the communication.**? Both the content and context of the
commur(lilcitlon are.relivant in this regard: a message can be qualified as commercial when it carries
the words “‘promotion” or “advertisement” in its title or body, but it need not necessarily include

- such terms when the content itself clearly promotes goods or services. There will often be bor-

derline cases, when it is not clear if a communication is purely “commercial” in nature; f
_in§tan_ce, a newsletter that purports to give an objective evaluation of products, but in fact con’t ins
edlt'ona_\l content promoling a particular one. In the light of the purpose ’of the identifi ?tl'ms
obllgaFlOfﬂ (proFeCtmg consumers and providing transparency to individuals, so that they arceaallflz
O . - . . g
;(; 252;;m2?;2f20ig;e:zizzmze§513n an informed way), such a newsletter is likely to be considered
3-122 ‘ Identification of the sender—In addition, the natural or legal person on whose behalf th
comme{c1a1 communication is made must be clearly “identifiable”.**® The use of the t ; ft'dt :
tiﬁg\ble’ , rather than “identified”, shows that it is not necessary in every instance to list iflr(rin La"l Zfll'
major c_onlaf:t details. It can be sufficient if the party on whose behalf the advertisementf': : de
can be xdent'lﬁ‘ed by clicking on a hyperlink, for instance, in an online banner advertisemerllst i
sMS advertising on mobile phones with limited screen space.** The interaction with othe E,L?lr m
1nstmments could, however, lead to more stringent obligations. For example, the Krarls al'rv
Reglf)nal' Court fpund that the operator of an online lottery did not satisfy it; obligati 5o
provide 'mfoFmatlon under the national law implementing the E-Commerce and Distga 10rg N
.tra<_:ts Dlrfectlves by making its address available solely via a hyperlink; instead, it shanclz hon‘
indicated its address clearly on its online order form. In other words, a l’lyperlink’ shoul(zjub avg
only to 'the extent that it is not practicable to list all the required info;mation directly.>* L'ke s
promo.tlonal competitions, games or offers (such as discounts, premiums andy. 'fts)l Sv“trllse’
guthqnsed by the Member State in which the service provider is established mui b7 1 eie
identifiable as such, and the conditions for participation or qualification must b;: easil eoesaible
and be presented accurately and unequivocally.®’ asily socessible
Ob?i—la%} quahcnted Commumcgﬁpns—The E-Cpmmerce Di'rect‘ive also sets out an identification
gation wnt‘ regarq to unsolicited commercial communications transmitted by email (als
refe‘:rr'ed to as “ spamming’"). Unsolicited communications should be clearly identifiable, so that tho
[remplent can 1§§tantly identify such emails as being a commercial communication witl’mut hilivine
u(; ;);fcr;t;téezr;mmlzlr:r;?er States must also take measures to ensure that service providers making
ieoiaied sommere ecommumcagogs by emal'l consult regularly and respect the opt-out regis-
o e imp rions not wishing to receive such cqmnercial communications can register
omsels . s impor ant to note that, firstly, thess: provisions are without prejudice to the rules
ng unsolicited marketing in EU data protection legislation (currently laid down in Article

352 =
Biillesbach, Poullet and Pri d
22 i rins {eds.), para.3-039, 0.80, 236.
1o Eﬁommerce Directive, para.3-022, n.30, Art.6(b).
e il.l‘lileszb}agh, Poullet and Prins (eds.), para.3-039, n.80, 236
ibid., 236. , A
357
E-Commerce Directive, pa
j:a PO , para.3-022, n.30, Arts.6(c) and (d).
? ibid., Art.7(2).
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13 of the E-Privacy Directive)**® and in the Distance Contracts Directive.>®! Secondly, the question

whether unsolicited communication via email is permitted or not, is excluded from the application
of the “country of origin” principle in the E-Commerce Directive;**? compliance is to be deter-
mined under the law of the country of the recipient of an unsolicited commercial email.

3-124 Regulated professions—The E-Commerce Directive contains specific rules on e-com-
merce activities conducted by members of regulated professions (such as accountants, doctors and
lawyers).>* Commercial communications that are part of an information society service provided
by a member of a regulated profession must comply with the relevant professional rules, including
those on the independence, dignity and honour of the profession, professional secrecy and fairness
towards clients and the members of the profession.’®* Member States and Commission must
encourage professional associations and bodies to establish codes of conduct to govern the
information society service activities of their members.**® The Commission may also draw up
proposals for EU initiatives to ensure the cross-border provision of professional services via the
internet, and must take account of such codes of conduct.’*

3-125 Electronic contracts—The E-Commerce Directive aims to promote the development of
e-commerce. Therefore, it obliges the Member States to ensure that their legal systems do not
hinder the conclusion of online contracts by imposing or requiring formal requirements that
electronic means cannot fulfil. Hence, Member States must ensure that their legal systems allow
contracts to be concluded electronically. They must also ensure that the legal requirements
applicable to contracts neither prevent the effective use of electronic contracts nor result in such
contracts being deprived of legal effect and validity, on account of having been made electro-
nically.*” The E-Commerce Directive does not state the method that the Member States must
follow to achieve equivalence between traditional and electronic contracts: they can either suppress
such formal requirements, or they can refine them or interpret them in such a way as to allow
electronic contracts to comply with those requirements.>¢

3-126 Derogation for certain categories of contracts—Member States may declare that elec-
tronic contracts falling into the following categories can be excluded from the obligation to permit
contracts to be concluded electronically: (i) contracts creating or transferring rights in real property

360 Directive 2002/58 concerning the processing of personal data and the protection of privacy in the
electronic communications sector, O.J. 2002 L.201/37, as amended by the Citizen’s Rights Directive, para.3-023,
n.38, discussed in detail in Ch.1; see para.1-361, et seq., above.

36! Directive 97/7 of May 20, 1997 on the protection of consumers in respect of distance contracts, O.J. 1997
L144/19, as last amended by Directive 2005/29 of May 11, 2005 concerning unfair business-to-consumer
commercial practices in the internal market and amending Directives 84/450, 97/7, 98/27 and 2002/65 and
Regulation 2006/2004 (Unfair Commercial Practices Directive), O.J. 2005 L149/22.

*2 jpid., Art. 3(3) and Annex.

33 The term “‘regulated profession” is that provided for under EU law in either the Diplomas Directive
(Council Directive 89/48 of December 21, 1988 on a general system for the recognition of higher-education
diplomas awarded on completion of professional education and training of at least three-years’ duration, O.J.
1989 L19/16, Art.1(d)), or in the Professional Education and Training Directive (Council Directive 92/51 of
June 18, 1992 on a second general system for the recognition of professional education and training to
supplement Directive 89/48/EEC, O.J. 1992 L209/25, corrigendum O.J. 1995 L17/20 and O.J. 1995 1.30/40),
Art. 1(f): see E-Commerce Directive, para.3-022, n.30, Art.2(g).

3% ibid., Art.8(1).

365 ihid., Art.8(2).

3% ibid., Art.8(3).

367 jbid., Art.9(1).

38 ibid., recitals 34-35.
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{other than rental rights); (i) contracts that by law require the involvement of courts, public
authorities or professionals exercising public authority (such as notaries); (iii) contracts of sur-

" etyship guaranteed by collateral securities furnished by private individuals; and .(iv) contracts
. gO‘Jt-m:md by family law and the laws of succession.**® Member States must provide an explanation

to the Commission for any derogation that they make in respect of contracts falling within these
categories.’™®

3-127 Amendment of national law to permit electronic contracts—The E-Commerce Directive
accordingly places a positive obligation on Member States to identify and amend any national law
that might prevent, limit or deter the use of electronic contracts. Examples of legal requirements
which the Member States must examine and, where appropriate, amend are: (i) requirements as to
the medium used for the contract, such as requirements that contracts be “‘on paper”, “written” or
“signed in writing”’; (i) that there be an original copy or that there be a certain number of originals;
(iii) requirements as to human presence, for example, that contracts be negotiated or concluded by
natural persons or in the physical presence of both parties; and (iv) requirements as to the invol-
vement of third parties, for example, that the contract be concluded in the presence of witnesses.

3-128 Formation of contracts—Another information and transparency obligation is imposed in
the context of the contractual process. Providers of information society services must explain
clearly, comprehensively and unambiguously, and prior to the conclusion of the contract, the
manner of the formation of a contract by electronic means.>”! In particular, the information to be
provided to the recipient of the services must include: (i) the different technical steps to follow to
conclude the contract, although contracting parties who are not consumers can agree otherwise; (ii)
whether or not the concluded contract will be filed by the service provider and whether it will be
accessible; (iii) the technical means for correcting input errors prior to the conclusion of the
contracts; and (iv) the language(s) offered for the conclusion of the contract.’” The service pro-
vider must also provide details of any relevant codes of conduct to which he subscribes and how
these can be consulted electronically.’” These obligations do not apply to contracts concluded
exclusively by an exchange of emails or by equivalent individual communication.’™

3-129 Liability of intermediary service providers—The E-Commerce Directive exempts infor-
mation society service providers from liability for unlawful acts in certain circumstances. These
exemptions are called “safe harbour” provisions. They address the concern that if intermediaries
were held liable for the content supplied by others, on the grounds of being the “publisher” or
“distributor”” of such content, then they would not enter the market, due to the excessive legal
risks, or would provide services under such restrictive conditions that use would be discouraged
and the rights of users, such as the right to privacy or free speech, would be undermined or
threatened (the so-called “chilling effect™). Exemptions from liability are applicable only when the
information society service provider’s activities are limited to the technical process of opening and
giving access to a communication network over which information made available by third parties
is transmitted and temporarily stored (or cached), i.e. for technical, automatic and passive activ-
ities.”” They do not affect the ability of Member States’ courts or administrative authorities to

* ibid., Art.9(2).
7 ibid., Art.9(3).
ibid., Art.10(1).
ibid.

ibid., Art.10(2).
™ ibid., Art.10(4).
5 ibid., recital 42.
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require service providers to terminate or prevent infringements.”’® The “safe harbour” provisiopg
cover three situations: where a service provider acts as a “‘mere conduit”, performs caching
activities, or provides hosting activities.

3-130 Mere conduits—Information society service providers act as a “mere conduit” where
they play a passive role in either transmitting in a communication network information provideq
by third parties, or in providing access to such network, provided that the information society
service provider: (i) does not initiate the transmission; (ii) does not select the receiver of the
transmission; and (iii) does not select or modify the information contained in the transmission.”?
The acts of transmission and providing access include the automatic, immediate and transient
storage of the information transmitted, provided that this is done solely for the purpose of carrying
out the transmission and the information is not stored any longer than reasonably necessary for the
transmission.’’® Limitations on the liability of service providers cover liability, both civil and
criminal, for all types of unlawful activities initiated by third parties online, including copyright
infringement, unfair competition practices, misleading advertising and defamation.

3-131 Caching agents—The E-Commerce Directive also exempts information society service
providers from liability for unlawful acts, subject to certain conditions, when they act as “caching”
agents for their customers.>”

3-132 Concept of “caching”—Caching is the activity of the automatic, intermediate and
temporary storage of information, for the purpose of making the transmission of information more
efficient, by enhancing the performance and the speed of digital networks. Normally, this activity is
not offered as a separate information society service,’® but forms an integral part of transmission
in digital networks.

3-133 Conditions for caching exemption to apply—Article 13 of the E-Commerce Directive lists
five conditions that must be satisfied in order for the exemption of liability to apply. The provider
(i) must not have modified the information; (i) must have complied with the conditions on access
to the information (for example, if a service has to be paid for, the cached page may not be
accessible free of charge, or if a page contains banners, the revenues for that banner should flow to
the provider that is entitled to receive them and not to the provider caching the page); (iii) must
update the information regularly, according to the standards and rules widely recognised and used
by the industry (this is, for instance, important to avoid citizens ordering goods and services online
at prices which are outdated because the provider did not update the cached pages); (iv) must not
have interfered with applications (“‘the lawful use of technology”) that measure the use of infor-
mation, such as statistical programs that keep track of the number of visitors for a certain web
page; such that the provider caching the page must ensure that the web page does not get less hits
as a result of the caching; and (v) must have acted expeditiously to remove or to disable access to
the information as soon as he obtained actual knowledge of the fact that the information had been
removed at the initial source, that access to it had been disabled or that a court or an adminis-
trative authority had ordered such removal or disablement.

3-134 Duty of care on the service provider—The last condition implies a duty of care of the

376 ibid., Arts.12(3), 13(2) and 14(3).

37 ibid., Art.12(1).

% jpid., Art.12(2).

7 See further, Biillesbach, Poullet and Prins (eds.), para.3-039, n.80, 250-255.

380 The Commission has noted that caching does not constitute, as such, a separate exploitation of the
information transmitted: Commission Proposal for a European Parliament and Council Directive on certain
legal aspects of electronic commerce in the internal market, COM (1998) 586 final, 28, O.J. 1999 C30/4.
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provider caching the information: it will only escape liability if it acted expeditiously upon
obtaining knowledge about the removal of the information at the source, the blocking of access to

* it or about the maki'ng of such an order. This contrasts with the regime for providers that are mere
- conduits, under which the provider is exempted from lability even if it was aware of the illegal

information or if it could have taken action. On the other hand, the duty of care under Article 13 is
lighter than the one provided for in Article 14 for hosting providers.

3-135 Hosting agents—An exemption from liability also applies under certain conditions for
hosting agents. “Hosting” is the storage of content provided by recipients of the service and at their
request.*®' It can, for instance, consist of the provision of server space for a company’s or an
individual’s web site, or for a newsgroup. A hosting provider cannot be held liable for the infor-
mation stored by it if the following conditions are satisfied: ** (i) (in civil and criminal proceedings)
it did not have actual knowledge that the information or activity was illegal (for example, it did not
know that the recipient was storing child pornography or material that infringed copyright, or that
in a newsgroup information was being exchanged about where to obtain illegal material), and
moreover, as regards claims for damages (i.e. in civil proceedings), it was not aware of facts or
circumstances from which the illegal activity or information was apparent; and (i1) upon obtaining
such knowledge or awareness, it has acted expeditiously to remove the information or to disable
access to it. The last condition implies a duty of care of the provider. It has to take immediate
action if it obtains knowledge or awareness of the illegality of information or an activity. This
condition could lead to a “catch 22” situation for the provider, in that it should remove infor-
mation promptly after having been alerted about its alleged illegal character (so as to benefit of the
liability exemption}, but be reluctant to remove the information (for fear of being held liable by the
recipient of the service for wrongfully removing the material).’® The E-Commerce Directive jtself
does not provide more clarity about the exact timing of intervention by the ISP, but leaves this
matter to the Member States for (self-)regulation at the national level. 3%

. 3-136 Other obligations imposed on Member States—Member States are prohibited from
imposing general obligations on information society service providers to screen or to actively
monitor third party content while providing transmission, network access, caching and hosting

. activities, or to actively seek facts or circumstances indicating illegal activity.’® However, Member

Sla'tes may gblige service providers to inform the public authorities of illegal activities undertaken
or information provided by recipients of their service or to identify recipients of their service with
whom they have storage agreements.*®$ This does not affect orders made in accordance with
national law to monitor specific activity, nor does it prevent Member States from imposing duties

a This is not limited to automatic and temporal activities such as the storage referred to in Articles 12 and
ngzealmg with mere conduit and caching.

Unless the recipient of the service has acted under the authority or the control of the provider:
E-E‘;;ommerce Directive, para.3-022, n.30, Art.14(2).

- Lod_der and Kaspersen, para.3-113, n.325.

‘ Unlike the US Digjtal Copyright Millennium Act, the E-Commerce Directive does not contain “Notice
?fmlﬁ Takedown” procedures. Member States are free to develop their own specific requirements that must be
‘Ea[ue% for the expeditious removal or disabling of information to take place. Nevertheless, the intention is
Sen 1? ustry should?evelop voluntary codes of conduct: E-Commerce Directive, para.3-022, n.30, Art.16.
o also McEver, _The DMCA and the E-Commerce Directive” (2002) 24(2) ELP.R. 65; and Valcke,

-(Siommerce Directive”, in Castendyk, Dommering and Scheuer (eds.), European Media Law (2008).

E-Commerce Directive, para.3-022, .30, Arts.15(1) and 16.

€ ibid., Art.15(2).
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of care on service providers to detect and prevent certain types of illegal activities.*” Member
States and the Commission shall also encourage the development of codes of conduct designed 1o
contribute to the proper implementation of the terms of the E-Commerce Directive.**® Member
States must also not discourage out-of-court settlements of disputes between service providers and
recipients of their services, in particular for consumer disputes.* They must also ensure that court
actions are available under national law to allow for the quick adoption of interim measures to
terminate alleged infringements of the national legislation implementing the provisions of the E-
Commerce Directive.?® Member States must also determine appropriate sanctions for infringe-
ments of national law implementing the E-Commerce Directive that are effective, appropriate and
dissuasive.® .

3-137 Implementation and review—Member States were required to have implemented the E-
Commerce Directive by January 17, 2002. The Commission is required to submit biennial reports
on the application of the E-Commerce Directive and propose any changes needed to adapt it to
legal, technical and economic developments in the field of information society services, in parti-
cular with respect to the prevention of crime, the protection of children and consumers and the
proper functioning of the internal market.*> The Commission shall thereby, in particular, analyse
the need for proposals concerning the liability of providers of hyperlinks and location tool services,
“notice and take-down” procedures and the liability of information society service providers
following the taking down of content, as well as the need for additional conditions for the
exemption from liability in the light of technical developments.* So far, the Commission only
submitted one report, in 2003, to the European Parliament, the Council and the Economic and
Social Committee. In this First Report on the E-Commerce Directive, the Commission noted that
some Member States (including Spain, Portugal and Austria) had extended the “safe harbour”
provisions to include also providers of hyperlinks and search engines, whilst in other Member
States, the liability of linking and searching activities had been dealt with in case law.>** As these
national approaches did not appear to give rise to any internal market concerns, the Commission
saw no reason to adapt the E-Commerce Directive. The E-Commerce Directive does not apply to
information society services supplied by service providers established in third countries. However,
in view of the global dimension of electronic commerce, the EU’s rules should be consistent with
international rules. Therefore, further changes to the E-Commerce Directive may be required to
take account of international developments within international organisations such as the WwTO,
OECD and UNCITRAL on legal issues.*”

3-138 Consumer e-commerce contracts relating to the harmonisation of national law—The E-
Commerce Directive only concerns consumer contracts in so far as it enhances the level of con-
sumer protection already provided for by other instruments; it may not diminish such protec
tion.3% The E-Commerce Directive complements, and coexists with, other EU legislation on the

®7 ibid., recitals 47 and 48.

38 jbid., Art.16,

® ibid., Art.17.

30 ibid., Art.18.

1 ibid., Art.20.

2 ibid., Art.21(1).

® ibid.. Art.21(2).

34 See para.3-119, n.348, above.

395 £.Commerce Directive, para.3~022, n.30, recital 58.
396 ibid., Arts.1(3), 3(3) and Annex.
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jurisdiction of the courts in civil and commercial matters, the applicable law of contracts, distance
selling, unfair contract terms in consumer contracts, indication of prices, sales of timeshares,
injunctions to protect consumers’ ipterests, liability for defective products and advertising of
medical products.

3-139 Jurisdiction—Jurisdiction in non-domestic matters is governed by the Brussels I Reg-
ulation®®” The Regulation replaced and updated the Brussels Convention of 1968 on jurisdiction
and enforcement of judgments in civil and commercial matters, to take account of new forms of
commerce, including electronic commerce.*® Under the Brussels I Regulation, the general prin-
ciple of jurisdiction is that an individual or a business may be sued in the Member State where he or
it is domiciled. The Brussels I Regulation contains a number of exceptions to this general rule,
which are to be construed narrowly.*®

3-140 Actions by consumers—Consumers (i.e. persons acting outside their trade or profession)
have the choice to bring proceedings related to contracts concluded by them either in the Member
State in which they are domiciled or in the Member State in which the other party to the contract,
whether a person or an undertaking, is domiciled*” if the contract is: (i) for the sale of goods on
instalment credit terms; (ii) for a loan repayable by instalments (or any other form of credit) made
to fma_nce the sale of goods; or (iii) made with a commercial or professional person or undertaking
pursuing activities in the consumer’s Member State or who otherwise “‘direct” their activities to the
consumer’s Member State.**' The Brussels I Regulation thus adopts both “country of origin” and

¥7 Council Regulation 44/2001 on jurisdiction and the recognition and enforcement of judgments in civil
and commercial matters, O.J. 2001 L12/1 (“Brussels I Regulation™). The Brussels I Regulation entered into
force on March 1, 2002 in all Member States (with the exception of Denmark, where it entered into force in

Ju]x 2007). As the EU’s most important trading partners were not parties to the Brussels Convention of 1968

(which preceded the Brussels I Regulation) and the 1980 Rome Convention on the law applicable to con-

tractual obligations, O.J. 1991 C52/1, the EU, its Member States, and 46 other countries, including the United

States, China and Japan, started negotiations in 1992 on a convention on jurisdiction and the recognition and

enforcement of foreign court judgments. The original effort resuited in a Preliminary Draft Hague Conven-

tion, prepared in October 1999, which was further revised during 2 Diplomatic Conference in June 2001. The

2001 text left many problems unresolved. It became clear that some countrics, particularly the United States,

ceuld not agree to the convention being considered, and efforts were redirected at a convention of more

limited f_ocus. On June 30, 2005, the Final Act of the Twentieth Session of the Hague Conference on Private

Interpatxonal Law was signed on behalf of the Member States of the Conference. The Final Act includes a new

I_nulnlateral treaty, the Convention on Choice of Court Agreements, available at: fzip://www.hcch.net/

tdex_en.php?act = conventions.text&cid=98. Designed to promote international trade and investment

through enhanced judicial cooperation, the Convention governs international business-to-business agreements

;}_xat desngnate_ a single court, or the courts of a single country as the exclusive court(s) for resolution of

dlspule§. It will not apply to agreements that include a consumer as a party, nor will it apply to purely
omestic agreements in which the parties are resident in the same Contracting State and all other elements

Tels;;aut to the dispute are connected only with that State.

4 In 2007, the provisions of the parallel Lugano Convention of 1988, concluded between the EU Member
tates and the members of the European Free Trade Association (EFTA), i.e. Switzerland, Iceland and
Orway, were aligned with the Brussels I Regulation. The revised Lugano Convention on Jurisdiction and the

i €cognition and Enforcement of Judgments in Civil and Commercial Matters was signed on October 30, 2007

0 Lugz}no by the EU, Denmark and the three EFTA States, available at: hutp://www.bj.admin.chjeic/medialib]
q’“/WIrfsclzaﬂ/ipl'.Par.0022.File.1mp/2007]030_entw_1ugano_canvention-e.pdf. See also Opinion 1/03 Lugano
Onvention [2006) E.C.R. I-1145, in which the Court of Justice ruled that the EU has exclusive competence to

COI;;lude the new Lugano Convention. .

Case 220/88, Dumez France SA and Tracoba SARL v Hessische Landesbank [1990] E.C.R. 49.
e Brussels 1 Regulation, para.3-139, n.397, Art.16(1).
ibid., Arts.15(1) and 16.
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“country of destination’ principles in relation to jurisdiction. Although the Brussels I Regulation
does not specifically address the e-commerce context, this means that because a business-tg.
consumer (B2C) e-commerce website may be accessible to consumers located throughout the EU,
undertakings doing business over the internet are, in principle, subject to the jurisdiction of g
Member States in which their customers reside.*?

3-141 Actions by service providers—Service providers may bring a claim against a consumer
only in the Member State in which the consumer is domiciled.** These rules may be departed from
only by an agreement that: (i) is entered into after a dispute has arisen; (ii) allows the consumer tq
sue in courts other than those of the Member State where either the consumer or the service
provider are domiciled; or (iii) confers jurisdiction on the Member State where both parties are
domiciled or habitually resident.**

3-142  Tort, delict and quasi-delict—Special rules apply in the event of matters relating to tort,
delict or quasi-delict, which may be relevant to claims in respect of defective or dangerous goods or
services supplied over the internet.

3-143 Brussels I Regulation—Under the Brussels I Regulation, courts can exercise jurisdiction
over tortious acts in two manners: (i) the court of the place where the tortious act took place (locus
acti) can exercise jurisdiction over all tort claims, regardless of whether the damage for which
compensation is sought occurred in the state of that court or in another Member State; or (ii) the
court of the place where the tortious act caused a damage (locus damni) can exercise jurisdiction
over tort claims, seeking compensation only for the damage which occurred in the state of that
court.®® Courts in European countries have traditionally had difficuities in applying these prin-
ciples to websites and potentially harmful content available thereon.

3-144 Interpreration by national courts—As websites are by their very nature available
throughout the world, this, at least in theory, means that a potentially harmful act can cause
damage, or is at least liable to cause damage, in all countries. In the past, some courts have
therefore attempted to define under which conditions they are entitled to exercise jurisdiction over
(the content of) a website. In particular, in France, courts have required a “sufficient” or “sub-
stantial” link to the territory (e.g. through the language used on the website) before exercising
jurisdiction. In 2008, the Liége Court of Appeal in Belgium made a request for a preliminary ruling
to the Court of Justice, asking for clarification with regard to the application of Article S(3) of the
Brussels [ Regulation to cases of alleged harm caused by websites. The outcome of this case could
have provided detailed guidance and certainty to owners and operators of websites as to the
conditions under which a national court will be able to exercise jurisdiction over those websites, but
was removed from the register on March 24, 2009.4%

3-145 Other jurisdictional issues—Recent judgments of the Court of Justice have identified

%02 See Motion, “The Brussels Regulation and E-Commerce—A Premature Solution to a Fictional Pro-
blem” (2001) 7(8) C.T.L.R. 209. The Commission’s original proposal for a draft Regulation contained a
recital that specifically stated that websites were deemed to be directed at all Member States in which they were
accessible: European Comumission, “Proposal for a Council Regulation (EC) on jurisdiction and the recog-
nition and enforcement of judgments in civil and commercial matters”, COM(99) 348, O.J. 1999 C376/1.

403 Brussels I Regulation, para.3-139, n.397, Art.16(2).

4 ibid., Art.17.

403 ibid., Art.5(3). Hence, either only one court (i.e. the court of the place of the tortious act) can exercise
jurisdiction over multi-territorial damage claims, or various courts can each exercise jurisdiction over damage
claims relating to their respective territories.

406 Case C-584/08, Real Madrid Football Club et al. v Sporting Exchange Ltd et al, O.J. 2009 C141/36,
removed from the register.
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other problems in the application of the Brussels I Regulation.*”” This has, in particular, been the
case when a party commences in bad faith an action in a jurisdiction which is not the competent
one according to the Brussels I Regulation and argues that the case is not covered by the Reg-
ulation (e.g. arbitration clauses) or- falls into the exceptions to the general rule. These actions
launched in bad faith often use Article 28 of the Regulation on parallel actions (/is pendens) to
delay the proceedings or to prevent the case from being brought in front of another court than the

‘one they prefer. Article 28 provides that when the same case is brought before the courts of

different Member States, the second court seized must suspend proceedings before it until the
competence (or not) of the first court seized has been established.

3-146 Review of Brussels I Regulation—The Commission announced that it will publish an
implementation report on the Brussels I Regulation and launch a consultation on the review of the
text in March 2009. This was expected to lead to the adoption by the Commission of a proposal to
review the Regulation by the end of 2009.

3-147 Applicable law of the contract—The applicable law of a contract is governed by the
Rome I Regulation.*® The Rome I Regulation replaces the 1980 Rome Convention on the law
applicable to contractual obligations.*® It contains EU-wide rules to determine which country’s
law governs contracts when the contracting parties are not located in the same country. This
instrument is particularly important for electronic commerce, as it applies to contracts that are
concluded online or by using mobile phones. The Rome I Regulation applies to cross-border
contractual civil and commercial matters, whether online and offline, whenever the competent
court is the court of a Member State (except Denmark and the United Kingdom). It does not apply
in a number of areas, including: (i) pre-contractual obligations; (i) questions involving the status
or legal capacity of individuals; (iii) corporate, family and administrative questions; and (iv)
arbitration agreements and agreements on the choice of courts.*’®

3-148 General rule—freedom of choice—The Rome [ Regulation applies both to contracts that
contain a choice of law clause and to those that do not. The general rule is that a contract is
governed by the law chosen by the parties.*’! This freedom of choice principle also applies to
consumer contracts, to the extent this does not deprive the consumer of the protection given by the
rules, which cannot be derogated from by contract, of the law that would apply in the absence of

“7 For instance, Case C-159/02, Gregory Paul Turner v Felix Fareed Ismail Grovit, Harada Ltd, Changepoint
S4 [2004] E.C.R. -3565; and Case C-185/07, Allianz SpA (formerly Riunione Adriatica Di Sicurta SpA)} v
West Tankers Inc., [2009] E.C.R. 1-663.

“% Regulation 593/2008 of June 17, 2008 on the law applicable to contractual obligations (Rome I), 0.J.
2008 L 1776 (“Rome I Regulation™). In 2007, a further regulation, the Rome Il Regulation, was adopted,
governing the applicable law in cases of non-contractual liability, such as product liability, unfair competition,
or infringenients of intellectual property rights: Regulation 864/2007 of the European Parliament and of the
Council of July 11, 2007 on the law applicable to non-contractual obligations (Rome II), O.J. 2007 L199/40
(“Rome II Regulation”). Disputes refating to defamation and other infringements of privacy, whose inclusion
was debated during the adoption process, are not covered. The general rule, laid down in Art.4, is that, in the
absence of choice of the parties on the applicable law, the law of the country in which the damage is sustained
applies, which will usually be the consumer’s country of residence. The Rome If Regulation contains a number
of specific rules for particular types of disputes, of which the most relevant ones for online activities are those
on product liability (Art.5), acts of unfair competition and restriction of free competition (Art.6), and disputes
OV%infringemems of intellectual property rights (Art.8).

o Rome Convention, para.3-139, n.397.

Rome I Regulation, para.3-147, n.408, Art.1.

“Vibid., Art.3.
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choice (i.e. often the law of his home Member State).*'? However, even if a law is chosen by the
parties, a court may have to apply some provisions of another country’s law. This could be the case
if all the other elements of the situation at the time of the choice are located in a country other thag
the one whose law has been chosen. In that case, the court will have to apply the mandatory ruleg
of that other country, ie. the rules that cannot be derogated from.** In addition, nationa]
“overriding mandatory provisions” or public policies could also exceptionally lead to the appli-
cation of another law.*!*

3-149 Applicable law if no choice of law is made—In the absence of the parties choosing the
applicable law, the law of the jurisdiction of the habitual residence of the seller (or service provider)
at the time of conclusion of the contract applies (“‘country of origin”), except for certain types of
contracts, i.e. contracts concluded with consumers, carriage contracts, insurance contracts and
individual employment contracts.*'® The habitual residence of companies, for the purpose of the
Rome I Regulation, is the place of its central administration.*’® For consumer contracts, the
applicable law (in the absence of choice) is the law of the Member State in which the consumer hag
his “habitual residence”, provided either the trader carries out his activity in that Member State, or
the trader directs, by any means, his activities to that Member State or to several countries, including
that Member State and the contract falls within the scope of such activities.*!” These specific rules og
consumer contracts do not apply to certain types of contracts, including those for the supply of
services where the service is supplied in a country other than that of residence of the consumer.*'8

3-150 Exceptions—A court may refuse to apply the law designated by the Rome 1 Regulation
if its application would be manifestly incompatible with public policy (“‘ordre public’’).*® It may
also apply the overriding mandatory provisions (i.e. the provisions which are considered as crucial
for the safeguard of a country’s public interests) of the laws of either its own country, or the
country where the contractual obligations must be performed, in so far as these provisions make
the performance of the contract unlawful.**® Therefore, in a number of situations, a service pro-
vider may be confronted with the application of the laws of countries other than the country of
origin. The question arises as to whether this may contradict the country of origin principle
underpinning the E-Commerce Directive.*?! Recital 40 of the Rome I Regulation specifies that the
Regulation should not disrupt the application of internal market instruments ‘“insofar as they
cannot be applied in conjunction with the law designated” by the Regulation. Furthermore, and very
specifically, it is stated that the application of provisions of the applicable law designated by the

412 jbid., Art.6(2).

43 jbid., Art.3(3). The same exception applies when all other elemenis relevant to the situation at the time of
the choice are located in one or more Member States and if the chosen law is the law of a third country. In that
case, the choice could not prevent the application of EU law provisions (as implemented in the Member State
of the court) which cannot be derogated from: ibid., Art.3(4).

414 See para.3-150, below.

315 ibid., Art.4,

6 jbid., Art.19.

V7 ibid., Art.6(1). If this is not the case, the general rules of Arts.3 and 4 will apply.

I8 jpid., Art.6(4). These contracts will be governed by the general rules in Arts.3 and 4.

9 ibid., Art21.

0 jbid., Art.9. Overriding mandatory provisions of domestic law are provisions the respect for which is
regarded as crucial by a country for safeguarding its public interests, such as its political, social or economic
organisation, to such an extent that they are applicable to any situation falling within their scope, irrespective
of the Jaw otherwise applicable to the contract under the Rome [ Regulation.

21 See para.3~114, above.
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rules of this Regulation should not restrict the free movement of goods and services as regulated by
EU instruments, such as the E-Commerce Directive. In practice, conflicts between the applicable
Jaw designated by the Rome I Regulation and the country of origin principle of the E-Commerce
Directive are unlikely: for contracts with consumers, the country of origin principle does not apply
to contractual obligations with consumers, nor does it affect the freedom of the parties to choose

the law applicable to their contract.“? For contracts between businesses, conflicts are also likely to

be rare as the Rome I Regulation will often lead to the application of the law of the seller or service
provider (i.e. of the law of the country of origin). With regard to its relationship with other EU
Jegislation, the Rome I Regulation specifically states that it does not apply whenever that legis-
lation lays down conflict of law rules relating to contractual obligations.***

3-151 Other matters on consumer contracts—The EU has adopted a wide range of other leg-
islation which, although not specifically directed at e-commerce, will have an effect upon it.

3-152 Subject-matter of other EU legislation—EU legislation that may have an effect on e-
commerce include measures dealing with the following topics: unfair terms in consumer con-
tracts,*?* unfair commercial practices,*”® distance contracts with consumers,** information obli-
gations and policies on quality,””” misleading and comparative advertising,*® consumer credit
contracts,*? package holidays,**® the indication of prices,** product safety,*** timeshare con-
tracts,*® injunctions to protect consumers’ interests,** fiability for defective products,*** the sale of

8

42 Electronic Commerce Directive, para.3-022, n.30, Art.3(3) and Annex.

4 Rome I Regulation, para.3-147, n.408, Art.23. See, for instance, the provisions of the Distance Con-
tracts Directive and of the Unfair Terms in Consumer Contracts Directive, which state that consumers cannot
lose their protection by the contractual choice of the law of a third country, will apply irrespective of the rules
of the Rome I Regulation.

“% Council Directive 93/13 of April 5, 1993 on unfair terms in consumer contracts, O.J. 1993 195/29
(“Unfair Consumer Contracts Directive”).

2 Unfair Commercial Practices Directive, para.3—-123, n.361.

% Directive 97/7 of May 20, 1997 on the protection of consumers in respect of distance contracts, O.J. 1997
L144/19, as last amended by the Unfair Commercial Practices Directive, para.3~123, n.361 and Directive
2002/65 of September 23, 2002 concerning the distance marketing of financial services and amending
Directives 90/619, 97/7 and 98/27, O.J. 2002 L271/16.

7 Directive 2006/123 of December 12, 2006 on services in the internal market, O.J. 2006 L376/36 (*‘Ser-
vices Directive”).

8 Directive 2006/114 of December 12, 2006 concerning misleading and comparative advertising (codified
version), O.J. 2006 L376/21.

“¥ Directive 87/102 of December 22, 1986 for the approximation of the laws, regulations and adminis-
trative provisions of the Member States concerning consumer credit, O.J. 1987 1L42/48, as last amended by
Directive 98/7, O.J. 1998 L107/17.

“* Directive 90/314 of June 13, 1990 on package travel, package holidays and package tours, O.J. 1990 L158/59.

“! Directive 98/6 of February 16, 1998 on consumer protection in the indication of prices of products
offered to consumers, O.J. 1998 180/27.

*2 Directive 2001/95 of December 3, 2001 on general product safety, O.J. 2002 L11/4.

3 Directive 2008/122 of January 14, 2009 on the protection of consumers in respect of certain aspects of
timeshare, long-term holiday product, resale and exchange contracts, 0.J. 2009 133/10.

“ Directive 98/27 of May 19, 1998 on injunctions for the protection of consumers’ interests, O.J. 1978
L164/51, as last amended by the Services Directive, para.3-152, n.427 . It has been proposed that the Con-
sumer Injunction Directive should be codified: COM(2003) 241 final (May 12, 2003) and COM(2006) 692 final
(November 16, 2006).

“* Directive 85/347 of July 25, 1985 on the approximation of the laws, regulations and administrative
Provisions concerning liability for defective products, O.J. [985 L210/29, as amended by Directive 1999/34, O.
J.1999 L141/20.
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consumer goods and associated guarantees,”® the advertising of medical products,”’ and the r

Despite the adoption of these various directives in the area of

advertising of tobacco products.**®

consumer protection,*? this has not prevenied a fragmentation of the “Consumer Acquis”.

3~153  Risk of fragmentation of the internal market—Because the generally-applicable directiveg:

enumerated above contain only minimum harmonisation clauses, Member States have made

extensive use of the possibility to maintain or adopt stricter consumer protection rules. The result is a_'
fragmented regulatory framework. The effects of this fragmentation on the internal market have led.

to reluctance by businesses to sell cross-border to consumers. Since, under the Rome I Regulation,

consumers contracting with a foreign trader cannot be deprived of the protection stemming from the
non-derogable rules of their home country, cross-border traders are faced with significant compliance -

costs. In addition, the level of consumer confidence in cross-border shopping still remains low.*?
3-154 Proposal for a Consumer Rights Directive—The European Commission has launched an
initiative to simplify and update existing consumer protection directives, merging them into one
directive. On October 8, 2008, it adopted the proposal for a Directive on Consumer Rights,*!
which aims to ensure a high level of consumer protection and to establish a real internal market in
retailing, to make it easier and less costly for traders to make cross-border sales and to provide
consumers with a larger choice and competitive prices. It will also modernise existing consumer
rights, bringing them in line with technological change (e.g. m-commerce, online auctions).
3-155 VAT and Electronically Supplied Services—The imposition of VAT on e-commerce activ-

ities is governed by the VAT Directive 2006,*? which repealed the E-Commerce Taxation Directive®
and the Sixth VAT Directive.**

436 Directive 99/44 of May 25, 1999 on certain aspects of the sale of consumer goods and associated
guarantees, 0.J. 1999 L171/12. This Directive will be repealed by the new Consumer Rights Directive, once it
is adopted: see para.3—154, n.441, below.

437 Directive 2001/83 of November 6, 2001 on the Community code relating to medicinal products for
human use, O.J. 2001 L311/ 67, as last amended by Directive 2008/29 of March 11, 2008, O.J. 2008 L81/51
(repealing Directive 92/28 of March 31, 1992 on the advertising of medical products, O.J. 1992 L113/13).

% Directive 2003/33 of May 26, 2003 on the approximation of laws, regulations and administrative pro-
ceedings of the Member States relating to the advertising and sponsorship of tobacco products, O.J. 2003
L152/16.

43 See also Regulation 2006/2004 on cooperation between national authorities responsible for the enforce-
ment of consumer protection laws, O.J. 2004 1.364/1, as last amended by the AVMS Directive, para.3—028, n.50.

430 Eurobarometer results on e-commerce 2008, available at hiip://ec.europa.eujconsumers/strategyjfacts_
eurobar_en.htm. See also Commission Press Release, Gap between domestic and cross-border e-commerce
grows wider, says EU report, 1P{08/980 (June 20, 2008).

4 Commission, “Proposal for a Directive of the European Parliament and of the Council on consumer
rights”, COM (2008) 614 final; available at http.//ec.europa.eujconsumers|rightsicons_acquis_en.hum (proposed
“Consumer Rights Directive”).

442 Directive 2006/112 of November 28, 2006 on the common system of value added tax, O.J. 2006 L347/1
(“VAT Directive 2006™). For a more in-depth analysis of the European VAT regime applicable to e-commerce
services (including a discussion of Directive 2008/8, which will be in force from 2010-2015; see n.448, below),
see Parrilli, “European VAT and Electronically Supplied Services” (2008), available at: hrip://papers.ssrn.com|
sol3(papers.cfm?abstract_id=1261822.

43 Directive 2002/38 of May 7, 2002 amending temporarily Directive 77/388 as regards the value added tax
arrangements applicable to radio and television broadcasting services and certain electronically supplied
services, O.J. 2002 L128/41. At the same time, the Council also adopted Regulation 792/2002 of May 7, 2002
amending temporarily Regulation (EC) 218/92 on administrative cooperation in the field of indirect taxation
(VAT) as regards additional measures regarding e-commerce, O.J. 2002 L128/1.

44 Directive 77/388 of May 17, 1977 on the harmonisation of the laws of the Member States relating t0
turnover taxes—Common system of value added tax: uniform basis of assessment, O.J. 1997 L145/1.
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56 POSI‘H‘O" uﬂdel‘ the Stxth VAT DU‘ ECtl"e_Uﬂder the Slxth VAT Directive, S\lpphCIS
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gU. This systern d.mofte 2006—The VAT Directive 2006, following the p‘n‘nc1p’les con din e
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AT Dieetns 2006,'Para'.3—1vii5{hn£g:2{oﬁ:&?r?§'ir‘z}g:r\tllz;tion: name; postal ad(_iress; eleqr:;x;:(:i afil)c;lrj;lssz
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46 ibid., Art.364.
“7 ibid., Art.56(3).
43 Dyirective 2008/8 of February
services, O.J. 2008 L44/11.

f
12, 2008 amending Directive 2006/112 as regards the place of supply 0
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apply for telecommunications, broadcasting or electronic services supplied by taxable persong
established within the EU but not in the Member State of consumption. The latter special scheme
will be applicable to taxable persons who have established their business in the territory of the Eyy
or have a fixed establishment there, but not within the territory of the Member State of cop.
sumption®® and will imply that the place of taxation will be the Member State of identification at
the rate of the customer’s Member State.

2. Regulatory framework for distance selling and marketing

3-161 The EU has adopted three legislative measures on consumer protection that are parti-
cularly relevant to e-commerce: the Distance Contracts Directive,* the Financial Services Dis.
tance Marketing Directive,*' and the Framework Decision on Combating Fraud and
Counterfeiting.**> The Commission has also issued a Communication on e-commerce and financial
services,**? in which it lays out its policy framework for completing the internal market in financial
services.

3-162 The Distance Contracts Directive—Many consumer contracts are concluded without the
consumer and the supplier ever coming into physical contact with one another, i.e. at a “distance”,
The harmonisation of national laws on distance selling was an important and necessary step in
completing the internal market in goods and services, as different and/or divergent national rules
affected competition and the cross-border provision of goods and services. It was also necessary to
ensure a harmonised level of consumer protection throughout the EU. For the purposes of the
Distance Contracts Directive, distance selling is defined as the conclusion of a contract regarding
goods or services whereby the contact between the consumer and the supplier takes place by means
of technology for communication at a distance.** The use of distance communication means that
the two parties are not simultaneously physically present.*** This form of selling goods and services
covers a wide range of trade activities, including traditional forms such as telephone press
advertising, mail-order catalogues and personal mailing, but also modem techniques of distance
selling such as the internet, email or automated telephone calls and faxes.**

3-163 Information to be provided to the consumer—The service supplier must provide certain
information to the consumer prior to the conclusion of the contract. The information to be
provided includes: the identity of the supplier; his address (in the case of payment in advance);
the main characteristics of the goods or services; the price, including taxes and delivery costs; the
arrangements for payment, delivery or performance; the existence of a right of withdrawal;
the costs of using the means of communication at a distance (if other than at the basic rate); the

49 Called *“non-established taxable persons”: see VAT Directive 2006, para.3—155, n.442, Art.358(1).

50 Distance Contracts Directive, para.3-152, n.426. For a comprehensive review of the Distance Contracts
Directive, see Chissick and Kelman, para.3-003, n.9. :

*! Directive 2002/65 of September 23, 2002 concerning the distance marketing of consumer financial
services and amending Council Directive 90/619 and Directives 97/7 and 98/27, O.J. 2002 L271/16.

52 Council Framework Decision 2001/413 of May 28, 2001 on combating fraud and counterfeiting of non-
cash means of payment, O.J. 2001 L149/1. i

453 Communication from the Commission, “E-commerce and Financial Services”, available at: Aup:ff
europa.eu.int/comm/internal_market|en|/finances/generalfecom.htm.

‘Z Distance Contracts Directive, para.3~152, n.426, Arts.2(1) and 2(4).

455 ibid.

56 ibid,, Annex I. Some of these forms of direct marketing are regulated under EU law: see paras.3-121 and
3-123, above.
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riod for which the offer or the price remains valid; and the minimum duration of the contract.*’

This information must be provided in a clear, comprehensive and appropriate way, respecting the

. principles of good faith in commercial transactions and the principles governing the protection of
- those who are unable under national law to give their consent, such as minors.

458

3-164 Written confirmation of information—The consumer must receive written confirmation
(or confirmation in another durable medium) of the following information: the identity of the
supplier; his address (in the case of payment in advance); the main characteristics of the goods or
services; the price, including taxes and delivery costs; the arrangements for payment, delivery or
performance; the existence of a right of withdrawal, after-sales services and guarantees; and the
conditions for cancelling the contract, if it is of unspecified duration or for more than one year.**

_ This information must be provided in good time during the performance of the contract or, at the

Jatest, at the time of delivery. This provision does not apply to the performance of services that are
supplied on only one occasion and are invoiced by the operator of the communication network (e.
g. premium rate telephone services), although consumers must always be able to obtain the geo-
graphical address of the service provider, where complaints may be addressed.*®® In the case of
telephone communications, the identity of the supplier and the commercial purpose of the call
must be made explicitly clear at the beginning of the conversation.*®!

3-165 Right of withdrawal—The consumer must be given a right to withdraw from the con-
tract, which can be exercised for at least seven working days after conclusion of the contract, with a
limited number of exceptions (e.g. where performance of a contract for services has begun with the
consumer’s agreement; contracts for personalised goods; the sale of audio or video recordings;
computer software that has been unsealed by the consumer; and/or magazines and newspapers).*®
Withdrawal must be free of charge for the consumer, except in relation to any direct costs for
returning goods already delivered. Any reimbursement of sums already paid by the consumer must
be done within three days of withdrawal.*

3-166 Performance—Any order must be executed by the supplier within 30 days from the day
following that on which the consumer forwarded his order to the supplier.*®* Where the supplier
fails to perform his obligations under the contract on the ground that the goods or services ordered
are unavailable, the consumer must be informed of this situation and must be able to obtain a
refund of any sums he has paid as soon as possible and in any case within 30 days.**® The consumer
may be provided with goods or services of equivaient quality and price, provided the consumer was
properly informed of this possibility before or during the conclusion of the contract. If such
alternative goods are not acceptable to the consumer, the supplier must bear the costs of returning
them and the consumer must be informed of this.

3-167 Payment by card—The Distance Contracts Directive originally provided that Member
States had to ensure that in the case of fraudulent use of a payment card (e.g. a credit or debit
card), the consumer was able to request cancellation of the order and reimbursement of the sums

7 ibid., Art.4.

B ibid., Art.4(2).

“* ibid.

:? ibid., Art.5(2).

o ibid., Art4(3).

ibid., Art.6(1) and (3).

“® ibid., Art.6(2).

“ ibid., Art.7(1).

“S ibid., Art.7(2).
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paid.“* This provision was criticised, as it was limited to payment by card and did not apply to ney
payment methods such as electronic money, and because it was not applicable in case of defectiye
execgtlon, non-execution or negligence by the issuer of the card.*” This requirement was repealeq
by Directive 2007/64 on payment services in the internal market,*®
3-168 Ine_rtia selling—The Unfair Commercial Practices Directive*® prohibits the supply of

goods or services to a consumer without the consumer having ordered these if such supply involveg
a demand for payment (so-called “inertia selling”). In the light of that provision, Member State:
shall take measures necessary to exempt the consumer from being obliged to pay for unsoliciteds
goods or services, and the absence of a response by the consumer does not constitute consent angd
does not expose the consumer to liability to pay for the goods or services.*”®

. 3-169 Mandatory nature of the Distance Contracts Directive—The consumer may not waive the
n.ghts conferred on him by national laws implementing the Distance Contracts Directive 4t
Simultaneously, Member States must ensure that consumers do not lose the benefits of consuu'ler
protection laws by virtue of the choice of the law of a third country as the law applicable to the
contract, if the contract has a close connection with the territory of one or more Member States 47

3-170  Minimum level of guaranteed protection—The Distance Contracts Directive ensures 0;]]
the mljm'm.um level of harmonised consumer protection. Therefore, Member States may introducz
or maintain more stringent provisions that are compatible with EU law | in order to ensure a higher
level of consumer protection. In particular, the marketing of certain goods and services (eg
medicinal products) may be prohibited within their territory. b

‘3—171 Goods and services to which the Distance Contracts Directive is not applicable—The;
Distance Contracts Directive does not apply to: contracts relating to financial services;*”* contracts
concluded by means of automatic vending machines or automated commercial premises; contracts
concluded with telecommunications operators through the use of public pay-phones; or contracts
concluded for the construction and sale of immovable property or other property rights, except
reqtals.‘”“ Moreover, a number of obligations imposed by the Directive (i.e. prior infor;nation,
written confirmation, right of withdrawal and performance) do not apply to contracts relating to
the supply of foodstuffs, beverages or other goods intended for everyday consumption, accom-
modation, transport, catering and leisure.*’s

3-172  Implementation—Member States were required to implement the Distance Contracts
Directive by no later than June 4, 2000.

3-173 Financial Services Distance Marketing Directive—The provision of consumer financial
services (such as investment services, insurance and reinsurance, banking and operations related to

¢ ibid., Art.8.
26“67 See Salatin, “Electronic payments and contracts negotiated through the internet” (1999) 5(2) C.T.L.R:

3 Directive 2007/64 of November 13, 2007 on payment services in the internal market a i irectives
97/7, 2002/65, 2005/60 and 2006/48 and repealing Directive 97/5, 0.J. 2007 L319/1, Art, 9. 'I?lgi(si%gir?cltriie will
be:;%pee‘xled py the proposed Consumer Rights Directive, once it is adopted: see para.3-154, n.441, above.
. Directive 2005/29 of May 11, 2005 concerning unfair business-to-consumer commercial practices in the
internal market, para.3-123, n.361.

“ Distance Contracts Directive, para.3-152, n.426, Art.9.

7 ibid., Art.12.

2 ibid | Art.12(2).

4T ipid., Art.3(1)

7% ibid., Art.3(1).

475 ibid., Art.3.
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dealings in futures and options) was exempted from the scope of the Distance Contracts Direc-
tive.!™® Following a broad consultation, the Commission concluded that there was a need to

‘complete the internal market in financial services and to strengthen consumer protection in this
‘field, in light of the growing importance of distance selling in the marketing of financial products

and the specific issues raised by distance selling of financial services. Different and divergent
pational laws had also created serious obstacles to the cross-border provision of financial services
py means of distance communications. For this reason, specific legislation was adopted in the
financial services-sector, although this sector was already regulated by a number of financial
services directives, which overlap somewhat with the information obligations under the Distance
Contracts Directive.””” Foliowing a number of Commission proposals,*® on September 23, 2002
the Finaricial Services Distance Marketing Directive was adopted.®”® This Directive establishes a
clear regulatory framework for the cross-border marketing of financial services, by approximating
Member States’ rules on the distance marketing of consumer financial services.“®® Suppliers of
financial services can now offer their products throughout the EU, without the hindrance of having
to comply with different national laws on the distance selling of consumer financial services.

3-174 Consumer protection provisions—The Financial Services Distance Marketing Directive
closely follows the approach of the Distance Contracts Directive. It applies the same definition of a
distance contract, except that it applies only to financial services, rather than to goods and services
481
.3-175 Information to be provided to the consumer—Certain information must be supplied to
consumers before the conclusion of the contract.*®? This information includes: the name of the
supplier, including its representative in the Member State of the consumer’s residence and any
professional intermediary; the financial service involved, including its characteristics, the total price
or a method for calculating it, notice of any special risks related to the financial service and details
of relevant taxes; the distance contract, including the existence, or otherwise, of a right of with-
drawal, the minimum duration of the contract, right to early termination, and clauses on applic-
able law and jurisdiction; and redress, including out-of-court complaint and redress procedures,
and the existence of guarantee funds and other compensation arrangements.*®® This information is
more extensive than that required under the Distance Contracts Directive and reflects the specific
nature of financial services products. As with the Distance Contracts Directive, this information
must be provided in a clear, comprehensible and appropriate manner, having due regard to
principles of good faith and the protection of those who may lack contractual capacity, such as
children.*®

3-176  Application of other EU legislation—If EU law imposes additional information requests
on providers of financial services, these shall continue to apply, and, pending further

47 ibid.
7 Commission Green Paper, “Financial Services—Meeting Copsumers’ Expectations”, COM(96) 209;
Communication from the Commission, “Financial Services—Enhancing Consumer Confidence”, COM(97)

- For the Commission’s initial proposals, see COM(98) 468 and COM(99) 385.
o Fmancial Services Distance Marketing Directive, para.3-152, n.426.
ibid., Art.1(1).
U ibid., Art.2.
*2 ibid., Art.3.
‘:3 ibid., Art.3(1).
“ ibid., Art.3(2).
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harmomguon, Member States may retain stringent requirements on the PIior provisj
information, provided that they comply with EU law %8 i
37177 Media for the provision of information—Contractual terms and conditions and j i |
mation must be communicated to the consumer on paper or on another durable media ( y
ﬂopply dl‘SkS, CD-ROMs, DVDs or the hard drive of the consurner’s computer, but e
website) in good time before the consumer is bound by any distance contract or ol%er ““r:)Ot il
cont.ract is concluded at the customer’s request before that is done, immediately af,ter tk? b 3
clusion of the contract.**” The consumer may at any time request a paper copy of the co : e |
change the means of distance communication 48 e |
.3—178 Right of withdrawal—Consumers must have a period of at least [4 days to withd b
w1th9ut penalty, from the contract (which is extended to 30 days for life insurance and e
pension operations) without having to give any reason.*®® The supplier may not begin to persf0 e |
the contract before expiry of the time limit for the exercise of the right of withdrawal witlf i 9
consumer’s express consent.”® If the consumer exercises his right of withdrawal, he rz:; o

required to pay a sum compensating the supplier for the ¢ 1 i
: S osts incurred and/or the serv: ed
prior to the exercise of the withdrawal *! / oos ronde

3-179 Other provisions—The Financial Services
number of other provisions,

3-180 _U_nso[icized commum’ca{ions—As with the Distance Contracts Directive, Member States
must prohibit the supply of ﬁnagmal. services without prior request on the part of the consumer am.{l ;
exempt the customer fr_om obligations to pay for such unsolicited services,*2 With respect g
uusolxcne':d communications, Member States must ensure that suppliers can only use distanoeJ |
communications if they have either obtained the consumer’s consent or if the consumer has not
manifestly expressed an objection. i

'3—181 No waiver of consumers’ rights—The consumer may not waive the ri
him by national laws that transpose the Financial
II\)/I_embf:r Statgs must ensure that the' consumer does not lose the protection granted by this

irective by virtue of the lay of a third country being the applicable law of the contract, if the
contract has a close connection with the territory of one or more Member States.** .
. 3—18.2 Sanc{zons—Member _States must provide for appropriate, effective, proportionate and I

issuasive sanctions for a'suppher’s failure to comply with national implementing legislation.®s

3.—183 Dispute resoluttqn and consumer redress—Adequate and effective judicial and adminis-
trative redress must be available to protect consumers’ interests, including actions by public bodies;

Distance Marketing Directive contains g

¥

: : ghts conferred on
Services Distance Marketing Directive, and !

3 ibid., Art.4(1) and (2).

6 ibid., Art.5(1).

7 ibid., Art.5(2).

88 ibid., Art.5(3).

8 jbid., Art.6.

0 ibid., Art.7(1).

% ibid. Member States ma
ibid., Art.7(2).

2 jbid., Art.9. This is without
national law,

% jbid., Art.}0. Communications b
of the consumer: ibid., Art.10(1).

94 ibid., Art.12.

5 ibid., Art.11.

y render withdrawal from an insurance contract free of charge to the consumer:
prejudice to the renewal of an existing contract, where that is permitted by

y automatic calling machines and fax always require the prior consent 5|
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consumer organisations and professiopal organisations,** Member States must e}ls_o put in place
for the out-of-court resolutions of consumer disputes and for providing redress to

497

1184 Burden of proof—Member States may place on the supplier the burden of proof to show
that it has complied with its obligations to inform the consumer, to obtain the consumer’s consent
and to perform. the contrfact.498 . ' '

3185 Implementation—Member States were required to implement the Financial Services
pistance Marketing Directive by October 9, 2004.%%

3186 Framework Decision on Fraud and Counterfeiting*°—This Framework Decision requires
Member States to treat as criminal offences a number of means of fraud and counterfeiting using
pon-cash means of payment. It covers the following misuses of “payment instruments” (i.e. credit
cards or other cards issued by financial institutions, cheques and travellers’ cheques): (i) theft of
payment instruments; (ii) counterfeiting or falsification f)f payment' instruments for fraudulent use;
(iii) receiving, transporting or selling stolen or counterfeit payment instruments; and (iv) fraudulent
use of stolen or counterfeit payment instruments. It also requires Member States to criminalise any
theft or other property loss that is committed by means of using a computer to alter, delete or
suppress computer data or otherwise interfere with the operation of a computer system. Finally,
Member States must criminalise the fraudulent making, receiving, obtaining, sale or transfer of
devices that are adapted for the commission of the criminal offences listed above.

3-187 E-Commerce and Financial Services Communication®®'—This Communication sets out a
wide range of legislative and non-legislative measures that the Commission intends to adopt in
order to complete the internal market in financial services. First, the Commission will develop a
programme of convergence, covering contractual and non-contractual rules to implement the
country of origin approach for all financial services sectors and forms of distance selling. This will
invoive: (i) legislation guaranteeing high levels of harmonised consumer protection relating to
advertising, marketing and sales promotions (which has been implemented with the adoption of
the Financial Service Distance Marketing Directive); (ii) legislation ensuring the convergence of
sector-specific (e.g. banking, insurance, etc.) and service-specific (e.g. mortgage credit, consumer
credit, etc.) national rules on information requirements to facilitate the easy comparison of prices
and conditions; and (iii} an ongoing review of national rules on retail financial services contracts.
Second, the Commission intends to take a number of non-legislative measures to increase con-
sumer confidence in cross-border transactions and internet payments, by creating an EU-wide
network to handle financial services complaints through third-party and alternative dispute
resolution systems. With respect to internet payments, this Communication also supports the
adoption of legislation granting consumers the right to a refund in the event of unauthorised
transactions or non-delivery of goods or services.

® ibid., Art.13.
T ibid., Art.14.
“ ibid., Art.15.
2 ibid., Art.21(1).
" Council Framework Decision 2001/413 of May 28, 2001 combating fraud and counterfeiting of non-
cas5{;‘[means of payment, O.J. 2001 L149/1.
* E-Commerce and Financial Services Communication, para.3-161, n.453.
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3. Electronic money

3-188 Background—Initially, payment for goods and services obtained over the internet Wa;

made by traditional bank transfer. However, the development of e-commerce required fastq” '

means of payment and, as a result, credit cards and debit cards are now widely used as a meapg of
payment on the internet. However, the use of credit cards on an open network like the interne
raises issues of security (e.g. the interception of card numbers) and privacy (e.g. the tracking of

customers’ purchasing patterns). Although encryption can resolve some of these Issues, thegg

concerns have led to the creation of alternative means of payment that are specific to the internet.
3-189 Electronic accounts—Banks have developed electronic accounts (“*e-accounts™) fog
internet transactions. The user opens an e-account with a financial institution and receiv

bank account to his e-account. When he wants to purchase an item on the internet, th
informs the seller of his code, which enables the seller to check the validity of the account with the
relevant financial institution. The financial institution, which acts as an intermediary, then pays the
seller and debits the buyer’s e-account. The use of e-accounts thus avoids confidential informatioy
such as credit card numbers being communicated over the internet.

3-1908 Electronic money—An innovative method of payment for transactions conducted on the

internet is electronic money. Electronic money is digital data representing a certain monetary,

value. This monetary value is stored either on chips on bank cards or cards that are similar to
phone-cards (e.g. the Proton system in Belgium and the Mondec system in the United Kingdom),
or on computer software stored on a customer’s PC that can be used to buy products or services
over the internet. Customers wishing to use ¢-money must open an e-cash account with their bank
or other e-money service provider in addition to their regular account. They will then be able to
transfer amounts from their regular accounts to their e-cash accounts. Customers withdraw e-cash
“coins” from their e-account and store them on their PC. Users can then pay with e-cash coins
when purchasing goods or services over the internet. When the seller is paid with e-cash coins, he
sends them to the bank for verification. The bank will then credit the amount on the e-cash account
of the seller with the bank. For the time being, the e-cash system can only be used if the seller and
the buyer have a bank account with the same bank. Electronic money has many characteristics of
cash. The primary similarity is that no authorisation is required from a bank or third party to use
electronic moaey, unlike with debit or credit cards. Another major similarity with cash is anons
ymity. Electronic money uses a system of blind signatures to avoid the bank being able to track the
customer’s spending. E-cash “coins” are not created at the bank but by the software installed on
the customer’s PC. Each e-cash “‘coin” has its own serial number and is sent to the bank in an
encrypted digital envelope at the time the customer wishes to withdraw electronic money from his
account. The bank validates the e-cash “coins” with digital stamps (without opening the digital
envelope) and sends the e-cash “coins” back to the seller and debits the e-cash account of the
customer. The bank is thus not able to recognise the e-cash “coins” it has stamped.*? The use of
these new payment techniques raises a number of legal issues, including: the legal status of elec-
tronic money and the relationship between the customer, the seller and the issuing bank; Liability in
the event of fraudulent use; consumer protection; and the legal status and supervision of users of

%2 See Abels, “Paying on the Net Means and Associated Risks™ (1998) 3 International Business Law Journal
349; and Hance, para.3-001, n.1.
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Electronic commerce

jectronic money. This section reviews the EU regulatory initiatives that have been taken to
¢

address these issues.

3-191 Commission’s Recommendation on Electronic Payment—In 1997, the Commission adopted

" the Electronic Payment Recommendation, which concerned electronic payment instruments, with a

iew to promoting customer confidence and retailer acceptance of these instrurrfen'ts.50_3 The Electron{c
of ént Recommendation is not binding on Member States, but the Commission indicated tha_t it
Pzﬁ propose appropriate binding legislation covering the issues dealt with in the Regommendauon,
?‘ff'ts implementation by the Member States was unsatisfactory. Member States were invited to take the
1 lessary measures to implement the Electronic Payment Recommendation by December 31, 1998.
nt3C3—-192 Scope—The Electronic Payment Recommendation applies to all transactions effected by
means of an electronic payment instrument.*% Thi§ covers remote access payment instruments of
the e-account type, which allow payment at_ a distance through access, l?y way of a personal
identification code, to funds held with an instltutio_n. It also covers electronic money instruments,
which are reloadable payment instruments, consisting of a s?ored-}:glue card or computer memory
on which value units are stored electronically.s".S The term “issuer” is defined broadly to cover not
only financial institutions but also any other m;tltut:onS (such as supermarkets), wh.u:h, in the
course of their business, make available to their customers an electronic payment instrument
pursuant to contracts concluded with them. ' .

3-193  Provision of information to consumers—The Electronic Pa){ment Recommendation
provides for minimum requirements regarding the information to be provided to customers on the
terms and conditions governing the issuance and use of electronic payment instruments. It als_o
specifies the respective obligations and liabilities of the holder and of the issuer of electronic
payment instruments.*

3-194 Electronic Money Institutions Directive—In order to promote confidence anctl trust
among businesses and consumers regarding the use of electron'ic money, the E}gropciar? Parliament
and the Council have adopted the Electronic Money Institutions Dxrecuve_:. This introduces a
separate prudential supervisory regime for electronic money insntutlolns, in Qrder to secure the
mutual recognition, authorisation and supervision of electronic money institutions on the basis of
a single licence recognised throughout the EU. o

3-195 Scope—An “‘electronic money institution” is defined as any {nsmutxon, other than a
credit institution as defined in the Credit Institutions Directive,*® which issues means of payment
in the form of electronic money.”®

3 Recommendation of July 30, 1997 concerning transactions by electronic payment instruments and in
particular the relationship between the issuer and holder, O.J. 1997 L208/52.
4 ibid., Art.1.
5 ipid., Art.2.
** See Salaiin, para.3-167, n.467, 19-31. ‘ ' N
*7 Directive 2000746 of September 18, 2000 on the taking up, pursuit of and prud;nu_al supervision ,Of the
business of electronic money institutions, O.J. 2000 L275/39 (“Electronic Money Institutions Directive™). See
Krueger, “E-money regulation in the EU”, in Pringle and Robinson (eds.), E-Money and Payment Systems
Review (2002), 239-251. ] ] ) )
Directive 2000/12 of March 20, 2000 relating to the taking up and pursuit of the business of credit
inStitmions, O.J. 2000 L126/1, amended by Directive 2008/28 of September 18, 2000, O.J. 2000 L275/.37
(“Credit Institutions Directive’””). “Electronic money” is defined as monetary value as represented by a claim
on the issuer which is: (i) stored on an electronic device; (ii) issued on receipt of fuqu of an amount not less
than the monetary value issued; and (iii) accepted as means of payment by undertakings other than the issuer.
Electronic Money Institutions Directive, para.3-194, n.507, Art.1(3)(a).
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3-196 Activities of electronic money institutions—The business activities of electronic mong
institutions must be limited to the issuing of electronic money and the provision of closely-relatg
financial and non-financial services, such as administering electronic money and means of paymey
(excluding the granting of any form of credit).>' -

3-197 Single passport—Undertakings that issue electronic money but which do not wish g
undertake the full range of banking activities nevertheless enjoy the benefits of being able f
operate throughout the EU on the basis of authorisation in one Member State (the so-calle
“single passport”) and so be on an equal footing with credit institutions.?" :

3-198 Prudential regulation—An alternative system of prudential regulation to that containgg
in the Credit Institutions Directive is provided for electronic money institutions, which includeg
requirements covering initial capital and ongoing own funds requirements, limitations on invest
ments and sound and prudent operation.>'? The bearer of e-money may require the issuer tp i}
redeem it in coins and bank notes or by a transfer to a bank account free of charges other thag ¥
those strictly necessary to carry out that operation. A minimum threshold for redemption may he &

€10.5° 0

3-199 Grandfathering provisions—Electronic money institutions that were operational befors
the implementation of the Electronic Money Institutions Directive (which was required by Apnl 3|
29, 2002) benefitted from ‘‘grandfathering” provisions and were presumed to be authorised in |
accordance with the Directive and thus benefit from mutual recognition. They then had six months
to demonstrate compliance.*** i

3-200 Payment Services Directive—The payment service markets of the Member States are ™
organised separately, along national lines, and the legal framework for payment services is frag-
mented into 27 national legal systems. The proper operation of a single market in payment services
is, however, considered vital in order to establish an internal market and actually enable the free
movement of persons, goods, services and capital. The Payment Services Directive was adopted in
order to establish at the EU level a modern and coherent legal framework for payment services.’
The target is to make cross-border payments as easy, efficient and secure as domestic payments |
within 2 Member State. The Directive also seeks to improve competition by opening up payment
markets to new entrants, thus fostering greater efficiency and cost-reduction. At the same time, the
Directive provides the necessary legal platform for the Single Euro Payments Area (SEPA), which
was created on January 28, 2008. i

3-201 Scope—The Payment Services Directive deals with three major issues: it establishes who &
may provide “financial services”; it provides transparency requirements to ensure that payment
service providers give requisite information to their customers as related to payments; and it sets

TR ok ke

S19 ipid., Art.1(5).

S ibid., Art.2. i

*12 ibid., Arts.4, 5 and 7. These requirements are, however, lower than those applicable to credit institutions =
under the Credit Institutions Directive, para.3-194, n.508. Member States’ regulatory authorities must verify
compliance at least twice per year. ibid., Art.6.

513 ibid., Art.3.

31% ipid., Arts.9 and 10.

515 Directive 2007/64/EC of November 13, 2007 on payment services in the internal market amending
Directives 97/7/EC, 2002/65/EC, 2005/60/EC and 2006/43/EC and repealing Directive 97/5/EC, O.J. 2007
L319/1. The Payment Services Directive was required to be implemented by the Member States by Novembef 8
1, 2005.
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516 Prudential regulation is dealt with in the Electronic Money Institutions

V7 ibid., recital 9.
S ibid., recital 10.

Directive, para.3-194, n.507.
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