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Theory of risks and processing of medical
data in Healthgrids in European Law !

Jean HERVEG
Lecures, Faculty of Law [FUNDE)
Pesesreh Cenere on [T and Law (CRITDY), FUMNIFE, Mamur
Member of the Bae of Bruseh

Introduction

5. The inoduction of Grd techiuclogies in healtheare arouses mumerous legal
questions %, Among these, one is to know how are mamged the risks ereated by the
undeelying processing of medical das pocurming in Healtherids, with respect to the
rights and frecdams of the dag subject, With this end in view, the paper investigates
the management of rtks in Directive 95/46/EC of the European Pardiament and of
the Council of 24 Creraber 1995 on the protection of individhls with regard o the
processing of personal data and on the free movetnent of such dat .

L Thin wark benefits fram the suppor of wvesl progects: SHARE (Supiparming and Seruciuning HealthCrid Aok
vities & Ressarch i Furope: Developing 3 Roadmag) [Specific Supperr Acmion, FPG-2005-STo2H684), ACGT
{ Advancing Clirsco-Cenomics Trials on Cancer: Coen CRID Services for improwing Medical Knowledgs Dvico-
wery} {Integrated Prajecs, EPE-2005-15T-IT6906), WAL (Wineleis Acguisitian amd Link for Body mformatian}
feanventian Rigon wallorme n° G15440) The vews expressed o the paper engape cnly their authar.

L Far a firat ovesview an these kegal issues |, Hrois & Y, Foue, "Healhgrid fram a Legad Toins af View™, in
Frovnt CRAD f HEALTHCRG, Studies in Health Technokogy and Infarmarics wal. 175, part 5 125 Publications
2004, pn N12-LTE

. |aiirrul afficiel des Commaunautés eurcpéennes, n” L1581, 23 Moy, 1995 g 31-5%0. For an m-depth analyus of
the Dirpcoive ¥, Pouller, 84-H Bodanger, Cde Terwsengne, Th Legrard, & Louvesus & [ Mareaw, "La gro-
verrion des darmbes & caractire persannel en droit communautsine”, Jourmal dex Tribunsur de droi europden,
Brcsels, Larcier, 1997, p. 121 et 4 {in chiree parts). The analysit of the protection ol parsenal data maugpponed
Ly tve apinions lsued by the Da Protectiof Warkinig Party (17, 79 of Directive #5{46/EC]. This direczive
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LA FROTECTION OCS DOMHEES MEDICALES/THE FROTECTION OF MEDICAL DATA

l. “Theory of risks' in Directive 95/46/EC

z. BEurcpean Directive 95/46/EC pursues a deuble objective when barmonis-
ing the nadonal legislations of the Buropean Member States. It alms at the free
movement of peronal dan, assered 25 necessary po the creation and the operatdng
of the Common Market?, and for the protection of fundimenwal rghs and
freedoms of naueal persons concerned by the personal data * (the dat subject), and
iry paricular their dght to privacy with respect to the processing of personal dara .

Tt erder to remove the obscacles o the free movement of persanal daoa s the
Common harket, it was of prime impornce to harmonise nanonal legislinons, so
that all Member States offer an equal but high level of protection towards the dghis
and freedoms of persoris regarding the processing of personal data 7. After such har-
monisation, the Member Stres may not prevent anymore the free movement of
pemonal data for reasons relative o the peotection of narural persons’ dght and
freedoms, including the dght to respect for private life. As the harmonisiton is lim-
ired in its magerial scope, the Member Stares may reserice the free movement of per-

derives fnoen che Comvenbion tor the Protection of Individuals with Regard o Automans Pregessing af Per
sonad Dara {Council of Ewope, [uropean Treaty Seres n® 108, Strasboung, 28 Jan, 1981) S ahao: Regulation
[EC) Mo 45/2001 on the protection af individosl with regard te the procsisirg of persoral daca by the Com-
munity, institusions, and bedies, ad on che free mosement of such dars, Directive 2002758(EC of the furo-
pean Parfiament and al e Council af 17 july 2002 conoening the procesang of peranal data and the
protection of privacy in the ehecononic communicanans secoor | Directive on privacy and electronic comamu-
nicatsany)y Diredtive 2006574(EC of the Eurcpean Pariament and of the Council of 15 March 2006 on the
reteninan of dira geperated or processed in connectian with the provision of publicly available electranic
cammruRicacicns services or of public communications networks and I.mzm:liﬂg Drrective DIILSA/EC From
tha Eurnpean Coure of Justice EC . 29 fanuary J00B. Productores d= Musica de Espana [Pramusicae) v, Tel:
efonica de Espana SALL Case C-225/06 EC L 30 May 2006, Eurspean Pasllament v, Councl of thi Ewrmopean
Union and Commission of the Europgan Communities, Joined Cises C-317/04 ard C308004) EC), 6
Navember 2003, Bodil Lindgian v, Swden, coie C100/01; ECJ, 20 May 7003, Rechnungibof v. Cazerreich-
tscher Rurdknl and Ockers and Chrisra Meikomm and Joseph Lavermann v Osterneichischer Rumidhink
Jeired Crtes C485/0L C-138001 and C-139/07, Two cases from the Court of First instance present some
incereer C.FLL B Mosember 2007, Bavarizn Lages v, Commission of the Ewopean Communities, Case T-1947
04 CF1, 12 Seprember 2007, Kallicpi Mikolzou v. Commission of the European Cammunizies Cise T-2597
03, On the other hanel, the Council of the Organitation foe Economic To-apemtioh and Development
[DECD) has adopted Recammendatan concerning guidelines. gavesing rhe procegrion af privacy and
transbarder Nows of persemal dara an 23 Seprember 15300 The High Commission for Human Rights has
adopted Guilelings o the Regalanan of Autamaned Files emnczining Persanal Data an 14 Decemnber 1590
Aspecial mengon has o be done oo Arricke & of the Euopean Conventian on Human Rlghts [and to its uris-
pcl.nd,gnce from che European Court of Hurmzn Rights and naotebly m the cses of I ¢ Anlard (35 Febr. 1 99?]
anit M. ¢ Sweden (17 Aug 1997) and to the Recommendason adopted by the Casnci reganding the pro-
viction of medicl data (Reon® R{8315, 13 Fetr 19971

4, Direcive 954600 2rt 1.2, and recitals 5.4, 5, 6 7. Sand .
g Birecove 35460 recitals 2.3, 10and 11,

i, Drirective S546/CE &t 1.1

7. Dimective S5/AGEC recical B 5w also art. § and recital &,
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canal dara for other reasons than those relative w the protection of nameal persons”
sighn ind freedoms ® ~ without prejudicing the application of articles 95.5 and
95,10 of the Treaty creating the European Community or of any sther rules oppos—
ing any restriction to the fee movement of pemonal data within Member States or

the Common Marker,

3. Having in mind the establishment of this legal framework in all Buropean
Member Stazes {altheugh this famework i relatively incomplete in 4 sense), the
[Jirective is the result of 3 quantitative and qualitative assessment of the rsks which
the personal dita procesing may cause to the dao subjecs’ nghts and freedoms.

Indeed, to be effective and coherent, this protection cequires the knowledge of the
risks capable 1o affect the findamenl rghts and freedoms of the data subject, Tois
only possible to determine the conditions under which personal dara can be proc-
essed in full respect of the fandsmentl rghts and freedems of data subjeses if these
msks are identfied

4, This assessmient has been realised to all levels of the Directive's scope:

The Directive determines its material scope {cf Chapter 1 of the Directive] ™. It
focuses snly on sicuatons which require some protecnion. The larer implies (o esti-
firate the risks for the daes subjects” righes and freedoms, For example, the Direcave
only applics to the complesely or partially ausomatsd processing " af persooal
daes it and eo the non-aucomated processing of personal data figuring or aiming o
figure in 4 filing system ', However, the Dicective does not apply to the processing

1 Lie Public Order of Sockl Securnty,

¥ O Directive 55 446/EC scope:s CLOE. 30 May 2003, Rechnumgehid & al, C-465/00, C138/07 and C-139/61
CLCE & Mo, 2003, Bodil Lindigise, case £-101401, C de Towvascar, *AfTalre Lindgeist ou quand & Cour de
jusstice dies Commimautts suropienri pread posion en matlére de prrestion des donndes persamnelie”
Frevue dy sfruir des erchnoiogies de Nnfarmarcn. Bruseb, B Bruylant. 2004, p. 6724,

1 Procesping of personal data' [processng’) means any operatan or ser af cperatarg which is petformed
wpan personal data, whether or not by automatic means such s collectan, recording, arganizatsan, somge.
adapratian ar slteration, seeripval, consaltation, wse, disclosune by transmission, dissemipation or aihersise
making available aligment or cambinatin, blecking, erasure or detradtion {DirecTive 95/46/EC, are 2h)
tcf recital 14]. See alsex Council of furape, T-PO, Progress repart on the applization of the principles of Con
werasan 104 to the collection ard processsng of hlomerric data (20051 Dara Prarecsian Warking Pasty, Rec-
amrendatian 1/95 an invisible and Austomatic Processng of Personal Dara on the bnternee Performed by
Soleware and Harchware, Wi 17, adaptad on 23 Febriary 1937,

1 Pyl dara’ are any information retaring ro an identified of identifizble natural person ('da subjeclan
Wennfiable persan i one wha o be identified, dimecily o indirecly, in particular by reference T an identi-
ficasian number ar to one ar mare oo specific 1o e physial, physiological, mencal, ecoramic, ool
e sociz identity [Disective 1546750, are. 2a}, For mare denailian the notian of persenal data and pravisng
an even broader definion, see the (controverial?) Opinkn n* 42007 on the concepe of personal disa,
sdapred on 20t june by the Dam Procecton Working Party, WP 136 The pribbemn with che laccer s m oo
what could remain a4 'mon perional data.
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infringement of the data subjecs’ rghts and freedoms, in addition o the risk result-
ing from the purpose of their processing.

In other words, any operation realissd upon sensitive data exposes data subjects to
greater tisks of infiingement of theie rights and freedoms ', That is the reason why
‘sensitive’ data require a specinl protection which has to ke into account their
infarmatianal content as well as the purpose of their processing,

Aceorlingly, the Direcove bans the processing of “sensitve’ data ' because “data
spleicht are capable by thetr mature of infringing furdamental freedoms or privacy should nat be
pracessed " 20, Puc otherwise, this ban represents the special protecton adopted by the
Direcrive for ‘sensitive’ data, including medical data, Being prohibited, the process—
ing of ‘sensinive’ data s no more susceptible to present any risk for the data subjects’
rights and freedams. Somehow, this policy aims to minimise the risks presenced by
the processing of ‘sensiove’ data.

Henee, the ban on processing medical data should not be seen 45 opposed o the free
mavemnent of personal dat, The ban on procesing medical data is more 3 limit than an
exception to the free movement of pemonal data, In fact, the free movement of persanal
data can only be conceived in the full respect of the fundamental dghts and freedoms of
the data subject, and this respect includes the ban on processing medical data

8, Mevertheless, the Dicective provides a number of cases in which the prohi-
bition ta process ‘sensiive’ data does ot apply 2L In these cases, the legitimacy of
the processing of sensitive’ data (their admissibilicy) 15 formally presumed. Indeed,
these situations are of narure 1o justfy derogation to the prohibidon of processing
sensidve’ data without prejudice to the other rules applicable o the procesing of
pemonal data. Noteworthy, these exceptions ta the prohibidon to process “sensitive’
data have ta be steictly interprered. Beyond thess exceptions, the processing of ‘sen—
sitive’data is not allowed.

In each of these exceptons, the sk presented by the procesing of “sensitive’ dag i3 for-
mally presumed to be adequarely under control. It must be immediarely soresed that
these exceptions do not imply an shsence of risk, but express the balimce of the intereso
in presence. This requires assessing the tisks for dhe dara subjeers’ Aghes and freedoms in
arder to reasonably appreciate the adnisibiliny of the procesang of 'sensitive” dara

W Convensiat ot 108, Repor, recial 43

L Diirective #5046/EC are A7,

¥ Direcive 95/ %6/EC recital 33 Corwention n® 108 s not so esplicicin a6

o Dirertlve 95/46/EC, a8, On the ban and ity exceprian, see | Higvis, “The lan on Processing Medical Dan
i Eurapran Law: Cansent and Altesnative Solusions to Legrimate Proosuing of Medical Daga i Healch-
Grig™, in Challenges and Opportunities of Heaalthtridy, Stucss in Heakh Technology and Enformarics vel, 120
Amgoerdam, |05 Press, 2006 p 107-116
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#0. Accordingly, the Directive grants permission 0 process medical data * in
seven hypotheses, Herein the legitimacy of the procesang of medical data (the bal-
ance berween the interests in presence ) is formally presumed (cf infro the neces-
sity to really assess it Jegitimacy), This is explained by the fact that, in principle, the
situations described in these hypotheses should justify the processing of medical
dam, without prejudice for the other conditions ensuring the lowfilness of the da
processing. It has to be reminded that these exceptions o the ban on procesing
medical data should he restrictively interpreted and that the processing of medical
data is strdetly forbidden beyond these exceptions.

The first hypothesis granting permission to process medical dar & the consent of
the data subject. The dar subject’s consent is frequendy presented as che nataral
base for the legitimacy of the processing of medical dats, even ifit is not {and by fr)
the anly one.

A. The censent of the data subject

11, According to the Directive, the ban on processing medical dati dees not
apply where the data subject has given his or her explicit consent 1o the processing
of medical data ™,

In this case the DHrectve entrusts the daa subject with the power (o authorise the
processing of medical data . This empowerment of data subject represents without
any doubt a very strong expression of his or her informational seff-dererminarion -
the power of the datz subject upon personal daca %,

8 The ration of medscal dam mdudes all infremaron retaove to any apect. physical ar peychalegical, of the
presenr, past o lusure health condbtien. good or bud, of a living or dead ratwal perion {ven ifehe leceria con-
trimeersiad]. Cn tive definition of vedical dat: Explanatoy report of Corventlon 0° 108, recial 45 Rec (97} 5 of
the Council of Europe refatr to the proceczion of medical dats, a1 of the anneg CLCE, & Mow. 200, Bodil
Lindqvis, czse C-101/01, © 0¢ Trwascut, ac, Revee du drer des technalegies de linformznan, Srusels, B Bru-
ylant, 2004, p G7-5% Groups sumpéen dithique des scienbe v des nowvelies technolagies, ais o* 13 di
30 juillet 1999 st ey apects ishiques de Nutiisagion des dorndes peranneles de anté dar U socién de
Finformiation, See alus Coundl of fumope, TP, Revilng Sensiche Dam (19499), by Mr Sptron SIMITIE

B O i for che idanrification of these intereste

B Direceive 9546/CE, are. A1 2 The nathonal liw may provide that the dita subjeets cansens may noc it the
prishibition,

B [lipecrive 9546/ CE reoital 31

B {in che nation of informational self-decermination: Fr. fecauiy, La peotartion de be e privés of dey qutnes hignt
de b peronmalizé, Parts, G0, Bouselles, Drugdane, 1990, o 586-569, n* 532 ...} La juricicrion constiution-
nefie 3 déduit du droit de la persannaling fun de ses atrribut, § vein “le pouvair reconnu & Tindividu e
risifzant de la noton dsro-déterminatan, de décder e premir lieo li-mime quand et dan quelie
miesiare des faits relarifs b sa propre exstence sars dhailguds §- ) Cet armribus du droic de la persannaling s
appeld ol 4 b imaltrise des données perionnees’ (,..]. || West iourefois pas sans Fmice {7 See alsee Coun
il of Europe Resolutian 1165 [ 1958], 26 Jute 1998, Dreve au respece de lo v prmede (26th Sy ), pont 5
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In other words, thie cansent of the dasa subject does not exonerite the data contral-
ler fram pursuing a lemomate purpase (inducing the balance berween the interests
in presence} and the consent of the data subject may not cover the illegitimate
interest or the lick of interest in the dats processing.

15, The Directive provides that the Member States riay oppose the possibilicy
for the sole consent of the data subjece to lift the prohibiton fom processing medi-
cal data *,

16. In anv case, the data subjece may always revake his or her consent oo che
processing of medical daca. What are the conssquences of this revacatan?

Daes it mean that, for the future, new opemtions vpon the data subjeer’s medical
data will mot be possible any more (without any effect on the existing dara procsss-
ing) or do we have w consider dhat the operations realised npon medical dacz on the
ground of the inital eonsent of the dat subject may not be porsaed?

Since the data subject has revobed his or her inidal congent, there is no more legio-
maze base for the processing of medical dats. The operations may not be pusssed.
That does not mean thar the past operations realised upon the medical dara are now
unlawfidl, Tt simply means thae they can not be pursued excepr on the ground of
another base of legitimacy,

17. Finally, the Directve gves oo fonnal indication on the nature of the con-
sent given by the data subject or on cthe posible contrmetual relstonship between
the data concraller and the dao subject

Tn our opinion, the soludon o these questions depends on how the applicable law
deals with the reladonship berween the dara controller and the data subject and
with the relationship beoween the das subject and personal data. In any case, the
passible contract should abey the speaial mules imposed theough the marsposioon of
the [Directive in the applicable Taw such as the chamcterstics of the data subject’s
consent, the dawa quality, the dam subject’s dghes, the secunty and confidentiility
measures, the notification to the supervisory authorioy, ero.

The applicable law determines also the capacity to consent for undempged or disa-
bled persons.

The Directive provides other solutions to leginmate the processing of medical data.

o Dilrective 25086 EC, are. 82, 2k
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B. Carrying out obligations and specific rights
of the data controller in the field of employment law

18. The ban on medical data processing is not applicable when the "pracesing
is necessary fir e puoperes of camying ont the abligations and specific nghts of the congraller
in the ffeld of emplayment law in 5o for as 6 5 authorised by natisral low providing for ade-
quete safegzerdst 3

First, the purpose of the dam procesing & to enable the data conmoller to fulfil his
obligadens and dghts in Employment Law, the lacer being specific. This hypothesis
seems to includs Medical Control.

Then the pracessng of medical data bas to be necessary and not oaly wseful for this
purpose, Therefoce the dar controller has to prove the necessity to process medical
data to carry out his obligations and specilic righs in the fisld of Employment Law.

Finally, this kind of procesing has to be authonsed by the applicable law providing
for adequate safeguards, the latter being not further decenmined.

C. Vital interasts

18, The third hypothesss allowing the processng of medical data s when
“eracessing is nrcessary do pratect the vital dnterests of the data sulject or of another person
whiere the daty subject is physizally or legally incapable of giving his wrsent™ 3,

The nodon of "vitul intersst’ means expeessly and exclusively the sirnation of an
imminent danger to the life of a natural peson. This covers the pratection of the
vital interests of the data subject bur also of any ocher nawrl peson. Howewver, in
this lase situagon, the Directive adds chae the data subject most be phyacally or
legally incapable of consenting to the processing of his or her medical daca.

It can not be dedoced from this disposinon that the daes subjeet, physically or
legally capable of consentng, could, without any consequence, refuse to authonse
the processing of medical data when the vital interests of apother person are ar
stake, The qualification of this behaviowr should ke qualified under the applicable
L.

D. Mon-profit organisation

20, The procesing of medical data could be leginmate when the “procesring i
carried ot in the cosrse af ity lepitimate aofdtie with appropriote puaraniees by o fousdotion,

H O Dhrectree 250466/ EC A 8.2, b, See Daca Praceczion Warking Pary, Opirsan 8/2001 on the processing of per-
waral data in che employment canoes, WP 45 adopeed an 13 Sept 2007,
W Direcive 95/46/EC, am B2, o)
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assaciation of any other non-profii-seeking body with o poliical, philosephical, religious ar
tratde-umion aim and ot condition that the processing refates salely fo the members of the bady
ar b persans Wi have repular contart with it in connection with its purpaier and that the dara
are rot distlosed 1o a thisd party without the cwrent of the data suljecs™ 2,

With respect to this, the organiution must have 1 nen-profit purpoie relative to the
exercne of fundamencal nght and freedoms,

E. Data manifestly made public and establishment, exercise or
defence of legal claims -

21, The ban on processing medical daes & not applicable when “the processing.
relates to date which are marifestly made public by the dat subfect or iy necessary for the
establichmient, excersize or defnce of lepal claims™ 1,

It has to be reminded that, even if manifestly. made public by the daa subject, the
processing of senutive personal data b nevertheles under the scope of the Direc-
tve. Hence, the data controller must comply with all the other condition ensuring
the lawfulnen of the dat procesting.

F. Healthcare purpose

22. The ban on medical data processing 1 not applicable "wher processing of the
daata i required for the purposes of prevenrive medicing, medical diggnaris, the provision of core
or treatment or the maragement of health-care senvices, dnd where thise duta are processed by
i health profersional nabfect wnder naticnal low or rules extablished by rational competens
badies ta the oblipation of profesnional seoecy ar by anather peren adie b to an equivalent
uhligation of secreey™ M.

The healtheare purpose should be mterpreted broadly , including the management
of healthcare services. The latter thould include secondary purposss necessary o

provide healtheare such as the welcoming of the paticnn, medical seretary, com-
pucer Department, ete.

By contrst, thy hypothesiv does not include social secunty purposes ar public
health purposer (ef inffa),

B Drecter 95/ 40IC e A2 d)

B Dhrecoen 98 AGEC ot 83, ¢)

" Directive BEMGEC art 43, See Do Prodection Working Pary, Working Documenic on the procmiing of
peronal dars relating 1o health in electronic hesith records, sdonted o 15 February 1007, W 111,

B bowever the Dwootve seerm to ircfudse onby cerin purposes relagive o hesichos (o recizal 11).
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Medical data must be procesned by a health professional, bur this last notion has net
been furcher defined. This professional has to be subject under national law or rules

established by national comperent bodies to prefessional secrecy.

When not processed by a health profewional, the procesing may be camied out by
another person if he or the is subject 0 an equivalent obligation of secrecy notably
due to his or her status or by way of contractual stipulation or term.

Under this hypothems, we shoald question the absence of the consent of the data
subject. Has it been mistsken with the consent to the provition of healthcare?

G. Reasons of substantial public interest

23 The Directive grani Member States wath permission o lay. down addi-

tional exemptions for reasons of substantial public interest *. Hence, the Member
Stute hus to prove in esch cate the real existence of the considered subsmantial public
interest{s).
The Directive had ewsentially in mind substantial public interzsie relative to Public
Health and Social Secuney “especially in order to eniune the. quality and cost-ffectivenea
of the procedures used for settling claims for benefits and services in the health irinance system
(O e

Tt had also in mind scientific research and public stanstcs 8,

The cases where medical dam miy be processed st be laid down by national law
or by decision of the supervisory authonry.

But Member States may only allow for the procesung of medical data if thewe
exceptions are subject ro the provison of suitable safeguards to protect the funda-
menti) rights and freedoms of the dar bject and especially their nght to respece
pavace life 3.

The Direcave does not determine these safeguards.

Member States must nottly the exempnons to the ban on procesung medical data
adopted an this buse ¥ to the Evropean Commission,

Member Stater must determine the condinons under which a national idennfication
number or any other identificr of general application may be procewed 1,

Diirwcrivr S5/46M0C, art A4
Diirective FEAGTC, recieal 14
Diireceive $5/46/EC, recizal 34
Dhtective F5/4ELC, reciesl 34
Chrective S5/06/ T, arc A&
Dotwctive S5/4TE, aru BT,

aAEE=EN
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24, In any ease, the legiomacy of the processing of medical data is net com-
plete when only formally Atting int one of these exceptions ta the ban on process-
ing medical daga, even with the consent of the dars subject. Indeed, thesse
exceptions are only hypotheses where the legitimacy of the dam processing is (o
prally assumeil,

Maw the legitmacy of the procesing of medical dam — the balance of the interests
in presence — has to be really asewed.

First, the interests in presence have to be identified. Are they only the interests of
the data controller and of the data subject or should we also take into sccount the
interests of third concerned pardes and of the whole sociery? In our view these two
last categories of interests should be accounted for when evaluating the legitimacy
of the procesing of medical data.

Then, the sxplicic and valid consent of the data sulject presumes, undl contrary proo,
the existence of an acceptable balance between the interssts in presence in the process-
ing of medical data. However, in this case, it is guite difficult to assume that the data
subject has adequately tiken into account interests other than one's own,

In any event, the processing of medical data will moc be legiomate if the balance
hetaween the interests in presence is not respected, even with the regular consent of
the dita subject,

25, But the leginmacy of the processing of medical data 15 definitely and very
usefilly srengehened by the additonal consent of the data subjece, That is the ma-
son why we muost frmly approve and recommend the ethical practice abming (o
obtain the consent of the data subjece. This pracuce is frequent in the conduct of
clinical rrials and in telemane networks in healtheare,

26. Finally, it has to be stressed char the dats contreller may not legitimare the
processing of medical data on other bases. Thae excludes necessanly the use of the
hypotheses of formal legitmacy enumerated in ardcle 7 of the Directive for non-
sensitive persenal dam, By example, the das controller may not legitimate the
processing of medical data by the balance of the interssts in presence withoue
mesting the hypotheses enumerated in anicle 8,

IV, The management of 'specific risks’ in the processing
of personal data
27. The Directive determines the legal framework applicable in sll Member

States to the processing of personzl data and provides special nules to legitimate the
processing of ‘semsitive” data, Yet, the Directive considers the situation in which,
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without prejudice o this double approach, some processing of pessonal dara may
present some specific risks to the da subjects” rghts and freedass 12,

38, In 1995, the Directive has indicaced that, regarding any processing of per-
conal dags in the society, the cases presenting such specific risks should not be very
common 7. More than ten years later and having in mind che vertiginous evelution
of the new information and communicaion technologies ¥, itis not clear that such
ctaternent ie seill valid, By conmase, the number of data procesing presencing such
wpecific risks seems nowadays guite significant, espectally in healthcare. Indeed,
since 1995 the technological evolutions have nombly permitted the creation of
huge telematic nerworks linking subseanrial medicil databases and the ereation af
genetic databases in national or European ar woeldwide telematic neoworks, Shoold
we consider that these evolutons have increased the number of data processing pre-
senting specific risks for the data suljects’ fghts and fresdoms?

28, The Dirertive provides that the specific risks result from the nature of the data
processing, from i rnge or fom is purpeaes 5, For instance, the Directive cites pur-
poses aiming to excluds persens Fom the benefit of a dght, 3 service oF 2 coneract 1.
These specific risks may alsa arise from the specific use of 1 new technology 7 The lat-
ter remminds inevitably the introducton of God technologes in healthcare,

Traditionally, the processing of pensonal data presenting specific risks are those pur-
sued by public suthotities and conceming the papulation {is 3 whole ar in part} ar

4 Dipective 95/46/EC, recital 53,

A6 Cirecove 0546080, redital 34

4  Togetan ides of the svolution of ICT, sée Counsil af Furope, T-20; Repartan che application o Comvention
108 m the profiling smecharzm. Some ides for the Finre work of thee consultathve commictes, by 0L DT,
[ LazAR, f. POULLET, M. Levivia et A Bobvmdy, T-PI200a)04, 11 [an 2008: Councl of Durcpe, TH0, Progress
repart o0 the apalition of the prnciples of Conventian 108 13 the collection and pracessing of bametro
data {2005 Coursdil of Ewmope, Guidmg prirciples for the protection of persanal dats with regard to smar
carils [ 2004); Council af Ewrope, T-PD, Reparr an the applicasion of dara presectian prircipies 10 the wedd.
wide tedecommunicacion reswari, by Prof, Y. Poder and his Team (2004} Council of Eurape, Repart can-
raining gildmg principles for the pratecian af individialy with regard o the cofiection and processing of
daza By means of video survellarde {2003 Councll of Euope, T-FD, Report on the pracectian of parsonal
data with megard ta the use of smart cards [2001 ', by i, B NELET: Council of Europe, T-PD, Sy consracs
ivarlving the mranafes of personal da beoween Parsies o Convenzsion Ets 108 and third courres not provid-
ingan adequate leetl of prosection {2007, by M. |, Huts Council of Burope, T-PD Proecton of personal data
with regard to sureeillance (2000} and Cuiding principles for the protectisn of individuab weith regard to the
¢ulliczion and processing of dars by meant afvideo simviilance by S G BuiTapiuL

4 Dlirective 95/&4/EC, recital 53.

& 4pe Dat Protectan Working Parey, Wirkng Dacurment an Blacklists, Wi &5, adepted on 3 Oct 20602 and
€ Bunroe & Y. PoulieT, "A propos de Pavisde s Caminissian de la procectian de la vie privie di 75 juin 200%
cur Feneadierment des lisges noires”, nare Sobsenations, Reve du dreit destechnoiogles de finmmation. Birise
sy, Ed Briglant, n® 33, 2003, p. 1512

T Directive 25/66/EC recmal 53,
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those conceming medical data * Genetic dambases and telematic networks in
heattheare are further examples of data processing susceptible to present specific
fsks to the data subjects’ rights and freedoms. One should pay attention ta the par-
son of the data contraller *%, 1o'thie sensitivity of the processed daes, to the perposes
of the data processing. to the mnge ol the dia provessing, to the citegories of data
subjects and to the respect of their rights, keeping in mind the ranifer of the per-
sonal data autside Europe, Tn shor, one should beware of anything thut could cre-
ate specific risks to the dam subjecss’ righs and freedoms. Bor any procesing of
serisitive dam does not necessarily present specific risks and the processing of ‘ordi-
mary" personal dac showold not be @ pron excluded as it may alse presenc specific
risks to the dam sabjects’ nghts and freedoms:

30, feparding the development of the relemaric necworks in healtheare, the
specific rsks retule primarily from the face that medical dam may be procesed for
multiple purposes. This mises the question whether it is permisible to process med-
ical daea for moltiple purposes. This also raises the wsue of the poor determination
of the precise and real purpodes of the dam processing. In addition, appears the
question of further daty procesing, Tndeed, the sctual rend aims wo not decermine
anymore on @ prior and precise way the purposes of the dama procewsing, bur o
organise an entire informacon system combined with a security system in which the
data processing purposes will be determined later. Pur differently, we wimess oday
the creation of an informadon system wath owo levels, Fise, the infrastmicture of the
information system 15 created, implying in some extenc the collection and the
processing of prroonnl diti in 2 virtaal complex (notably to denafy the petor of the
information system — mainly the patients and the health practitioness). Only then,
the pumposes pesmicted by the infraserucrure are determined, forgetring chac these
purposes eely on an initdal dam processing {the creation of the first level of the infor-
marion system (its infrastructare]). Doing 4o, the creadon of the fint level of the
informaton system does not seem to consttute such a sk to the data subjects’
nghts and freedoms even when i first level 5 at the ongin of the rsks, But bath
the first (the creation of the infrastructure or the network) and farther daes proces-
ing permitted by che infrastrucoure of the information syseem have o be assessed,
And if the securicy level helps to assess (and to reduce) the risks induced by the dara
processing, it does noc prevent o mke nmo account the ocher crirena 1o leginmare
the data processing (for both levels of the informaton system), especially when the
processing concems sensitive data such as medical or genedc dara,

ol . TRanALET, ML-H, Booitanci; O de ToowanGE, TH Liosaen, 5 Louvesu 5D MOREAL G fowrmal de Tibus

st ol Dt Funopden, Brussely, Laroer, 1597, p 152,06
 Eg acommercial company processing medical ar generc dara,
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These new information sysiems are part of 3 stuctuel policy :.iming. at building
telematic netwerks (mformation highways) in healcheare. They abo |n:.ﬂm:.1..t: .|i1-.-.'
transnion ffom 1 vertical conception of e-Health to a new ccun-::ptinn v.r_h.u:h. i, ina
first seep. abstrace, honzontal and mansversal (the infrastructure of the m!’-?nmuun
system) and which becomes, ina secand step, vertcal and real {the :pphc:..nuns g
Health products and services — nsing the infrastrucoure). The mere existence of
these mew telemaric infrascructures in healtheare enables (o share seiencific |..Ia:a]:1i.u
but implies the sdentification of the practitiones and pationts 111@u3}1 sp-ﬁl:lﬂ-]. regis-
tries, erc, Eventually, these relematic nerwarks will deeply rru.:ldafy' the organisation
af the public hesith systems and all actors n healthcare will be concerned :.r.n:l
involved: practinonen, pattents, insrimenons and bodies in healtheare and soedal
securey, medical laboritones, etc.

But otce again, these new information systems differ in their permanency, fmespec-
tive of their future applicadions. Hence, the opporumity to creste these I:I:Iﬁ'.r.a'[l'ul:.—
tures is no mote evaluated regarding their precise and real PUTPOSES. Their
ppportunity 15 assessed in an abstract way with respect to some c:lu.u.:gcncs of pur-
poses whoss precise and real contene will be derermined larer. This consurutes @
deep change in the required precition and realicy 1o evaluate I:hf.:.pu.rpnscs pursued
by the creation of the tefematic infrastructure smi its fature exploiation.

These new information syscems with multiple levels and purposes pose ;:-rutﬂrtr_m
regarding che fimess of the daa processing since this requires o respect the precie
and real putposes announced at the beginaing of the dam PrOCESSINg: [t also poses
probleins with respect to the duty to properly inform the dats subject ||.1I:|:t'tli.. the
muluple ramifications of the infarmation system are not transparent, :n:g;ard.tlng both
the technical level as well as the purposes of the din processing {‘black box" issue).

However, it must be sid chat the new informadon and communiction eechnelo-
gies should be able to addeess properly all these sues

V. Consequences of the presence of 'specific risks’
in the processing of personal data

31, Member States have 1 dury to identify the processing of personal dat
likely to present specific tisks o the data sul:njclm‘ tights and frr.'cdﬂms and o ke
sppropriate measurss Lo ensure the pror checking of the processing of personal dar
before their startng .

Thie fict that medical daes are already subject to special rules due ro their sensinve
namire does not exclude them from the scope of addidonal mles relative to daa

¥ Dinecrive FLMG(EC are 307,
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processing presendng speeific risks, In other words, the processing of medical daca
presentng specific sks for the dam subjecs” fghts and freedoms has to be checked
prior its beginning. However, any medical dam peocessing does not amtomatizally
present specific rsks. And processing of ‘ordinary’ perssonal data oy alio arowe
specific Fisks.

22, The pnor checking of dat processing presenting specific nsks may take
place via four different ways:

Firstly, the prior checking may be camed oui by the naconal supervisory authoriy
fellowing receips of the notification from the data controller *'. The national super-
visory autherty may, according co the applicable nagional faw, isae a0 opinion or
authorise the data processing 5%,

Secondly, the prior checking may be realized by the dan prorecoon official 2, [n
case of doubr, this person has o consult the national supervisory authonty *. With
respect to this, the Directive indicates thar the daea pratection official will proceed
in eooperation with the natonal supervisory auchonny 2.

Thirdly, the Directive pravides that Member Staes may carry out the prior check-
ing in the context of the peepanation of 4 ineasiee of the natonal paliament, which
defines the nature of the dam procesing and lies down appropriate safeguards 5%

Fourthly, Member States may also realize to this prior. checking in the coptexe of
the preparation of & measure based on a legishive measure, which defines che
nature of the dara procesing and lics down appropriate safeguands 37,

M Deecrive 95/461EC art 20
B Deecrive 15046/EC recimal 54,
i The penonal dara procection efficisl i 2 persen appainted by the data conerodler in complunce with the
naticnal law which gowverns him, This officiad & responsible in particuler
- far ensunng in an independent manner the inpemad applicetion of the napssnal provisions Gzken pursuan:
tn this Crrective.
- far keeping the register of procesing operaticns camed ous by Te contreller, contaimng the iterms al
irderrnation referred ta i article 2122,
ererebyy emausing char the righes and reedoms of the data subgects are uniiely to be adweroey affeomed by
the processing operanons (Dieecrhe §5/45/00 art. 18.2],
The presence af 2 dara procecnon official allows Member Stale 1o provide for the simplification of or the
exemprion from che notficarion ducy [Directve 95 M467FC are 18.2]
W Direcrive 25/45/EC are 102
W Directive #5046/EC recial 54,
B Directive S5M4SEC art 201
T Dhrective S5AS/DC art 2003
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V1. ‘Specific risks’ in the processing of personal data
and the use of Healthgrid technologies

33, Beyond the mere queston of the legittmacy of the medical dat proces-
s, it i3 now posdble to know whether the use of Healthgod technologies may
induce “specific nsks” with pegard o data protecoon. This question is exclusively
focused on the use of such technologies and not an the cudines of is implementa-
doen peojece. Whae could lead wo the conclusion thar the use of Healthgrid echnol-
oges may indoce such specific dsks?

a) The phenomenal storage capacities of Healthgrad technologies are of nature o
cause specific risks with regard to data protection. In this case, specitic risks
may result from the sorage of an important amount of personal dara. Mare
stored ‘dam mean more risks, Marerally, che risk s increased in the presence of
senstive data

The sxsordinacy capacities of Healthgrid rechnologies to procsss a huge
amount of personal dits widely disseminated may also open the door to spe-
cifie risks with regand o dats proecton. More operations vpon pemonal dam
mean more risks. Again, the cisk is greater in the case of sensitve darn.

b

The size of the Healthgrid information system has o be considered, including
its inscripoon in 2 broad European or international network: the langer, the

C;

B

riskisr

d} A specific risk could resalt from the dat subjecy’ instrumentalisaton as chey
could appear moere as informanonal sources than as patienes. [o could also Jead
o diseriminarions in the provision of healtheare or medicines or eatment ot
dizpnosts.

g} The duration of the Healthgrid information system could also create specific
risks 1o data protecton {the “eternity effect’).

fi The use of Healthgrid technologies by public authorides or bodies should be
considered a3 inducing specific risks towands data protection,

g If the exerclse of daa subjecs’ nights s more difficult due o the wie of
Healthgrid eechnologies, it should be recognised as 4 spegific risk to daa pro-
tecTion.

hY Generally, the vse of Grid technologies implics the mansfer of personal dacs
ouside Europe The complexiry of chis kind of information svstem could lead
to acknowledge the presence of specific risks rowards daa protectian.

These critena may natumlly be combined, increasing therefors che rsks for dan
subjeces’ righes and freedoms.
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When considering che specific dsks thae may emerge with the introducrion af
Healthgrid technologies in healtheare, ane should nar forget to take into account
the benefis of 165 use.

Bur again, it must be stressed that the new information and communication tech-
nologies could help o address these fssues.

Vil. Conclusions

34. This paper investigates the managemene by Directive 95/46/EC of the
Eurapean Pardiament and of the Council of 24 Octaber 1995 on the protecoon of
individusls with régard to che processing of personal data and on the free movemen:
of such daa, of the risks related to the underlying procesing of medical dara occur-
ring in Healehgrics.

We have demonstrated that the risk managersient in the processing of pemenal dac
is deployed in four steps.

Firstly, in principle, risks are asessed regarding the purposes of the dat processing
and do net depend o the informatianal content of the procesied persanal dam,

Secandly, this principle is slightly though not compleeely differenc for sensitive dara.
For them, rsks are assessed cegarding chelr informational content a5 well as the pur-
poses of their procesing,

Thiedly, data processing presenting specific risks for dat subjects’ rights and
freedome must be subject to a prior checking beforchand. The checking may take
place inn four different ways.

Founthly, transfers of personal data oumide Europe are maled by special nules,

35. We have shown that regarding thew highly sensitive namure, medical dar
reguire 3 special protection kking into account their informanional content and the
purpose of their procesing. Therefare, Direcrive 95/46/EC has decided o prafutbie
the processing of medical daes. However, the Directive provides ehiae chis ban does
not apply in seven cases, These exceptions to the ban on processing medical dars
have to be restrictively intempreted. In these cases, the legitimacy of the processing
of medical dam & formally assumed withoust prejudice for the other conditions
ensuring the liwfulness of the data processing.

36, The expliic and valid consene of the daca subject constinutes the very fint
seurce af leginimacy for the processing of medical dasa even if] ar the same dme, i
might be the weakest base to legitimate the procsssing of medical data due to the
strict condifons on i validive and to the powsibility for che dat subject to revake
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his ar her consent at any Hme and withoue jusdficadon (but with reasonable notee

in 4ome cases?).

Mevercheless, even if the data controller may legitimate the processing of medical
data with the consent of the data subject, the legitimacy of the da progcessing must
be ceally asessed in each case by the balance of the interests in presence. These
include the ineress of the dam subject, of the data controller, of the third con-
cemmed parties and of the society.

Tn any case, the consent of the data subject may net cover the lack of legiimacy or
the Megitdmacy of the procesiog of medical dasa. The consent of the dac subject
anly creass the presumprion of legitmacy of the processing of medical data unol
proof of the contrary, as do the other exceptions w the ban on processing medical
dlata,

We should approve and recommeiid very scrongly and warmly the ethical practice
requiring the consent of the data subject when processing medics! daw, even if cthe

lattzr might rely on snother base of leginmacy.

37. Due o some of its characterisncs, the use of Healthgrd technologies in
healtheare could induce specific risks wich regard ro dam protecdon.

This tssue shoold be carefully monitored by the data controller av well ax by the
national supervisory authortes,

In these situations, it seems miore than approprists to appoint a personal dacy pro-
tection official to the henefit of everyane in terms of legidmacy, tmnsparency, data
subjects’ nghts and freedoms, confidentiality, securivy and efficiency,

Finally, these specific asks should nor prevenc the use of God Technologes in
healthcare nobly due to their potental bar extmordinary benefits for knowledge
and healtheare. They should only lead to the adoption of appropriste mesuses as
previously deseribed in erder to ensure the respece of dam mubjecs’ oghes and
freedoms o which the entre Healthprid Community is deeply comprired,
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