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without using a similar structure,
sequence or organization in their
audiovisual displays.

B. Publishers, distributors, and other

marketers of third party software products
should:

1. Review the audiovisual display of
proposed products for possible
infringement;

2. Obtain representations and warranties
that the licensed work, both internally
and as presented in its audiovisual
display, is an original work of
authorship; and

3. Include indemnification clauses in
license agreements that require
modification or replacement of
software to avoid infringement.

C. End-users or others who contract for the
development or licensing of computer
software should:

1. Draft the agreements that assign
copyrights and other rights in
computer software to include all rights
in its structure, sequence, and
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organization and in original screens
and other audiovisual display
material for the product;

2. Insure that multi-user/single computer
(single CPU) license agreements
expressly provide for multiple
terminal display of the licensed
software (the statutory privilege under
17 U.S.C. § 117 to use the software on “a
machine” is probably not sufficient to
cover multiple terminal display of the
visual screens of the product even
when a single copy of the software is
operated on only one multi-user
computer); and

3. Check indemnification clauses to
assure that coverage extends to claims
for copyright or other infringement of
the audiovisual display of third party
materials.

EUROPE

Computer Evidence—A Comparative
Approach in Civil and Common Law

Systems: Part I

BY BERNARD E. AMORY AND YVES POULLET

Introduction
The amount of information that companies must
maintain, often for long periods, whether for legal
reasons or in the interests of good business
management, in some cases can cause serious
storage problems, thereby affecting overhead costs.1
One of the advantages of the use of computers in
business is their ability to reduce the volume of
documents kept in archives and facilitate their
processing. There is no longer any doubt that
companies need to be able to computerize records.2
The combined use of computers and
telecommunications, known as “telematics,” offers
further possibilities, such as long distance
operations, which include transferring funds,
ordering consumer goods, accessing data banks and
numerous other types of information exchange.
This technology, which is still at the initial stage of
its development, immediately raises some rather
complex legal questions, notably in relation to the
law of evidence.

Does the processing and storage of information in
the form of computer documents (computer listings,
magnetic tapes, discs, computer output microfilms)

constitute the basis of valid evidence for the
purpose of legal proceedings? Do these processes
conform to the requirements of accountancy, fiscal,
employment and social security laws relating to the
preparation and storage of certain documents? Do
transactions that nowadays can be carried out by
computer (so-called telematic transactions) satisfy
the legal requirements relating to evidence of legal
acts?

The answers to these questions are considered
in turn in relation to two legal systems: the
common law (more particularly English and
American law) and the civil law (more particularly
French and Belgian law). This approach will be
preceded by a general summary of the credibility of
computer documents and followed by some
thoughts on the technical solutions to the legal
issues in question.

Credibility of Computer and Telematic
Documents

To what extent do documents processed by
computer and/or obtained by telematic medium
faithfully reflect the information that they purport
to contain? These documents are subject to two
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types of risk: errors and fraud.

Risk of Error
Errors have different origins: human, technical or
external. The type of error that would appear to be
most frequent is human error.3 The risk of such
error occurring is greatest in two situations: when
data is being loaded into a system and when it is
being processed. So, for example, with electronic
fund transfers, the absence of a universal language
for messages creates the risk of human error in
interpreting and coding by the involvement of
different operators in the transmission of a bank
order.4

External errors are attributable to the
environment. Bad temperature or humidity
conditions, the presence of dust, vibration, static
electricity or electromagnetism, irregular power
supply, etc., are all factors that can be the cause of
a lg\kdown, which in turn can damage or destroy
da

Finally, technical error can be created by a
malfunction of software, hardware or the data
transmission system linking different computer
systems. Due to technical progress, errors resulting
from faults in hardware or software have become
increasingly rare,’ whereas failures in
communication systems are still common. On the
other hand, the former can entail serious
consequences due to their often repetitive nature.

Generally, it can be said that computers and
telematics have diminished the risk of error in the
preparation, storage and transmission of data, but
that the consequences of an error, which are always
statistically possible, can be more serious than in
traditional systems, given the large number of
operations that can be carried out by one machine
in a short space of time.s

to a system, such as the use of an electronic fund
t;;nifer system above the credit limit set by the
>

In the case of both fraud and error, the risk
increases with the complexity of the system
required for the processing or communication of
information. This complexity results as much from
the number of computers and the amount of
software as from the number of operations
performed. As a result, telematics networks are
exposed to this risk to a greater extent than
individual systems due to the involvement of a
greater number of people and computers, and above
all the vulnerability of the intercommunications
between computers. Furthermore, data that is
simply stored in a computer will be less at risk than
valuable data that undergoes more complex
processing.

The fact that there are risks that threaten the
credibility of documents processed by computer or
created by telematics does not mean that they
cannot be relied upon. On the contrary, effective
methods of prevention, detection and correction of
errors and fraud significantly diminish their effects
and increase the reliability of these documents.
However, one must remember that the value of a
computer document will always depend on the
value of the data loaded into the computer in the
first place, as expressed by the acronym “gigo”
(garbage in, garbage out).

Common Law Approach

The law of evidence under the common law, which
is characterized by the wealth, the precision and
the technical nature of its rules, contains two
fundamental principles that would appear to be
major obstacles to the admissibility of computer
and telematic documents as evidence of the

| information that they contain. These are the

“hearsay” and “best evidence” rules.

By virtue of the hearsay rule, oral evidence
(which is a privileged form of evidence under the
common law) is only admissible if it is given by a
person who has personal knowledge of the fact he is
asserting. He is the only person who can validly be
cross-examined on those facts. Applied to written
evidence, this rule means that a document is not
admissible unless its author is present to testify
before the court on its contents.

When data, such as invoices, is fed into a
computer and then presented in the form of a
computer document, the original information has
passed through several “hands”: those of the author
of the original document, those of the coder, who is
not necessarily the author or even answerable to
him, and finally the computer, since in processing
and storing the information, the computer is
capable of altering it. Since by their nature,
computers cannot be cross-examined, legal writers10
and the case law!t have always considered computer
documents to be hearsay evidence.

By virtue of the best evidence rule, a document
is, in principle, only admissible if it is produced in



JANUARY 1987

INTERNATIONAL COMPUTER LAW ADVISER

PAGE 9

its original version. Computer documents are often
only transcriptions of “traditional” documents (e.g.,
bills, order forms), which constitute the originals.
The originals are often destroyed after being
recorded on the computer. Even when there is no
written document that could serve as the basis of a
computer document, for example in the case of
direct recording of information, the “original” is
considered to be the data contained in the computer
in magnetic or electronic form, and the machine
printout on which the data appears in human
readable form is only a transcription of that data
and, as such, is not admissible in court.

Fortunately, in both American and English law
there are numerous exceptions to the best evidence
and hearsay rules and their application to computer
documents will be examined below.12

Hearsay Rule—English Law

Because of a lack of existing exceptions to the
hearsay rule that would grant admissibility to
computer documents as evidence of the facts that
they contain, and given the fact that it is impossible
for courts to create new exceptions to this Tule,13
Parliament acted in 196814 by introducing
provisions relating specifically to computer
documents as part of a series of new, general
provisions concerning hearsay evidence.

The Civil Evidence Act 1968 (the “Act”) makes
admissible “first-hand” hearsay.15 Applied to
computers, this rule means that a computer
document is admissible if the person who loaded
the data into the computer had personal knowledge
of it, or, acting within the scope of his duties,
received the data from a person who had such
knowledge.1¢ These provisions do not apply when a
computer document does not originate with a
written document of which a person has direct and
personal knowledge. Such is the case with a
transaction performed at an automated teller
machine, or a recording by optical reading. In these
circumstances, section 5 of the Act sets forth
specific conditions relating exclusively to the
admissibility of evidence in the form of computer
documents. Pursuant to these conditions, a
computer documents is admissible if—

* it was produced by a computer regularly used
for the normal activities of its user;

* the computer is regularly supplied with
information of the kind contained in the
document submitted as evidence;

¢ the computer was operating properly at the
moment of the information was recorded;
and,

* the information contained in the document
reproduces or is derived from information
supplied to the computer.

By virtue of section 5(4) of the Act, a certificate
identifying the document, describing the manner in
which it was produced and any device involved in
its production, as well as any other useful

information relating to its conditions contained in
subsection (2), must be submitted to the court .
signed by a person occupying a responsible position
in relation to the operation of the relevant process
or the management of the relevant activities.

If the document satisfies these conditions, it is
declared admissible. It is then for the court to
decide its probative value, taking into account all
the circumstances, notably the degree of ‘
simultaneity between the occurrence of a fact and
its recording on the computer, as well as any
interest that any person who is implicated might
have in altering the data.17

These provisions have been much criticised:8 for -
the definitions that they contain and the conditions
of admissibility that they lay down. For example,
the definition of computer is limited to hardware
and makes no mention of software. The result is
that the requirement of proper operation does not
extend to programmes, which can, however, be the
source of errors.

Another criticism of the Act is that it has no
provision for verification of the accuracy of the
original information that has subsequently been
processed by computer. If this information is wrong,
the computer document will likewise be
wrong—garbage in, garbage out.

In parallel with the adaptation of the law by the
Civil Evidence Act, the English Parliament also
specifically recognised the value of computer
documents in certain particular areas. Thus, in the
banking sector, the Banking Act 1979, amending
the Bankers’ Books Evidence Act 1879, expressly
recognises that “bankers’ books” include records
“kept on microfilm, magnetic tape or any other form
of mechanical or electronic data retrieval
mechanism.” In the same way, the Stock Exchange
Act 1976 allows commercial enterprises to keep the
books that the Companies Acts oblige them to keep
other than in directly readable form as long as they
can be reproduced in readable form.

Hearsay Rule—American Law
There is a jurisprudential exception in the United
States to the rule prohibiting hearsay evidence,
which is known as the “business records” exception;
this was introduced into federal legislation!?® and
adopted without major alteration by a majority of
states. This exception provides that business
records2o are admissible as evidence without the
requirement of oral evidence by their author if the
transactions that they record were performed in the
normal and regular course of business and recorded
at the time or shortly after they were performed.z

Since these conditions of admissibility are
based on the circumstances surrounding the
recording of the information and not its form, the
jurisprudence has been able to resort to the
business records exception to allow the
admissibility of computer documents.

This usage of the exception nevertheless can be
criticised; information is often stored only in
electronic or magnetic form and only printed in
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legible form if this proves necessary (e.g., when
there is a dispute), which may be long after its
recording. The result is that it could be claimed
that in the strict legal sense neither the
requirement of regularity nor that of simultaneity
are satisfied. These arguments were rejected in an
important decision of the Supreme Court of
Nebraska,z2 which gave rise to much case law on
the subject. The judgment of the Nebraska court
confirms that the business records exception must
be given a broad interpretation because its purpose
is to “bring the realities of business and
professional practice into the courtroom.” The court
added that the requirements of regularity and
simultaneity must be satisfied at the moment of the
introduction of the information into the computer
and not at the moment of the printing of the
computer document.

According to the business records exception,
such documents are admissible without the need for
evidence in person by their authors. They may be
presented by the person responsible for the
computer system or by any other employee of the
company who is fully informed about the system of
recording, processing and storage of information.2
This person explains to the court the procedures for
detection and correction of errors and gives
evidence on the reliability of the system, its proper
functioning, etc. There was formerly a requirement
that the computer be of a standard type, but this
has now been abolished since it acted as a brake on
technical development.

Because of the great flexibility of the business
records exception, these was no need for the
legislature to act to allow the admissibility of
computer documents. The federal legislature
nevertheless adopted a new formula for the Federal
Rules of Evidence,? and stated that the exception
applies to information stored “in any form” that,
according to official commentaries,? includes
information stored by computer. Insofar as it
confirms an already firmly established body of case
law, this provision was not really necessary.
However, it may prove to be useful when new data
processing and storage techniques are discovered.

Best Evidence Rule—English Law

The production of a copy as evidence of the contents
of its original is permitted if the party exercising
this right establishes that he was unable to obtain
the original.2” Thanks to its very general terms, this
exception allows the removal of the obstacles
created by the best evidence rule to the
admissibility before the courts of computer
documents. To establish their non-availability, it is
enough to show that the originals of such
documents were destroyed in the normal course of
business or never existed (e.g., direct recording).28
The argument that the original is the document in
its magnetic or electronic form as it appears in the
computer and not the computer printout seems
untenable, for in reality only as a printecut is the
document legible by man, and therefore, able to be

put before the court.

The requirement of proof of non-availability of
the original was abolished in 1982 for copies of
films and audio recordings by a decision that held
that they are by their nature reliable.2® According to
certain writers, this decision could be applied to
computer documents.® Such an interpretation
should be qualified: an extension of this rationale to
computer documents containing information that
has undergone fairly complex processing does not
seem well-founded since, under the circumstances,
the original information has been altered. It is,
therefore, no longer a simple copy.

There are also legislative exceptions to the best
evidence rule. Thus, section 5 of the Civil Evidence
Act 1968 provides that the copy of a computer
document (e.g., on microfilm) is admissible if its
conformity with that document is sufficiently
established in the eyes of the court. The criteria of
conformity are not defined in the Act, and the
courts have not yet clarified this point.

Yves Foullet is a lecturer at the University of
Namur and Director of the Computer and Law
Centre at the University.
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